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Abstract— Architecting networks capable of providing scalable, effi- QO0S-sensitive services but not guarantees, it would be overkill
cient, and fair services to users with diverse QoS requirements is a chal- {g provision QoS using the mechanisms of per—flow reserva-

lenging problem. The differentiated services framework has advanced a . L " . .
set of building blocks comprised of per-hop and access point behaviors tion and admission control. In addition to the service mis-

with the aim of facilitating scalable services through aggregate-flow con- Match, overhead associated with administering resource reser-
trol inside the network and per-flow traffic control at the edge. In spite  vation and admission control which require per-flow state at

of recent efforts, little is known about how to select "good” per-hop and 4 \targ impedes scalability. On the other hand, relying on ho-
edge controls, in part, due to a lack of cohesive criteria with respect to

which the choices can be effectively reasoned, evaluated, and justified. ogenous best-effort service, characteristic of today’s Inter-
In this paper, we provide a theoretical framework for reasoning about  net, would be equally unsatisfactory.

differentiated services networks, _constrained to be implementab_le in IP Recently, efforts have been directed at designing network
networks. The control framework incorporates assumptions, albeit weak, hi ith the ai f deliveri S L. .
about selfish user behavior and service provider behavior. This is ne- architectures with the aim of delivering QoS-sensitive services

cessitated by the essential role they play in influencing end-to-end QoS, by introducing weaker forms of protection or assurance to
without which an effective evaluation of Diff-Serv architectures remains  gchieve scalability [5], [6], [7], [8], [9] The differentiated

incomplete. We show that there is an intimate relationship between the .
properties exported by per-hop and edge control, and the “goodness” of services framework [10]' [6]' [11]’ [9] has advanced a set of

the resource allocation and QoS attained in a noncooperative network building blocks comprised of per-hop and access point be-
environment. haviors with the aim of facilitating scalable services through

Our control framework—Scalar QoS Control—generalizes per-hop 444regate-flow resource control inside the network and per-
and edge control achievable by setting a scalar value in packet headers,

e.g., the TOS field of IP. We develop a theory of optimal classifiers and [1OW traffic_ control at the edge. By performing a many-to-
the properties they exhibit which facilitate end-to-end QoS via the joint one mapping, as flows enter the network, from the large space

action of aggregate-flow control per-hop and per-flow control at the edge. of individual flows to the much smaller space of aggregate

We show the stability and efficiency properties of the overall network sys- flow labels. scalability of per-hob control is achieved while at
tem when users are allowed to influence the choice of scalar values in the ’ y orp p

DS field at the edge, and service providers export costs to users commen-the same time introducing uncertainty and volatility by flow-

surate with the QoS received. aggregation and aggregate-flow packet switching per-hop.
I. INTRODUCTION B. Key Issues
A. Motivation A number of works have studied the behavioral characteris-

fics of specific instances of differentiated services networks.
Sprevious work [5], [12], [13], we introduced aggregate-
W per-hop control mechanisms motivated by game theoretic

source reservation and admission control to provide gogh- considerations—a router performs class-based label switching

anteesand gradedservices to application traffic flows. An-Which emula_tes user optir_nal service_cla§s selection with re-
alytical tools for computing and provisioning QoS guarar‘?‘-pect to selfish users—without con§|dgr|ng the space of .a”
tees [1], [2], [3], [4] rely on overprovisioning coupled Wi,[haggregate-ﬂow_per-_h_op controls which is carnecj out in this
traffic shaping/policing to preserve well-behavedness prop pper. In [14] S|mp||_f|ed mode_ls of Assured Service [11] and
ties across switches that implement a form of generalized p gemium (or Expedited) 'SerV|ce [15] are presented and ana-
cessor sharing packet scheduling. For applications needi] Fd W.'th respect to their per_formar_me whgn comparegl with
guaranteed services, the unconditional protection afforded B .ulatlons. In [16], an adaptive .1'b't markmg schgme s de-
per-flow resource reservation and admission control is a fibed, and the resulting bandwidth sharing behavior demon-

cessity. For the population of elastic applications that re ui?gated via simulations when the pri(_)rity level is cqntrolleq
Y Pop PP d end-to-end. In [7], the authors describe the proportional dif-
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Architecting networks capable of providing scalable, eff
cient, and fair services to users with diverse QoS requireme
is a challenging problem. The traditional approach uses



include [5], [6], [8], [17]. reservation, or otherwise—can satisfy all users’ QoS require-
In spite of these efforts, a comprehensive understandingmaénts, the system is stable and reaches a Nash equilibrium.

the power and limitation of differentiated services networké/e show that the optimal per-hop control is also “optimal”

is still in its infancy. Little is known about how to selectin the noncooperative game context in the sense that when

“good” aggregate-flow per-hop controls—including optimatetwork resources are configurable such that all users’ QoS

ones—per-flow end-to-end (or edge) controls, and what cfequirements can be satisfied, then there exists a Nash equi-

teria to apply when designing these components. Followiligrium that is system optimal. We augment the user con-

the divide-and-conquer approach to network design, we wolital results by introducing a selfish service provider who is

like to reduce the scalable QoS provisioning problem to su@ble to export specific costs—i.e., prices—to users commen-

problems and solve them individually without worrying abousurate with the general requirement that a superior QoS (and

the details of other subsystems except through well-definégis greater resource consumption) incurs a higher cost than a

interfaces and “black box” function definitions. Although théower QoS (and thus smaller relative resource usage)

same approach is undertaken in this work, we find that there

are intimate relationships between the selection of per-hop and!!- ARCHITECTURE ANDMODELING ASSUMPTIONS

end-to-end controls, on the one hand, and the dynamics oA aQverall System Structure

differentiated services network when driven by selfish users . . o

and service providers, on the other. The efficiency and sta-1N€ network system is comprised of four principal

bility of noncooperative network systems is influenced by tHMPonents—per-hop contraledge contrgluser controjand

properties of the per-hop and edge controls, and this depSRIVice provider contrelwhere the first two mqke up the net-
dence necessitates the joint consideration of network mechrk system proper, and the latter two are incorporated to
nism selection and user behavior in an expanded framew&M@luate the “goodness” of the first two components. Fig-
within which the relevance of per-hop and edge control prop’® I1.1 depicts the overall system struc'ture. A user’s traffic
erties can be evaluated. The two key focus points of this pa;EIQPN' upon entering the network, is assigned a label from a
are: (1) formulation and solution of optimal per-hop and edgt Of L values, e.g., enscribed in the TOS field of IPv4. The
controls for differentiated services networks, fitsithoutre- 'OUters provide differentiated treatment of packets based on
gard to user behavior issues, and (2) relating the network cdp€i" enscribed labels, and end-to-end QoS is determined by
trol properties to the dynamics of the system when enga %’@ treatment of an user’s flow on all hops along a given path.

in a noncooperative network environment with respect to effi1€ label values are set at the edge on a per-flow basis—either
ciency and stability. once-and-for-all (open-loop), or dynamically as a function of

network state (closed-loop)—facilitating end-to-end control as
part of edge control. A second component of edge control is
access controlvhich prevents users from arbitrarily assign-
Our contributions are twofold. First, we give a generahg labels to their packet flows without consequences. Access
framework of differentiated services networks where packebntrol may be achieved by policing, traffic shaping, and pric-
labels can be set from a finite label set and routers provide difg. We assume that the network (in general, service provider)
ferentiated treatment of packets based on the labels enscrilesghorts a cost to each user which increases with service qual-
We define the meaning of optimal per-hop control within thigy, or equivalently, with the resources received. The system
context and find the optimal solution for aggregate-flow coils completed by incorporating selfish users who can regulate
trol. We show that the optimal per-hop control satisfies certaine label values on their packet streams to satisfy their QoS
properties—denoted (A1), (A2), and (B), and defined in Serequirements at least cost, and a selfish service provider who
tion 1I-C—which relate how label values impact the service sets prices—which determines user cost—to maximize profit.
flow receives at a router. We augment the general result by preThe job of the network system proper—per-hop control and
senting optimal solutions when restricting the packet schedgbge-control—is to provide sufficient and efficient network
ing disciplines to variants of GPS, and the consequencesmachanisms such that for a set of users or traffic flows with
the core properties. diverse QoS requirements, by suitable setting of the packet
Second, we expand the framework by introducing sellabels, user-specified services in the formtafget end-to-
ish users who can influence QoS provisioning behavior Bnd QoScan be provided. The setting of the label value,
regulating the label values assigned to their traffic streamhether it is done by access control on behalf of a user or by
Based on the properties exported by the network controla-user directly, should be powerful enough so that the users’
(A1), (A2), and (B)—we show how a population of selfisHQoS requirements can be satisfied without necessitating the
users with diverse QoS requirements setting their packet émgagement of other traffic controls to the extent possible
bels can arrive at a global allocation of resources thstiable
(Nash equilibrium) ancfficient(system optimal). We show Twe omit the service provider results due to space constraints. The full
S . aper, including the proofs, is available as a technical report [18].
that even in situations when network resources are scarce S%éiﬂan end-to-end delay of 30ms is desired but the route assigned has a prop-
that no resource allocation—differentiated service, per-floagation latency of 50ms, then clearly no amount of class-based label switching

C. New Contributions



®S o ._es] classes and service weightg > 0, >.;", ax = 1, for an
Se7 output port whose link bandwidth is shared in accordance
/ with the service weights. It is not necessary to have GPS
| o7 ) Gl as the underlying packet scheduling discipline—e.g., priority
% i queues, multiple copies of RED with different thresholds are
i BT Hﬂ alternatives—but we will show that GPS has certain desirable
= properties when considering the problem of selecting an opti-
= ) g mal aggregate-flow per-hop control for differentiated services.
— — An important component is the classifier which is given by
amap¢ : [1,L] — [1,m]. Thatis,n flows—effectively L
(or less) flows from the router’s perspective since packets are
scheduled by their label values only—routed to the same out-
put port on a switch are mapped #o service classes. For
Fig. IL.1. Overall QoS provisioning architecture. Network exports per-hopdgregate-floveontrol,n > L andL > m. Thus

and edge control, user exercises scalar QoS congrobftrol), and ser-
vice provider exports QoS cost to user. n>L>m,
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Control

Access
Control

Edge Control

Per-Hop
Control

and if L. > m, this leads to a further aggregation per-hop in
The network control substrate should also promote stabilifgdition to the many-to-one mapping exercised at the edge due
in a noncooperative network habited by selfish users and s@fm, > L. For some choice of classifier and packet scheduler,
vice providers, and facilitate efficient allocation of networkhe QoS received by flowe [1, n] at a switch is determined—
resources as an outcome of selfish interactions. explicitly or implicity—by a performance function?, x! =
zi(n,A), wheren = (1,...,n,) andX = (Ag,...,A\).
More precisely, flowi's performance, in the aggregate-flow
Assume there are flows or users. A user € [1,n] sends case, is determined by the performance functibtn®, A*)
a traffic stream at average ratg > 0 (bps). In the follow- associated with service clagsc [1, m] where
ing, we will assume); is given and fixed (“fixed bandwidth . " 0 \a .
demand”). The case whey is variable (“variable bandwidth * = €mi), m*=1,2,...,L), A"=(A1,A3,...,AL),
demand”) is considered separately. két= (2%, 2%,... , 21) and A% = Z Aj.
denote the vector of end-to-end QoS rendered to 1sEor
examplexi may represent mean delay, packet loss rate;}
delay jitter (e.g., as measured by some second-order statistl¢)at is, the switch sees only (up tb)'super users” (or aggre-
and so forth. We assume that all QoS measures are represe@éd@ flows). With a slight abuse of notation, we will denote an
such that a smaller magnitude means better QoS. A packet&ggregate flow at a switch by the indgxandn®, A* by n, A
longing to usei is enscribed with a scalar without the superscript. The distinction will be clear from the
context.

B. Basic Definitions

Jmi=t

n €4{1,2,...,L} .
C.2 Per-hop Control Properties

taking onL distinct values. Unless otherwise specified, we There are three properties of the per-hop control, listed be-
will use [a, b], for a < b, to denote the set of integers betweepyy, which are of interest and deemed desirable from a QoS
a andb. Typically, the number of users is very large @s-"control perspective. Let; = (0,...,0,1,0,...,0) denote
vis the range ofy;, i.e.,n > L, and per-flow identity—as the unit vector whoséth (i € [1,n]) component s 1, and 0,
conveyed byy;—is lost as soon as a packet enters the n&jtherwise. In the followingi € [1,7] refers to the end user,
work. Thus by the many-to-one mapping impliedy> L,  andzi(-) denotes the individual user's performance function
aggregate-flow QoS contréé imposed on per-hop behaviolinduced by the performance function of the service class that

and executed per-hop at routers on an end-to-end path. In @& yser is mapped to iy The properties are:
implementation design [19], we use a number of bits in the DS ] i , )

field of IPv4 (and IPv6) to carry the value (i.e., DSCP). (A1) for each flowi and configuratiom, z*(n + e;) <

z'(n) andz'(n <e;) > '(n);
C. Per-hop Control (A2) for any two flowsi # j and configuratiom, z7(n +
e;) > o/ (n) andz’ (n Se;) < 2/ (n);
) - (B) fortwo flowsi # j and configuratiom, n; > n;
Per-hop control consists ofdassifierand apacket sched- impliesz?(n) < 27 (n).
uler. We assume a GPS packet scheduler withservice B

C.1 Per-hop Control Components

In the definitions, the range afis such that the perturbations
can achieve the target QoS. remain in then-dimensional lattice, i.ep + e;,n &e; €



|

R 1 GPS

Edge

3 N
GPS
Classifier
=]

Fig. I.2. Left: Aggregate-flow QoS control affected by two stages of “information loss” via many-to-one coarsification—at edge and per-hopv&tight:
in DS field of IP datagram is used by the classifier to select service class in GPS packet scheduler.

[1, L]™. Property (A1) states that, other things being equal, ijust then value in accordance with a user’s QoS needs. Prop-
creasing the label value of floivimproves the QoS receivederties (Al), (A2), and (B) admit to composability in a WAN
by flow i (recall that “small” means “better” QoS in our rep-environment where a user’s traffic flow goes through several
resentation). Property (A2) states that increaginwill not hops along an end-to-end path. That is, if a property holds for
increase the QoS received by any other flowProperty (B) any single per-hop control, it also holds for a sequence of per-
states that if flows has a highern value than flowj, then the hop controls in a network of switches when viewed as imple-
QoS it receives is superior to that of floiv We call property menting a composite performance funcfiorAn end-to-end

(B) the differentiated servic@roperty. Note that (B) has thecontrol of the form

immediate consequeneé(n) = zi(n) < n; = n;. Thus

there is no absolute, a priori QoS level attached totheal- mi(t) +1, if X’: >0,
ues. It is the magnitude of,—relative to other flows’ la- ni(t+7) =< ni(t) &1, if xt <6, (11.1)
bel values—that will determine the QoS received by a flow mi(t), otherwise,

i. We will show that the three properties, collectively, facili-
tate effective QoS differentiation and control viaontrol— wheref® represents uséis QoS requirement vector—i.e., ex-
i.e., scalar QoS control—and furthermore, allow selfish usgsgessed as a threshold with delay less tarpacket loss rate
to share resources efficiently when setting theralues com- |ess thargi—andr > 0 represents the next update, is asymp-
mensurate with their QoS requirements. totically stable with respect tosingleusef. Properties (A2)

and (B) reflect theesource-boundednepsoperty of a router,
D. Edge Control and come into play when considering a collection of selfish
D.1 Access Control users engaged in end-to-end scalar QoS control, and the dy-

The properties exported by per-hop control—if satisfied-2@mics this induces as a result of interaction.

are not sufficient. by themselyes to render end-to-end QE_S User Control
commensurate with user requirements. End-to-end (or edge) N _

control complements per-hop control by setting the value Bfl1 User Utility and Selfishness

n per-flow in accordance with user needs. We assume thayseri’s QoS requirement can be represented hytikity

the network exerciseaccess controht the edge such thatfunctiont/; which has the forn/;(\;, x%, p;) where); is the
users are not permitted to assigrvalues to their packets attraffic rate,x’ the end-to-end QoS received, apdthe unit
will—if every user assigns the maximumvalue L to their price charged by the service provider. The total cost to iiser
flows, then QoS control vig loses its meaning (degenerategs given byp;\;. We assume thdi; satisfies thenonotonicity

to FIFO-based best-effort service by property (B)). This catopertied

be done by performing per-flow policing, traffic shaping, or '

assigning costs via pricing. Open-loop control is used in the oU;/0X; > 0, oU;/0x* <0, and oU;/0p; < 0. (ll.2)
Assured Service and Expedited Service instantiations of dif- _ _ _ _ _ .
ferentiated services—also calledsolutedifferentiated ser- Other things being equal, an increase in the traffic rate is
vices [7]—and is generally suited for short-lived flows fofavourably received by a user, so is an improvement in QosS,
which feedback control, when subject to long round-trip timd¥/t an increase in the price charged by the service provider has
(RTT), is ineffective. Figure 1.3 depicts the overall structuré detrimental effect on user satisfaction. These are minimal,

of the end-to-end control framework. 3In general, under flow conservation for (A1) and (A2), or certain packet

loss dominance conditions.
D.2 End-to-end Control 4This assumes a total order on the union of reachable and required QoS
. . . vectors. See [20] for a discussion of QoS ordering.
Our framework (also referred to aslative differentiated 57; need not be differentiable, nor even be continuous. We use continuous

services in [7]) allows end-to-end control to dynamically achotation here for notational clarity; monotonicity is the only property required.
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Fig. I1.3.  Structure of forward QoS control path. “Lower” path comprised of admission control, policing/shaping, per-hop control—open-l@bp contr
“Upper” control path comprised of dynamiccontrol, pricing, receiver QoS monitoring, QoS feedback—closed-loop control.

weak requirements on the qualitative form of user utility. Hfor all ¢ € Z such thaty; + ce; € [1, L]. Since all users are
1 control is allowed to be exercised by the user, theelfish stuck atn with respect to selfish moves, the system finds itself
useri can be defined as performing the self-optimization  at an impasse, i.e., rest point. A similar characterization holds
; for (11.4). Existence of Nash equilibria and their efficiency
. . 1 .
n}?{“}f‘” Ui(Xi, X', pi) (11.3) properties are of import since they characterize the behavioral
wheren; influences usef’s utility U; via its effect on the QoS a}spgct of a dlfferentlz_';\ted Services network when put into ac-
tion in a noncooperative environment such as the Internet. We

receivedx’. We assume;(x?) is a monotone (nonincreas-

ing) function ofxi which corresponds to the price functionW'” show that the global resource allocation properties in a

exported by the service provider. A slightly different formula[loncooperatwe network environment are intimately tied with

tion of selfish, “cost-conscious” user behavior is obtained 69e properties exported by the per-hop control.

the constrained optimization formulation
min \;p;(x°) (1.4)
i

F. Service Provider Control

For a single routesharedby flowsi andj, the only pricing

subjectto x' < ' constraint we impose is

where 6% is useri’s QoS requirement vector. Thus the x' <x! = p; > pj. (11.6)

user wants to minimize cost—i.e., achieve efficient resource

allocation—while satisfying his QoS requirements. Thresfhat is, the better the QoS received at a shared resource (i.e.,

old utilities expressed as bounds on the QoS received igo&lter), the higher the per unit flow cost charged to the user

useful means of representing and conveying a users Q&Seiving superior QoS. Sine¢ < x’ if, and only if, the

requirement—delay less than 33ms, packet loss rate(ess  relative resources (in the present framework, bandwidth) al-

jitter less than 3ms, and so forth. The user is asked to conJegated to flow: is greater than that of flow, relation (11.6)

her QoS preference as a quantifiable threshold when interdést says that the more resources a flow consumes—thus re-

ing with the network system (e.g., through a Web browser ig€iving superior QoS—the higher the cost it incurs aisis

terface) which is employed in some practical systems [21]. @ flow that consumes comparatively less resources. Relation

(11.6), due to its generality, leaves open the degree of freedom

E.2 Noncooperative Game of setting themagnitudeof the prices which we assume is un-
Useri's QoS is influenced by the actiong; (values) of other der the control of a service provit;ler. The service provider can

usersj # i viax' = z’(n) as captured by properties (A2)be treated as yet anot_her plgyer in the ggme—e_lssflgr!eq the in-

and (B). If all users engage in self-optimization, this leads #£X zero—and, if selfish, will try to maximize his individual

anoncooperative gamdhe first point-of-interest istability.  Utility Uo. Uy is assumed to have thenform of revenue minus

In a noncooperative game, a configuratipr= (., ... ,n,) Cost(i.e., profit) givenb¥o(n, A) = >_i_; Aipi(x') &Costy.

which determines the global QoS allocation is stable if no uséfhereCost, is the total cost incurred by the service provider

under (unilateral) selfish actions, can improve her utility frodf delivering the services. The service provider expopisee

that achieved ag. More preciselyp is a stable configuration functionp = p(x) wherep(-) is monotone decreasing i

or Nash equilibriunif for all usersi € [1,n], Thus a selfish service provider performs the self-optimization

Ui(\i, 2 (n + ce;),pi(n + ce;)) <

) max \ipi (x 1.7
Ui, (), pi(m)) (1.5) ni 2 ) )



assuming fixedCost . “Closing” the system by incorporatingn (and\), the optimization
the actions of a selfish ISP leads t¢ra+ 1)-player noncoop- n
erative game. min Z(”i Sw;)? (11.2)

i=1

I1l. OPTIMAL CLASSIFIERS ANDPER-HOP CONTROL measures the “goodness” of a resource allocatiomith re-
o ) spect to users’ codified needsin the mean-square sefise
We take a reductionist approach to optimal aggregate-flayice (111.1) penalizes by theifferenceerror, the relative im-
per-hop control by first defining what optimaer-flowcontrol - 4 tance of higher; values is preserved, and resources are
is when packets are enscribed with a value frbrpossible apportioned accordingly. For genergle R, , including the

choices. Aggregate-flow control can then be viewed a&@n yiscrete and bounded cagec {1,..., L} which s of special
proximationto the QoS achieved by per-flow controlin a welliyierest. define the normalization

defined sense. Comparability between aggregate-flow and per-

flow control is facilitated by the fact that, even in aggregate- . JiZlmin. - if ok Z Dming
flow control, an end user’s QoS remains well-defined, and the ni=9q : (I1.2)
X g N ' 1, otherwise,
loss in power due to coarsification affected by flow aggrega-
tion can be exactly quantified. wherenmin, Jmax are the minimum and maximum values of

{m,n2,-.. ,nn}, respectively. Note tha}; € [0, 1], and un-
less alln; values are equaljmin = 0 andnmax = 1. Letw;
denote the normalization af; via (I11.2). Givenn, the opti-
mization corresponding to (111.1) is

A. Optimal Per-flow Classification

Consider the per-flow control or classifier problem for

users who choose packet labels friimZ]. Technically, per- n A
flow classification means = m (each flow’s service can be moin Z(ﬁi S0;)?. (1n.3)
individually configured), and_ is either greater or smaller i=1

thann. The rangel. may be finite or unbounded, and thq)||.3) realizes the same semantics as (IIl.1), however, gener-
variablen; € [1, L] discrete or continuous. The influence ofjized by the function or “code” (it is not 1-1) given by (II1.2)
boundednesanddiscretenessan be subtle, and its effect istg ), values not restricted to the real unit intery@l1]. If L
shown in Section IV with respect to system optimality of Nas§ hounded, then the 1-1 functigp = n;/L achieves a simi-
equilibria where we quantify the negative performance impag} purpose. (111.3) possesses the same desirable properties as

of boundedness and discreteness affected by loss of resolutina), which are characterized by the following two results.
Whenn users mark their flows with a valug € [1, L] drawn

from the metric spacél, L] with property (Al) satisfied— Propogition ll.4 (thimal Per-ﬂow Classifier) ~ Given m,
largern; values, other things being equal, result in a greaté‘r6 RY, the solution tq(ll.3) is
apportionment of resources and thus better Qg@Sean be Nifli i
viewed as codifying a user's QoS or resource demand with % = (1 &V) = —— +V =7 (11.5)
. 2171 Ajnj E]’:1 Aj
respect to some measurement unit. For examplmay rep-
resent bandwidth demand in units of Mbps. If network rder all i € [1,n] where0 < v < 1 is a parameter which
sources arifinite, then a flow’s request can be satisfied basettfines a continuous family of solutions.
on then; value specified, without consideration of the needg, o parametev,

o X o which stems from the dimension reduc-
specified by other flows (except, possibly, for pricing issuegjo, associated with (111.2), has an appealing interpretation.
That is, independence or decoupling holds.

If, on the othﬂr] . .
' e second term in (lll.5) corresponds to the proportional
hand, resources aftite—an OC-12 link is shared amongSEa (-5) P prop

T . X re achieved by FIFO scheduling, whereas the first term
bandwidth intensitive users—then, in general, the users’ ¢

. ; “torresponds to proportional share of the corresponditggal
Iectrllve resource dfmif;d may exceed the a"a"z?"e banIdW| s \;7;, which are the original flow rates weighted by their
In the presence of sugksource contentigra conflict resolu- relevancy variable); derived fromn;. Thus, ifv = 1, then

tion scheme is needed, including the criteria by which resourg, o1 hop control effectively ignores the label values and be-

allocation is deF'dEd' - _ haves as a FIFO queue. #f = 0, then the router acts like
Assume available bandwidth is normalized such that tot@IGPS scheduler with service weights given by the first term.

available bandwidth igs = 1. First, assume); € Ry is a For any other value of, (111.5) represents a convex combina-

continuousvariable over the real unit interv@, 1], express- tjon of the two behavioral modes.

INg User:s normallzgd bandW|dthndemarmar unit flow Let Proposition 111.6 (Per-flow Classifier Properties) The op-

o= (a,...,a) Witha; > 0,5, ap =1, represent the y - ) . o "

. . . timal per-flow classifier given irflll.5) satisfies properties

fraction of resources apportioned by the per-flow classifier 8\1) (A2), and(B)

i € [1,n], and letw; = «;/\; denote the fraction of resources” ™" ' '

allocated ta; per unit flow. Under the abovemanticsgiven  6The generalization to other norms is treated separately.



B. Optimal Aggregate-flow Classification be the partition of1, L] induced by¢. On input(n, A), ®,, 1.

With the semantic set-up of optimal per-flow classificatiorp,eh‘r’wes as

let us consider the aggregate-flow classifier problem wherg
n > m. The original aggregate-flow classifier problemn;> B, (1, A):

L = m, is subsumed by the more ger)e_ral .set-up Wliecgn 1. Compute\t = Y~ X, for eachk € [1,m].
take on any value. From a QoS provisioning perspective, the ok €U

ultimate goal of a differentiated services network comprised 2. Computey” for k € [1,m] as follows,
of aggregate-flow per-hop controls is the provisioningod-

to-end QoSommensurate with each user’s needs. Aggregate " 0, !f 31: € Uk, 72’ =0
flow control, whether it has many or few labels, must service N =91 if 3i € Ug, 0 = 1;
flows usingm < n service classes which results in a reduced > icu, Mi/|Uk|, otherwise.

ability to effectively shape end-to-end QoS with respect to the
performance criterion (I11.3) when compared to per-flow con- | 3. Use per-flow optimal solution (Proposition I11.4)
trol. Thatis, the minimum value of (111.3) achieved by optimal | with new input = (3',...,7™), X =
per-hop control is smaller than that of optimal aggregate-flow| (A',...,A™), to solve the reduced per-flow classifier
control. This is a consequence of a more general result given problem consisting of» superusers.
by Proposition I11.9.

We give a formal definition of aggregate-flow per-ho
control. Anaggregate-flow per-hop control with paramete
(m, L) is a function

]\ reduction classifier reduces tHe label (orn user) prob-
fem to anm user per-flow classification problem by aggrega-
tion of component flows and centroid computation, then solves

. the reduced problem by applying the optimal per-flow classi-
D1 (n,A) — (€, .7 " ) ; A

i mA) = (&) (-7) fication solution. The resource share received by individual
where ¢ : [I,L] — [L,m] is the classifierand ¢ = flows can be computed as follows. Let, k € [1,m], be
(au1,... ,am) is the vector of service weights assigned to tH§€ solution returned by Step 3. Foe Uy, seta; such that

. . . _ k _ e
m service classes. With respect to end uséfs,, induces— Yiey, @i = o, anda;/); = constant. This is the share

explicitly or implicitty—a performance functiony?, ; for received by user € [1, 7).
each usef € [1,n] Theorem I11.10 (Reduction Classifier) Let &,, ; be a re-
. duction classifier represented by its classifjeThen®,, 1 is
P,z 7 (1, A) = ai, (I1.8) anoptimal aggregate-flow per-hop controé., satisfieglll.3)
. , _if, and only if,£ is a solution to

wherea; = ¢y, (1, A) > 0is useri’s share of the bandwidth

allocated by®,,, 1. With a slight abuse of notation, we use min Z Z (1; ©n*)? (11.12)

to denote both users (i € [1,n]) apportioned resource, as Y hm) et

well as the service weight allocated By, 1, to service class

i (€ [1, m]) In the per-flow case, they coincide. Since thehere the minimum ranges over all reduction classifférs

traffic rate is fixed, we will omit it from the argument list. Theqrem 111.10 shows that an optimal aggregate-flow classifier
The two-stage interpretation of aggregate-flow per-hop contiq,st pe a reduction classifier, and furthermore, it must effi-

is depicted in Figure I1.2. ciently cover—in the mean-square sense—the set of label val-

Proposition 111.9 (Service Class Monotonicity) Let ®,, 1, UeS_{ﬁhﬁa, ..., Tn} usingm centroids{ﬁl, . ,ﬁm}: Thus
be an aggregate-flow per-hop control, and |}, = {e : o'p.tlmgl aggregate.-flow per-hop control]g aqlusterlng or c[ag—
om.0(m) = o forsomen}. Then(lll.3) achieves a smaller sification problem in the statistical classification sense. This is
value with more service classes, iz, > m implies made more precise by the next result. o
A classifier¢ is well-formed(also called agrouping if the
S R three conditions; < ;, £(i) = £(j), andwm; < nx <
{afggl, > (i i) } < {anel}gl}n > (i i) } jointly imply £(k) = £(i). Thus if two different label val-
™=l i=1 ues are mapped to the same service class, thepalues
“sandwiched” in-between must be mapped to the same ser-
. . vice class.£ can be represented by well-formed parentheses
Consider a special type of aggregate-flow per-hop contr rfthetotally ordered sef < 1 < ... < n,, where adjacent

&, —called R.educt|o.n C|a35|f|gp whose behavior IS COM-~ \ 5 lues are grouped into the same partition except, possibly, at
pletely determined by its classifiér: [1, L] — [1,m], in the ;
f boundaries.
following sense. Let
Theorem I11.12 (Grouping) An optimal aggregate-flow clas-

Up,={ie[l,L]: &@) =k}, ke [l,m], sifier is well-formed.



Thus aggregate-flow per-hop control is, mathematically, anWe will call the pair(n, n') of control vectors aelfish move
optimal clustering problem. Unlike its many brethremf useri € [1, n] with respect tax} if ' = n £ ¢;, and the

in higher dimensions that are, with few exceptions, NRellowing two conditions are satisfied:

complete [22], the clustering problem given by (11.11) in Thefi) ¢’(n) < o} impliesn’ = n + e; andy(n') > ©'(n);

orem I11.10 has a poly-time algorithm; e.g., it can be solved lfji) ¢'(n) > o impliesn’ = n ©e; andal < pi(n') <
dynamic programming. Wheh = m—the practically rele- ¢'(n).

vant case where there are as many labels as service class&$is an “unhappy” user tries to improve his happiness by in-
optimal aggregate-flow classification has a linear time algoreasingy;, while an “overly” satisfied user tries to reduce the

rithm. satisfaction level to match his actual needs. We will call a pair
_ _ B of control vectorgn, n') aconcurrent selfish moy@ the neg-
C. Properties of Optimal Aggregate-flow Classifiers ative direction) if for some/ C [1,n],n = n <), e;, and

Although optimal per-flow classifiers satisfy propertie§l: 77¢i) is a selfish move for afl € .J. An analogous defini-

(A1), (A2), and (B), the same is not necessarily true of c)Iy_ons holds for concurrent selfish moves in fhesitive direc-
timal aggrégate-fIO\;v classifiers. tion. We will sometimes refer to selfish movessexjuential

selfish moves to distinguish from concurrent ones. The defi-
Theorem I11.13 (Aggregate-flow Classifier Properties) An nition of selfish move describes an efficient or cost conscious
optimal aggregate-flow per-hop control satisfies propéRy, user who only consumes just enough resources to satisfy her
but need not satisfy propertié81) and(A2). QoS needs.
_ . For useri, let A; = {n : ¢'(n) > «af}. ThusA; repre-
Property (A2) is more subtle than (A1) and (B), but of imporents the set of configuration where ugsiQoS requirement
in influencing the stability and dynamical structure of noncgs satisfied. Let

operative networks built on top of a differentiated services net-
work substrate.

Theorem I11.14 (Classifier Properties with L = m) Anop- i=1
timal aggregate-flow per-hop control with parametérs= m

o . Thus all users’ QoS requirements are satisfie *,
satisfies propertiefAl), (A2), and(B). Q d oot A

A configurationn is system optimaif € A4*, and for all

The L = m constraint advanced by Theorem II.14 coinl’ # 7 ¢(n') > ¢(n) does not hold. In a system optimal
cides with practical considerations that derive from an infonfiguration, the users’ QoS requirements are met while ex-
plementation perspective. For example, assuming four pRgnding the minimal amount of resources. Incuerloaded
from the TOS field in IPv4 are used to encode the label s¥Stem, i.e.3°, af > 1, by definition, there cannot exist a
{a,a+1,...,a+ 15} for somea > 0, then we may config- Way of allocating network resources such that all users’ QoS
ure 16 service classes at routers, one for each of the 16 po&fuirements are satisfieq. € A" is acorner pointof A" if

ble label values. The classifier results and properties for fixtf Set of selfish moves fromis empty.

service weights are treated separately. B. Nash Equilibria and Stability Properties

IV. GAME THEORETIC STRUCTURE B.1 Dynamics insided*

The roadmap of the game theoretic results is as follows.First, we will present the dynamical properties of the non-
First, we derive stability properties—existence of Nash equiooperative QoS provision game whet* exists (i.e., is
libria and their structure—and dynamics of the noncooperatigenempty) andy € A*.

QoS provision game when users are al[oyved to setﬂml- Pﬁoposition IV.1 (Projection) For useri and configuration
ues end-to-end. Second, we show efficiency properties wj O N dn for i i
AT . o1 € A, let Mi(n) = {n' : n; = m;, andn; < n; forj #i}.
respect to system optimality, in particular, when Nash equili henM;(n) C A;
ria are system optimal. L=
Proposition IV.1 is a consequence of property (A2) of the per-
A. Basic Definitions hop control. We can use Proposition IV.1 and property (Al) to

To satisfy useri’s QoS requirement’, the per-hop show a closure property of*.

control—whatever its specific form—must apportion a frad¢:emma IV.2 (Closure) A* is closed under selfish moves,
tion af > 0 of the available bandwidth. Let; denote the sequential and concurrent. That s, fgre A* and any subset
minimal such bandwidth. We will find it more convenient twf usersJ C [1,n] such that(n, n <e;) is a selfish move for
work in the service weight spadex: o > 0and Y"1, o; < alli € J,

1}. We will usey*(-) to denote the performance function cor-

reponding taz?(-) which allocates—explicitly or implicitly— n ©Z e; € A"

a service weight to usérfor a given input. ieJ



Thus selfish users, even when making simutaneous selfisbves in the negative direction. By the definition of selfish

changes to theiy values, cannot escape from the détwhere move, it follows that/+(n), J~ () form a partition, and &

their QoS requirements are all satisfied, some more than néé{n) impliesn € A;, andi € J—(n) impliesn € A;.

essary. A concurrent selfish move, with respect to users

J C [1,n] and intersection sdf),. ; .A;, can be represented
, !

by a subset off” C J that shows the users making a MOVZite sequence/y, Jo, ..., J,. of concurrent selfish moves,

since selfish moves withifi),. ; A; can only occur in the Jo(Jo 1(---Ju(m)---)) = n. Thatis, configurations outside

downward direction (a consequence of the more general res . . !
can exist from which concurrent selfish moves lead to a
Lemma IV.6). cycle

Theorem IV.3 (Monotone Convergence) Any initial con-
figurationn € A* converges to a corner point o4* under
selfish moves, sequential or concurrent.

Theorem Iv.7 (Cycles) There exist network systems with
é4* # ( such that for somen € A* and fi-

Cycles turn out to have limited impact with respect to insta-
bility in that they cannot arise under sequential selfish moves,
and they are transient as shown by the next result.

Thus a corner point oft* is a fixed point under the dynamics .
of selfish moves withind*, from which users cannot escapeT h.eorem V.8 (Tranyence of Cycles) Cycles, when t'hey
by selfish actions due to closure. Theorem IV.3 also shows tﬁéﬂs’t' aretransientn the Sense th_at from any conflgurathn
A* always possesses a corner point, not necessarily uniqueowhe cycle, there eX|st's.equent|aI or concurrent selfish moves
corner pointn represents aefficientallocation of resources that lead to a Nash equilibrium.

for all users in the sense that each useQoS requirementis Corollary IV.9 (Nash Existence) There always exist Nash
satisfied byn, i.e.,a} = pi(n) > «F. Furthermore, any incre- equilibria.

mental action by will either violate his QoS requirement or : .
increase the apportioned resources beyond what is neede}év?ohave presented the results such that existence of Nash is an

satisfy the user’s QoS requirement. We will show that a no nmediate consequence of Theorem IV.4 and Theorem [V.8.

incremental action by useémwill have the same consequence Nash eqwhbnyn n ¢ A ha_s alspecmc monotonic form;
(Theorem IV.4). Ifp(n) = o theny is efficient in an abso- we omit the detailed characterization due to space constraints.
4). = qa}

lute sense. C. System Optimality and Structural Properties

Th_eorem V.4 (Comer Point and I_\I.as.h) Letn beacorner e turn our focus to characterizing whett is nonempty.
point of A*. Theny is a Nash equilibrium. The next result is the only general result that holds from (A1),
We remark that a corner point of* must be Nash equilib- (A2), and (B) without exploiting further properties of the op-
rium, but the converse need not be true. Indeed, there are N&31®! aggregate-flow classifier solution for= m.

equilibria that need not be id*, even when it is nonempty. Proposition IV.10 (Diagonal Inclusion) Let D = {n :
Theorem IV.5 (Nash and System Optimality) A configu- 7: = 7; foralli,j € [1,n]}. If af < Aif 325 Aj for all
ration 7 is Nash and system optimal if, and onlyf,is a Usersi € [1,n], thenD C A*.

corner point ofA*. Note thata} < X;/ -7, \; for all i € [1,n] implies that
Yicp,n @ < 1. Next, we find weaker conditions fot* 7#

. , i i (), and characterize the loss of power resulting from having a
When proving Lemma IV.2, itturns out to be inessential thgy ,nded. discrete label SEL,2, ..., L}. To achieve this, we

the intersection set hd*. For.J C [1,n], the same argumentjjize the properties of the optimal aggregate-flow classifier
goes through when selfish moves are restricted to usefs ingq|tion forZ, = m. First. consider the case whep € R,

In fact, Lemma IV.2 is a special case of the following morg, 4 ; ¢ [1,n], andn = m. The case of interes, € [1, L]”
general result. in the aggregate-flow case can be analyzed by relating it to the
Lemma IV.6 (Closure with User Restriction) For J C unrestricted case.

(L, n], ;e s Ai is closed under sequential and concurrent selfrpe grem v.11 (Unrestricted Intersection) Assumer; €
ish moves when restricted to users/in R, forall i € [1,n]. Letn = m, and let¢ be the optimal
Thus keeping the values of some users fixed, there are sulper-flow classifier. Thenl* #  if, and only if,

spaces in lower dimensions where closure with respect to ¢ 3i € [1,n] such thanf <wvX;/ "7, A, and
remaining users’ selfish moves can hold for a more relaxga) Z;‘Zl max{a}, vA;/ Z;‘Zl A <1,

intersection set. For any configuratigndefine

B.2 Dynamics outsided*

Herev > 0 is the solution parameter of the optimal per-flow
J(n)=J () uJ (n) classifier which determines how much proportional sharing to
inject in the service weight allocatiom & 1 degenerates per-
as the set of all selfish moves whefé(n) is the set of moves hop control to FIFO). Theorem IV.11 is a tight characterization
in the positive direction and ™~ (n) represents the set of selfishof .4*'s nonemptiness in the unrestricted case where properties



(a) and (b) stem from the particular form of the optimal pefor n > L, we can expec

flow classifier solution given by Proposition 11.4. Note that
asv — 0, (b) become§j}’:1 a; < 1 which is the weakest
possible condition for nonemptiness.4f. The next result is
an immediate consequence of Theorem IV.11.

Corollary IV.12 (Empty Restricted Intersection) If A*
() in the unrestricted case, theA* = § in the restricted case [1]
wheren; € {1,2,...,L}foralli € [1,n],andL < oo.

The aggregate-flow and per-flow cases with respect I8
nonemptiness ofA* can be related by the next result which
is a consequence of Theorem I11.14. (3]

Proposition 1V.13 (Per-flow and Aggregate-flow Relation)
Letn; € {1,2,...,L}foralli € [1,n],andL < co. A* #
in the per-flow caséi.e.,n = m) if, and only if, A* # () in
the aggregate-flow case with = L.

(4]

(5]

Given the relationship of nonemptiness4f between the per- 6]
flow and aggregate-flow case undgre {1,2,...,L}, what
remains is a quantitative characterization of the loss of power
due to discreteness and boundedness of the labgl,ddtin 7]
the aggregate-flow case.

(8]

Theorem 1V.14 (Loss of Power due to Restriction) Let
L = m < n. If there existsa = (a1, ao9,...,a,) with
amin = 0, amax= 1, 0 < «; < 1, such that (9]
[10]
(1ev) Aic y— > [11]
YNy XN T
1 . [12]
s ler A (IV.15)

% L&l E?:l )\jOéj
(23]

forall i € [1,n], thenA* # 0.

The left-hand-side of inequality (IV.15) just denotes a vaIiE[4
service weight vector with respect to the optimal aggregate-
flow classifier. The second term in the right-hand-side 11‘5]
(IV.15) of Theorem IV.14 quantifies the loss of power due t
coarsification. IfL. — oo, then the loss-of-power term dropg16]
out. In practiceL is a small finite value (e.g., using 4 bits in
the precedence field of I, = 16). The next result shows 17
thatn > L—the raison d'etre of aggregate-flow control—

facilitates tightness of the bound. (18]

Corollary V.16 (Nonempty Discrete Intersection) Under
the same conditions aheorem IV.14letd; = |(L & 1)«;],
i € [1,n]. ThenA* # Qifforall i € [1,n]

(19]

[20]
(1) Aidi L, Ay
PP TR DD Y i

) i 1]

af + (1 ev) (IV.17)  [22]

L—1
r=1 F Zj:dj:k Aj

Ai
T—1
k=1 * Ej:dj:k Aj

< 1, and

IV.15) gives a tight bound on the existence condition of sys-
tem optimal Nash equilibria.
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