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ABSTRACT statement instances. In this paper, we propose a data-centric dy-
namic slicing technique, in which dependences are introduced be-

Traditional dynamic program slicing techniques are code-centric, !
hween memory locations.

meaning dependences are introduced between executed stateme
instances, which gives rise to various problems such as space re-

quirement is decided by execution length; dependence graphs are Code Trace
highly redundant so that inspecting them is labor intensive. In . . 1. x=..;
this paper, we propose a data-centric dynamic slicing technique, ¥nt XY 2., A[0]=...;
in which dependences are introduced between memory locations. int A[...], B[...]; I e
Doing so, the space complexity is bounded by memory footprint int main () { 31 A[ll]_':"
instead of execution length. Moreover, presenting dependences be- register int i, j, k; 41. while (i<x) {
tween memory locations is often more desirable for human inspec- | X=...; 5. y=...;
tion during debugging as redundant dependences are suppressed. 2 A[0]= 6. j=Ali];
Our evaluation shows that the proposed technique supersedes tra- ~* o 7. K=.j..;
ditional dynamic slicing techniques in terms of effectiveness and 3. A[l_]_‘j" 8 Blil= .k S
efficiency. 4. while (i<x) { 91 =k
— . 1 oo
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Figure 1: Sample code and a sample execution.
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) o ~ The idea can be illustrated by an example. Fig. 1 shows a code
dynamic program slicing, memory dependence graph, data-centricspippet and an execution trace. Variabteandy are global vari-
slicing, fault localization. ables and thus they reside in memory as arrajjsand BJ] do.

Variables:, j andk reside in registers. Traditionally, the dynamic

1. INTRODUCTION program dependence graph for the sample trace is like the one pre-

Dynamic slicing was introduced in [9] as a debugging aid. It sented in Fig. 2 (a), in which a node is _created for each executed
isolates executed statements that have contributed to a runtime fail-St&tement, a data dependence edge is introduced between two ex-
ure through program dependences [7]. Despite its recent progressecuted statements if the head statement instance defined a variable
[22], dynamic slicing still has limitations such as space requirement nd the variable is later used by the tail instance (e.g., there is a
is tied to execution length and slices contain too much information dat@ dependence edge betwégrand7,). A control dependence
for a human to explore. These issues arise because existing tech€dge is introduced between a predicate instance and a statement

niques are code-centric, i.e., dependences are introduced betweelnstance if the predicate instance decided the execution of the state-
T ment instance (e.g., there is a control dependence edge bedween

and4;). One can observe that the size of the graph is proportional

to the execution length. Earlier study [22] shows that an execution
Permission to make digital or hard copies of all or part of thizknfor with one hundred million instructions could require 1.5GB space
personal or classroom use is granted without fee providaddbpies are to store the graph without any compression. Furthermore, such a
not made or distributed for profit or commercial advantage aatidbpies graph is often highly redundant. In the sample code snippet, state-

bear this notice and the full citation on the first page. Toycotherwise, to ment 4 may get executed multiple times so that the dependence
republish, to pg/St on fservers or to redistribute to listgues prior specific  panyeen 4 and 1 is exercised repeatedly, resulting in a large num-
permission and/or a fee. . . 2
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(a) Traditional Dynamic Dep. Graph (b) Statement Based (c) Memory Dep. Graph
Figure 2: Different types of dependence graphs for the sample &ce in Fig. 1. For graphs (a) and (b), solid edges and dashed
edges represent data dependences and control dependencgespectively. A statement instance is represented as with s being the

statement andi being the instance counter.

information. The compression techniques proposed in [22] reduce in a memory dependence graph. It fits the intuition that compu-
the space requirement by orders of magnitude, but do not changetation on registers is often temporary so that it is not necessary to
the space complexity. Besides, they entail heavy-weight program present them to the programmer. For instance, loop induction vari-
analysis and instrumentation. ables mostly reside in registers. They often give rise to very deep
A simple idea to reduce space complexity is to discard instance dependence chains because of iterative updates. However, inspect-
information. More particularly, a node is created for one statement ing these chains step by step is often fruitless. Such chains are
instead of one statement instance. An edge is introduced if there isprevented in memory dependence graphs. In Fig. 2, the memory
ever a dependence between instances of two statements. Applyingyraph (c) is much smaller than the traditional graph (a). Inspecting
the idea to the sample run results in the graph in Fig. 2 (b). It it requires much less effort.
is easy to infer that the graph size is now decided by the number The proposed technique can be naturally applied to classic de-
of statements instead of the execution length. Unfortunately, the bugging. For example, when a core dump occurs due to a segment
graph quality also significantly degrades. For example, suppose itfault, the current memory graph reflects the dependences between
is observed that a wrong value is defined3f)] at8; due to a fault memory locations in the core dump. It is also very convenient,
at statement 2. Using graph (a), the dynamic slic8¢fi.e., the during debugging, for the programmer to pause an execution and
set of executed statements that are reachable igroontains the investigate relations between memory variables. The technique
faulty statement 2. However, when graph (b) is used, the slice alsois also able to identify dependences between inputs and outputs,
contains statement 3. If the loop iterates for 1000 times, statementwhich are nothing but memory regions. Such a capability is very
6 depends on the 1000 definition points of the arfaglements desirable in scientific computing in the presence of uncertain data.
and the slice contains all those definitions. This bloat is caused by More precisely, the confidence of an output value hinges on the un-
discarding necessary instance information. certainties of the set of inputs it depends on. Expensive wet-bench
We observe that the root cause of these problems is that dynamicexperiments can be spared if a positive output unfortunately has a
dependences are defined between statement instances, i.e., they alew confidence.
code-centric We argue that it is more natural to define dynamic The contributions of this paper are highlighted as follows:
dependences between variables in memory, i.e., making diagsn
centric The intuition is that memory variables give a strong hint
about what information should be kept and what should be dis-
carded. For example, Fig. 2 (c) presents the dependences between
variables at the end of the execution. It shows that dependent

e \We propose the novel idea of data-centric slicing, in which
dependences are introduced between memory locations in-
stead of statement executions.

on z because the definition gfis control dependent on the predi-
cate onx at 4. B[0] depends on bott[0] andz. Similarly, B[1]
depends on both[1] andz. Now, even though statement 5 is exe-
cuted multiple times, only one dependence edge is present between
x andy as the multiple instances of 5 operate on the same variable.
Furthermore, the memory dependence graph does not undesirably
coalesce the dependences caused fijat statement 6 as various
instances operate on different memory locations. The first benefit
of constructing data-centric dependence graphs is that graph size is
no longer tied to the length of an execution but the memory foot-
print of the execution, which is a much better bound. The second
benefit is that it often presents a better view of failure causality
and reduces the workload in inspecting a slice. Statements that as-
sign values to registers, e.g., statements 6 and 7, will not be present

We study a few possible designs of data-centric slicing and
identify the one that features effectiveness and efficiency. We
formally define the concept of memory dependence graphs
and study properties such as space complexity.

We develop an online set-based graph construction algorithm
that is amenable to an efficient implementation udirgary
decision diagraméBDDs), which exploit the significant over-
lap among memory dependence graphs.

We evaluate the technique on a set of medium-sized pro-
grams. The results indicate that the proposed data-centric
slicing technique supersedes traditional dynamic slicing tech-
niques in terms of effectiveness and scalability.
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Figure 3: Possible designs for memory dependence graph.

2. MEMORY DEPENDENCE GRAPH More specifically, overwriting a variable does not induce any re-

A key concept in our data-centric slicing techniquexismory ~ connections and dependence edges can only be added to the graph
dependence grapimG). Given a program execution point, usually ~Without being discarded. Fig. 3 (b) and (e) present the mGs for
the point where a failure happens, mG describes dependence relathe second design. The graph bef@ieis the same as that in the
tions between memory locations. It is constructed and maintained first design. The difference lies in the graph affer The over-
online during program execution. Even though the idea is intuitive, writing of  at 7, introduces two new dependence edge?i U

there exist various possible designs. andy % » without discarding the original dependence’: y.
Design One. In this design, mG reflects dependences between Therefore, a8, the computation of the current valuewfi.e. the
memory locations at theurrentvirtual space snapshot. More specif- chainu =% y md, s explicit in the graph. However, such
ically, given a program execution poist, denoting theth execu- a chain is not distinguishable from other bogus dependence chains
tion instance of statement?, a memory locationn is said to be
dependent on another locatiarif and only if the current value at

m was affected by the current valueratvithout going through any a new problem, which we call thaver aggregatiorproblem. One

other memory locations. may suggest distinguishing different writesitaising an instance
Fig. 3 shows examples for different designs. An execution trace counter or timestamps. Such a solution will make the space com-

is presented on the left. Here we assume that all variables are memblexity of the resulting graph to k@ (execution length

ory resident. Graphs (a) and (d) represent the mGs for design one . ; .

. . ; ; To overcome the problems in the previous designs, we propose to
when the exgcutlon reaches poifitsand81, res?nictlvely. Right maintain memory dependence grapidependentiyor each vari-
before7,, variabley depends o, denoted ay — x, because  aple. Informally, graphs for different variables are separatedato th

md md

starting fromu, e.g.,u md, y — z — x. In other words, the
second design solves the over abstraction problem, but introduces

the current value ofy was defined using the current valueaott writing to a variabler only updates the graph efwithout chang-
31. Similarly, u md, y. Variablez depends om because the defi-  ing the graphs of other variables. Fig. 3 (c) and (f) demonstrate
nition of the current value of was the result of the branch outcome  such a design. Before;, each variable has its own dependence
regarding the current. In other wordsy controls the value of. graph, delimited by a box annotated with the variable. Aftés

Such a design is less effective when memory locations are over-overwritten af7; usingu andz, the new graph of is constituted by
written. Consider the same example, at staterfignthe value of copying the graphs af andz and connecting to y andz to y, re-
y is overwritten, which implies now the current value wfis no sulting in the graph (f) &;. Note that the graphs afandz remain
longer dependent on the current valueypfout rather the current  untouched. More particularly, overwritingat 7; does not change
value ofz. More particularly, upony being overwritten, the de-  the nodey in u’s graph. As a result, the dependence between the
pendence betweem andy has to be discarded and a dependence old value ofy and the current value af is not obscured by depen-
betweenu andz, on which the obsoletg value is dependent, is  dences introduced for the new valueyof Therefore, it overcomes
introduced. The resulting graph is shown in Fig. 3 (d). One can the over abstraction problem by not discarding dependence edges.
infer that if u were to be overwritten, a variable that is dependent It also greatly mitigates the over aggregation problem by separat-
onw, assuming it to be, would be re-connected ta As a result, ing the graphs of individual variables. For example, the graph for
when such a graph is presented to a user, one has to figure out whyu precisely explains the computation of its current value, without
there is a dependence betwaeandzx, which is often hard as the  being obscured by bogus dependences caused by other variables as
discussed earlier.

Next, we formally define memory dependence graphs.

Design Two. In order to avoid over abstraction, the second pos- . DEFINITION 1. Given an execution point and a memory loca-
sible design is not to discard any dependences that ever occurredtion: the memory dependence graph regarding the location at the
execution point is a paif /N, E') with NV being a set of nodes arid

1A statement can execute multiple times during an execution. being a set of edges. A node is represented as & pAuldr, dAddr)

md

. . d d . ..
corresponding chain 2% o =% ¢ % 2 is no longer visible.
We call such a problem thever abstractiorproblem.




1:rl :=ld(mx) mG mG;,
2:r2 :=1d(my) @
3:r3:=rl+r2 ) ‘ @

4: st(mz) :=r3

1 2 3 4
—> register to memory edge —p memory to memory edge

Figure 4: A memory dependence graph construction example. Therdce is on the left, and the four graphs represent the mG
snapshots after each step, with R representingn G, M representing mG™.

with vAddr being a memory location and dAddr being the program that describes the forms of instructions executed at runtime. Note
counter of the definition point of the memory location. There is a that one should treat it as a grammar for execution traces instead of
dependence edge between two nodes if and only if there is a dy-a grammar for programs. The grammar is shown in Listing 1.
namic program dependence path (in terms of dynamic data and In this grammar denotes registerspnstdenotes constants. To-
control dependences) between them and along the path there is nogether, registers and constants form atoms, denoted Expres-

a definition to any memory locations. sions,e, can be atoms, memory loads, unary or binary expressions.
A value is loaded from memory locatian by Id(a). Due to the
characteristics of traces, we design a simple grammar that requires
addresses to be atoms (Similarly, we require the operandsmf
andbop expressions to be atoms). While in a high level language
or a high level IR, an address could be an expression, in a low level
IR like the one we encounter in our implementation, an expression
is flattened into multiple IR statements. In other words, the address

;nd tlbwe r‘:]efl't?'tllo'; pf?r:m tr? th?r:tlo;:ailr:)n. -l::e r;ea;OT 'T the;it t:elrte is computed and stored into a temporary register before being used
ay be multiple detinition points 1o theé same memory location. by a load/store statementJop and bop represent unary and bi-

is n_eeded to d|§t|ngu5h these definition points because they havenary operations, respectively. Statemestgan be in the forms of
distinct semantics.

register assignments, memory assignments, conditionals, and un-
PROPERTY 1. The space requirement for the mGs of an execu- conditional jumps. One may notice that the conditional statement
tion with the memory footprint d¥/ bytes andV unique statements does not have thel se branch, since the grammar is designed for

A memory dependence graph is defined regarding a memory lo-
cation at an execution point and all the nodes in the graph are mem-
ory locations that have contributed to the current value of the given
location. In fact, the mG of a memory location is similar to the con-
cept of the dynamic slice of a variable. Note that according to the
definition, a node is created for a unique pair of a memory location

is O(M? - N?). execution traces, and at runtime, only one branch is executed. For
simplicity of presentation, we omit the definition PCs of an depen-
The proof is straightforward. For each of thé bytes, the num- dence edge in the rest of this section, that is to say, an edge is a pair

ber of nodes of its graph i©®(M - N) and thus the number of  of memory locations instead of a four-tuple.
edges isO(M? - N?). As a result, the total space requirement
is O(M? - N?). In fact, the practical bound is significantly bet-

ter because: (1). many programs consume memory at the scale of Listing 1: Simplified Trace Grammar

megabytes and a particular byte often only depends on a number ofa = const | T
other bytes; (2). memory graphs have significant redundancy that® = @& .| Id(a) | uop(a) | bop(a,a)
can be exploited to achieve space efficiency. We will discusshowto S = T -~ e.
usebinary decision diagram¢éBDDs) to exploit such redundancy | '_st(a) = e
in Section 4. | if(a) goto a
| jmp a

3. GRAPH CONSTRUCTION t=clsit

In order to facilitate efficient graph construction, we change the  Although we are only interested in memory to memory edges
definition of memory dependence graph to an equivalentform.  when constructing memory dependence graphs, we need to tem-

porarily maintain register to memory dependence edges. However
such dependences have very short life times, and they will be trans-
lated into real memory dependences once values in registers are
written to memories. For the purpose of presentation, we divide
the set of dependence edges into two parts:

DEFINITION 2. Given an execution point and a memory loca-
tion, the memory dependence graph regarding the location at the
execution point is a set of four-tuplésAddr,, dAddr,, vAddr,
dAddr). Each tuple represents a memory dependence edge with
(vAddr,, dAddr,) being the head node, including the memory lo-
cation and its definition, anévAddr, dAddr, ) being the tail node. mG =mGM UmGH,

This definition formulates memory graph as a set of tuples (rela- with mG™ subgraph containing memory to memonydm) depen-
tions). It is trivial to see that it is equivalent to the previous defini- dences, anénG* subgraph containing register to memorgr)
tion. The reason we use a set based definition is that, as it will be dependences. We useG. denotes the dependence graph of an
illustrated in Section 4, sets can be represented as BDDs to suppresentity =, which could be a memory location or a register.
redundancy and achieve efficiency. Given the modified definition, Figure 4 gives an overall idea of how the two subgraphs are
graph construction can be defined with set operations. To better il- constructed and propagated for a simple trace segment, assuming
lustrate graph construction, we first give a simplified trace grammar that initially, the memory graphs for locationsz andmy contain



edgesq{(maz, mb), (mb, ma)} and{(my, ma)}, respectively. Af- Case Il: st(a) := e. The computation of mG for the memory

ter the first step, a r2m edge is added betweeandmaz, repre- location|a|, denoted bynG|,|, is defined as:

senting the dependence of the current valuelin Similarly, an R Iy

edge is added betweer2 andmy after step 2. After step 3, the mGla| = mGja UmGig (4)
graphs ofr1 andr2 are first combined, and the temporary edges mGﬁ\ =0 (5)

betweenrl andmaz and between2 andmy are replaced by the Iy
two edges from-3 to ma andmy, reflecting the dependences of mGq = mm(a) Umm(e) Ureplace(rm(a) Urm(e), |al)
r3. The r2m edges from3 to ma andmy are replaced by two (6)

m2m edges fronmz to mz andmy after_ the_ final step. The im- In particular, the last equation says that the memory-to-memory
portant observation is that we only maintain sufficient r2m edges graph is the union of the memory-to-memory graphs:@nde,

to ensure the final m2m edges can be correctly identified, which 34 the new edges introduced betwéenand memory locations
explains why the r2m edges of andr2 can be discarded. that were loaded to computeande.

We use the following helper functions to access these subgraphs

for atoms and expressions: Case I11: if(a) goto label. Handling conditional statements is

key to including control dependence into memory dependence graphs.
Since a statement sequernicthat follows thisif statement is con-

(atom) = 0, atom = const trol dependent on predicate the memory dependence graph of
rmiatom) = mGE, atom =r the predicate should be propagated to each statemenia use a
0 atom = const pseudo registetd to hold the value of the current branch condition.
mm(atom) = Y - The current control dependence graph is denoted@s,.
mG;",  atom =7 Before the execution of, the oldmG.q is saved to a stack as
rm(a), e = a or uop(a) follows:
rm(e) = rm(a1) Urm(az2), e =bop(ai,az) stack.push(mGeq)
rm(a) U{(, |a])}, e=1ld(a) ) ) .
. Then, the newnG., is defined as:
mm(a), e = a or uop(a)
mm(e) = mm(a1) Umm(az), e = bop(ai,asz) mGy = mG iy Ureplace(rm(a), cd) )
mm(a) U mGﬁf\v e =ld(a) mG% = mG% Umm(a) (8)

R R The two equations reflect the current control dependence is a
replace(G™,x) = {(z,m) | (_,m) € G7} union of the previous control dependence and the dependence of
The functionrm() is used to extract the register-to-memory sub- the predicate. For instance, in the case that one if statement nests
graph from the dependence graph of an atom or an expression. Simin another if statement, a statemerguarded by the inner predicate
ilarly, function mm() is used to extract the memory-to-memory should be transitively control dependent on the outer predicate. In

subgraph of an atom or an expression. For example(rl) = other words, the dependences of outer predicate need to be propa-
{{r1,mz)} andmm(rl) = {(mz, mb), (mb, ma)} for r1in Fig- gated tos. ) . . L

ure 4. Function-eplace(GR, z) is used to replace the from node After the execution of, mG.q is restored to its original state
(the register) in a register-to-memory gra@ff with nodez. More through the following:

particularly, when an expressieris a binary operatiom;m(e) and
mm(e) compute the union of the subgraphs of the two operands,
reflecting the newly computed value depends on whatever inthe de- It means the execution after this point is no longer control de-
pendence graphs of the two operands. Whira load instruction, ~ pendent on the predicate With mG.q, we can include control
mm,(e) is the union of the address’ dependence graph(a) and dependence into the memory graphs of registers and memory loca-
the dependence graph of the value stored at the address, denotetions incases landll, by performing the following at the end:
by mefl; rm(e) is the union of the region-to-memory graphcoof mG, = mG, UmGM U replace(med, r) 9)
and the new edge df , |a|), which represents a temporary (don't iy R
care) register is associated wittand the register depends on the mG)q) = mGq) UmGeq Ureplace(mGeg,lal)  (10)
addresga|. Note that such registers will be replaced eventually.
The following discussion of graph construction is driven by the

mGeq = stack.pop()

In practice, program execution is often not well-structured because
of cont i nue, br eak, orset j np/l ongj np constructs. Due to

grammar. space limitations, handling such cases is omitted. The basic idea
Casel: r:=e. These are register assignment statements. With is to rely on post-dominator computation instead of syntactic struc-
the helper functions defined above, the computatiom6f, can ture [20].
be specified as: No special action is required for the remaining case of uncondi-
MGy = mGE UmGM 1) tional jumps.
mG; = replace(rm(e), ) @ 4. IMPLEMENTATION
mGY = mm(e) (3) The system is implemented on Valgrind [12]. Control flow anal-

ysis on binaries is implemented on Diablo [6Binary decision
diagrams(BDDs) [10] are used to represent graphs, which are in-
deed sets of dependence edges. As mentioned earlier, each memory
location has its own graph. The graphs of different memory loca-
tions have significant overlap. Such redundancy can be exploited
by BDDs. BDDs are data structures to represent Boolean functions

Intuitively, it replaces all the from nodes (temporary registers) in
rm(e) with r and then unions with the memory-to-memory depen-
dence graph.



//See Equation 1: case= r20

mGis = mG%0 u replace(meéo,tS)

//See Equation 9

mGts = mGes UmGM U replace(mGE,, t5)

//See Equation 1: case= bop(t5, const)
mGra = mGM Ureplace(mGE, t4)
//See Equation 9
_ mGa = mGa UmGM Ureplace(mGE,, t4) /IT4 depends only on %ebp, thus ignored.
t4 = Add32(15,-8) 14 = Add32(t5,-8) t4 = Add32(15. - 8)
//See Equation 1: case= r0
mGs = mGM U replace(mGE), t6)
//See Equation 9
{6 = GET(O mGis = mGie UmGM Ureplace(mGE,, t6) /ISave the dependence of t6 to r0 at instrument time.
= GET(0) t6 = GET(0) t6 = GET(0)
/ISee Equation 4: case= t4,e = t6
MGy = mGM U replace(mGE, t4])
mG|pa) = mG|rq) UmGE Ureplace(mGf, [t4])  //T6's dependence on r0 forwarded here.
/ISee Equation 10 MG = mGM U replace(mGL,, |t4])
_ mG|pq) = MGy UmGM Ureplace(mGE,, [t4])  ma 4| = MG UmGM Ureplace(mGE,, |t4])
STle(t4) =16 STle(td) = 16 STI‘e}(‘t4) =‘tt6| cd cd
(@ (b) (c)

Figure 5: Examples of the Valgrind IR for binary instruction nmov %ax,

tion algorithm (b), and the effect of optimizations (c).

(or truth tables) [4], and thus they can be used to represent rela-
tions (sets) with finite domains. For example, an mG is represented
with a 4-tuple relation in this paper. BDDs use a global data struc-
ture, which is a binary graph, to represent a very large number of
relations. A relation can be accessed through an index (an integer)
to the global data structure. Different relations have different in-
dices. Equality of two relations can be decided by comparing their
indices. Operations on relations can be translated to function calls
to the BDD package with relation indices as the parameters. Re-

lation operations used in this paper such as union and element re-

placing can be straightforwardly implemented with BDDs. Details
are elided due to space limitations.
Figure 5(a) shows some examples of Valgrind IR, on top of which

- 8( %ebp) (a), instrumentation for the graph construc-

spond to Equation 4. They first compute the memory graph4for
and then union it with the memory graph The third line is to
include control dependence according to Equation 10.

4.1 Optimization

Strictly applying the instrumentation rules in Section 3 unfor-
tunately leads to substantial runtime overhead. We develop two
optimizations that can significantly improve efficiency.

OPT-TEMP. One of the major sources of inefficiency comes
from our treatment of IR Temps such@sand¢5 in Figure 5. The
frequency of definitions and references of IR Temps is much higher
than those of registers and memory values. In our base implemen-

our algorithm is implemented. (For presentation purpose, some tation, many function calls are used for man_ipulating the depgn-
non-essential parts of the IR are omitted, like the size annotations dences of IR Temps. However, two observations help us alleviate

on operands.) Here it uses 4 IR statements to translate the native inthis problem.
structionmov  Y%ax, - 8(%ebp) . Native registers are assigned Firstly, IR Temps are often used to compute stack addresses.

indices. They are read/written with the IR primitiveET/ PUT, Without compromising the important feature of supporting depen-
dence tracing for pointers, we can largely reduce the instrumenta-

tion by precluding dependence tracing for stack addresses. More
particularly, we can skip dependence tracking for all IR Temps that
only depend on values of register %ebp and %esp, or constants.
Thus, we do not need to instrument the assignmentd sndt5,

as shown in Figure 5(c). The dependencesin the store state-
ment can be removed too.

Secondly, Valgrind IR Temps have the SSA property, i.e. each
IR Temp is guaranteed to be defined only once. Also, IR Temps
are only visible in a super block (a translation unit in Valgrind).
These two properties allow us to move the handling of IR Temp de-
pendences from runtime to instrumentation time. Specifically, the
dependences and definitions of IR Temps are analyzed and iden-
tified at instrumentation time and merged directly into functions
handling dependences for register or memory values. Only when
the definition of an IR Temp depends on a register or memory that
is later rewritten in the same block, do we need to use separate
function calls for the IR Temp. Thus in Figure 5(c), we see that
for the store statement, no explicit calls are needed to propagate the
dependences fron6. Its dependences are directly forwarded and
merged with the memory graph computation [iaf}.

for example, the index for %ebp is 20 and that for %eax is 0.
Valgrind IR also introduces its own class of temporary variables
(IR Temps), liket4, t5, andt6 in the example. The rest is self-
explained:Add32 constructs an address expression by adding two
32-bitintegers, and th®T| e statement stores a value to an address
in the memory.

Figure 5(b) shows the instrumentation of memory graph con-
struction for the IR in (a). The first IR instructiarb=GET( 20)
belongs to case | as described in Section 3, i.e.rthe category
with r beingt5 ande being a register20(%ebp). The first line
of instrumentation is to instantiate the memory graphfofvith
that of 20 following Equation 1. More specifically, it first intro-
duces new edges frons to the memory locations that were used
to compute the value af20 by calling replace() It then further
unions the set of new edges with the memory-to-memory graph
of »20. The second line of instrumentation is to union the cur-
rent control dependence graph with the computegraph, follow-
ing Equation 9. The instrumentation for the second IR statement
t 4=Addr 32(t 5, - 8) is similar. For the store statement, which
falls into case I, the first two lines of the instrumentation corre-



OPT-CACHE. The second source of inefficiency comes from ygid more_variables (void) 4659

the usage of BDDs. One of the basic operations in our algorithm { 4660
is to create an edge from two addresses. This involves six function
calls to various BDD library functions. Since we are building slices ~ v_count += 4; 4669
for all live values as the program executes, the same dependence “a'ables = §b§aﬁ?[ :*if’zcgmaz'l')‘éc \(/é'r'*)))- jg;g
edge might appear in the slices of more than one value. We found - - '
that a caching mechanism that avoids repeated use of expensivg 2687
BDD operations to create the same edge can greatly reduce runtimevoid more_arrays(void) 4688
overhead. This also means that once an edge is created, it cannot 4689
be reclaimed by the BDD kernel, suggesting a higher space over-
head. However, our experience shows that the increase in memory 2-count += 4; 4698
. L arrays = (bc_var_array *x)bc_malloc (... 4699
consumption is insignificant. a_count = sizeof(bc_var_array =*))); 4700
5. EVALUATION while (indx < v_count) { 4706
In this section, we study the characteristics of data-centric slices .(:d(frﬁys + Indx)) = (be_var_array +)(0): 238;
and their effectiveness in debugging. We also show the runtime } 4709

cost of our algorithm. Table 1 shows an overview of the set of
benchmarks used in the experiments. They are collected from the
BugBench suite [11]. They all contain real known bugs that are
summarized in the last column.

Figure 6: Parts of bc-1.06 code, from the source fildc_1.06-
noLn.c.

5.1 Effectiveness pendence graph (Note: for case study purpose, we have merged all
The first experiment is about the effectiveness of data-centric soyrce files into a single filbc_1.06-noLn) The number on an
slicing in debugging. As we discussed in Section 3, mGs are com- edge indicates how many edges are used in the code-centric slice to
puted and stored as BDDs for every register and memory valuesestaplish the dependence that is represented by a single edge in our
as a program executes. When the program crashes, the memoryhemory graph, i.e., it indicates how many instruction instances are
graph corresponding to the wrong observable output is dumped, ajong the data/control dependence path between two memory loca-
for example, a wrong address value that caused the SIGSEGV. Thetjons. It clearly demonstrates that memory dependence graph can
effectiveness study involves how this memory graph (i.e. memory- syppress less useful information and presents a better view for de-

data-centric slice) can be used to find the root cause in the sourcepygging. This figure also explains why the size of a memory graph
program. We assume that a breadth-first search strategy is adopte@an be much smaller than that of a code-centric slice.

in inspecting the graph, starting from the failure node. For compar-

ison, we also applied the conventional code-centric dynamic slic- P RAPRAG

ing and constructed dependence graphs from instruction instances. more_arrays more_arrays

Similarly, a breath-first search is used to reach the root cause nodes. be_1.06-noln.c:469% | be_1.06-noLn.c 469
Table 2 shows that for each benchmark, how many nodes in the y 2

graph have been visited before reaching the root cause node. If we TS

assume that bugs are likely in the user code instead of library code, more_arrays

then programmers may only want to inspect those nodes in the user BN 00O Ici70

code. We also show the distinct number of source line locations of b

these nodes, since they are better estimations of the amount of code

that programmers have to examine. 80eG10D

5.1.1 Bc-1.06

Bcis an arbitrary precision calculator utility tool commonly found Figure 7: Part of the mG for the bc crash point. The number
in Unix-based systems. bic-1.06 a coding mistake leads to avari- 0N @n edge represents the length of the data/control dependesc
able being confused with another variable of a similar name. As a Path in the code-centric dependence graph that corresponds to
result, an incorrect boundary condition is used when filling a buffer, the edge in the mG. Highlighted nodes are memory locations
causing an overflow. Parts of the code for this benchmark are showndefined in user code.
in Fig. 6. The root cause is at line 4706: variallecountshould
bea_count In our experimenthc eventually crashes in a C library .
function. This type of failure can be difficult to debug. 5.1.2 Squid-2.3
With the data-centric slice, 63 nodes have to be visited before the  Squidis an Internet object caching proxy, supporting common
root cause is identified. Among them, 20 nodes are in user code.Internet protocols like HTTP and FTP. It can be used to develop
They correspond to 49 and 16 source line locations. With the con- web proxies and content serving applicatioBguid-2.3has a bug
ventional code slice, 93 nodes have to be traversed before the roothat causes it to crash when serving requested URLs that contain
cause is reached, with 41 of them in the user code, correspondingescaped characters. Fig. 8 shows parts of the code Squid-2.3
to 37 and 13 source lines. The number of nodes visited in the datathat explain the bug. The buffer length is computed at line 1004,
slice is 32.3% smaller than that in the code slice, while the numbers which is used to allocate a buffer at line 1019. An overflow can
of user-level source code locations are comparable. happen in the call tetrcat at line 1022. In our experiment,
We know the direct cause for tHig bug is the overflow at line 4707, squideventually crashes inside a C library function.
with the buffer and its size being defined at line 4699 and 4698. Inthe mG of the crashing point, the number of nodes to be exam-
Fig. 7 shows how the causing nodes are reached in the memory deined before reaching the root cause is 245, compared to 29269 in



Benchmarks | LOC | Description Bug type

squid-2.3 93.5k | Web proxy cache server Heap buffer overflow
bc-1.06 17.0k | Arbitrary precision calculator Heap buffer overflow
man-1.5 4.7k | Redhat documentation tools| Global buffer overflow
gzip-1.2.4 8.2k | File (de)compression Global buffer overflow
ncompress-4.2 1.9k | File (de)compression Stack smash

Table 1: Benchmark overview.

Memory-data slice Code-centric slice
Benchmark All | User-Level All | User-Level
squid 245/78 145/50| 29269/2207| 9177/1141
man 182/107 75148 149/57 139/54
bc 63/49 20/16 93/37 41/13
gzip 4/3 3/2 73/18 13/5
ncompress 2/2 1/1 1866/364 36/9

Table 2: The number of nodes/lines visited before reaching the rootatise in both our data slices and conventional code slices.

ftpBuildTitleUrl (FtpStateData = ftpState) 999 806B8F0

{ 1000 ftpBuildTitleUrl 804A1DS
request_t xrequest = ftpState —>request; 1001 ftp.c 1019 get_section_list
size_t len; 1002 fZ man.c 977
char xt; 1003 ;
len =64 + ... 1004 80A8301
L. 1005 xcalloc 4

util.c 540

t = ftpState —>base_href = xcalloc(len, 1); 1019 ?7 f_IBOA:ACFS i
streat(t, “ftp://0);: 1020 806B7B4 805C92EA e anile 0L
if (strcmp(ftpState —>user, "anonymous")) { 1021 e manfile.c 201
strcat(t, rfc1738_escape_part(ftpState —>user)); 1022 ftpBuildTitleUrl calloc
. 1023 ftp.c 1004 malloc.c 3624 6

Figure 8: Parts of squid-2.3 code, from the source filétp.c.

(b)

the code-centric slice. They correspond to 78 and 2207 source line

locations, respectively. The number of user-level source locations Figure 9: Bug memory graph for: squid(a) and man(b). The

is 50 in the memory data slice and 1141 in the code-centric slice, yymper on the edge represents the length of the corresponding
representing a 95.7% reduction. The root cause of this bug is thatyependence path in the code slice.

the buffer length at line 1019 is computed incorrectly at line 1004.

Fig. 9 (a) shows how the root cause node is reached in the memory

graph, and similar to Fig. 7, the numbers on the edges represent theyumber of user level source locations has been reduced from 9 in
corresponding dependence chain lengths in the code-centric slice. code slice to 1 in data slice.

5.1.3 Man-1.5 5.2 Efficiency

Manis a common utility command for formatting and displaying The second experiment is about the time and space cost of the
on-line manual pages on Unix-based systems. The version used intechnique. Table 3 lists the runtime of our technique (col @Bt
this experimentnan-1.5 has a bug that leagsanto acrashinaC  ing). For comparison purpose, we also list the time of running the
library function. Fig. 10 shows parts of the code framan-1.5that programs with the Valgrind engine (colunvalgrind) to separate
illustrate the bug. The buffer overflow happens at line 977. the slow-down caused by Valgrind. We also collect the number of

For this benchmark, the number of nodes visited before reaching dynamic instructions (colum#instr exed. and the total numbers
the root cause node is 182 in the memory graph, compared with of memory writes and the unique addresses that have been written
149 in the code-centric slice. Similarly, if we only consider user- to (column#Writes/uniqui From the table, we can see that the
level source locations, the number is 48 in data slice and 54 in codeaverage slowdown is about 26.18X.
slice, representing a reduction of 11.2%. The root cause of this  Figure 13 shows the effectiveness of the optimizations that we
benchmark is at line 977. Fig. 9 (b) shows how it can be reached. described in Section 4.1. It shows runtimes normalized to the base

implementation of our slicing algorithm. In tl@PT-TEMPseries,
5.1.4 Other Benchmarks the OPT-TEMP optimization is turned on; In tBOTH OPTse-

For gzip-1.2.4 the root cause can be reached after visiting 4 ries, both OPT-TEMP and OPT-CACHE optimizations are turned
nodes, compared to 73 in the code slice. The number of use levelon. From the table, we can see that on average, with both optimiza-
source locations is 2 in the data slice and 5 in the code slice. Fortions, the runtimes have been reduced to 32.8% of those of the base
ncompress-4,2the root cause can be reached after traversing 2 implementation.
nodes, whereas the number is 1866 in the code-centric slice. The To evaluate the scalability of our technique, we ramompress



Runtime (s)
Benchmarks|| #Instr exec.| #Writes/unique|| Valgrind || Slicing || Slowdown
squid 11,443K| 2,713K/614K 6.5s| 350.5 53.9X
man 6,374K 1,121K/49K 1.0s 56.4 56.4X
bc 194K 38K/3K 0.5s 4.4 8.8X
gzip 28K 5K/2K 0.4s 2.4 6.0X
ncompress 15K 8K/3K 0.4s 2.3 5.8X
Table 3: Time cost of data-centric slicing algorithm.
1
09
get_section_list (void) { 960 Ei
06
i =o0; 972 0%
for (p = colon_sep_section_list; ; p = end+1) { 973 E; ® OPTTEMP
if ((end = strchr (p, ’':’)) != NULL) 974 o2 B 80TH OFT
xend = '\0’; 975 01 |
976 0
tmp_section_list[i++] = my_strdup (p); 977 N - . o - o
978 o & & & a3
if (end == NULL||i+1 == sizeof(tmp_section_list)) 979 &
break; 980
} 981

Figure 10: Parts of man-1.5 code, from the source filenan.c.
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Figure 11: BDD nodes used for memory slicing asicompress

process a 30M file.
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Figure 12: BDD nodes used for memory slicing asquidserves

5K requests.

Figure 13: The runtimes with OPT-TEMP turned on, and with
both OPT-TEMP and OPT-CACHE turned on, normalized to
the base implementation.

andsquidwith large inputs and observe the memory consumption
during the execution. The results are shown in Fig. 11 and Fig. 12.
The X axis represents the number of dynamic instructions. The Y
axis represents the memory consumption, denoted by the number
of BDD nodes created. Note that a BDD node is different from
an mG node. All the mGs are indeed represented in BDDs by a
unified large binary diagram. The space needed by the BDDs is
decided by the number of nodes in the binary diagram and multi-
ple mGs share many common BDD nodes to achieve compression.
One node takes 20 bytes memory. From the figures, we observe
that the memory consumption becomes stable as the execution pro-
ceeds. The deep drops in Fig. 12 correspond to BDD garbage col-
lections.

5.3 Checkpoint

In code-centric slices, a node is created for an instruction in-
stance. Therefore, if a memory address is written multiple times
during execution, multiple nodes will be created with each rep-
resenting a unique write instance. As a consequence, the depen-
dences exercised by various write instances can be represented sep-
arately. In contrast, our technique creates one node for each mem-
ory address in order to achieve a space complexity bounded by ac-
tive memory size. One side effect is that the dependences associ-
ated with the various write instances are aggregated on the node
representing the address. The implication is that if the user is fol-
lowing the breadth first search strategy, one may have to inspect
nodes that are distant from the failure point in the correspond-
ing code slice. To mitigate this effect, we propose to periodically
checkpoint all live memory cells’ slices. Once a memory address’s
slice is checkpointed, it is reset to empty. Doing so, less depen-
dences are aggregated. When debugging, we first examine the lat-
est slice of the wrong output, if the root cause is not found, we
continue to search into the checkpointed slices.

Table 4 shows some results on checkpointing the squid bench-
mark, with the checkpoint period set Mever, 50s, 10end 5s



Period | Runtime |  Size All User BDDs have been used in various static program analysis [2, 19,
Never | 350.5s| 49030 245/78 | 145/50 8, 21] and dynamic program analysis [23] to deliver efficiency.
50s 174.0s| 20765| 124/45| 99/38 More particularly, dynamic slices are computed using BDDs in [23].
10s 179.4s| 10840| 82/32| 68/28 However, their slices are set of statements and our slices are graphs
5s 187.8s| 2826 34/23| 31/20 between memory locations. Their algorithm is offline and ours is

online. The number of slices produced by their technique is a func-
Table 4: tion of execution length as it is still a code-centric technique.

squid

The effect of checkpointing on the slice for the bug in

7. FUTURE WORK

The table shows data of the last slices, which are the memory slices From the discussion of Section 5.3, we can see that memory
computed on the failure points up to the last check points, i.e. we do graphs are amenable to online parallel construction. With the ad-

not need to chase into the checkpointed slices. The root cause nod&’
can always be found in these slices. T3igecolumn shows how
many edges the last slice contains; As is expected, the smaller theS
checkpoint period, the smaller the slice size. Fetimecolumn
shows how long the benchmark runs including the checkpointing 9
time. The shorter runtime when checkpoint is enabled can be ex-

ancement of multicore platforms, we can exploit idle cores to fur-

ther reduce the runtime overhead. More specifically, graph con-

truction can be off-loaded from application program execution.

Traces of checkpoint intervals can be communicated to separate

raph construction processes, which build subgraphs independently.

plained by that when the BDDs are smaller (having fewer internal 8.  CONCLUSION

nodes), resulting in BDD operations being faster. AleandUser

columns, similar to Table 2, show how many nodes and source line
locations are examined before reaching the root cause node, anad
how many of them are in user-level code. As we can see from €
the table, the smaller the checkpoint period, the smaller number of o
source code locations needing to be inspected due to the less aggre6
gation. In practice, choosing the checkpoint period should balance n
the need to reduce the aggregation effect in our slices and the costs
of checkpoint operations.

0
6. RELATED WORK

Our work is closely related to traditional program slicing [18,
14], especially dynamic slicing [9, 1, 16, 22]. However, exist-
ing slicing techniques are code-centric, meaning that they iden-
tify dependences between statements or statement executions. Th8
dynamic versions of these techniques have undesirable effects be-

We propose a data-centric dynamic slicing technique. Depen-
ences are introduced between memory locations instead of exe-
uted instructions in traditional dynamic slicing techniques. The

technique is space-efficient as the required space to store a mem-

ry dependence graph is no longer bound to the execution length
ut the memory footprint, which is often well bounded. The tech-
ique is very effective in debugging as it excludes redundant infor-

mation and is able to illustrate causality with much shorter chains
than traditional code-centric dynamic slicing. It incurs reasonable

verhead.
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