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Abstract. There has been significant recent interest in devising verification techniques for learning-enabled controllers (LECs) that manage
safety-critical systems. Given the opacity and lack of interpretability of
the neural policies that govern the behavior of such controllers, many existing approaches enforce safety properties through the use of shields, a
dynamic monitoring and repair mechanism that ensures a LEC does not
emit actions that would violate desired safety conditions. These methods,
however, have shown to have significant scalability limitations because
verification costs grow as problem dimensionality and objective complexity increases. In this paper, we propose a new automated verification
pipeline capable of synthesizing high-quality safety shields even when
the problem domain involves hundreds of dimensions, or when the desired objective involves stochastic perturbations, liveness considerations,
and other complex non-functional properties. Our key insight involves
separating safety verification from neural controller, using pre-computed
verified safety shields to constrain neural controller training which does
not only focus on safety. Experimental results over a range of realistic
high-dimensional deep RL benchmarks demonstrate the effectiveness of
our approach.
Keywords: Safe Reinforcement Learning, Robust Control, Synthesis,
Shields, Verification, Probabilistic Reachability Analysis
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Introduction

Deep Reinforcement Learning (DRL) has proven to be a powerful tool to implement autonomous controllers for various kinds of cyber-physical systems (CPS)
[21,14,24]. Since these learning-enabled controllers are intended to operate in
safety-critical environments, there has been significant recent interest in developing verification methods that ensure their behavior conforms to desired safety
properties [15,29,2,31,3,20]. While these different approaches all provide strong
guarantees on controller safety, scaling their techniques, both with respect to
problem dimensionality as well as objective complexity, has proven to be challenging. Techniques that attempt to statically verify a neural controller always
preserves safety guarantees may reject high-quality controllers that may only
infrequently violate safety [15,29]. Alternatively, techniques that dynamically
monitor controller actions, triggering a safety shield when these actions may
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lead to an unsafe state, require the shield’s behavior to align closely with the
neural controller, which is typically not only trained with safety in mind [3,31].
Balancing these competing goals of ensuring safety on the one hand and maximizing objective reward on the other poses its own set of challenges that can
compromise verifiability, performance, and safety.
This paper considers a novel pipeline that addresses these shortcomings. Similar to other shielding-based approaches [2,3,31], our work does not statically
verify a neural controller directly. Instead, it generates a family of linear controllers from known system dynamics and the problem specification; this family
collectively serves as a shield that can dynamically enforce the safe operation of
the system. Controllers are synthesized using linear-quadratic regulators (LQR)
that yield different instantiations based on a cost function expressed in terms of
different parameter values associated with states and control inputs. Our verification strategy searches for a combination of different controller instances that
satisfy a desired safety property in the aggregate; this search is driven by a novel
probabilistic reachability analysis. Different controllers in this aggregation are
optimized for different time steps in possible system trajectories. Not all combinations of different controllers can be verified to be safe. Nonetheless, even
combinations that are possibly unsafe can be used to provide strong probabilistic guarantees on their safety efficacy, which the verifier can leverage as part of
its subsequent search. Because our technique considers safety verification independently of neural controller behavior and neural network internal structure, it
is highly scalable with respect to objective complexity and problem dimensionality. In our experiments, for example, we demonstrate successful verification of
CPS benchmarks with over 800 dimensions, a scale that is significantly higher
than reported with existing approaches.
Because these linear controllers are generated based only on safety considerations, they are not intended to serve as the primary mechanism for governing
the actual operation of the system, which must also take into account other
performance-related objectives. To ensure the safety of a neural controller, tailored with optimal execution in mind, with a synthesized linear controller family,
developed with safety as its only goal, our pipeline additionally integrates the
controller family as part of the DRL training process. This integration biases the
training process of the neural controller towards verified safety characteristics.
However, because neural controller objectives do not impose safety requirements
on the training procedure, our technique allows neural policies to be learnt with
complex objectives (e.g., achieving different goals in a specific temporal order,
ensuring various kinds of liveness properties, etc.). A well-trained neural controller is expected to be generally well-behaved, but is not guaranteed to be
safe. However, safety can be enforced by operating the neural controller in conjunction with the verified linear controller family. With scalability considerations
in mind, our work demonstrates a fully automated safety verification pipeline
for DRL-based learning-enabled controllers trained with complex objectives.
The remainder of the paper is organized as follows. We provide additional motivation and an informal overview of our technique in the next section. Section 3
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Fig. 1. Approach Overview

provides necessary background material used in our approach. Section 4 formalizes our approach and presents our verification algorithm. Section 5 presents
a detailed experimental study on a range of complex CPS benchmarks; these
benchmarks exhibit high dimensionality, have non-trivial noise terms leading
to stochastic non-deterministic behavior, and are trained with objective functions that reflect important non-functional properties such as liveness property.
Related work and conclusions are given in Section 6.

2

Motivating Example and Overview

Our overall approach, shown in Fig. 1, ensures a reinforcement learning system’s
safety by inserting a safety planner in the loop that governs the interaction
between a neural controller and its environment. The planner takes as input
the neural network controller and an LQR linear controller family as input. A
selector φ picks up a linear controller from the linear controller family every
k steps of a simulated trajectory. Given a linear controller picked by φ, the
distribution of an initial state set, and characterization of (bounded) noise, the
safety planner computes all states reachable by the controller in the next k steps
of the trajectory, as well as a lower bound of the probability density of landing
in these states. These states comprise a bounded reachable set for the selected
controller. Our verification algorithm aims to generate an optimal selector φopt
such that it maximizes the overlap between the reachable set of selected linear
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policies and the safe state space. A safety shield takes the neural controller,
the selected linear controller, and the k-step reachable set of the dynamics as
input. It monitors a neural network’s action and ensures that the proposed action
yields a state within the reachable set of the linear policy, applying the action
proposed by the safe linear controller when it does not. Because the selected
linear controller’s reachable set overlaps with the safe state space, we can provide
a high probabilistic, and oftentimes exact, guarantee that the neural controller
will not exceed the linear controller’s reachable set even in continuous action
space.
To illustrate our approach, we consider the application of our technique on
a simple but non-trivial, problem - autonomous control of an inverted swinging pendulum, with the safety requirement being that the pendulum remains
upright.
2.1

Inverted Swinging Pendulum

The inverted pendulum model we consider is widely used for evaluating reinforcement learning and continuous control tasks. The system is governed by the
ODE shown in Fig 2. We assume that the inverted pendulum starts from a
uniform distribution of initial states S0 ,
π
π
π
π
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The global safety property we wish to enforce is that the pendulum never
falls, and that the pendulum’s velocity should not be too large, residing with a
pre-determined interval. We define a set of unsafe states of the pendulum Su as
π
π
∨ |ω| > |}
2
2
The performance objective of the controller, however, is a simple liveness
property that aims to keep the pendulum swinging. We can encode the desired
liveness and safety property into a single reward function used to train a neural
controller:
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safety

γ ∈ (0, 1] is a discount factor generally used in the specification of a reinforcement learning reward function, and t is a time step. |θ̇t | defines the position
change of the pendulum. Because we want the pendulum to keep swinging, we
seek to maximize the cumulative total of this term. ( π2 − |θt |) and ( π2 − |ωt |)
are the L1 distances
to the unsafe region

 Su . When the system state is safe,
min ( π2 − |θt |), 0 and min ( π2 − |ωt |), 0 will be 0; if the safety property is violated, the trajectory will be penalized with a negative reward during neural
network training. A deep reinforcement learning algorithm aims to maximize
this reward of the resulting controller πnn .
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For every ∆t time interval, we update the state of the system once, giving a transition function of the form
Fig. 2. The pendulum has mass m and
st+1 = st + ∆t · ṡt . We also incorlength l. A system state is s = [θ, ω], where
porate stochasticity with a bounded
θ is the its angle and ω is its angular velocity. A continuous control action a attempts noise term w ∈ [l , u ]. Then, the
to maintain the pendulum in an upright po- transition function becomes st+1 =
st + ∆t · ṡt + w. In fact, although we
sition.
consider a linearized model here, as
long as w is sufficiently large, all possible transition produced by a corresponding non-linear model can also be considered. We set ∆t = 0.01, l = −1.5 × 10−2
and u = 1.5 × 10−2 for the pendulum system that we want to verify.
2.2

Challenge of Distilling Verified Policies

Previous work [3,31] in shield-based
DRL verification distill linear controllers
by imitating the neural network, with
Reward
Verified
safety being a primary goal of the learnt
Safety rew. only
35
controller. In practice, however, reinLiveness + safety rew.
0
forcement learning tasks need to consider different non-functional properties,
Table 1. The number of controllers that in addition to safety. In our example, we
were verified from a total of 50 distilled want to simultaneously maximize the veunder different rewards.
locity of the pendulum while also preserving safety. In Table 1, we show that
a safety controller distilled from the neural network trained with different rewards impacts their verifiability. We set two
different reward functions for the pendulum task in this experiment. In the first
setting, we only consider the safety part of the equation 1; the other considers
both liveness and safety. For each reward function, we distill 50 different linear controllers and verify them with the verification tool provided in [31]. The
Verified column shows the number of controllers among the 50 distilled controllers considered that were verified to be safe. The experiment results show
that when both properties are considered, safety verification becomes significantly more challenging, even for problems as simple as our running example.
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2.3

Verifying a Linear Controller Family

First, we build a linear controller family with LQR. The linear controller family’s
goal is to provide a safe controller for the pendulum model. A natural way to
help ensure safety is to define controllers with strong stability constraints. We
use LQR to generate a batch of linear policies with different Q and R values
that penalize changes to state variables and control signals. For our pendulum
example, we set the number of linear controllers |Πlk | = 3. Q and R are diagonal
matrices. The value of Q’s diagonal elements are randomly sampled from (0, 20]
and the value of R’s diagonal elements are sampled from (0, 10]. One instance
of Πlk is:






−22.1
−42.4
−20.1
K1 =
, K2 =
, K3 =
−10.4
−22.4
−5.3
Given a linear controller family Πlk , we want to find a combination of these
policies that collectively provide a safety guarantee for the pendulum. We synthesize a selector φ to build such a combination. First, we fix that the selection
interval for one linear controller to be k steps. That is, the selector φ identifies
one linear controller every k steps. We consider the length of an execution to
be M . Thus, we need to select linear policies d M
k e times. If we set M = 200
and k = 100 in this example, we would need to make 2 selections for a given
simulation. Given an instance of Πlk = (K1 , K2 , K3 ), φ(Πlk , t) returns a linear
controller based on step t, e.g., it may be that when t = 99, φ(Πlk , t) = K1 and
when t = 100, φ(Πlk , t) = K2 .
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Fig. 3. An illustration indicating how different linear controllers capture different
reachable states. At step 100 the reachable sets generated by controllers K2 and K3
violate the safety property; at step 200, using the reachable set generated by K1 for
the first 100 steps, we find the reachable set generated by K2 at step 200 to be a subset
of the reachable sets generated by K1 and K3 , and is thus the preferred controller to
use.

The mission of the selector φ is to provide a safe controller with high probability. To synthesize the optimal selector φopt that maximizes a safety probability,
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we need to analyze the reachability of different combinations of policies. The
goal is to provide a lower bound for the percentage of safe states p̂t in the reachable set Rst at step t. Suppose the reachable set Rst has no overlap with Su ;
in this case, p̂t is 1. The s superscript in Rst signifies the reachable set under
stochasticity.1 The optimal selector is then defined to be:
φopt = argmax
φ

M
X


p̂t Πlk , φ

t=1


The parameterized p̂t Πlk , φ defines the lower bound on the probability of a
safe transition at step t when Rst is generated with the controller selected by φ
from the linear controller family Πlk . Because the number of possible selectors is
dM e

k
Πlk k , it is intractable to examine all feasible instances of φ as d M
k e and |Πl |
increase. Thus, we also provide several strategies to reduce the possible search
space. For example, in Fig 3, all instances containing K2 and K3 are pruned
from the search space Ω at step 100, because their reachable sets overlap with
Su , while the reachable set of K1 does not; K1 K1 , K1 K3 are pruned from Ω at
step 200 because the reachable set of K2 is a subset of the reachable sets of K1
and K3 (more details are provided in Section 4.1). With the instance of Πlk as

PM
given above, φopt = (K1 , K2 ), and t=1 p̂t Πlk , φ = 200. This instantiation of
φopt ensures the safety of the system for M = 200 steps, and we say the selector
and its corresponding linear controller family are verified.

2.4

Safety Planner with Shield

The optimal selector φopt ensures the stability of the pendulum with respect
to the safety property, but does not consider other desirable properties an autonomous controller should exhibit, such as liveness. To combine both optimal
safe controller with a DRL-enabled neural controller, our verification methodology also includes a safety planner that integrates these different objectives.
Consider two identical systems that have different noise terms. The first
system E 0 is used for verification. It has noise term ŵ1 ∈ [1l , 1u ]. The second
system E is used to model an application. It has noise term ŵ2 ∈ [2l , 2u ]. To
be useful, the noise considered by verification environment E 0 should be greater
than E, that is, 2l > 1l and 2u < 1u .
Assume that at a state transition at step t, the system state is st , the action provided by the neural network is at , and the action provided by the verified linear controller family is a0t . Applying actions at and a0t without considering the noise term results in state ŝt+1 and state ŝ0t+1 respectively. To take
noise into consideration, denote all the reachable states under E and E 0 as
Region(ŝt+1 , ŵ2 ) and Region(ŝ0t+1 , ŵ1 ) respectively. As shown in (a) of Fig. 4,
when Region(ŝt+1 , ŵ2 ) ⊆ Region(ŝ0t+1 , ŵ1 ), the action taken by the neural network is under the safety guarantees provided by the optimal safe controller. That
1

If there is overlap between Rst and Su , we compute p̂t using the approach described
in Appendix Appendix B.4.

8

No Author Given

𝑠̂!"#
𝑠̂!"#

ℛ$

𝑠!

𝑠′̂ !"#
ı

𝑠̂!"#

(𝑎) No intervention

𝑠′̂ !"#
ı

𝑠!

(𝑏) No intervention

𝑠!

𝑠′̂ !"#
ı
ℛ$

𝑐 Intervention required

Fig. 4. Three possible cases for a transition. The part shaded green denotes the reachable set of πnn at step t + 1 and the part shaded blue denotes the reachable set of
φ(Πlk , t). R0 is the initial state space of the system. (a)(b) do not require any intervention, while (c) and do.

is, if we take over the neural network after step t + 1 with our optimal safe controller, we can guarantee that the system will not violate safety properties. In
addition, any state in the initial state space R0 are guaranteed to be safe for
at least M steps. Thus, in (b) of Fig. 4, although the reachable set of neural
controller resides outside of Region(ŝ0t+1 , ŵ1 ), no intervention is required. When
Region(ŝt+1 , ŵ2 ) 6⊆ Region(ŝ0t+1 , ŵ1 )∪R0 , st resides outside the identified safety
region. In this case, we need to take action a0t instead to ensure the st will remain
safe. In the pendulum example, we set ŵ1 ∈ [−1.5 × 10−2 , 1.5 × 10−2 ] and the
ŵ2 ∈ [−1.5 × 10−3 , 1.5 × 10−3 ].

3
3.1

Preliminaries
Markov Decision Process and Reinforcement Learning

A Markov decision process (MDP) is a tuple, (S, A, R, P, Ds0 , Su ), where S is
the state space, A is the action space, R : S × A × S → R is a reward function,
P : S×A×S → [0, 1] defines a transition probability function such that P (s0 |s, a)
is the probability the process transitions to state s0 given that the previous state
was s and the agent took action a in s; Ds0 : S → [0, 1] is the initial state
distribution that we assume is uniform; and, Su defines a set of constraints that
specify the unsafe state space. Any state in the unsafe state space is prohibited.
A controller π : S → P(A) is a map from states to probability distributions
over actions, with π(a|s) denoting the probability of selecting action a in state
s. The goal of reinforcement learning is to learn a controller π which maximizes
a performance measure.
"∞
#
X
.
t
J(π) = E
γ R (st , at , st+1 )
τ ∼π

t=0

Here, γ ∈ [0, 1) is the discount factor, τ denotes a trajectory (τ = (s0 , a0 , s1 , . . .)) ,
and τ ∼ π is shorthand to indicate that the distribution over trajectories depends
on π : s0 ∼ Ds0 , at ∼ π (· | st ) , st+1 ∼ P (· | st , at ).
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Properties and Rewards

Intuitively, an application’s safety property requires that the reachable set of
possible states produced by the controller’s action be in a safe region. For any
state of a benchmark, n is the number of state dimension, n = |S|. Let s ∈
Rn , L < s < U , where L ∈ Rn and U ∈ Rn . We encode the safety property as
Rsafe . Now, suppose the system arrives a state x ∈ Rn ; then,
Rsafe (x) =

n−1
X

(min (xi − L, 0) + min (U − xi , 0))

i=0

Our desired liveness property requires system states to keep varying. There are
some dimensions of a state that describe these state changes, e.g., the second dimension of the pendulum’s state is its angular velocity, which is defined in terms
of the rate of change of the pendulum’s angular rotation (the first dimension
in the state). We identify those dimensions Dimlive that describe the change of
state and encode them as Rlive . Given a function

1, a > b
GreaterThan(a, b) =
0, else
we can define
Rlive (x) =

X

GreaterThan(|xi |, Ti )

i∈Dimlive

T ∈ Rn is a vector of thresholds. If the absolute value of one state dimension is
greater than this value, we give a positive reward. Maximizing this reward means
that we want as many dimensions as possible to hit the threshold. The definition
of liveness reward is slightly different with we saw in the motivation example,
because we want to balance the reward contribution from different dimensions.
3.3

Controller Types

We consider two kinds of controllers. We expect the performance controller πnn
to be a neural network controller trained by a state-of-art reinforcement learning
algorithms. Depending on the algorithm used, πnn can either be deterministic or
stochastic. Given a state s of the system, πnn (st ) outputs an action at at state
st . For a deterministic controller, at is deterministic. The action at produced by
a stochastic controller is an action sampled from the distribution predicted by
πnn (st ).
A deterministic linear controller family Πlk is a set of linear policies Ki ∈
n×n
R
. The superscript k in Πlk is a temporal unit. In every k-unit-time interval
t
[b k ck, b kt ck + k), a selector φ(Πlk , t) will choose a linear controller in Πlk to
predict actions in this time interval.
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Stochastic Transition System

The transition probability function P is modeled as:

ṡt = tr(st , at )
st+1 = st + ṡt ∆t + w
where st ∈ Rn is the state vector and at ∈ R|A| is the action. The function
tr computes ṡt , P ’s derivative at time t when taking action at . Stochasticity is
introduced by adding a noise (or error) term w to each transition. This noise is
subject to a certain distribution Dw . In this paper, we consider bounded noise,
that is, ∃l , u ∈ Rn , w ∈ [l , u ].
The initial state distribution of a system is bounded by lower bound Ls0 and
upper bound Us0 , where
s0 is the initial state. If we now have a linear controller

chosen by φ Πlk , 0 , the noise-free state ŝ1 at step 1 is
 
ŝ1 = s0 + ∆t · As0 + B · φ Πlk , 0 s0

= I + ∆t · A + B · φ Πlk , 0
s0
= T0 s0
The state at step 1 after adding the noise term, s1 = ŝ1 + w where ŝ1 is the
result after a linear
 transformation on state s0 . For different steps, Ti = I + ∆t ·
A + B · φ Πlk , i is a constant matrix. Thus for step t where t > 0, we have
st+1 = Tt st + w and thus by induction,
st = Tt−1 (· · · (T1 (T0 s0 + w) + w) · · · + w) + w
=

t−1
Y
i=0

Ti s0 + (I +

t−1 t−1
X
Y

Tj )w

(2)

i=1 j=i

We denote the stochastic reachable set of a stochastic system at step t as Rst ,
Qt−1
Pt−1 Qt−1
Tst = i=0 Ti , and Twt = I + i=1 j=i Tj . We store Rst as a tuple (Tst , Twt ).
3.5

Safety Probability of Reachable Sets

We hope to calculate the safety probability of reachable sets on continuous space,
thus need to find the probability density function (PDF) for a reachable set Rst .
Suppose ft (s) is the PDF of the distribution over the landing property for state
st . s0 ∼ Ds0 , where Ds0 is an uniform distribution, and w ∼ Dw . According
to Eq. 2 the distribution of reachable states at any given step is the linear
combination of Ds0 and Dw .
Given a reachable set Rst , we wish to characterize a distribution of its safety
probability pt , a measure that indicates the portion of Rst “surface” that is safe:
Z
pt (s) =
ft (s) ds
s∈S̄u ∩Rst
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For a linear stochastic system, suppose that s0 is subject to a uniform distribution on [Ls0 , Us0 ]. The Ls0 , Us0 ∈ Rn where n is the state dimension number of
a system. If δ = Us0 − Ls0 , we have,
ft (s) ≤

1
|det (Tst )|

Qn−1
i=0

δi

If noise also subjects to a uniform distribution, and its distribution is on
[0l , 0h ], then δ 0 = 0h − 0l ,
!
1
1
ft (s) ≤ min
Qn−1 ,
Qn−1
|det (Tst )| i=0 δi |det (Twt )| i=0 δi0
We proved this upper bound on ft (s) in Appendix B.2.
Suppose the upper bound of ft (s) is Uf , the intersection between the reachable set Rst and the unsafe state set Su is Su ∩ Rst . Then,
Z
pt ≥ 1 − Uf
ds
Su ∩Rst

R
PM
We denote the lower bound 1 − Uf Su ∩Rs ds as p̂t .2 When i=1 p̂t = M , the
t
system is verified to be safe in M steps.

In our motivating example, p̂t is parameterized as p̂t Πlk , φ , because gener-
ating Rst depends on Πlk and φ. In the following, we use p̂t to represent p̂t Πlk , φ
when it does not cause confusion.
3.6

Safety Shield for Stochastic Transition System

The shield algorithm is defined as a two-stage process. First, in state st , the
neural network provides an action at , yielding state st+1 . We detect whether
st+1 resides beyond the verified boundary B that is known to be safe. Second,
if we detect that the action at will result in a state st+1 that resides outside
the desired boundary B and st+1 6∈ R0 , we need a replacement a0t for at . The
new a0t that provides such a state is supplied by the selected linear controller
K = φopt (Πlk , t).
Taking at results in ŝt+1 , and taking a0t results in ŝ0t+1 . For the verified linear
family function, we consider a larger noise term ŵ1 . Recall ŵ1 ∈ [l1 , u1 ] and
ŵ2 ∈ [l2 , u2 ], l1 < l2 , u1 > u2 . The region B is defined by ŝ0t+1 + ŵ1 . Because
the linear controller family is verified to be safe, the states in B and R0 are
guaranteed to be safe. If either B or R0 includes the region defined by ŝt+1 + ŵ2 ,
states in the region defined by ŝt+1 + ŵ2 are also guaranteed to be safe. However,
if neither R0 nor B includes the region defined by ŝt+1 + ŵ2 , because st+1 can
be outside the region considered during the controller verification phase, then
2

In Appendix B.3,R we provide a computationally efficient method to compute the
upper bound of Su ∩Rs ds. In Appendix B.4, provide a method to compute the
t
lower bound of pt .
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taking action at may break the safety guarantee provided by our shield. Thus,
we require the system to take action a0t in this case. On the contrary, we do not
need to replace at and can preserve the original behavior of the neural network.

4
4.1

Approach
Verify a Linear Controller Family

Our verification algorithm aims to maximize the safety probability of the reachable state at each step. If p̂t (s) is always 1, that is Rst only defines safe elements,
then its sum is equal to the total number of steps M in a trajectory. In this case,
the controller is guaranteed to be safe. We thus seek a selector φopt such that it
PM
maximizes the lower bound of t=1 p̂t (Πlk , φ):
φopt = argmax
φ

M
X

p̂t (Πlk , φ)

t=1

Suppose that the number of policies in Πlk is Πlk . Finding the optimal φopt
dM e

using a brute-force approach would require traversing all the Πlk k possible
combinations (i.e., all the possible φ) in the worst case. To improve on this, we
consider three pruning strategies.
First, we keep track of the largest cumulative lower bound of all controllers
Lopt for all visited φ. If Lopt reaches M , we can terminate immediately, and
return the current φ. We say two selectors have the same prefix at step t if all
their selections upto step t are identical. For a given step m, PrefixSame(φ, m)
denotes the set of selectors that have the same prefix as φ. Line 13 to line
16 of Algorithm
Pm1 describes the first strategy. If there exists a constant m <
M, s.t. m − t=1 p̂t (Πlk , φ) > (M − Lopt ), PrefixSame(φ, m) can be removed
from the search space, reducing the number of selectors that need to be considered during verification.
Second, we store all the k-th reachable sets for each k steps. The reachable
sets at step t is denoted by AllRSett . Consider two reachable sets R1k ∈ AllRSett
an R2k ∈ AllRSett , which are generated by different selectors. Suppose R1k ⊆ R2k
and φ generates R2k . Now, all selectors in PrefixSame(φ, k) can be removed from
the search space. This is because a smaller reachable set is always safer than a
larger one. An example of this strategy is provided in our running example. At
step 200, because the reachable set of K1 K2 is a subset of K1 K1 and K1 K3 , we
can safely remove K1 K1 and K1 K3 from consideration in determining the family
of safe linear controllers. The second strategy corresponds to line 17 to line 25 in
the algorithm. Line 19 and line 22 update AllRSett if any subset relationship is
found between the elements of AllRSett . Line 23 queries the selector generating
the reachable set R0 . Line 20 and 24 prune the search space Ω.
Finally, we keep the reachable set Rst generated by φ for every k steps; this
set is denoted by PhiRSet in Algorithm 1. PhiRSett is the stochastic reachable
set generated by a selector φ at step t. PhiRSett is an invariant set if ∃t0 < t,
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PhiRSett ⊆ PhiRSett0 . At step t, if the cumulative lower boundary L is t (i.e.,
the probability of safety violation is 0 upto this step), we can return this bound
as M . Meanwhile, we construct a desired selector φinv by keeping the prefix of
φ before step t, letting the action of the linear controller at step t govern future
steps. This strategy is shown in lines 26 to 30. Line 26 computes an optimal φ
as described above.
The overall structure of the algorithm takes the max simulation step M , the
linear controller family Πlk , and the search space Ω containing all selectors φ as

PM
inputs. It returns the optimal selector φopt that maximizes t=1 p̂t Πlk , φopt ,

PM
k
and Lopt =
t=1 p̂t Πl , φopt . The outer for-loop at line 2 tries to traverse
possible selectors. However, when running, the search space will be pruned, and
thus not all the selectors will be visited. Given a selector φ, the for-loop at line 5
checks every k steps of the simulation. Lopt is initialized as 0. If we find a better
L at the end of the loop, it is updated at line 33. From lines 7 to 9, the algorithm
computes a cumulative pt from step k · i to step min(M, m), and accumulates
the safety probability lower bound p̂t for step k · i to step min(M, m). Lines 10
to 12 computes Rsm , and then adds Rsm to AllRSetm and PhiRSetm . Line 10
computes Rst as a tuple (Tst , Twt ). The parts of the algorithm involving various
optimization strategies have been described above.
4.2

Safe Training with Shield

We use a shield defined in terms of the verified controller family computed
by Algorithm 1 to monitor and ensure the safety of a neural network controller, πnn . Algorithm 2 describes the operation of the shield. Given a neural network controller πnn , a linear controller family Πlk , synthesized selector φopt , noise used for verification ŵ1 , the real noise of system ŵ2 , and the
state at step t, st , Algorithm 2 returns a shielded action ât . Region is a function computing all possible states allowed by given state s and noise w where
w ∈ [l , u ], Region(s, w) = {s0 |s0 − s ∈ [l , u ]}. In the DRL training process,
the neural controller predicts actions (more precisely, the neural network predicts action distributions, and actions are sampled from the distribution) and
executes these actions on a system. The neural controller learns from the reward
that is associated with different actions during training. To apply the shield during training, before an action is executed, we apply Algorithm 2 to improve the
likelihood the chosen action is safe. A particularly important instance of this
approach is when ∀t ≤ M, p̂t = 1, as formalized by the following theorem.
PM
Theorem 1. (Soundness of Shield) If i=1 p̂t = M , s0 ∈ R0 , and ∀t < M , at
is generated by Algorithm 2, then ∀t ≤ M, st ∈
/ Su .

5

Experimental Results

We have applied the verification algorithm introduced in the previous section on
a variety of stochastic transition systems, whose number of dimensions ranges
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Algorithm 1: Synthesis algorithm for φopt

1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40

Input: M, Πlk , Ω
Output: φopt , Lopt
Lopt ← 0;
for φ ∈ Ω do
L ← 0;
PhiRSet ← ∅;
for i ← 0 to b M
c do
k
m ← k · (i + 1);
for j ← ki + 1 to min(M, m) do
L ← L + p̂j (Πlk , φ);
end
Compute Rsm ;
AllRSetm ← AllRSetm ∪ {Rsm };
PhiRSet ← PhiRSetm ∪ {Rsm };
// 1st strategy, keeping the optimal cumulative lower bound.
if m − L > M − Lopt then
Ω ← Ω/PrefixSame(φ, m);
break;
end
// 2nd strategy, between-selector cutting
for R0 ∈ AllRSetm do
if R0 ⊂ Rsm then
AllRSetm ← AllRSetm /Rsm ;
Ω ← Ω/PrefixSame(φ, m);
else if Rsm ⊂ R0 then
AllRSetm ← AllRSet/R0 ;
Query the φ0 computing R0 ;
Ω ← Ω/PrefixSame(φ0 , m);
end
// 3rd strategy, invariant of reachable set.
for R0 ∈ PhiRSet do
if Rsm ⊆ R0 then
Compute φinv ;
return φinv , M ;
end
end
end
if L > Lopt then
Lopt = L, φopt = φ;
end
if L = M then
return φopt , M ;
end
end
return φopt , Lopt ;
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Algorithm 2: Shield algorithm for πnn

1
2
3
4
5
6
7
8
9
10

Input: πnn , Πlk , φopt , ŵ1 , ŵ2 , st
Output: ât
K ← φopt (Πlk );
ann ← πnn (st );
asafe ← K · st ;
ŝt+1 = dynamics(st , ann );
ŝ0t+1 = dynamics(st , asafe );
if (Region(ŝt+1 , ŵ2 ) ⊆ Region(ŝ0t+1 , ŵ1 )) ∪ R0 then
return ann ;
else
return asafe ;
end

from 2 to 896. We associate various safety constraints with each benchmark, synthesizing a verified linear controller family that seeks to guarantee these properties hold, and use that family to train a neural network with additional performance (a.k.a. liveness) objectives. The resulting system consists of a performancesensitive neural network that is trained with the awareness of safety constraints
coupled with a safety shield represented by the linear controller family. We train
the neural network using the Proximal Policy Optimization (PPO)[24]. Our experiments are run on Intel(R) Xeon(R) Gold 6130 CPU supporting 64 threads,
but all executions use only a single thread.

Benchmarks Benchmarks Pendulum, Cartpole, Carplatoon, and Helicopter are
adapted from [12]; Oscillator comes from [17]. Pendulum and Cartpole are two
classical control models. We have discussed Pendulum in detail earlier. Cartpole
is a control system for a moving cart with a vertical pole; a safety property
requires the cart to move without causing the pole to fall. Carplatoon models
8 vehicles forming a platoon, maintaining a safe relative distance among one
another. Oscillator consists of a two-dimensional switched oscillator plus a 16order filter. The filter smoothens the input signals and has a single output signal;
the safety property requires the output to remain below a threshold. Helicopter
provides a longitudinal motion model of a helicopter; its safety constraint requires that it operate within a specified region. Each of these benchmarks also
has an associated liveness property defined in terms of a performance objective
extracted from the application’s dynamics.
The other benchmarks in our suite are stacked from the first 5 systems,
but given different safety properties; perturbations are also added to different
stacking elements to yield different behaviors. The prefix number denotes the
number of systems stacked. Given a stochastic transition system as defined in
Sec. 3.4, we stack the A, B matrices of the linear control system as diagonal
elements of a large matrix. For example, for 2-Pendulum, we stack A, B ∈ R2×2
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thus:
A0 =






A0
B 0
, B0 =
· PB
0A
0B

Here A0 and B 0 are 2-Pendulum’s transition matrices and A and B come
from the specification of Pendulum as defined in Sec. 2.1. The diagonal elements
in the perturbation matrices PB ∈ R4×4 are sampled randomly from the range
[0.95, 1.05]; all non-diagonal elements are 0. Because we need to compute B 0 ·
PB · at , PB perturbs the input action at by a scaling factor. Similarly, we also
stack safety constraints. For example, the safety constraints of 2-Pendulum have
lower bound L0 ∈ R4 and upper bound U 0 ∈ R4 . The Pendulum has lower bound
L ∈ R2 and upper bound U ∈ R2 ,
L 0 = PL

[L, L] , U 0 = PU

[U, U ]

PL , PU ∈ R4 and their elements are sampled from [0.95, 1.05]. Meanwhile, we
ensure that every element of PL is smaller than PU .
denotes element-wise
multiplication. While we could apply our technique to each component of these
stacked systems individually, we evaluate our approach on the high dimensional
case directly to demonstrate the scalability of our algorithms.
Verification The verification results for our benchmarks are shown in Table 2.
Although our system supports probabilistic guarantees, all the benchmarks in
our experiments were able to be fully verified. The probability safety lower bound
was used only to prune the search space explored by Algorithm 1. To achieve
100% safety, we iteratively run Algorithm 1 on different linear controller families.
Because the linear controller family is generated with randomly sampled Q and
R values, the quality of its controllers is hard to guarantee a priori. Thus, if
we cannot find a verified selector which maximizes the sum of pt to M after
checking at most 100 possible choices for φ, we regenerate a linear controller
family by sampling new Q and R values and re-running Algorithm 1 on it again.
We manually tuned the noise term ŵ1 and let it be as large as possible for our
experiments. Larger value of ŵ1 gives a less restrictive shield and thus allow the
system to explore more states. |φ| is the number of distinct linear controllers in
the verified controller family. E.g., if φ = (K1 , K2 , K1 ), |φ| = 2.
The number before ± in the last three columns signifies the mean of our
results - we run the verification algorithm 10 times for each benchmark; the
number after ± is the standard deviation. When iterating on the selector space
Ω, selectors with smaller sizes are visited first. Although we provide 10 potential
linear controllers for each linear controller family, all of our benchmarks require
a much smaller set to generate a safe controller combination. The verification
time per Πlk column contains the running time of generating an LQR linear
controller family with 10 potential controllers and running Algorithm 1 once.
The dimension is not the only fact that affects the verification time. Different safety properties and system dynamics can also impact verification time. For
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Benchmarks

state action
dim dim

M

k

ŵ1

|φ|

ver. time per |Πlk |
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total ver. time

Pendulum
Cartpole
Carplatoon
Oscillator
Helicopter

2
4
15
18
28

1
1
8
2
6

500
500
1000
1000
1000

100
100
100
100
100

1.5e-2
3e-3
2e-3
4e-3
2e-3

2.00±
1.10±
1.80±
1.80±
2.50±

0.00
0.30
1.66
0.98
1.86

0.54s±
0.80s±
1.07s±
0.69s±
1.36s±

0.05s
0.26s
0.25s
0.08s
0.42s

0.82s±
1.24s±
3.14s±
0.72s±
2.14s±

0.33s
0.45s
4.26s
0.21s
0.86s

2-Pendulum
2-Cartpole
2-Carplatoon
2-Oscillator
2-Helicopter

4
8
30
36
56

2
2
16
4
12

500
500
1000
1000
1000

100
100
100
100
100

1.5e-2
3e-3
2e-3
4e-3
2e-3

2.10±
2.30±
3.00±
2.30±
2.70±

0.30
1.27
2.32
0.78
2.24

0.75s±
0.81s±
1.32s±
0.83s±
4.37s±

0.20s
0.19s
0.32s
0.14s
3.92s

1.04s±
1.26s±
2.44s±
0.99s±
5.54s±

0.24s
0.69s
3.53s
0.45s
6.76s

4-Pendulum
4-Cartpole
4-Carplatoon
4-Oscillator
4-Helicopter

8
16
60
72
112

4
4
32
8
24

500
500
1000
1000
1000

100
100
100
100
100

1.5e-2
3e-3
2e-3
4e-3
2e-3

1.80±
1.80±
4.80±
2.70±
2.50±

0.40
0.40
2.71
0.46
1.86

0.56s±
0.97s±
1.17s±
1.34s±
8.30s±

0.06s
0.20s
0.20s
0.27s
3.33s

0.62s±
1.94s±
1.83s±
1.52s±
8.28s±

0.23s
1.00s
0.61s
0.39s
3.99s

8-Pendulum
8-Cartpole
8-Carplatoon
8-Oscillator
8-Helicopter

16
32
120
144
224

8
8
64
16
48

500
500
1000
1000
1000

100
100
100
100
100

1.5e-2
3e-3
2e-3
5e-3
2e-3

1.80±
6.00±
6.20±
2.80±
2.60±

0.40
1.84
0.98
0.40
2.01

0.97s±
1.18s±
4.03s±
5.78s±
45.03s±

0.13s
0.33s
0.75s
1.58s
31.45s

0.94s±
1.45s±
5.06s±
38.60s±
70.11s±

0.47s
0.82s
1.86s
66.35s
92.06s

16-Helicopter 448
32-Helicopter 896

16
32

1000 100 2e-3 2.80± 1.89 164.05s± 36.52s
458.17s± 343.75s
1000 100 2e-3 2.30± 1.27 2115.20s± 1090.29 2962.55s± 2907.33s

Table 2. Verification results. The state dim and action dim columns denote the number
of dimensions in the state and action space of the benchmark, respectively. Stacking
system benchmarks n-* have n times the number of dimensions as their single system
counterpart. M is the number of execution time steps considered. The time interval
between choosing a new linear controller is k. We use ŵ1 to represent the verified max
noise for each step in this system. |φ| is the number of linear controllers the optimal
controller selects; E.g., if φ = (K1 , K2 , K1 ), |φ| = 2. The verification time per |Πlk | is
the time for verifying a single linear controller family, while total ver. timeP
indicates the
time to find a controller combination that is guaranteed to be safe (i.e., M
t=1 = M ).

example, 8-Carplatoon has 120 dimensions but only requires 4.03 seconds. to verify on average, while the 4-Helicopter benchmark with 112 dimensions requires
8.30 seconds to verify. For Pendulum and its stacked systems, verification time
per linear controller family is close to total verification time, implying that there
was little need to regenerate new controller instantiations. For more complicated
benchmarks such as 8-Oscillator and 8-Helicopter, the linear controller families
needed to be regenerated more often, increasing total verification time. Nonetheless, verification times, even for challenging benchmarks like 32-Helicopter with
896 dimensions, required less than 1 hour on average; 8-Helicopter with 224 required 70.11 secs to verify on average.

Effectiveness We train a neural controller using the safety guarantees captured
by our verified linear controller family. Table 3 demonstrates the effectiveness
of our approach on overall network performance. First, although the LQR controller is verified to be safe, it can nonetheless perform poorly with respect to
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performance objectives. However, if we use it as a shield for a performant neural
controller, we hope to realize both performance as well as safety benefits.
To explore the validity of this thesis, we train a neural controller for each
singly stacked benchmark for 100K steps with and without a shield. For a stacked
benchmark B of the form n-B, we train its corresponding controller for n · 100K
steps. Since the shielded controller is known to guarantee safety, it can be trained
with the liveness reward Rlive only. Because the neural controller without the
shield needs to keep safety in mind, it is trained with reward Rsafe + Rlive .
Intuitively, a training step that satisfies a particular objective gets a positive
reward.
We train these networks by simulating 500 trajectories for each benchmark.
The comparison between the rewards of the different controllers are summarized
in the Table 3. The table presents normalized performance characteristics of the
shielded controller relative to the base PPO algorithm without augmentation of
a safety planner, and the LQR family that is implemented without performance
objectives. Thus, numbers greater than one in the column labeled Shield/PPO
indicates that the controller trained in conjunction with the safety planner outperformed the PPO-only trained algorithm. A similar interpretation holds for
the column labeled Shield/LQR. While it is not surprising that controllers trained
with both safety and performance (Shield) would outperform those that are only
aware of safety (LQR), it is notable that the shielded the controller has a higher
performance reward than the PPO-trained controller on 15 of the 20 benchmarks
considered. The last two columns indicate the number of safety violations encountered - PPO trained networks exhibited a non-negligible number of safety
violations on every benchmark; since our verification algorithm was able to generate a provably safe shield for each benchmark, the safety-augmented controller
exhibited no violation in any of the benchmarks.
Random Selector Without our algorithm, a random selector is not likely to
generate a good linear combination with verifiable safety property. The experiments in Table 4 show that simply randomly picking linear controllers is not a
viable strategy. We selected the 8-stacked benchmarks and the same noise term
ŵ1 as given in Table 2. We randomly generated 100 linear controller families,
each with size 10. For each linear controller family, a random selector φ randomly
picks up a linear controller from the linear controller family every k steps. For
each linear controller family, we use theP
random selector
 to generate 10 linear
M
combinations and compute L. Here, L = t=1 p̂t Πlk , φ , where φ is the random
selector. L/M measures the sum of the safety probability lower bounds generated
by a randomly selected combination. Except for the 8-Carplatoon benchmark, the
max of L/M does not achieve 100% safety.

6

Related Work and Conclusions

There has been significant recent interest in exploring techniques to enhance the
safety of learning-enabled systems. Recent works [22,25,18,19] have defined suit-
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ŵ2

Pendulum
Cartpole
Carplatoon
Oscillator
Helicopter

1.5e-3
3e-4
2e-4
4e-4
2e-4

2.65
1.36
1.83
1.37
1.04

8.59
3.54
30.58
6.79
1.49

1437
959
69
3
30

0
0
0
0
0

2-Pendulum
2-Cartpole
2-Carplatoon
2-Oscillator
2-Helicopter

1.5e-3
3e-4
2e-4
4e-4
2e-4

1.77
0.64
0.76
1.18
1.07

2.84
2.59
11.84
3.33
1.48

2375
1775
1137
46
277

0
0
0
0
0

4-Pendulum
4-Cartpole
4-Carplatoon
4-Oscillator
4-Helicopter

1.5e-3
3e-4
2e-4
4e-4
2e-4

2.68
0.60
0.60
2.20
1.17

2.34
2.21
15.94
3.77
1.33

4736
3529
1863
150
405

0
0
0
0
0
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Shield/PPO Shield/LQR PPO vio. Shield vio.

8-Pendulum 1.5e-3
1.28
1.93
11305
0
8-Cartpole
3e-4
1.17
2.55
12680
0
0.75
12.5
7250
0
8-Carplatoon 2e-4
8-Oscillator 4e-4
1.99
3.29
579
0
8-Helicopter 2e-4
1.33
1.24
1388
0
Table 3. Effectiveness of the safety planner on training safe and performant networks.
The ŵ2 is the noise size of the simulation environment. It is set to be ŵ101 . Shield/PPO
is the ratio of Rlive gained by the shielded neural controller versus the PPO neural
controller. Similarly, Shield/LQR is the ratio of Rlive gained by the shielded neural
controller versus the LQR controller combination used for the shield. Bold-faced entries
indicate when the shielded controller outperforms its counterpart. PPO vio. and Shield
vio. are the number of safety violations encountered during training.

able verification methodologies that are capable of providing stronger guarantees
for open-loop LECs. For closed-loop systems discussed in our work, [1,6,13] focus
on specifying controller safety as an additional reward. By changing the reward,
these methods seek to increase the safety characteristics of the learnt controller.
These approaches are different from ours insofar as we consider provably verifiable methods applied independently of a training-based reward framework.
[29,15,16,11,27] verify a neural network directly. However, the complexity of the
networks, the amount of computation required, and the approximation introduced during the verification process nake these methods difficult to scale to
high dimension problems. Another line of work explores verifiability by applying
imitation learning techniques on the subject networks [31,3,5], and use the result as a shield [2] to ensure the safety of a neural network during training [3] or
post-deployment [31]. However, since these approaches must align the imitated
simple controller, which is heavily biased towards safety considerations, with the
neural controller that also takes performance objectives into account, verification
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avg.

min

max

Pendulum
Cartpole
Carplatoon
Oscillator
Helicopter

36.94%± 12.38%
19.52%± 6.53%
88.09%± 23.14%
91.64%± 2.66%
18.47%± 16.77%

3.60%
0.00%
13.59%
69.10%
0.00%

88.00%
37.92%
100.00%
96.20%
66.90%

Table 4. Safety Probability Lower Bound L/M of a random selector strategy.

is challenging, especially when considering sophisticated performance objectives,
or high dimensional systems.
There also exist tools for synthesizing controllers [30,26]. Similar to [30], our
verification algorithm supports linear, potentially time-varying, discrete-time
systems that are perturbed by a stochastic disturbance, but our algorithm is
demonstrably more scalable. In our work, we verify the safety property of linear
controller family generated by LQR, and learning other non-functional properties using standard reinforcement learning algorithms supplemented with the
verified linear controller family. Reinforcement learning algorithms can generally
support complex properties defined with various objectives. For example, [7,28]
encode LTL specifications into rewards and train neural controllers with reinforcement learning. However, simply encoding specifications as rewards cannot
provide any guarantee on critical properties. In contrast, our work can provide
desired verifiable results, exploiting the power of learning other complex properties using reinforcement learning. There also exists approaches that consider
falsification methods [9,4,8,10,23] that aims at finding potential unsafe safes in
CPS systems. They can work with complex specifications and high dimensions
systems. However, they do not provide provably verifiable guarantees.
In this paper, we present a new pipeline that synthesizes a neural network
controller with safety guarantee. First, we propose a linear controller family intended to stabilize a system. Then, we verify the linear controller with respect
to a safety property. This verified linear controller family protects the safety of
network training, and meanwhile, also ensures the deployed controller does not
violate safety constraints. Because safety verification is decoupled from the training process, our approach has pleasant scalability characteristics that are sensitive to performance objectives. In addition, because we inject a safety planner
into the learning process, the resulting controller is trained with safety considerations in mind, yielding high-quality verified learning-enabled controllers that
often outperform their non-verified counterparts. The key insight of our work is
that we can decouple properties relevant for learning from those necessary for
verification. Base on the verified properties, we use reinforcement learning to
learn other properties. We propose to continue studying this interplay as part of
future work.
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Appendix A

Soundness of Shield

PM
Theorem. 1 (Soundness of Shield) If i=0 p̂t = M , s0 ∈ R0 , and ∀t < M , at
is generated by Algorithm 2, then ∀t ≤ M, st ∈
/ Su .
Proof. Supposing the initial state of a system is s0 , ∀s0 ∈ R0 , based on Algorithm 2, if Region(ŝ1 , ŵ2 ) ⊆ Region(ŝ01 , ŵ1 )∪R0 , the action ann will be executed.
Otherwise, the asaf e will be executed. This execution will ensure the next state
s1 lands in the reachable set Rs1 ∪ R0 , where Rs1 is the stochastic reachable set
of the selected linear controller. Thus, s0 ∈ R0 =⇒ s1 ∈ Rs1 ∪ R0 . Similarly,
for the the state st at step t and state st+1 at step t + 1, we have, ∀t <SM, st ∈
t
Rst =⇒ st+1 ∈ Rst+1 ∪ R0 . By induction, ∀t ≤ M, s0 ∈ R0 =⇒ st ∈ i=0 Rsi .
PM
i=0 p̂t = M =⇒ p̂t = 1.0, thus we know that all the reachable sets before
time step M has no overlapping
Su . ∀t ≤ M, Rst ∩ SS
u = ∅. Algorithm 2
St with
t
s
ensures that ∀t ≤ M, st ∈ i=0 Ri . Thus, ∀t ≤ M, st ∈ i=0 Rsi , Rst ∩ Su =
∅ =⇒ st 6∈ Su .

Appendix B

Probabilistic Reachable Analysis

In this section, we will analyze the probabilistic reachability. Instead of merely
analyzing which states are reachable, we finally provide a probabilistic lower
bound for pt .
Appendix B.1

Probability Density Function of Reachable Set

We represent the reachable set for the noise-free transition Tst s0 as Rt . The
reachable set for the stochastic transition at step t is Rst . R0 = Rs0 . Rt ⊆ Rst .
We hope to calculate the safety probability of reachable sets on continuous space,
thus need to find the probability density function (PDF) for a reachable set Rst .
Suppose ft (s) is the PDF of the distribution st is subject to. Since s0 ∼ Ds0
where Ds0 is a uniform distribution, and the stochastic term w0 ∼ Dw0 , the
reachable distribution of any given step is the linear combination of Ds0 and
Dw0 .
Assuming there is a mapping r from x to y, y = r(x), and according to the
change of variable formula of PDF, the PDF of x is fx , the PDF of y is
 d −1
r (y)
fy (y) = fx r−1 (y)
dy

(3)

Theorem 2. Suppose that X is a random variable taking values in S ⊆ Rn ,
and that X has a continuous distribution with probability density function fx .
Suppose Y = r(X) where r is a differentiable function from S onto T ⊆ Rn .
Then the probability density function g of Y is given by
 
dx
fy (y) = fx (x) det
, y∈T
(4)
dy
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Proof. The result follows the multivariate change of variables formula in calculus.
If B ⊆ T then
Z


P(Y ∈ B) = P[r(X) ∈ B] = P X ∈ r−1 (B) =
fx (x)dx
r −1 (B)

Using the change of variables x = r−1 (y), dx = det
Z



f r−1 (y) det

P(Y ∈ B) =





B

dx
dy

dx
dy



dy we have


dy

So it follows that g defined in the theorem is a PDF for Y .
Let st = Tst s0 , wt = Twt w. Suppose the PDF of the distribution that Tt s0
subjects to is gt (st ) and the PDF of distribution that Twt w subjects to is ht (wt ).
The PDF of s0 ’s distribution and w’s distribution is g0 (s0 ) and h0 (w) respectively.
−1
0
st , we know that ds
Applying the (4) to gt , because s0 = Ts−1
dst = Tst , thus,
t

g0 Ts−1
st
t
gt (st ) =
|det(Tst )|

(5)

Applying the (4) to ht ,
ht (wt ) =

h0 (Twt )−1 wt
|det(Twt )|


(6)

In the case that will not cause confusion, we
remove the subscripts of st and wt , and write
these two equations as

g0 Ts−1
s
t
gt (s) =
|det(Tst )|

h0 (Twt )−1 w
ht (w) =
|det(Twt )|

ℛ!"

ℛ!
𝑠

𝒟"

Fig. 5. An illustrating example for
Eq. 7 in 2-d case. The Ds is computed with Dw and s. It can be
seen as the result of translating Dw
with vector s. The PDF of Rt is
gt (s0 ), the PDF of Ds is ht (s0 − s).
Ds acts as filter and moves as s
changes.

Given a reachable set Rst , we wish to characterize pt , a measure of how many states of
Rst are safe:
Z
pt =
ft (s) ds
s∈S̄u ∩Rst

Here, ft (s) is the PDF of Rst and it depends
on gt (s) and ht (w). S̄u is the state set that
satisfies the safety properties. When Rst ⊆ S̄u ,
pt = 1
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According to the definition in Sec. 3.4,
ft (s) = gt (s) + ht (w). The sum of two random variables is distributed as the convolution of their probability densities.
Thus, ft is distributed as the convolution of the distributions gt and ht . Given
a domain Dw = {w|ht (w) > 0}, Ds = {s0 |s ∈ Rst , (s0 − s) ∈ Dw }; we have that
Z
ft (s) = (gt ∗ ht )(s) =
gt (s0 )ht (s0 − s) ds0
(7)
s0 ∈Ds

Appendix B.2

Upper Bound of Probability Density Function

Now, we consider the upper bound of ft (s),
Theorem 3. The s0 subjects to a uniform distribution on [Ls0 , Us0 ]. Ls0 , Us0 ∈
Rn ; n is the number of state dimensions. Let δ = Us0 − Ls0 ,
ft (s) ≤

1
Qn−1

|det(Tst )|

i=0

δi

Proof. The s0 subjects to a uniform distribution on [Ls0 , Us0 ].

g0 (s) =


1
 Qn−1
i=0 δi


0

s ∈ R0
otherwise

From eq. 5, we know that

gt (s) =


1
 |det(Tst )| Qn−1
i=0 δi


0

s ∈ Rt
otherwise

Applying linear transformation
Tt to R0 , we get Rt .
R
ft (s) = (gt ∗ ht )(st ) = s0 ∈Ds gt (s0 )ht (s − s0 ) ds0 . Thus,
ft (s) ≤
ht (s) is a PDF, thus

Z

1
|det (Tst )|

R
s∈Ds

Qn−1
i=0

δi

ht (s0 − s) ds0

s0 ∈Ds

ht (s0 − s) ds ≤ 1. We proved that
ft (s) ≤

1
|det(Tst )|

Qn−1
i=0

δi

Corollary 1. Suppose the noise on every step subjects to an uniform distribution on [0l , 0h ]; ε0l , ε0h ∈ Rn . δ 0 = 0h − 0l ,
!
1
1
ft (s) ≤ min
Qn−1 ,
Qn−1
|det (Tsi )| i=0 δi |det (Twt )| i=0 δi0
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The Theorem 3 can be extended if the noise subjects to the uniform distribution.
Proof. We assume the noise subjects to the uniform distribution on [0l , 0h ]. According to Eq. 6, we have

1

s0 ∈ Ds
0
 |det(Twt )| Qn−1
i=0 δi
0
ht (s − s ) =


0
otherwise
gt is PDF, its integration is smaller or equal to 1. According to Eq. 7,
Z
1
1
ft (s) ≤
g(s0 ) ds0 ≤
Qn−1 0
Qn−1
|det (Twt )| i=0 δi s0 ∈Ds
|det (Twt )| i=0 δi0
Merge the conclusion in the Theorem 3,
ft (s) ≤ min

Appendix B.3

1
|det (Tst )|

Compute

R

1

Qn−1

Su ∩Rs
t

i=0

!

,
Qn−1
δi |det (Twt )| i=0 δi0

ds

Now we have the upper bound of ft (s). If we know which part of Rst violates
the safety constraints, we can integrate the upper bound of ft (s) on this unsafe
part to compute the upper bound of probability to reach unsafe region at step t.
However, the computation of the part of Rst which violates the safety constraints
is inefficient as the dimension grows, so we computed the over-approximation
A(Rst ) ⊂ Rn . The A(Rst ) is in the form that A(Rst ) = {s|Al (Rst ) < s <
Au (Rst )}, where Al (Rst ), Au (Rst ) ∈ Rn are two vectors. (A(Rst ) is an interval
domain).
All the safety constraints on our benchmark are defined as a rectangle. Thus
our following analysis is based on Assumption 1.
Assumption 1 Given constant lower bound L ∈ Rn and constant upper bound
U ∈ Rn for safe region. The Su is in the form of
Su = {s ∈ Rn |s > U ∨ s < L}
Theorem 4. ∀T ∈ Rn×n , s ∈ Rn ,
T ≥0 L(s) + T <0 U(s) ≤ T s ≤ T ≥0 U(s) + T <0 L(s)
Where Tij≥0 = max(Tij , 0) and Tij<0 = min(Tij , 0). L(s), U(s) is the upper and
lower boundary of s respectively.
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Proof. Let s0 = T s, s0i ∈ R is the i-th element of s0 ∈ Rn ,
s0i

=

n−1
X

Tij sj

j=0

When Tij ≥ 0,
∀sj ∈ [Lj (s), Uj (s)], s0i ∈ [Tij Lj (s), Tij Uj (s)]
When Tij < 0,
∀sj ∈ [Lj (s), Uj (s)], s0i ∈ [Tij Uj (s), Tij Lj (s)]
For L(s0 ), when Tij ≥ 0, Tij sj ≥ Tij Lj (s); when Tij < 0, Tij sj ≥ Tij Uj (s), as a
result,
T s ≥ T ≥0 L(s) + T <0 U(s)
Similarly, for U(s0 ), when Tij ≥ 0, Tij sj ≤ Tij Uj (s); when Tij < 0, Tij sj ≤
Tij Lj (s),
T s ≤ T ≥0 U(s) + T <0 L(s)
We store Rst as a tuple (Tst , Twt ). We can compute its over-approximation
A(Rst ) with Tst and Twt . First, we compute the over-approximation for the noisefree reachable set Rt with Tst . Supposing the initial state space is [Ls0 , Us0 ],
Ls0 . Supposing the
Us0 + Ts<0
Us0 , and Au (Rt ) = Ts≥0
Ls0 + Ts<0
Al (Rt ) = Ts≥0
t
t
t
t
0 0
noise is bounded by [εl , εu ], Wt is a set containing all the possible states of Twt w,
Al (Wt ) = Tw≥0
ε0l + Tw<0
ε0u , and Au (Wt ) = Tw≥0
ε0u + Tw<0
ε0l . We can compute
t
t
t
t
s
the A(Rt ) by adding A(Rt ) and R(Wt ). Because A(Rt ) and R(Wt ) are two
intervals,
Al (Rst ) = Al (Rt ) + Al (Wt ) = Ts≥0
Ls0 + Ts<0
Us0 + Tw≥0
ε0l + Tw<0
ε0u
t
t
t
t
Au (Rst ) = Au (Rt ) + Au (Wt ) = Ts≥0
Us0 + Ts<0
Ls0 + Tw≥0
ε0u + Tw<0
ε0l
t
t
t
t
Theorem 5. Given lower bound L ∈ Rn and upper bound U ∈ Rn for safe
region, clip(·, L, U ) bounds the input between the L and U .
b1 = Au (Rst ) − Al (Rst )
b2 = clip(Au (Rst ), L, U ) − clip(Al (Rst ), L, U )
Z
n−1
n−1
Y
Y
ds ≤
(b1 )i −
(b2 )i
Su ∩Rst

i=0

i=0

Qn−1

Qn−1
A illustrating example is in Fig. 6. i=0 (b1 )i R− i=0 (b2 )i represents the
area of the yellow frame. We do not compute the Su ∩Rs ds directly, but comt
pute its upper bound with an over-approximation. Such approximation can be
useful when the exact reachable set is expensive to compute in the high dimension case. Also, all the operations can be done with simple matrix operations
straightforwardly, which are highly optimized on modern software and hardware.
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Lower Bound of pt

With the Theorem 3 or Corollary 1, we can get the upper bound Uf of ft (s).
The intersection between the reachable set Rst and the unsafe state set Su is
Su ∩ Rst . Then,
Z
pt ≥ 1 − Uf

ds
Su ∩Rst

Uf =

1
|det (Tst )|

Qn−1
i=0

δi

If the noise subjects to uniform distribution,
Uf = min

1
|det (Tst )|

The Theorem 5 gives us that
get the Theorem 6.

R

!

1

Qn−1
i=0

Su ∩Rst

,
Qn−1
δi |det (Twt )| i=0 δi0

ds ≤

Qn−1
i=0

(b1 )i −

Qn−1
i=0

(b2 )i . Thus, we

Theorem 6.
pt ≥ 1 − Uf ·

n−1
Y
i=0

(b1 )i −

n−1
Y

!
(b2 )i

i=0

In Fig 6, we provide a demo about
how the Theorem 6 works. Given a
stochastic reachable set Rts , we comℛ!"
pute the over-approximation A (Rst ).
"
The safety region is defined as S u . We
𝒜(ℛ! )
can compute the area of s ∈ A(Rst ) ∩
Qn−1
Qn−1
𝒮#̅
Su with i=0 (b1 )i − i=0 (b2 )i . Be$%&
$%&
cause the probability density function
! 𝐛& ! − ! 𝐛' !
at step t, ft (s) ≤ Uf , the cumulative
!"#
!"#
probability for the yellow-wrapped
s
is upper bounded by Uf ·
Fig. 6. A demo for Theorem 6. Rt is the region
Qn−1
Qn−1
reachable set at step t; A(Rst ) is the over- ( i=0 (b1 )i − i=0 (b2 )i ). Thus, we
t
approximation
; S¯u is the safe state can know that the cumulative probQn−1 of RsQ
n−1
space; i=0 (b1 )i − i=0
(b2 )i is the area ability for these safe states is lower
Qn−1
of the yellow
by 1 − Uf · ( i=0 (b1 )i −
R frame, and it is used as upper bounded
Qn−1
bound of Su ∩Rs ds.
t
i=0 (b2 )i ).

