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In this course …

- Examine techniques and methodologies to address these challenges:
- mechanized proof assistants
- type systems and abstract interpreters
- theorem provers and model checkers

- Study the application of these methods in different domains:
- Compilers
- Programming Languages
- Shared Memory Concurrency
- Distributed systems
- File systems and operating system kernels
- Neural networks
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Abstract
This paper reports on the development and formal veri-
fication (proof of semantic preservation) of CompCert, a 
compiler from Clight (a large subset of the C programming 
language) to PowerPC assembly code, using the Coq proof 
assistant both for programming the compiler and for prov-
ing its correctness. Such a verified compiler is useful in the 
context of critical software and its formal verification: the 
verification of the compiler guarantees that the safety prop-
erties proved on the source code hold for the executable 
compiled code as well.

1. INTRODUCTION
Can you trust your compiler? Compilers are generally 
assumed to be semantically transparent: the compiled 
code should behave as prescribed by the semantics of the 
source program. Yet, compilers—and especially optimizing 
compilers—are complex programs that perform compli-
cated symbolic transformations. Despite intensive testing, 
bugs in compilers do occur, causing the compilers to crash 
at  compile-time or—much worse—to silently generate an 
incorrect executable for a correct source program.

For low-assurance software, validated only by testing, 
the impact of compiler bugs is low: what is tested is the 
executable code produced by the compiler; rigorous testing 
should expose compiler-introduced errors along with errors 
already present in the source program. Note, however, that 
 compiler-introduced bugs are notoriously difficult to expose 
and track down. The picture changes dramatically for safety-
critical, high-assurance software. Here, validation by test-
ing reaches its limits and needs to be complemented or 
even replaced by the use of formal methods such as model 
 checking, static analysis, and program proof. Almost univer-
sally, these formal verification tools are applied to the source 
code of a program. Bugs in the compiler used to turn this 
formally verified source code into an executable can poten-
tially invalidate all the guarantees so painfully obtained by 
the use of formal methods. In future, where formal methods 
are routinely applied to source programs, the compiler could 
appear as a weak link in the chain that goes from specifica-
tions to executables. The safety-critical software industry is 
aware of these issues and uses a variety of techniques to alle-
viate them, such as conducting manual code reviews of the 
generated assembly code after having turned all compiler 
optimizations off. These techniques do not fully address the 
issues, and are costly in terms of development time and pro-
gram performance.

An obviously better approach is to apply formal meth-
ods to the compiler itself in order to gain assurance that it 

preserves the semantics of the source programs. For the last 
5 years, we have been working on the development of a real-
istic, verified compiler called CompCert. By verified, we mean 
a compiler that is accompanied by a machine-checked proof 
of a semantic preservation property: the generated machine 
code behaves as prescribed by the semantics of the source 
program. By realistic, we mean a compiler that could realisti-
cally be used in the context of production of critical software. 
Namely, it compiles a language commonly used for critical 
embedded software: neither Java nor ML nor assembly code, 
but a large subset of the C language. It produces code for a 
processor commonly used in embedded systems: we chose 
the PowerPC because it is popular in avionics. Finally, the 
compiler must generate code that is efficient enough and 
compact enough to fit the requirements of critical embed-
ded systems. This implies a multipass compiler that features 
good register allocation and some basic optimizations.

Proving the correctness of a compiler is by no ways a 
new idea: the first such proof was published in 196716 (for 
the compilation of arithmetic expressions down to stack 
machine code) and mechanically verified in 1972.17 Since 
then, many other proofs have been conducted, ranging from 
single-pass compilers for toy languages to sophisticated 
code optimizations.8 In the CompCert experiment, we carry 
this line of work all the way to end-to-end verification of a 
complete compilation chain from a structured imperative 
language down to assembly code through eight intermediate 
languages. While conducting the verification of CompCert, 
we found that many of the nonoptimizing translations per-
formed, while often considered obvious in the compiler lit-
erature, are surprisingly tricky to formally prove correct.

This paper gives a high-level overview of the CompCert 
compiler and its mechanized verification, which uses the 
Coq proof assistant.3, 7 This compiler, classically, consists of 
two parts: a front-end translating the Clight subset of C to a 
low-level, structured intermediate language called Cminor, 
and a lightly optimizing back-end generating PowerPC 
assembly code from Cminor. A detailed description of Clight 
can be found in Blazy and Leroy5; of the compiler front-end 
in Blazy et al.4; and of the compiler back-end in Leroy.11, 13 
The complete source code of the Coq development, exten-
sively commented, is available on the Web.12

The remainder of this paper is organized as follows. 
Section 2 compares and formalizes several approaches to 
establishing trust in the results of compilation. Section 3 

A previous version of this paper was published in 
 Proceedings of the 33rd Symposium on the Principles of 
 Programming Languages. ACM, NY, 2006.
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Abstract
Modern programming languages, ranging from Haskell and ML,
to JavaScript, C# and Java, all make extensive use of higher-order
state. This paper advocates a new verification methodology for
higher-order stateful programs, based on a new monad of predicate
transformers called the Dijkstra monad.

Using the Dijkstra monad has a number of benefits. First, the
monad naturally yields a weakest pre-condition calculus. Second,
the computed specifications are structurally simpler in several
ways, e.g., single-state post-conditions are sufficient (rather than
the more complex two-state post-conditions). Finally, the monad
can easily be varied to handle features like exceptions and heap
invariants, while retaining the same type inference algorithm.

We implement the Dijkstra monad and its type inference algo-
rithm for the F? programming language. Our most extensive case
study evaluates the Dijkstra monad and its F? implementation by
using it to verify JavaScript programs.

Specifically, we describe a tool chain that translates programs in
a subset of JavaScript decorated with assertions and loop invariants
to F?. Once in F?, our type inference algorithm computes verifi-
cation conditions and automatically discharges their proofs using
an SMT solver. We use our tools to prove that a core model of the
JavaScript runtime in F? respects various invariants and that a suite
of JavaScript source programs are free of runtime errors.

Categories and Subject Descriptors D.2.4 [Software/ Program
Verification]: Validation

General Terms Verification

Keywords Predicate transformer, Hoare monad, refinement types,
dynamic languages

1. Introduction
Once the preserve of languages like Haskell and ML, programming
with a mixture of higher-order functions and state is now common
in the mainstream. C# and Java provide first-class closures, which
interact with imperative objects in subtle ways, and in languages
like JavaScript, higher-order state is pervasive. When used prop-
erly, programming with these features can promote code re-use,
modularity, and programmer productivity. However, the complex-
ity of higher-order state poses serious difficulties for program veri-
fication tools. Consider the JavaScript program below.

Permission to make digital or hard copies of all or part of this work for personal or
classroom use is granted without fee provided that copies are not made or distributed
for profit or commercial advantage and that copies bear this notice and the full citation
on the first page. To copy otherwise, to republish, to post on servers or to redistribute
to lists, requires prior specific permission and/or a fee.
PLDI’13, June 16–19, 2013, Seattle, WA, USA.
Copyright c� 2013 ACM 978-1-4503-2014-6/13/06. . . $10.00

function incf(x) {x.f = x.f + 1; return x;};

assert (incf({f:0}).f == 1); incf=0;

To understand this program, we turn to Guha et al. (2010), who
desugar JavaScript to l JS, an untyped lambda calculus with
references and key/value dictionaries. We show the desugared
JavaScript program below, with some superficial modifications—
notably, rather than use an untyped lambda calculus, we present the
desugared program in ML, where the typing is made explicit using
a standard ML variant type dynamic (Henglein 1994).

1 let incf this args = let x = select args "0" in
2 update x "f" (plus (select x "f") (Int 1)); x in
3 update global "incf" (Fun incf);
4 let args = let x = update (allocObject()) "f" (Int 0) in
5 update (allocObject()) "0" x in
6 let res = apply (select global "incf") global args in
7 assert(select res "f" = Int 1);
8 update global "incf" (Int 0)

The JavaScript function incf is translated to the let-bound l -term
incf, with two arguments: this, corresponding to JavaScript’s im-
plicit this parameter, and args, an object containing all the (vari-
able number of) arguments that a JavaScript function may receive.
An object is a dictionary indexed by string keys, rather than con-
taining statically known field names. In the body of incf, the x ar-
gument is the value stored at the key "0" in the args object.

At line 3, the function incf is stored in the global object (an
implicit object in JavaScript) at the key "incf". At line 6 we see that
a function call proceeds by reading a value out of the global object
(using the library function select), calling the apply library function,
which checks that its first argument is a Fun f, and then applies f to
its next two arguments—here, the global object, the receiver object
for the call; and the args object containing a single argument.

Now, suppose that one wished to prove that the assertion at
line 7 succeeds. One needs to reason that line 6 was indeed a call to
incf. But, even proving this is non-trivial, since the call occurs via
a lookup into a higher-order store, in this case, the global object.
Making matters harder, the store is subject to arbitrary updates,
e.g., at line 8, the incf field is modified to be Int 0 instead. Thus,
in a language like JavaScript, even to reason about simple function
calls one needs to reason precisely about higher-order state.

1.1 SMT-based verification of higher-order stateful programs
Our main technical contribution is a new way of structuring spec-
ifications for higher-order, stateful programs, and of inferring and
automatically solving verification conditions (VCs) for these pro-
grams using an SMT solver.

Specifically, we present the Dijkstra monad, a new variant of the
Hoare state monad of Nanevski et al. (2008a). The Dijkstra monad
equips a state monad with a predicate transformer (Dijkstra 1975)
that can be used to compute a pre-condition for a computation, for
any context in which that computation may be used. We show how
to encode the Dijkstra monad in F?, a dependently typed dialect of
ML (Swamy et al. 2011a), and present several examples of F? pro-

- Verifying Higher-Order Programs with the Dijkstra Monad

Prusti

- - Leveraging Rust Types for Modular Specification and Verification

Liquid Haskell

- Refinement Types for Haskell
- Liquid Types
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- Armada: Low-Effort Verification of High-Performance Concurrent Programs
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Iris from the ground up
A modular foundation for higher-order concurrent separation logic
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Abstract

Iris is a framework for higher-order concurrent separation logic, which has been implemented in
the Coq proof assistant and deployed very effectively in a wide variety of verification projects. Iris
was designed with the express goal of simplifying and consolidating the foundations of modern
separation logics, but it has evolved over time, and the design and semantic foundations of Iris itself
have yet to be fully written down and explained together properly in one place. Here, we attempt to
fill this gap, presenting a reasonably complete picture of the latest version of Iris (version 3.1), from
first principles and in one coherent narrative.

1 Introduction

Iris is a framework for higher-order concurrent separation logic, implemented in the Coq
proof assistant, which we and a growing network of collaborators have been developing
actively since 2014. It is the only verification tool proposed so far that supports

• foundational machine-checked proofs of
• deep correctness properties for
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- Specifying Systems
- Compositional Programming and Testing of Distributed Systems
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Abstract

Despite several decades of research, the problem of formal
verification of infinite-state systems has resisted effective au-
tomation. We describe a system — Ivy — for interactively
verifying safety of infinite-state systems. Ivy’s key principle
is that whenever verification fails, Ivy graphically displays
a concrete counterexample to induction. The user then in-
teractively guides generalization from this counterexample.
This process continues until an inductive invariant is found.
Ivy searches for universally quantified invariants, and uses
a restricted modeling language. This ensures that all verifi-
cation conditions can be checked algorithmically. All user
interactions are performed using graphical models, easing the
user’s task. We describe our initial experience with verifying
several distributed protocols.

Categories and Subject Descriptors D.2.4 [Software/Pro-
gram Verification]: Formal methods; F.3.1 [Specifying and
Verifying and Reasoning about Programs]: Invariants

Keywords safety verification, invariant inference, coun-
terexamples to induction, distributed systems

1. Introduction

Despite several decades of research, the problem of formal
verification of systems with unboundedly many states has
resisted effective automation. Although many techniques
have been proposed, in practice they are either too narrow in

scope or they make use of fragile heuristics that are highly
sensitive to the encoding of the problem. In fact, most efforts
towards verifying real-world systems use relatively little
proof automation [8, 18, 20]. At best, they require a human
user to annotate the system with an inductive invariant and
use an automated decision procedure to check the resulting
verification conditions.

Our hypothesis is that automated methods are difficult to
apply in practice not primarily because they are unreliable,
but rather because they are opaque. That is, they fail in ways
that are difficult for a human user to understand and to remedy.
A practical heuristic method, when it fails, should fail visibly,
in the sense that the root cause of the failure is observable
to the user, who can then provide an appropriate remedy. If
this is true, the user can benefit from automated heuristics in
the construction of the proof but does not reach a dead end in
case heuristics fail.

Consider the problem of proving a safety property of a
transition system. Most methods for this in one way or an-
other construct and prove an inductive invariant. One way in
which this process can fail is by failing to produce an induc-
tive invariant. Typically, the root cause of this is failure to
produce a useful generalization, resulting in an over-widening
or divergence in an infinite sequence of abstraction refine-
ments. Discovering this root cause in the complex chain of
reasoning produced by the algorithm is often extremely diffi-
cult. To make such failures visible, we propose an interactive
methodology that involves the user in the generalization pro-
cess. We graphically visualize counterexamples to induction,
and let the user guide the generalization with the help of
automated procedures.

Another way the proof might fail is by failing to prove
that the invariant is in fact inductive (for example, because of
incompleteness of the prover). This can happen even when
the invariant is provided manually. A typical root cause for
this failure is that matching heuristics fail to produce a needed
instantiation of a universal quantifier. Such failures of prover
heuristics can be quite challenging for users to diagnose

- Ivy: Safety Verification by Interactive Generalization

- IronFleet: Proving Practical Distributed Systems Correct

Projects

IronClad

TLA
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IN  F EBR UAR Y 20 17,  a helicopter took off from a Boeing 
facility in Mesa, AZ, on a routine mission around 
nearby hills. It flew its course fully autonomously, 
and the safety pilot, required by the Federal Aviation 
Administration, did not touch any controls during 
the flight. This was not the first autonomous flight 
of the AH-6, dubbed the Unmanned Little Bird 
(ULB);3 it had been doing them for years. This time, 
however, the aircraft was subjected to mid-flight 
cyber attacks. The central mission computer was 
attacked by rogue camera software, as well as by a 
virus delivered through a compromised USB stick that 
had been inserted during maintenance. The attack 
compromised some subsystems but could not affect 
the safe operation of the aircraft. 

One might think surviving such 
an attack is not a big deal, certainly 
that military aircraft would be robust 
against cyber attacks. In reality, a 
“red team” of professional penetra-
tion testers hired by the Defense Ad-
vanced Research Projects Agency 
(DARPA) under its High-Assurance 
Cyber Military Systems (HACMS) 
program had in 2013 compromised 
the baseline version of the ULB, de-
signed for safety rather than secu-
rity, to the point where it could have 
crashed it or diverted to any location 
of its choice. In this light, risking 
an in-flight attack with a human on 
board indicates that something had 
changed dramatically. 

This article explains that change 
and the technology that enabled it. 
Specifically, it is about technology de-
veloped under the HACMS program, 
aiming to ensure the safe operation of 
critical real-world systems in a hostile 
cyber environment—multiple autono-
mous vehicles in this case. The tech-
nology is based on formally verified 
software, or software with machine-
checked mathematical proofs it be-
haves according to its specification. 
While this article is not about the for-
mal methods themselves, it explains 
how the verified artifacts can be used 
to secure practical systems. The most 
impressive outcome of HACMS is ar-
guably that the technology could be 
retrofitted onto existing real-world 
systems, dramatically improving their 
cyber resilience, a process called “seis-
mic security retrofit” in analogy to, 
say, the seismic retrofit of buildings. 
Moreover, most of the re-engineering 

Formally 
Verified 
Software in 
the Real World 

DOI:10.1145/3230627 

Verified software secures the Unmanned  
Little Bird autonomous helicopter against  
mid-flight cyber attacks. 

BY GERWIN KLEIN, JUNE ANDRONICK, MATTHEW FERNANDEZ, 
IHOR KUZ, TOBY MURRAY, AND GERNOT HEISER 

 key insights
 ! Formal proof based on micro-kernel-

enforced software architecture can scale 
to real systems at low cost. 

 ! Mixed assurance levels and security 
levels within one system are possible and 
desirable; not all code has to be assured 
to the highest level. 

 ! High assurance can be retrofitted to 
suitable existing systems with only 
moderate redesign and refactoring. 

- sel4: Formal Verification of an OS Kernel
- CertiKOS: An Extensible Architecture for Building Certified OS Kernels
- Using Crash-Hoare Logic for Certifying the FSCQ File System
- Everest: Towards a Drop-In Replacement for HTTPS

Projects
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sel4

https://dl.acm.org/doi/10.1145/1629575.1629596
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http://pdos.csail.mit.edu/papers/fscq:sosp15.pdf
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Reluplex: An E�cient SMT Solver for Verifying
Deep Neural Networks?

Guy Katz, Clark Barrett, David Dill, Kyle Julian and Mykel Kochenderfer

Stanford University, USA
{guyk, clarkbarrett, dill, kjulian3, mykel}@stanford.edu

Abstract. Deep neural networks have emerged as a widely used and
e↵ective means for tackling complex, real-world problems. However, a
major obstacle in applying them to safety-critical systems is the great dif-
ficulty in providing formal guarantees about their behavior. We present
a novel, scalable, and e�cient technique for verifying properties of deep
neural networks (or providing counter-examples). The technique is based
on the simplex method, extended to handle the non-convex Rectified Lin-
ear Unit (ReLU ) activation function, which is a crucial ingredient in
many modern neural networks. The verification procedure tackles neu-
ral networks as a whole, without making any simplifying assumptions.
We evaluated our technique on a prototype deep neural network imple-
mentation of the next-generation airborne collision avoidance system for
unmanned aircraft (ACAS Xu). Results show that our technique can
successfully prove properties of networks that are an order of magnitude
larger than the largest networks verified using existing methods.

1 Introduction

Artificial neural networks [7, 31] have emerged as a promising approach for cre-
ating scalable and robust systems. Applications include speech recognition [9],
image classification [22], game playing [32], and many others. It is now clear that
software that may be extremely di�cult for humans to implement can instead
be created by training deep neural networks (DNN s), and that the performance
of these DNNs is often comparable to, or even surpasses, the performance of
manually crafted software. DNNs are becoming widespread, and this trend is
likely to continue and intensify.

Great e↵ort is now being put into using DNNs as controllers for safety-critical
systems such as autonomous vehicles [4] and airborne collision avoidance systems
for unmanned aircraft (ACAS Xu) [13]. DNNs are trained over a finite set of in-
puts and outputs and are expected to generalize, i.e. to behave correctly for
previously-unseen inputs. However, it has been observed that DNNs can react in
unexpected and incorrect ways to even slight perturbations of their inputs [33].
This unexpected behavior of DNNs is likely to result in unsafe systems, or re-
strict the usage of DNNs in safety-critical applications. Hence, there is an urgent

? This is the extended version of a paper with the same title that appeared at CAV
2017.
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- Reluplex: An Efficient SMT Solver for Verifying Deep Neural Networks
- AI2: Safety and Robustness Certification of Neural Networks with Abstract Interpretation 
- An Abstract Domain for Certifying Neural Networks
- An Inductive Synthesis Framework for Verifiable Reinforcement Learning

Projects

SafeAI
Stanford Center for AI Safety
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