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National Institute of Standards and Technology

SP 800-57, Recommendation for Key Management — Part 1. General (Revised) (March 2007), Section 5, Sub-
Section 5.6.1, Comparable Algorithm Strength, contains Table 1, which provides comparable security
strengths for the approved algorithms.

Table 1: Comparable Strengths ;
Bits of securi Symmetric key FFC | IFC | ECC
ty algorithms (e.g., DSA, D-H) (e.g, RSA) (e.g., ECDSA)

L=2048 _ _

112 3TDEA N=224 k=2048 f=224-255
L=3072 _ _

128 AES-128 N=256 k=3072 f=256-383
L="17680 _ _

192 AES-192 N=1384 k=17680 f=384-511
L=15360 _ ' e

256 AFES-256 N=512 k=15,360 Sf=512+

1.  Column 1 indicates the number of bits of security provided by the algorithms and key sizes in a particular
row. Note that the bits of security are not necessarily the same as the key sizes for the algorithms in the
other columns, due to attacks on those algorithms that provide computational advantages.

2. Column 2 identifies the symmetric key algorithms that provide the indicated level of security (ata
minimum), where 3TDEA is specified in SP 800-67, and AES is specified in FIPS 197. 3TDEA is TDEA

with three different keys.

3. Column 3 indicates the minimum size of the parameters associated with the standards that use finite field
cryptography (FFC). Examples of such algorithms include DSA as defined in FIPS 186-4 for digital
signatures, and Diffie-Hellman (DH) and MQV key agreement as defined in SP 800-56A, where L is the
size of the public key, and N is the size of the private key.

4, Column 4 indicates the value for k (the size of the modulus n) for algorithms based on integer
" factorization cryptography (IFC). The predominant algorithm of this type is the RSA algorithm. RSA is
specified in ANSI X9.31 and the PKCS#1 document. These specifications are referenced in FIPS 186-4
for digital signatures. The value of k is commonly considered to be the key size.

5. Column 5 indicates the range of f (the size of n, where n is the order of the base point G) for algorithms
based on elliptic curve cryptography (ECC) that are specified for digital signatures in ANSI X9.62 and
adopted in FIPS186-4, and for key establishment as specified in ANSI X9.63 and SP 800-56A. The value
of f'is commonly considered to be the key size.

For example, if a 256 bit AES is to be transported utilizing RSA, then k=15360 for the RSA key pair. A 256
bit AES key transport key could be used to wrap a 256 bit AES key.

For key strengths not listed in Table 2 above, the correspondence between the length of an RSA or a Diffie-
Hellman key and the length of a symmetric key of an identical strength can be computed as:
If the length of an RSA key L (this is the value of k in the fourth column of Table 2 above), then the
length x of a symmetric key of approximately the same strength can be computed as:

_1923x 3L ;<1n(2 x3/[In (LxIn(2)] 469
n(2) )

If the lengths of the Diffie-Hellman public and private keys are L and N, correspondingly, then the
length y of a symmetric key of approximately the same strength can be computed as:

y=min(x,N/2), ' )

~

where x is computed as in formula (1) above.
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