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DIGITAL CASH |



PROPERTIES OF DIGITAL CASH




DIGITAL CASH — PROTOCOL 0

Step 1
Alice
i,
@‘II Bank Ell.
&2 -$1000 + $1000

Bank gives Alice a note for
$1000 (like a money order
or cashier's check) and
subtracts $1000 from Alice's
bank account.

Step 2
Alice )
S
a
IR 2 Merchant
I —

I—> $1000

Alice spends the note with a
merchant.

Step 3
~a—
da
Merchant
i,
ﬂ Bank
- $1000 »
F— N 'III::E”:III'I: + $] OOO

Merchant deposits the note
in his bank account.

Step 4

i,
A

Merchant’s Bank

2R

Merchant's bank clears note
with Alice's bank.



DIGITAL CASH — PROBLEMS WITH PROTOCOL 0

Problems:
1. The note is electronic. It can be easily copied, so Alice could spend it twice.
2. ...so could the merchant.

3. Alice could be traced if the bank remembered the serial number of the note.

Citrl C+ Cirl V

$1000 £1nnn

[ ] ] ] $1000

Lets solve these problems one-by-one.



DIGITAL CASH — PROTOCOL 1

Step 1

.

Alice

LWV VN
4 LEW V. VN

4 LIV VPN

s 100 x $1000

4 ;v Ann
1 o
4 4 ~nAnn
IZ' <  $1000
RN a

Alice prepares 100 anonymous
money orders for $1000 each.

Step 2

$1000
A

41 100 x envelopes

Alice blinds (enciphers) each one and
gives all to her bank.

$1000

T

L]

Bank asks Al
envelopes, a

Step 3

i,

¢|II

Alice’s Bank

heck

99 of 100

ice to open (decipher) 99
nd verifies that each one is a

money order for $1000. (If not so, Alice

goes to jail.)



DIGITAL CASH — PROTOCOL 1 (CONT,)

Step 4

i
¢|II

Alice’s Bank

- $1000

L]

Bank signs the last one, returns it to
Alice and deducts $1000 from her
bank account.

Step 5

- -

~—
a

é Merchant

Alice deciphers the money order (now
signed by the bank) and spends it with a
merchant

a
Merchant
$1000
!
e Valid

Merchant verifies bank's signature (can be
done without communication with bank) to
make sure it is valid.



DIGITAL CASH — PROTOCOL 1 (CONT,)

Step 7
~—
a
Merchant
$1000 I'P f;tffi
I;l Gank Signature .
e Merchant’s Bank

Merchant takes money order to his bank.

Step 8

i,

‘\P
Merchant’s Bank

=4 + $1000

Merchant's bank verifies the signature and adds $1000
to merchant's bank account.



DIGITAL CASH — PROBLEMS WITH PROTOCOL 1

Problem:

This protocol makes anonymous cash, but cash that can still be spent twice.




HOW DOES ALICE'S BANK “SIGN” HER ENCIPHERED
MONEY ORDER?

Let's say the bank uses RSA with keys n, e, d.

Let the money order be M.

Alice chooses a random kin 1 <k <n.

Alice “blinds" (enciphers) the money order by computing
t = Mk® mod n.

Bank signs t as:

td = (Mk®)* = MPke? = M%k (mod n)



HOW DOES ALICE'S BANK “SIGN” HER ENCIPHERED
MONEY ORDER (CONT.)?

Alice “unblinds” (deciphers) the signed money order t% by computing k™ (mod n)
(using extended Euclid) and multiplying:

s =t% 1 (mod n) = (Mk®)%k~1 = M%ke?~1 = M?%(mod n)

To “open” (decipher) the 99 t, Alice tells the bank M and k for each. The bank
verifies that each t = Mk®(mod n)



DIGITAL CASH — PROTOCOL 2

Step 1

.

Alice

$1000

XXXXXXXXXXXXXXXXXXXX

L]

444 &1000

Alice prepares 100
anonymous money orders for
$1000 each. On each one she
writes a random 20-digit
integer.

Step 2

Alice enciphers each one and
gives all to her bank.

Step 3

i,

¢|II

Alice’s Bank

&1000

t Check

I;l 99 of 100

Bank asks Alice to open
(decipher) 99 envelopes, and
verifies that each one is a
money order for $1000 and
that all 99 20-digit integers
differ (If not so, Alice goes to
jail.)

Step 4

i

@“I

Alice’s Bank
= - $1000

L]

RN a
Bank signs the last money
order, returns it to Alice and
deducts $1000 from her
bank account.



DIGITAL CASH — PROTOCOL 2 (CONT.)

Step 5
Alice .
S
a
S Merchant
i =

Alice deciphers the money
order (now signed by the bank)
and spends it with a merchant.

Step 6
S
a b

Merchant

$1000
ek S
g Xxxxxﬁxxx(gm(’
. Valid

Merchant verifies bank's
signature to make sure it is valid.

Merchant takes money order to
his bank.

Step 8

i,

Merchant’s Bank

$l oooﬁmﬁ vature

EI xxxxxxxxxxxxxwx
’ Never spent ’
Y— lI" + $1000

Merchon’r s bank verifies the
signature, and checks in a
database to make sure that
a money order with the
same 20-digit integer has
not been previously spent.



DIGITAL CASH — PROTOCOL 2

Now if Alice tries to spend the money order twice, or if the merchant tries to deposit
it twice (in two different banks, say), the second bank will know and not accept it.

The next protocol tries to identify the cheater.



DIGITAL CASH — PROTOCOL 3

Step 1

.

Alice

$1000

XXXXXXXXXXXXXXXXXXXX

L]

444 &1000

Alice prepares 100
anonymous money orders for
$1000 each. On each one she
writes a random 20-digit
integer.

Step 2

Alice enciphers each one and
gives all to her bank.

Step 3

i,

¢|II

Alice’s Bank

&1000

t Check

I;l 99 of 100

Bank asks Alice to open
(decipher) 99 envelopes, and
verifies that each one is a
money order for $1000 and
that all 99 20-digit integers
differ (If not so, Alice goes to
jail.)

Step 4

i

@“I

Alice’s Bank
= - $1000

L]

RN a
Bank signs the last money
order, returns it to Alice and
deducts $1000 from her
bank account.



DIGITAL CASH — PROTOCOL 3 (CONT.)

Step 5
Alice P
an
8 - Merchant
@M |:| . — N

Alice deciphers the money
order (now signed by the bank)
and spends it with a merchant.

Step 6
S
a b

Merchant

$1000

g XXXXXXXXXXXX XXXXXX.

‘ Valid
Merchant verifies bank's

signature to make sure it is valid.

Step 7&8

]ooo ALLC&SSSSSSSSSS
)  sro00 e

Alice XXXXXXXXXXXXXXXXXXXX

’
M $1000 s

)4 e

XXXXXX XXX XXX XXX XXX XX
Merchant

Merchant asks Alice to write a
random identity string on the
money order.

Alice does so.

Step 9

i,

Merchant’s Bank

$1000 i

Bonk SW e
XXXXXXXXXXX XXX XXX XXX
g ;

F

Merchant takes money
order to his bank.



DIGITAL CASH — PROTOCOL 3 (CONT.)

Step 10

-
a
Merchant

Alleessssssssss
$ l 000 Merchantsssssss

:lXXXXX\)‘(XXX XXXXXXX /

Record {

Never spent

L J

i

‘_
Merchant’s Bank

+ $1000

XXX XXX X XXX XXX X XXXXXX
Allcessssssssss
Merchantsssssss

*  Merchant's bank verifies the signature, and checks in a

database to make sure that a money order with the same 20-

digit integer has not previously deposited.

* If it hasn't, the bank credits $1000 to the merchant's account
and records the 20-digit integer and the random identity

string in the database.

Step 11
i

‘_

If Problems with Merchant’s Bank

XXXXXXXXXXXXXXXXXXXX Same H
Refuse Money Order & > &
Y Money Order a=n Cheater
Compare Alleessssssssss VS
P Merehantsssssss

Database

—»  Buyer Cheat
Different
* If the 20-digit integer is already in the database, the bank
refuses the money order.
* Then it compares the identity string on the money order with the
one in the database.
* |If they are the same identity string, the bank knows it was the
merchant who copied the money order (and he goes to jail).
* If they differ, the bank knows that the person who bought the
money order from a bank copied it.



DIGITAL CASH — PROBLEMS WITH PROTOCOL 3

Problem:

The bank doesn't know in the latter case that the person was Alice. The next protocol
repairs this flaw.



SECRET SPLITTING (USED IN THE NEXT PROTOCOL)

Let the secret be s.
Choose a random 7 of the same length as s.
One party gets 1 ; the other gets r®s.

Together the two parties can compute: r @(rPs) = s



BIT COMMITMENT(USED IN THE NEXT PROTOCOL)

Alice wants to commit to a “bit" (it can be a string) now so that she can't change it later,
but only Alice knows it for now.

Alice commits to b by generating two random strings Ry, R,.

She creates a message (R4, Ry, b) and computes a hash (SHA. say) of it.
She reveals (or tells Bob) the hash value and R;.

When the time comes to reveal b, Alice shows the message (R, R,, D).

Bob checks that R, is the same as it was earlier and verifies the hash value.

Why is R, needed?

Because if b were a short string (one bit, literally, say), then Bob could guess it from the hash value.



DIGITAL CASH — PROTOCOL 4

Step 1

&

Alice

$1000 (il

XXXXXXXX XXX XXX XXX XXX 44
4‘ &1000M

L]

Alice prepares 100
anonymous money orders for
$1000 each. On each one she
writes a random 20-digit
integer and 100 pairs of
identity bit strings:

(I12; l1r), > (1oL Tr00R)

Step 2

. 4

Alice

(Inr; Ing)

Each part is a bit-committed
packet that Alice can be asked
to open, and whose proper

opening can easily be checked.

Any pair, (Isor; Isor), say,
reveals Alice's identity by
secret splitting, that is,

I59;DI59p = Alice’s Identity

Step 3

Alice enciphers each money
order and gives all 100 to her
bank.

Step 4

i

@“I

Alice’s Bank

&1000 M

T Chek

99 of 100

Bank asks Alice to open
(decipher) 99 envelopes,
and verifies the contents. If
it finds an error, Alice goes
to jail.



DIGITAL CASH — PROTOCOL 4 (CONT.)

Step 5

i
@“I

Alice’s Bank
= - $1000

-

RN a
Bank signs the last money
order, returns it to Alice and
deducts $1000 from her bank

account.

Step 6
éﬂ” - Marchent
’Bﬂ’jz |:| Ell .

Alice deciphers the money order
(now signed by the bank) and
spends it with a merchant.

Step 7

[ ] L]
-
a
Merchant

$l 000 (Ine; Ing)

g XXX XXX XXXXXX XXXXXX.
I

‘ Valid

Merchant verifies bank's
signature to make sure it is
valid.

Step 8
‘\:/h ﬁ
Merchant Alice

A
Left/Right half of

(Inr; Ing)

Ask

Merchant asks Alice to
randomly reveal either the left
or right half of each of the
100 identity strings. (Merchant
chooses the random choices of
left or right half.) Alice
complies.



DIGITAL CASH — PROTOCOL 4 (CONT.)

Step 9
i

“_
Merchant’s Bank

» I

$1000
Blond Signatere

XXXXX XXX XXX XXX XXX XXX

Merchant takes money order to his bank.

Step 10
i,

“_
Merchant’s Bank

$1000... ...
I;l xxxxxxxxxxxxn%(:x

|\ V]
- Never spent . .
— 'L + —_, Record the
Y T $] 000 Money Order
Bank verifies the signature and checks the
database for the 20-digit number. If it is
not found therein, the bank credits the
merchant with $1000 and records the
money order in the database.

Compare (I1; Ing) VS |

Step 11
i,

If Problems with A]I[
t—

XXXXXXXXXXXXXXXXX XXX

Refuse Money Order & Same -

Money Order a=n Cheater

Database
—> Cheater

Different

If the 20-digit integer is already in the
database, the bank does not accept the money
order. It compares the 100 identity strings on
the money order with those in the database.

If they agree, the bank knows that the merchant
copied the money order.

If they differ, a second merchant deposited the
money order earlier and it was Alice who
copied. Some of the 100 identity strings will
have both halves revealed, so Alice can be
identified. Alice goes to jail.



DIGITAL CASH — REMARKS ON PROTOCOL 4

The cash is not transferable or divisible.

Can Alice cheat?

No. She can copy her $1000 money order. The first time she spends it is okay. But she gets caught the
second time she spends it.

Can she create a money order with a bad ID string?

Yes, but she only has one chance in 100 of being successful.

Alice can't change the 20-digit number or the identity strings, because then the bank's
signature would no longer be valid.

Can the merchant cheat?
No.



DIGITAL CASH — REMARKS ON PROTOCOL 4 (CONT.)

Can the merchant and Alice collude to spend the e-cash twice?

No, because they can't change the 20-digit number signed by the bank, so the bank will not have to pay the
$1000 more than once.

Can Eve copy Alice's money order and spend it first?
Yes. It is like cash.

Even worse, if Alice didn't know that Eve copied it and spent it, then Alice would be caught when she spent it the
first time.

Eve could eavesdrop on communication between Alice and the merchant and deposit the money (acting as a
merchant) before the merchant deposits it. When the merchant tries to deposit it, he will be found as a cheater.

So, Both Alice and the merchant must protect their e-cash as if it were cash. It must be enciphered when it is
send across the Net.



THE PERFECT CRIME

Alice kidnaps a baby.
Alice prepares 10,000 anonymous money orders for $1000 each.

Alice blinds them, sends them to authorities, and demands that
a) a bank signs all 10,000 money orders, and

b) the results be published in a newspaper.

The authorities comply.

Alice buys the newspaper, unblinds all the money orders and spends them.
Alice frees the baby.

Note that there is no physical contact.
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<div>Icons made by <a href="http://www.freepik.com" title="Freepik">Freepik</a> from <a
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