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Executive Summary:  
Enterprises operate in a global economy and their manufacturing and supply operations are dispersed 
throughout the world. This makes supply chain a critical and integral part and offers research challenges. 
There are multiple stages in supply chain and each stage generates data that is shared and transferred 
among different steps, divisions, or processes. In large enterprise systems, it is difficult to understand and 
track the sharing and dissemination of sensitive information. The sharing of data across multiple processes 
and divisions in a supply chain complicates and magnifies the problem further. The effect of shared data 
being compromised is one of the key risks in the supply chain. Vulnerabilities of business processes are as 
important as vulnerabilities in network attacks, viruses and malwares). Common existing approaches, 
standards, and guidelines ensure security but the focus is on the protection of data inside the private domain 
of an organization and do not addresses the protection in a decentralized supply chain. Current approaches 
rely on service level agreements or contracts, or perform audits to provide a level of assurance at the top 
level of their supply chain. We propose an end-to-end security framework that would ensure data protection 
(security and privacy) throughout its life cycle and enable organizations to securely share and disseminate 
data in their supply chains steps. 
 
Research Potential / Novelty (What is the motivation / need for this research?): 
Recently the World Economic Forum highlighted the problem of supply chain data sharing and the 
associated threats. These are discussed in detail in their report in [4]. The report mentions the increasing 
importance of information and IT in the supply chain and the problem of sharing information. It identifies 
the availability of shared data and information as the second biggest network vulnerability. As the 
businesses expand, more and more critical supply chain data is generated and shared over the public 
Internet. The importance and sensitive nature of this data raises security concerns.  The e-crime cases 
collected by the CERT show that 10% of insider e-crimes are due to lack of application of separation of 
duties and 25% of insider e-crimes are due to absence of automated checks [7]. The US immigration and 
citizenship has started reviewing their visa attribution process [6] following an increase of the number of e-
crimes related to visa attributions. The goal of the review is to develop business processes that prevent data 
leakage and security violations. We need better technologies that provide security along with flexibility and 
adaptability to the supply chains. The security mechanisms should not interfere with the supply chain 
operations. They should be scalable and reliable in order to support large supply chains. We have an end-
to-end security solution that would ensure data protection throughout its life cycle.  
Relevant PLM related technologies:  

• The use of PLM technology and data to support sustainable product realization 
• Security models for PLM data 
• Data interoperability and workflows 
• Standards (data, software usage, archival) 

Opportunity for Industrial Advisory Board member or company participation? YES 
We have worked with the Dr. R. Uthurusamy (former director of emerging technology) in General Motors 
and discussed the various security concerns in supply chain. We have an opportunity to work with 
Cummins through our former students who are working there. 
 
Technology Readiness Level research range: We have investigated algorithms for privacy preserving and 
secure data dissemination in various scenarios including data from UAV’s to command and control in Air 
Force research laboratory. We have already developed a prototype for end to end security in large system 
that uses web services for data flow. It included identity management, taint analysis, and dealing with 
untrusted services. We can immediately apply these ideas to supply chain and product life management. 
We have learnt about the manufacturing processes and supply-chain issues from the research and 
communication with Dr Karthik in Mechanical Engineering and Dr Schwarz in Krannert. Working with 



industry partner, we can immediately put to practice the technology and develop a system prototype, run 
experiments, make measurements and provide guidelines for use by industrial partners. We have already 
published a series of research papers and our Ph.D students are working on the security issues. 

Future funding opportunities plus expected submittal timeframe: 
This work is of great interest to US Army and Air Force and their contractors. We had funding form 
Lockheed Martin, Northrop Grumman and Air Force Research laboratory and Motorola. This work can 
lead to better proposal to these organizations and potential for funding through the CERIAS security center 
corporate partners is a great possibility. Due to great interest, CERIAS director Dr. Spafford has agreed to 
supplement this grant with funding from his center. We plan to submit proposals for potential funding in 
Spring, 2013. 
 
Deliverables to be provided to IAB members: System design and architecture, prototype implementation, 
measurements and results from experiments, project report. 
 
Research Project Description: 
Enterprises deal with their digital supply chain that includes the supply, operation and maintenance of their 
cyber presence and their e-commerce. From a cyber-security point of view, the supply chain comprises the 
IT systems - hardware, software, and communication networks that together enable the flow of information 
and continuity of operations between different stages of the product, different divisions of companies and 
their suppliers. This includes all the interactions that plan, build, manage, maintain, and protect the setup. 
Each stage and interaction in the supply chain generates data. This data need to be passed to next stages and 
shared with other processes and divisions.  The threat of shared data being compromised is one of the key 
risks in the supply chain. Each division or process has its own trusted domain which is its sphere of control 
but when the data leaves this domain, it is very difficult to track or control data. This data can be further 
outsourced to other processes or divisions making it impossible for the entities in the earlier stages to track 
or know about the current state of data. The magnitude of data and complexity of processes in large 
enterprise systems further complicate data sharing and dissemination.  
 
Business processes could have specific security or privacy requirements (e.g., authorization, 
confidentiality). Security and privacy requirements assure that business processes are protected. These 
policies could be generic or specific to the process or business. Example of requirements include: prevent 
data leaks to outsider, enforce separation of duties, and enforce authorization to perform tasks. Violation of 
the security or privacy generates big financial and business losses to companies. Some common approaches 
that exist follow the standards and guidelines to ensure security but they focus on the protection of data 
inside the organization and do not address the protection in a supply chain. For supply chain, these 
approaches do vendor comparisons, rely on service level agreements or contracts, or perform audits to 
provide a level of assurance at the top level of their supply chain. Organizations monitor use of business 
processes and access to critical resources through logging technique. They hire specialized companies, 
consultants, or auditors to verify and audit their business processes (and information systems). The 
verification and Auditing companies use manual review processes to detect violations and ensure 
conformance of business processes to specific security and privacy requirements. The goal is to identify 
vulnerabilities and prevent attackers from using them.  Efficient manual verification could be performed on 
only processes that are composed of small number of activities and generate less data. Dividing the process 
in sub processes such that each sub-process is independently checked limits the efficiency of the checking 
(attacker may exploit a series of dependent vulnerabilities). Manual verification does not consider 
concurrency in executing tasks of a business process. Such verification ignores that some tasks use 
different states of data. Such approaches are insufficient to ensure data security throughout its life cycle. 
We need better technologies that provide security along with flexibility and adaptability to the supply 
chains. The security mechanisms should not interfere with the supply chain operations. They should be 
scalable and reliable in order to support large supply chains. We propose an end-to-end security framework 
that would ensure data protection throughout its life cycle and enable organizations to securely share and 
disseminate data in their supply chains. This framework will ensure the following: 
 
Data protection: It will ensure the confidentiality and integrity of data against interception or modification 
by unauthorized parties while it is in transit across networks. 



 
Access control: It will ensure that only authorized entities are able to perform the security-sensitive tasks. 
It will limit data access to authorized entities [8]. 
 
Secure data dissemination: It will ensure the identity of a destination before disseminating data. The 
trustworthiness of a destination can change in a dynamic environment. The trustworthiness of the 
destination will be dynamically evaluated and data can be selective disseminated based on this information. 
 
End-to-End Security Framework: The main challenges in information sharing are limitations of 
mechanisms for protecting confidentiality of sensitive data throughout their lifecycle. The common 
approach to solve the problem of data protection is to attach privacy policies to sensitive data. This works 
only when we make a strong assumption that the recipients’ hosts enforce the policies attached to data. We 
propose a solution based on the Active Bundle scheme that relaxes this assumption [1]. 
 
An active bundle is a container with a payload of sensitive data, metadata (including, among others, privacy 
policies), and a virtual machine (VM) specific to the active bundle. We will show that data, encapsulated 
within active bundles can protect their own confidentiality. ABs protect privacy of sensitive data through: 
(i) assuring enforcement of data privacy policy by the VM from the active bundle that includes the data; (ii) 
relying on host trustworthiness to activate protection mechanisms when data are tampered with; and (iii) 
recording all data-related activities by the VM. AB scheme ensures (1) encrypting sensitive data and 
storing decryption keys at a TTP; (2) signing data to ensure their integrity; (3) activating apoptosis when a 
host receiving the bundle is not allowed to access any portion of active bundle’s data due to its sufficient 
trust level; (4) decrypting data, checking integrity of data and simulating enforcement of privacy policies 
when the receiving host is allowed to access a portion or all data; (5) collecting audit information and 
storing it by the Audit Service Agent on a TTP. 
 
We will adapt the end-to-end security solution for Service-Oriented Architecture (SOA)  in [5]. The idea is 
to use AB as a data protection mechanism and use the End-to-End approach to provide a complete security 
framework. End-to-end solution deals with the involvement of multiple processes in a supply chain. The 
interactions of independent processes could lead to data leakage and security violation. The end-to-end 
security architecture solution is transparent to the processes and allows auditing of legacy processes 
without modification. This allows the processes in the supply chain to be informed about the full chain of 
data flow. This architecture makes it possible to keep track of data flow and the process actions on data 
increasing the chances of detecting and preventing security violations.  
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