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Abstract�—Cloud computing allows the use of Internet-based 
services to support business processes and rental of IT-services 
on a utility-like basis. It offers a concentration of resources but 
also poses risks for data privacy. A single breach can cause 
significant loss. The heterogeneity of �“users�” represents 
a danger of multiple, collaborative threats. 

In cloud computing, entities may have multiple accounts 
associated with a single or multiple service providers (SPs). 
Sharing sensitive identity information (that is, Personally 
Identifiable information or PII) along with associated 
attributes of the same entity across services can lead to 
mapping of the identities to the entity, tantamount to privacy 
loss.  

Identity management (IDM) is one of the core components 
in cloud privacy and security and can help alleviate some of the 
problems associated with cloud computing. Available solutions 
use trusted third party (TTP) in identifying entities to SPs. The 
solution providers do not recommend the usage of their 
solutions on untrusted hosts. 

We propose an approach for IDM, which is independent of 
TTP and has the ability to use identity data on untrusted hosts. 
The approach is based on the use of predicates over encrypted 
data and multi-party computing for negotiating a use of a 
cloud service. It uses active bundle�—which is a middleware 
agent that includes PII data, privacy policies, a virtual machine 
that enforces the policies, and has a set of protection 
mechanisms to protect itself. An active bundle interacts on 
behalf of a user to authenticate to cloud services using user�’s 
privacy policies.  

 
Keywords- active bundle; computing predicates; cloud 

computing; identity management system; multi-party computing; 
privacy; security. 

I.  INTRODUCTION 

A. Privacy in Cloud Computing  
The growing popularity, continuing development and 

maturation of cloud computing services is an undeniable 
reality. Information stored locally on a computer can be 
stored in the cloud, including word processing documents, 
spreadsheets, presentations, audio, photos, videos, records, 
financial information, appointment calendars, etc.  

A cloud service provider (SP) is a third party that 
maintains information about, or on behalf of, another entity. 
Trusting a third party requires taking the risk of assuming 
that the trusted third party will act as it is expected (which 
may not be true all the time). Whenever some entity stores or 
processes information in the cloud, privacy or confidentiality 
questions may arise [2].  

Privacy in cloud computing can be defined as �“the ability 
of an entity to control what information it reveals about itself 
to the cloud (or to the cloud SP), and the ability to control 
who can access that information�”[3].  

Numerous existing privacy laws impose the standards for 
the collection, maintenance, use, and disclosure of personally 
identifiable information (PII) that must be satisfied even by 
cloud SPs [2]. (PII is commonly known as identity 
information.) Due to the nature of cloud computing, there is 
little or no information available in a cloud to point out 
where data are stored, how secure they are, who has access 
to them, or if they are transferred to another host (if that host 
can be trusted). 

A cloud cannot be used for storing and processing data 
and applications if it is unsecure. The major problem 
regarding privacy in cloud is how to secure PII from being 
used by unauthorized users, how to prevent attacks against 
privacy (such as identity theft) even when a cloud SP cannot 
be trusted, and how to maintain control over the disclosure of 
private information.  

Handing sensitive data to another company is a serious 
concern. Are data held somewhere in the cloud as secure as 
data protected in user-controlled computers and networks? 
Cloud computing can increase the risks of security breaches. 
Knowing who has user�’s personal data, how they are being 
accessed, and the ability to maintain control over them 
prevents privacy breaches of PII, and can minimize the risk 
of identity theft and fraud [3].  

We provide more details about privacy in cloud 
computing in [3]. We achieve a solution to the privacy 
problem that we investigate in this paper in [3] through the 
use of an entity-centric approach. The approach that we 
propose in [3] is based on anonymous identification, which 
is used to mediate interactions between the user and cloud 
services. The approach uses active bundle [16], which 
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enforces the policies and uses a set of protection mechanisms 
to protect the sensitive data. 

B. Identity Management in Cloud Computing 
A cloud user has to provide sensitive personal 

information (e.g., name, home address, credit card number, 
phone number, driver's license number, date of birth, etc.) 
while requesting services from the cloud. This leaves a trail 
of PII that can be used to uniquely identify, contact, or locate 
a particular user, which�—if not properly protected�—may be 
exploited and abused [2]. 

IDM is the key to cloud privacy and security but IDM in 
cloud is more complex than in traditional web-based systems 
since the users hold multiple accounts with different SPs or 
with a single SP. The traditional model of application-centric 
access control, where each application keeps track of its 
collection of users and manages them, is not acceptable in 
cloud-based architectures; sharing PIIs of the same entity 
across services can lead to mapping of PIIs to the entity, 
tantamount to a privacy loss [4]. 

C. Motivating Scenario for Identity Management in Cloud 
Computing  
To use a cloud service, a user needs to authenticate 

herself to it. The user has to give away some private 
information, which uniquely identifies the user to SP, the 
other party. This is user�’s PII. Obtaining the user�’s PII gives 
some assurance to SPs about the users�’ identity, which helps 
SP to decide whether to permit access to its service or not.  

Since identity information is a key for opening access to 
resources and for paying for them, it can lead to serious 
crimes involving identity theft [2] if misused or 
compromised. The purpose of an IDM system is to decide 
upon the disclosure of this information in a secure manner.  

 
Figure 1.  User-SP Interaction 

Fig. 1 shows an example of authentication that uses PII. 
In the example, Bob wants to use a service. Bob has to 
disclose some of his PII, which uniquely identifies him to the 
SP. However, he doesn�’t want to disclose all his PII. The 
main problem for Bob is to decide which portion of his PII 
should he disclose, and how to disclose it in a secure way. 

D. Related Work 
We looked into the most known solutions for IDM. The 

detailed discussion is present in [3]. 
1) PRIME: Privacy and Identity Management for Europe 

(PRIME) [7] provides privacy-preserving authentication 
using a TTP, named IdP.  

2) Windows CardSpace: Windows CardSpace [11] treats 
every digital identity as a security token, which consists 
of a set of claims (such as a username, a full name, 

address, SSN, etc). The tokens prove to SP that the 
claims belong to the user presenting them.  

3) Open ID: Open ID [5, 6] is a decentralized 
authentication protocol that helps cloud users in 
managing their multiple digital identities with a greater 
control over sharing their PIIs. A user has to remember 
one username and password�—an OpenID�—and can log 
onto websites with this OpenID. 

 
Figure 2.  Architecture of and Attacks on Existing IDM Systems 

Different solutions use different ways of sending user�’s PII 
for negotiation with the SPs. The common ways are: 
1) Use of a Trusted Third Party (TTP). Most of the 

solutions that we studied use TTP for verifying or 
approving PII. The major issues with such approach in 
cloud computing (shown in Fig. 2) are: (a) TTP could be 
a cloud service, so SP could be TTP; therefore, TTP may 
not be an independent trusted entity anymore; (b) using 
a single TTP is a centralized approach with its inherent 
danger that compromising TTP results in compromising 
all PIIs of its users as well.  

2) Prohibiting untrusted hosts. A client application holding 
PII must be executed on a trusted host to prevent 
malicious hosts from accessing PII.  

E. Selected Research Problems 
The research problems that we address in this paper are: 
1) Authenticating without disclosing PII: When a user 

sends PII to authenticate for a service, the user may 
encrypt it. However, PII is decrypted before an SP uses 
it. As soon as PII is decrypted, it becomes prone to 
attacks.  

2) Using services on untrusted hosts: The available IDM 
solutions require user to execute IDM from a trusted 
host. They do not recommend using IDM on untrusted 
hosts, such as public hosts. Since in cloud computing 
data may reside anywhere in the cloud (on any host), 
this issue needs to be addressed. E.g. User herself may 
be on a cloud Virtual Machine. 

Note that goal in the paper is to assure that IDM does not 
use TTP for verifying credentials. This implies that IDM 
could use TTPs for other purposes, such as the use of a TTP 
by IDM for management of decryption keys. 

In this paper we address some of the similar selected 
research problems as in [3]. However, we provide a different 
approach for addressing them. 
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F. Contribution and Paper Organization 
We propose an approach for IDM in cloud computing 

that: (a) does not require TTPs; (b) can be used for on 
untrusted or unknown hosts; and (c) uses encrypted data 
when negotiating the use of PII for authentication to services 
in cloud computing.  

The paper is organized as follows: Section II describes 
the proposed approach for protecting PII in cloud computing. 
Section III discusses the advantages of the proposed 
approach. Section IV shows the resilience of the proposed 
approach to two attacks. Section V concludes the paper. 

II. PROPOSED IDM APPROACH FOR PROTECTING 
PII IN CLOUD COMPUTING  

This section describes the proposed IDM approach, 
which is based on IDM using the active bundle scheme, 
computing predicates over encrypted data and multi-party 
computing.  

The salient features of the approach are: 
1) Ability to authenticate without disclosing unencrypted 

data. This is achieved by using predicate over encrypted 
data.  

2) Ability to use identity data on untrusted hosts. This is 
achieved through the use of the active bundle scheme. 
An active bundle has a self-integrity check mechanism, 
which triggers apoptosis (a complete self-destruction) or 
evaporation (a partial self-destruction) when the check 
fails.         

3) Independence of TTPs. This is achieved through the use 
of multi-party computing, in which secrets are split into 
shares distributed to different hosts.  

A. Use of Predicates with Encrypted Data and Multiparty 
Computing 

We use a predicate encryption scheme and multi-party 
computing for giving answer to predicates about PII.  

Shamir [14] proposes threshold secret sharing. First, 
a secret data item D is divided into n shares D1,..., Dn. Then, 
a threshold k is chosen so that: (a) to recover D, k or more of 
arbitrary Di�’s are required; (b) using any k-1 or fewer Di�’s 
leaves D completely undetermined. 

Ben-Or, Goldwasser and Wigderson [15] define 
a protocol for multi-party computing of a function f using 
secret input from all the parties. The protocol involves n 
�“regular�” parties, which calculate only partial function 
outputs. In [15], one of the players is selected as the dealer 
(denoted by us as DLR), and is provided the partial function 
outputs to find out the full results of function computation.  
Let f be a linear function of degree n known to each of the n 
parties, and t be an arbitrary threshold value. Let Pi denote 
Party i, and xi denote the secret input of Pi for f. Dealer DLR 
will receive from the n parties the partial outputs of f 
calculated by the n parties using their respective secret inputs 
x1 , x2, �…, xn. Let ¢1, ¢2, �…, ¢n be distinct non-zero 
elements in the domain of  f. Player Pi is assigned the point 
¢i. 

Each party Pi generates a polynomial hi of degree t 
(where t is the above threshold value) such that hi(0) = xi. 
Each Pi sends to each Pj (from the subset of the other n-1 
parties) one share si,j = hi(¢j) of Pj�’s input. Then, each Pi 
computes a portion of function f using shares si,j of the input 
that it has (its own) or received from n�–1 other parties.  

A predicate encryption scheme allows evaluating 
predicates with encrypted data. For example, Alice can 
compute the predicate �“(email sender = �‘Bob�’) and (date in 
[2006, 2007])�” using encrypted data [13]. 

Fig. 3 shows a sample predicate encryption scheme that 
has this property [13]. Alice uses a Setup algorithm to 
generate a public key PK and a secret key MSK. Next, Alice 
uses PK to encrypt (with algorithm Encrypt) her PII and gets 
ciphertext CT. Then, she can store CT (the encrypted PII) on 
an untrusted host (e.g., in a cloud). She may also publish PK, 
so that it can be used to encrypt data that she can access.  

Alice has the function p representing a predicate that she 
wishes to evaluate for her encrypted PII. She uses the 
KeyGen algorithm, PK, MSK and p to output the token TKp 

(encoding p). Then, she gives TKp to the host that evaluates 
the token (with p included in the token) for CT (the 
encrypted PII), and returns the result p(PII) to Alice. 

Note that KeyGen uses the secret key MSK as input. 
Hence, Alice can use KeyGen to generate TKp for p. Alice 
can give TKp to an untrusted host while protecting PII. 
(Observe that if Alice gave KeyGen and MSK to the host, the 
scheme would not be secure�—it would not protect PII.) 

1. Setup                                  PK, MSK  
2. Encrypt(PK, PII)                 CT  
3. KeyGen(PK, MSK, p) TKp 
4. Query(PK, CT, TKp)   p(PII) 

Figure 3.  The Public-key Predicate Encryption Scheme  

For negotiating use of a cloud service, we combine 
computing predicate over encrypted data with secure multi-
party computing. The secret key MSK is split between n 
parties 1  using the above-mentioned Shamir�’s technique. 
Then, the algorithm KeyGen is provided to n parties, and 
computed by them collaboratively using their shares of the 
secret key, function p representing a predicate, PK, and TK. 
This is done as specified in the above-mentioned protocol of 
Ben-Or, Goldwasser and Wigderson for multi-party 
computing. 

In our algorithm, an owner O encrypts PII using 
algorithm Encrypt and O�’s public key PK. Encrypt outputs 
CT�—the encrypted PII. SP transforms his request for PII to a 
predicate represented by function p. Then, SP sends shares of 
p to the n parties who hold the shares of MSK. The n parties 
execute together KeyGen using PK, MSK, and p, and return 
TKp to SP. Next, SP calls the algorithm Query that takes as 
input PK, CT, TKp and produces p(PII) which is the 
evaluation of the predicate. The owner O is allowed to use 
the service only when the predicate evaluates to �“true�”. 

                                                 
1 The decryption key shares are stored in a distributed hash table system, 

such as the one proposed by Vuze [18], where each share is stored in 
a different location. 
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B. Use of Active Bundle Scheme for IDM 
Let us take a look now at the active bundle scheme, and 

its use for IDM. 

B.1. Overview of the Active Bundles Scheme  
An active bundle includes sensitive data, metadata, and 

a virtual machine [16]. Sensitive data contains content to be 
protected from privacy violations, data leaks, unauthorized 
dissemination, etc.�—e.g., it contains PII.  

Metadata describes the active bundle and its privacy 
policies. The metadata includes (but is not limited to) the 
following components (details available in [16]): (a) integrity 
check metadata;  (b) access control metadata;  
(c) dissemination control metadata; (d) other application-
dependant and context-dependant metadata. 

Virtual machine (VM) manages and controls the program 
code enclosed in a bundle. Its main functions include:  (a) 
enforcing bundle access control policies through apoptosis, 
evaporation, or decoy actions; (b) enforcing bundle 
dissemination policies; and (c) validating bundle integrity.  

B.2. Using Active Bundles for IDM  
The components of an active bundle for IDM are: 
1) Identity data: Data used for authentication, getting 

service, using service (e.g., SSN, DOB). These data are 
encrypted and packed inside the active bundle.  

2) Disclosure policy: A set of rules for choosing which 
identity data to disclose. E.g., if identity data I are used 
for service S, then I should be used each time S is 
accessed (minimizing disclosure of PII). 

3) Disclosure history: Used for logging and auditing 
purposes. It is also used for selecting identity data to be 
disclosed based on previous disclosures.  

4) Virtual Machine: It contains the code/algorithm for 
protecting PII, on untrusted hosts.  

An active bundle is sent from a source host to 
a destination host. When arriving at a �“foreign�” host, an 
active bundle ascertains the host�’s trust level through a TTP 
[16]. Using its disclosure policy, it decides whether the host 
may be eligible to access all or part of bundle�’s data, thus 
becoming a �“guardian�” for the data, and which portion of 
sensitive data can be revealed to it. The remaining data (not 
to be revealed) might be evaporated as specified in the 
access control policies, protecting the data. We consider 
a number of different metrics for adaptive control of the 
degree of evaporation, including trust-based metrics. 

An active bundle may realize that its security is about to 
be compromised. E.g., it may discover that its self-integrity 
check fails, or the trust level of its host is too low. In 
response, the bundle may choose to apoptosize, that is, 
perform atomically a clean self-destruction (one that is 
complete and leaves no traces usable for an attacker) [16]. 

We developed a prototype for the active bundle scheme. 
Fig. 4 shows an example of the activation process for 
a generic-purpose bundle. Fig. 4a displays the log of Security 
Server Agent (SSA), a major component of the Active 
Bundle Prototype.  The encircled text shows SSA sending a 
message to a bundle warning it that host�’s trust level is 4 

(while the trust threshold for the bundle is 5). Fig. 4b 
displays the log of the bundle indicating apoptosizing. 

III. ADVANTAGES OF THE PROPOSED APPROACH 
The approach presented in this paper is one of the 

alternatives to using TTPs. It reduces the risks associated 
with the use of TTPs. The main advantages of the proposed 
approach are: 
1) No need for TTPs. Since data exchange between a 

bundle and its host is local to the host, it protects PII 
from man-in-the-middle, side channel and collaborative 
attacks. 

2) Authentication without disclosing unencrypted data. 
This prevents unnecessary data disclosures. 

3) Protection of identity data from untrusted hosts. If data 
reach an unintended destination or are tampered with, 
they self-destroy by apoptosis or evaporation to prevent 
falling into wrong hands. 

a) Log of Security Server Agent during Activation of an Active Bundle

b) Active Bundle Log Showing its Apoptosis during its Activation 

Figure 4. Logs for Security Server Agent and Active Bundle. 

IV. RESILIENCE OF THE PROPOSED APPROACH TO 
ATTACKS 

A system based on the proposed approach is independent 
of the usage of TTP. This reduces the risks of correlation 
attacks within the cloud.  

Correlation attacks on IDM happen when an entity 
acquires a set of data (multiple PIIs in case of IDM) and is 
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able to correlate it to the physical identify of an entity such 
as a person. Approaches that use a TTP increase the risk of 
correlation attacks on an entity�’s PII. Approaches that do not 
use a TTP reduce the risk of such attacks.  

Ristenpart et al. [17] demonstrated that Amazon cloud is 
prone to side-channel attacks and it would be possible to 
steal data, once the malicious virtual machine is placed on 
the same server as its target. It is possible to carefully 
monitor how access to resources fluctuates and thereby 
potentially glean sensitive information about a victim. 
Though, they point out, that there are a number of factors 
that would make such an attack significantly more difficult 
in practice. 

Approaches that use a TTP increase the risk of side-
channel attacks on an entity�’s PII. Approaches that do not 
use a TTP such as the one that we use reduce the risk of such 
attacks. 

The proposed solution is prone to other attacks. E.g., the 
active bundle may also be not executed at all at the host of 
the requested service. In this case its data is not disclosed but 
the user is denied access to the service that he requests. 

V. CONCLUSION 
With the immense growth in the popularity of cloud 

computing, privacy and security have become important 
concerns for both the public and private sectors. It is very 
likely that users end up having multiple identities in multiple 
service providers�’ (SPs) security repositories, as well as 
multiple credentials and multiple access permissions for 
different services provided by different SPs. 

There is a strong need for an efficient and effective 
privacy-preserving system that is independent of TTPs, able 
to unambiguously identify users that can be trusted both 
within enterprises and across the Web, and protects users�’ 
PII. IDM is one of the core components in cloud privacy and 
security, and can alleviate some problems associated with 
cloud computing.  

We propose an approach for building IDM systems 
without using TTPs, using the active bundles scheme, 
computing predicate over encrypted data and multiparty 
computing. The solution allows the use the IDM application 
on untrusted hosts.   

Future work will include development of a prototype for 
the proposed IDM system for cloud computing, and testing it 
for diverse real-world scenarios. The goal is to prove 
effectiveness and efficiency of the proposed approach. 
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