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Computer-aided	Concurrent	Programming



Concurrent	programs	are	everywhere!

Data	centers

Cloud	platforms	 Multi-core	platforms	

Servers Mobiles Device	drivers

…



North	American	power	blackout
11	deaths.	$6	billion	loss. Race	condition.

Therac-25	radiotherapy	machine	overdose
6	deaths.	Race	conditions,	overflow	error.

Concurrency	bugs	are	subtle	and	hard	to	debug



Many	concurrency	bugs	are	due	to	synchronization	errors

Race	conditionAtomicity	violation

Ordering	violation

Deadlock

Starvation

Livelock

…



Assumption:	Programmer	ensures	P	is	correct	when	executed	sequentially

Correct	program	P’
Specification

Unsynchronized	program	P

Computer-aided	Concurrent	Programming

Synchronization	Synthesizer



A	seminal	paper

A	cool	paper

A	modern	approach



A	seminal	paper

A	cool	paper

A	modern	approach



A	seminal	paper

Design	and	Synthesis	of	Synchronization	
Skeletons	using	Branching-Time	Temporal	Logic.
Workshop	on	Logics	of	Programs	1981.

Clarke Emerson



Algorithmic	framework	to	check	and	
synthesize	synchronization	for	temporal	
properties	of	finite-state	transition	systems



‣ Process:	
Finite-state	synchronization	skeleton

‣ Communication	Model:
Shared-memory,	interleaving-based

‣ Specification:	
Temporal	logic,	complete

‣ Synchronization:	
Guarded	commands

‣ Procedure:	
Tableau-based	decision	procedure



Synchronization	Synthesizer

Mutual	exclusion:	
AG		¬(CS$ ∧ CS&)

Absence	of	starvation:
AG		TRY( → AF	CS(

Process	specification:	
AG		NCS( ∨ TRY( ∨ 	CS(
AG		NCS( → ¬(TRY( ∨ 	CS()

…



‣ Process:	
Finite-state	synchronization	skeleton

‣ Communication	Model:
Shared-memory,	interleaving-based

‣ Specification:	
Temporal	logic,	complete

‣ Synchronization:	
Guarded	commands

‣ Procedure:	
Tableau-based	decision	procedure

‣ Computation	Tree	Logic	(CTL)
‣ Model	Checking	for	CTL
‣ CTL	Synthesis



Temporal	logic	primer
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Computation	tree

Temporal	logics	describe	properties	of	infinite	computation	trees



Syntax	of	CTL

CTL	/State	formula

g ::=	p	|	¬g |	g$ ∨ g& |	g$ ∧ g& |	A f	|	E f

Path	formula:	

f ::=	X	g |	F	g	|	G	g	|	g$ U	g&

Path	quantifiers	

Temporal	operators

Always Exists

Nexttime Eventually

Globally Until
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Computation	tree
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AG q

Along	all	paths,	q	holds	in	every	state
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EF p

Exists	a	path,	p	holds	eventually
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EF	AG	 q	∧ r		

Exists	a	path,	AG	q	∧ r holds	eventually
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q	∧ r		EF	AG	 q	∧ r		

Exists	a	path,	AG	q	∧ r holds	eventually
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AG	q	∧ r		 q	∧ r		EF	AG	 q	∧ r		

Exists	a	path,	AG	q	∧ r holds	eventually



CTL	synthesis	decision	procedure

Input:				CTL	formula	f
Output:	SAT	+	a	finite	model	of	f,	or,	UNSAT

▸ Build	a	tableau	encoding	potential	models	of	f

▸ Delete	inconsistent	portions	

▸ If	root	node	is	deleted,	return	UNSAT

▸ Extract	model	of	f	from	tableau.	Return	SAT	+	model



Tableau	for	EF p		∧	 EF¬p

node	⊨ f	for	all	f	∈	label(node)	

AND	node

OR	node

Figure	from	[CE81]



Delete	inconsistent	portions



p

¬p

Construct	model	from	AND-nodes	of	tableau



Synchronization	Synthesizer

Mutual	exclusion:	
AG		¬(CS$ ∧ CS&)

Absence	of	starvation:
AG		TRY( → AF	CS(

Process	specification:	
AG		NCS( ∨ TRY( ∨ 	CS(
AG		NCS( → ¬(TRY( ∨ 	CS()

…



‣ Process:	
Finite-state	synchronization	skeleton

‣ Communication	Model:
Shared-memory,	interleaving-based

‣ Specification:	
Temporal	logic,	complete

‣ Synchronization:	
Guarded	commands

‣ Procedure:	
Tableau-based	decision	procedure

‣ Computation	Tree	Logic	(CTL)
‣ Model	Checking	for	CTL
‣ CTL	Synthesis



‣ Needs	complete	specification
‣ Finite-state	processes
‣ Interleaving	explosion	



A	seminal	paper

A	cool	paper

A	modern	approach



A	cool	paper

Abstraction-Guided	Synthesis	of	Synchronization.
POPL	2010.

Vechev Yahav Yorsh



Abstraction-based	approach	to	infer	
synchronization	to	ensure	safety	properties	
of	infinite-state	concurrent	programs	



‣ Process:	
Infinite-state	program

‣ Communication	Model:
Shared-memory,	interleaving-based

‣ Specification:	
Safety	property

‣ Synchronization:	
Atomic	section	

‣ Procedure:	
Abstraction-refinement	&	counterexample-based



Synchronization	Synthesizer

Abstract	domain(s)

T1
x += z 
x += z

T2
z++ 
z++

T3
y1 = f(x) 
Y2 = x
assert y1≠y2

T1
x += z 
x += z

T2
z++ 
z++

T3
y1 = f(x) 
Y2 = x
assert y1≠y2

[



‣ Process:	
Infinite-state	program

‣ Communication	Model:
Shared-memory,	interleaving-based

‣ Specification:	
Safety	property

‣ Synchronization:	
Atomic	section	

‣ Procedure:	
Abstraction-refinement	&	counterexample-based

‣ Abstraction-guided	synthesis
‣ Synthesis	as	repair
‣ Quantitative	synthesis



Abstraction	Refinement

yes

Abstract	Counterexample

Verify?

Correctness	
Specification

P

Initial	
Abstraction

		α
no

✓

Counterexample-guided	
abstraction	refinement



P’
yes

Counterexample

Program	Restriction

Verify?

Correctness	
Specification

P

no

		φ

Counterexample-guided	
repair/synthesis



P’

Abstraction	Refinement

yes

Abstract	Counterexample

Program	Restriction

Verify?

Correctness	
Specification

P

Initial	
Abstraction

		α
no

		φ

Abstract	counterexample-guided	
synthesis



P’

Abstraction	Refinement

yes

Abstract	Counterexample

Program	Restriction

Verify?

Correctness	
Specification

P

Initial	
Abstraction

		α
no

		φ Atomicity	
constraints

Abstract	counterexample-guided	
synchronization	synthesis



[ ]
[

A$

A&

A2
A$ ∨ A& ∨ A2

Atomicity	constraint

Atomicity	
predicate

Abstract	
counterexample



P’

Abstraction	Refinement

yes

Abstract	Counterexample

Program	Restriction

Verify?

Correctness	
Specification

P

Initial	
Abstraction

		α
no

		φ Atomicity	
constraints

Obtain	P’	from	P	and	φ by	
adding	minimal	atomic	
sections	satisfying	φ

Abstract	counterexample-guided	
synchronization	synthesis



Synchronization	Synthesizer

Abstract	domain(s)

T1
x += z 
x += z

T2
z++ 
z++

T3
y1 = f(x) 
Y2 = x
assert y1≠y2

T1
x += z 
x += z

T2
z++ 
z++

T3
y1 = f(x) 
Y2 = x
assert y1≠y2

[



‣ Process:	
Infinite-state	program

‣ Communication	Model:
Shared-memory,	interleaving-based

‣ Specification:	
Safety	property

‣ Synchronization:	
Atomic	section	

‣ Procedure:	
Abstraction-refinement	&	counterexample-based

‣ Abstraction-guided	synthesis
‣ Synthesis	as	repair
‣ Quantitative	synthesis



‣ Interleaving	explosion	
‣ Someone	needs	to	write	a	specification
‣ Atomic	sections	are	not	very	permissive



A	seminal	paper

A	cool	paper

A	modern	approach



A	modern	approach

From	Non-preemptive	to	Preemptive	Scheduling	
using	Synchronization	Synthesis. CAV	2016.

Černý Clarke Henzinger Radhakrishna

Ryzhyk Samanta Tarrach



FMSD	2017

POPL	2016



Trace	generalization-based	framework	to	infer	
synchronization	for	an	implicit	specification	of	
infinite-state	concurrent	programs



‣ Process:	
Infinite-state	program

‣ Communication	Model:
Shared-memory,	interleaving-based

‣ Specification:	
Implicit	(behavior	under	non-preemptive	scheduler),
safety	property

‣ Synchronization:	
Locks,	wait-notify	etc.

‣ Procedure:	
Counterexample	generalization



void open_dev() 
lock(l)
if (open==0) 

power_up(); 
open := open+1; 

unlock(l)
yield; 

void close_dev() 
lock(l)
if (open>0) 

open := open-1; 
if (open==0) 

power_down(); 
unlock(l)
yield;

void open_dev() 
if (open==0) 

power_up(); 
open := open+1; 
yield; 

void close_dev() 
if (open>0) 

open := open-1; 
if (open==0) 

power_down(); 
yield; 

𝑃:
𝑃5:

Preemption-safety

Synchronization	Synthesizer

⟦𝑃′⟧9:;;<9=⊆ ⟦𝑃⟧?@?9:;;<9=

Assumption:	Programmer	ensures	P	is	correct	for	a	non-preemptive	scheduler	



‣ Process:	
Infinite-state	program

‣ Communication	Model:
Shared-memory,	,	interleaving-based

‣ Specification:	
Implicit	(behavior	under	non-preemptive	scheduler),
safety	property

‣ Synchronization:	
Locks,	wait-notify	etc.

‣ Procedure:	
Counterexample	generalization

‣ Counterexample	generalization
‣ Specification-free	synthesis
‣ Language	inclusion		verification	procedure



P’
yes

Counterexample

Program	Restriction

Verify?

Correctness	
Specification

P

no

		φ

Counterexample-guided	
repair/synthesis

The	“lazy”	approach



P’
yes

Counterexample

P’← Program	Restriction(P’)

Verify?

Correctness	
Specification

P

no

P’←	P

Counterexample-guided	
repair/synthesis

The	“eager” approach



P’
yes

Counterexample

P’← Program	Restriction(P’)

Verify?

Correctness	
Specification

P

no

P’←	P

Eliminating	one	counterexample	
at	a	time	may	not	be	tractable

Counterexample-guided	
repair/synthesis

The	“eager”	approach



P’
yes

Counterexample

gentrace← Generalize(cex)

Verify?

Correctness	
Specification

P

no

P’←	P

Generalize	counterexample	&	
eliminate	all	related	
counterexamples	in	each	iteration!

P’← Insert(P’,	sync)

sync← Eliminate(gentrace)



P’
yes

Counterexample

gentrace← Generalize(cex)

Verify?

Correctness	
Specification

P

no

P’←	P

P’← Insert(P’,	sync)

sync← Eliminate(gentrace)



trace													Happens	Before-formula



A1: b1 = bal

A2: b1 = b1 + 10

A3: bal = b1

B1: b2 = bal

B2: b2 = b2 + 20

B3: bal = b2

C1: bal = init

bal_new ≡		init + 30



A1: b1 = bal

A2: b1 = b1 + d1

A3: bal = b1

B1: b2 = bal

B2: b2 = b2 + d2

B3: bal = b2

C1: bal = init

hb(B1,C1) ∧		hb(C1,B2) ∧		hb(B3,A1)

Trace	generalization



A1: b1 = bal

A2: b1 = b1 + d1

A3: bal = b1

B1: b2 = bal

B2: b2 = b2 + d2

B3: bal = b2

C1: bal = init

hb(B1,C1) 

Trace	generalization



A1: b1 = bal

A2: b1 = b1 + 10

A3: bal = b1

B1: b2 = bal

B2: b2 = b2 + 20

B3: bal = b2

C1: bal = init

bal_new ≡		init + 30

hb(B1,C1) 
∨

hb(A1,C1)
∨

hb(A1,B3) 	∧ 			hb(B1,A3)

All	incorrect	related	traces,
no	correct	related	traces



P’
yes

Counterexample

gentrace← Generalize(cex)

Verify?

Correctness	
Specification

P

no

P’←	P

P’← Insert(P’,	sync)

sync← Eliminate(gentrace)



HB-formula	pattern													Synchronization	primitive



Lock(A1:Ak,B1:Bk) hb(A1,Bk) 	∧  hb(B1,Ak)

A1 B1
⇣ ⇣

Ak Bk

lock(l)      lock(l)
A1 B1
⇣ ⇣

Ak Bk
unlock(l)    unlock(l)

The	Lock rewrite	rule



Lock(A1:Ak,B1:Bk) 

lock(l)      lock(l)
A1 B1
⇣ ⇣

Ak Bk
unlock(l)    unlock(l)

hb(Bk,A1)	∨ 	hb(Ak,B1)

The	Lock rewrite	rule

A1 B1
⇣ ⇣

Ak Bk

∨



Lock(A1:Ak,B1:Bk) hb(A1,Bk) 	∧  hb(B1,Ak)

A1 B1
⇣ ⇣

Ak Bk

lock(l)      lock(l)
A1 B1
⇣ ⇣

Ak Bk
unlock(l)    unlock(l)

hb(Bk,A1)	∨ 	hb(Ak,B1)

A1 					∨ B1
⇣ ⇣

Ak Bk

hb(Bk,A1)	∨ 	hb(Ak,B1)

B1
⇣
Bk

A1 						
⇣

Ak

hb(Bk,A1)	∨ 	hb(Ak,B1)

A1 						
⇣

Ak
B1
⇣
Bk

The	Lock rewrite	rule



Lock(A1:Ak,B1:Bk) hb(A1,Bk) 	∧  hb(B1,Ak)

A1 B1
⇣ ⇣

Ak Bk

lock(l)      lock(l)
A1 B1
⇣ ⇣

Ak Bk
unlock(l)    unlock(l)

hb(Bk,A1)	∨ 	hb(Ak,B1)

A1 					∨ B1
⇣ ⇣

Ak Bk

hb(Bk,A1)	∨ 	hb(Ak,B1)

B1
⇣
Bk

A1 						
⇣

Ak

The	Lock rewrite	rule



WaitNotify(A1,C1) 
∧

WaitNotify(B1,C1)
∧

Lock(A1:A3,B1:B3)

hb(A1,C1) 
∨

hb(B1,C1)
∨

hb(A1,B3)	∧ hb(B1,A3)



C1: bal = init

notify(c) 

wait(c)

lock(l)

A1: b1 = bal

A2: b1 = b1 + 10

A3: bal = b1

unlock(l) 

wait(c)

lock(l)

B1: b2 = bal

B2: b2 = b2 + 20

B3: bal = b2

unlock(l) 

bal_new ≡ init + 30



C1: bal = init

notify(c) 

wait(c)

lock(l)

A1: b1 = bal

A2: b1 = b1 + 10

A3: bal = b1

unlock(l) 

wait(c)

lock(l)

B1: b2 = bal

B2: b2 = b2 + 20

B3: bal = b2

unlock(l) 

bal_new ≡ init + 30

Guaranteed	to	eliminate	all	incorrect	related	traces



P’
yes

Counterexample

gentrace← Generalize(cex)

Verify?

Correctness	
Specification

P

no

P’←	P

P’← Insert(P’,	sync)

sync← Eliminate(gentrace)



‣ Process:	
Infinite-state	program

‣ Communication	Model:
Shared-memory,	,	interleaving-based

‣ Specification:	
Implicit	(behavior	under	non-preemptive	scheduler),
safety	property

‣ Synchronization:	
Locks,	wait-notify	etc.

‣ Procedure:	
Counterexample	generalization

‣ Counterexample	generalization
‣ Specification-free	synthesis
‣ Language	inclusion		verification	procedure



‣ Implicit	specification	is	not	universal
‣ Verification	is	computationally	expensive



A	seminal	paper

A	modern	approach

A	trace-based	approach



A	seminal	paper

A	modern	approach

A	trace-based	approach

‣ Diverse	specifications
‣ Infinite-state	programs
‣ Diverse	synchronization	primitives
‣ Pushed	scalability
‣ Performance-aware	synthesis
‣ …

We	have	come	a	long	way	…



A	seminal	paper

A	modern	approach

A	trace-based	approach

‣ Assume	sequential	consistency
‣ Simple	program	models
‣ Simple	performance	models
‣ No	optimistic	concurrency	control	
‣ Scalability	remains	a	challenge
‣ Fixed	number	of	threads
‣ …

…	but	we	have	miles	to	go.



Ongoing	work

Parameterized	Synthesis	for	
Distributed	Applications	with	Consensus.

‣ Process:	
Finite-state	synchronization	skeleton

‣ Communication	Model:
Message-passing,	partially	asynchronous

‣ Specification:	
Temporal	logic

‣ Synchronization:	
Guarded	commands

‣ Procedure:	
Counterexample-based

‣ Parameterized	verification
‣ Parameterized	synthesis
‣ Abstract	primitive	for	consensus	protocols

SamantaKulkarni

JacobsJaber


