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Abstract
File systems are widely-used and crucial but notoriously com-
plex and a major source of vulnerabilities in operating systems.
Recent works have proposed introducing in-kernel sandbox-
ing techniques to isolate kernel components including file sys-
tems. However, a well-defined and secure boundary, where all
interactions between untrusted and trusted kernel components
should be validated against a strong threat model, is often
ignored. This lack of secure boundary particularly applies to
Linux file systems, which rely on a large and complex inter-
face and interact with many kernel subsystems such as VFS
and block devices. Defining such an interface is a challenging
prerequisite of sandboxed kernel file systems.

We address this challenge with kSFS, a framework for in-
kernel sandboxed file systems. kSFS repurposes the FUSE
protocol, which is a microkernel-like interface originally de-
signed for user-space file systems in Linux, as a secure in-
terface for untrusted sandboxed kernel file systems that has
strong isolation guarantees. Furthermore, kSFS generalizes
WebAssembly to kernel space as a generic sandboxing mech-
anism and achieves compatibility with existing user-space
file system implementations with minimal porting effort. For
instance, porting the NTFS and exFAT implementations from
user space with kSFS required modifying fewer than 300 LoC.
While achieving better security and reliability than Linux file
system implementations, kSFS achieves significantly better
performance than their user-space counterparts. For the real-
world applications tar and RocksDB, the kSFS NTFS imple-
mentation achieves up to 29% and 60× better performance
than the user-space baseline, respectively, and only 0% to 52%
lower performance than the insecure Linux implementation.

1 Introduction

File systems are a major source of vulnerabilities in operating
systems due to their large code bases, complex semantics, and
large feature sets [12, 46]. For instance, since its introduction
in 2008, Linux’s ext4 file system implementation has been

found to have more than 70 CVEs, which has the highest
density of memory or concurrency bugs among all Linux
subsystems [42]. This is especially concerning in monolithic
kernels such as Linux, where a vulnerability in a single file
system implementation may compromise the whole system.

Recent works have proposed applying in-kernel sandbox-
ing and compartmentalization to operating system kernels
to achieve isolation between kernel components. Linux has
introduced eBPF for secure kernel extensions [66, 67], in-
cluding file system-related ones such as ExtFUSE [8], which
optimizes certain types of FUSE file systems. In addition to
software-based sandboxing, another line of work uses hard-
ware features, such as virtualization extensions and pointer au-
thentication, to compartmentalize kernel components [49,56].

In addition to isolated in-kernel execution, a well-defined
isolation boundary with validation of the interactions between
components assuming a strong threat model is equally im-
portant to strong security, despite being often ignored. The
difficulty in finding a secure interface between components
applies particularly to the standard Linux file systems, which
rely on a notoriously large and complex interface and interact
with many kernel subsystems, including VFS, page cache, and
block devices. Moreover, this interface is designed to trust file
system implementations and assumes they follow the correct
semantics without isolation guarantees. Naively designing
a new interface for a stronger threat model would be partic-
ularly difficult and error-prone, given that file systems are
intermingled with the rest of the kernel, make frequent use of
pointers that cross components, and generally have complex
semantics and myriad corner cases.

Despite the monolithic architecture of Linux, we observe
that the Linux kernel already provides a well-defined and se-
cure file system interface – the FUSE protocol, which is one of
the few microkernel-like interfaces in Linux. The FUSE proto-
col allows untrusted user-space file systems implementations
to communicate with the kernel, validating all interactions
with a strong threat model. For example, a user-space file sys-
tem is prevented from corrupting or leaking sensitive core ker-
nel data under malicious inputs. These guarantees are similar



to what we expect for an isolated, in-kernel file system. In this
paper, we explore the idea of repurposing microkernel-like
interfaces as secure interfaces for isolated kernel components
to partially achieve microkernels’ [43] strong security guar-
antees without sacrificing efficiency through secure in-kernel
execution. We validate our idea on a single but particularly
important kernel component, the file systems, by proposing
kSFS, a system that repurposes the FUSE protocol as a secure
interface for sandboxed kernel file systems.

Several challenges need to be resolved to implement kSFS.
The first challenge is to implement an in-kernel isolation
mechanism that works for file systems, which usually have
highly complex and large code bases. eBPF, the commonly
used framework for in-kernel sandboxing, does not meet our
requirements. First, it has very limited expressiveness. For
example, eBPF programs are limited in length and cannot
have custom data structures or even unbounded loops with-
out sacrificing certain key guarantees [21]. Second, eBPF
forces an unconventional event-driven programming model
and requires using expensive maps for storing any global
state. This introduces significant rewriting effort and runtime
overhead [44] to existing code bases, especially stateful pro-
grams such as most file system implementations. Thus, to
avoid reinventing the wheel by turning eBPF into a generic
sandboxed language, we consider other alternatives that work
better for our scenario. WebAssembly, a de facto standard for
software-based fault isolation, has been well studied and de-
ployed in security-critical settings – this includes sandboxed
execution in web pages [73], browsers [53], and server-side
applications [10,11,62], making it a good candidate for many
use cases. Inspired by the success of WebAssembly, we intro-
duce it into the Linux kernel as the isolation mechanism used
by kSFS.

However, securely executing WebAssembly code in the
kernel requires that we address another challenge: enforcing
that sandboxed code must only access authorized memory
and devices without crashing the system, hanging the kernel,
or corrupting the core kernel state. kSFS addresses this chal-
lenge by generalizing the WAMR [10] WebAssembly runtime
for the Linux kernel. Our experience shows that enforcing
these guarantees in kernel space requires significant runtime
changes, since the original runtime assumes user-space ex-
ecution only. For example, the runtime handles signals for
catching out-of-bound memory accesses, but the kernel does
not provide similar interfaces for handling kernel page faults.
Also, the runtime does not restrict WebAssembly code from
occupying excessive CPU cycles, so a simple infinite loop
can lead to denial-of-service attacks. We significantly modi-
fied the runtime’s design and implementation to adapt to the
kernel interface and enforce the isolation guarantees.

Another major challenge is to provide a compatible inter-
face for existing file system implementations that minimizes
porting effort. To address this challenge, in addition to the
FUSE protocol, kSFS adds support for the WASI [63], which

is WebAssembly’s standard interface for accessing system re-
sources such as files, and provides a POSIX-compatible API
built upon the WASI interface. Moreover, kSFS implements a
modified libfuse library that provides a C API for file system
implementations to communicate with kSFS’s kernel compo-
nents using the FUSE protocol. Existing file systems using
the interface of libfuse can be ported to kSFS by compiling
them to WebAssembly code with the library linked. Conve-
niently, these file systems can still use the familiar POSIX
API, e.g., open(), read(), etc., to access disks, despite run-
ning in the kernel. By providing the two APIs, kSFS allows
easy adoption with few code modifications.

The FUSE protocol provides an interface with strong iso-
lation. However, it is not designed for high performance: the
FUSE protocol relies on a system call interface that causes
numerous mode and context switches as well as unnecessary
data copies. For example, our experiment in §7.4 shows that
for RocksDB, the user-space implementation of NTFS us-
ing the FUSE interface results in 98% lower random read
throughput than the Linux implementation. This causes an-
other challenge: sandboxing file systems must not introduce
significant performance overhead. To address this challenge,
we design and implement several optimizations to the FUSE
protocol. First, kSFS replaces the file-based interface of FUSE
with in-kernel WebAssembly function calls to eliminate the
overhead from mode and context switches as well as serializa-
tion. Second, kSFS provides a zero-copy API and optimizes
synchronization to allow concurrent operations. With these
techniques, kSFS achieves significantly better performance
than FUSE, despite the WebAssembly instrumentation costs.

We apply kSFS to two real-world file systems, exFAT and
NTFS, by porting their existing and mature FUSE imple-
mentations to kSFS, both with fewer than 300 lines of code
changed. Our experiments show that kSFS can run the file
system implementations in a secure in-kernel isolated envi-
ronment without introducing large overhead, especially when
compared with their user-space counterparts with similarly
strong reliability and security properties. For instance, for
the exFAT file system, the random read throughput of the
kSFS implementation under 64 I/O threads is 31× higher
than the FUSE one and is only 23% lower than the Linux one,
despite our strong isolation guarantees. Moreover, our evalua-
tion shows that kSFS improves the performance of real-world
applications over FUSE file system implementations. In par-
ticular, for RocksDB, kSFS achieves 61× throughput of FUSE
in the random read benchmark, and is only 2.4% lower than
the Linux implementation. kSFS’s security and performance
benefits prove that microkernel-like interfaces can be repur-
posed and integrated with software-based in-kernel isolation
techniques to close the gap between traditional microkernels
and monolithic kernels in efficiency and security.

In short, the paper makes the following contributions: (1)
an approach to building fast and secure in-kernel file systems
by repurposing the FUSE protocol and applying WebAssem-



Table 1: Number of CVEs found in Linux file system imple-
mentations, with their mainline adoption year.

File System Year kLoC #CVEs

Btrfs 2009 152 94
ext4 2008 65 72
XFS 2003 200 32
NTFS 2021 33 20
Bcachefs 2024 104 5
exFAT 2020 8 3

bly sandboxing; (2) an implementation of the approach, kSFS,
which supports real-world file systems with minimal porting
effort; and (3) a comprehensive evaluation on the performance
and security improvement of kSFS using real-world file sys-
tems.

2 Motivation

In this section, we discuss the benefits and limitations of the
existing approaches to securing file systems and present our
approach, which improves security and performance.

2.1 File System Bugs

Monolithic kernels like Linux entirely run in supervisor mode,
which means that all drivers are included in the TCB, signifi-
cantly impacting security and reliability, since a bug in any
driver can cause the entire system to fail. For example, Linux
has evolved into a huge project with more than 30 million
lines of code, including the core kernel and all the drivers that
are written by different developers.

File systems are a major source of serious bugs in operating
systems [12, 46]. Tab. 1 lists the number of CVEs found
in several popular Linux file systems. For example, despite
having only 65 kLoC in the most recent version, the ext4 file
system has 72 CVEs since it was mainlined, many of which
represent serious vulnerabilities. Moreover, a prior survey
shows that the ext4 file system has the highest density of
memory or concurrency bugs in all Linux subsystems [42].
This shows that writing kernel file system implementations
is highly error-prone and critical for security and reliability.
Furthermore, unlike device drivers that are only enabled when
certain hardware is present, file systems impact the kernel as
long as a corresponding file system is mounted. Thus, it is
important to secure file systems.

2.2 Existing Approaches to Securing File Sys-
tems

There have been several approaches proposed to improve the
security and reliability of file system implementations.

User-Space File Systems. While most commodity oper-
ating systems follow the monolithic architecture where the
entire operating system runs in supervisor mode, many of
them also provide interfaces for extending OS functions in
user space [4,50,68,70,72]. For example, FUSE [68] is a user-
space file system interface first implemented in Linux. Origi-
nally designed to simplify file system development by avoid-
ing kernel-space programming, FUSE isolates user-space file
systems from the kernel, which avoids most of the attacks on
the kernel and significantly improves system security and re-
liability. Nevertheless, the low performance of user-space file
systems due to frequent mode and context switches greatly
limits their deployment, despite its programming and security
benefits. Our evaluation in §7.4 shows that for the real-world
application RocksDB, the FUSE implementation of NTFS
has 98% lower throughput than the Linux implementation on
random reads. Thus, user-space file systems have limited ap-
plicability in real-world deployments with high performance
demand.

Memory-Safe Languages. Applying memory-safe lan-
guages to operating system kernels has been a recent active
topic of research and has shown great potential [19, 42, 59].
For instance, since version 6.1, Linux has officially intro-
duced Rust as a secondary programming language in addi-
tion to C. Before that, there were attempts at incorporating
memory-safe languages to harden the Linux kernel. For ex-
ample, Bento [52] introduces a framework for implement-
ing Linux kernel file systems using Rust. However, although
promising, memory-safe languages, such as Rust, still have
important limitations. First, fully eliminating kernel vulnera-
bilities is beyond their capability [42], as memory safety can
only prevent a subset of bugs and specifically does not guaran-
tee kernel liveness. For example, Rust-verified memory-safe
code can still cause kernel stalling by an infinite loop or kernel
panic by an overflowing recursive function or even simply
an unwrap(), all of which are considered safe in Rust’s se-
mantics [74] but cause unrecoverable outcomes in kernel
space [76]. Second, migrating the existing device drivers or
file systems from C to memory-safe languages requires signif-
icant development effort and prevents the reuse of the existing
code bases.

In-Kernel Isolation. Recent works have proposed intro-
ducing in-kernel isolation techniques, e.g., eBPF, for secure
kernel extensions, including those for the storage subsystem.
For example, XRP [86] applies eBPF hooks to NVMe drivers



to perform some simple operations, such as tree lookup with-
out traversing the kernel storage stack. ExtFUSE [8] uses
eBPF to accelerate some simple but frequent operations of
certain FUSE file system implementations. These isolation
techniques provide mechanisms for secure in-kernel execu-
tion of untrusted code. However, defining a secure interface
between the untrusted code and the remaining kernel, such
as the VFS subsystem and block devices, is critical to imple-
menting sandboxed kernel file systems but is often ignored.
Linux only provides a large and intrusive interface for kernel
modules, including file systems, by exporting thousands of
symbols and using complicated data structures, such as linked
lists or nested structures, that are shared between components,
making the validation of all interactions exceptionally diffi-
cult. A prior work, kSplit [32], applies static analysis to the
interface used by a specific kernel driver to identify the shared
state, such as specific structure fields, between the kernel and
the driver for memory isolation. However, simply identifying
the shared state involved and limiting file systems to only
accessing it is insufficient for sandboxing, as the kernel inter-
face is designed to trust file systems and does not validate the
shared state.

2.3 Repurposing Microkernel-like Interfaces

The challenge of writing kernel file systems that are both
secure and efficient and the limitations of existing approaches
drive us to explore a new approach. As a monolithic kernel,
Linux lacks well-defined and secure interfaces that validate
the interactions between kernel components against a strong
threat model. This lack of a secured boundary makes it dif-
ficult to compartmentalize Linux. Despite adopting a mono-
lithic architecture for the bulk of the kernel, Linux also pro-
vides several microkernel-like interfaces, such as FUSE [68],
UIO [70], and VFIO [72], which are designed for untrusted
components. For example, the FUSE protocol is used to im-
plement user-space file systems. In microkernels, most oper-
ating system components, like file systems, run in user space
and communicate with the kernel via system calls instead
of in-kernel function invocations. Moreover, all inputs from
these components are untrusted and are validated by the ker-
nel. This strong threat model from microkernels also applies
to several Linux components, like the FUSE driver. We ob-
serve that these microkernel-like interfaces exactly satisfy the
missing piece of compartmentalization – well-defined secure
interfaces that validate untrusted inputs. Along with in-kernel
isolation mechanisms, these microkernel-like interfaces can
be repurposed for kernel compartmentalization to achieve
similar isolation guarantees to microkernels as well as high
efficiency like monolithic kernels.

Based on this observation, in this paper, we propose kSFS,
a framework for sandboxed file system implementations in
the Linux kernel with in-kernel isolation techniques. kSFS re-
purposes a microkernel-like interface, the FUSE protocol, as a

secure interface between the untrusted file system implemen-
tations and the remaining kernel components. To realize the
approach of sandboxed kernel file systems, several challenges
need to be addressed.

Secure In-Kernel Execution. The first challenge is to se-
curely execute untrusted file system code with in-kernel iso-
lation. eBPF, the common framework for sandboxed kernel
extensions in Linux, has limited expressiveness, e.g., not al-
lowing loops in general. Thus, applying eBPF as a generic
sandboxing mechanism to sandboxing large and complex
file systems is still impractical. This is largely caused by its
strict guarantees, such as bounded execution time, which is
not relevant in file systems. This inspires us to seek an al-
ternative approach that is applicable to generic sandboxing.
WebAssembly is a generic sandboxing mechanism, which
has been widely deployed in industry, including in security-
critical settings [17, 53], and generally has good performance.
WebAssembly [80] defines a portable code format and the
interfaces for executing such code with software-based fault
isolation (SFI). Code written in many languages can be com-
piled to WebAssembly modules with minimal effort. Built
WebAssembly modules can then be instantiated as instances
running in WebAssembly runtimes, which can either run as
standalone programs or be embedded into other programs.
Inspired by the success of WebAssembly, we propose using
WebAssembly to sandbox kernel file systems in kSFS.

Porting a WebAssembly runtime to kernel space while
ensuring security and efficiency is challenging. Existing
WebAssembly runtimes, such as WAMR [10] and Wasm-
time [11], are usually designed to run in user space. Hence,
they depend on user-space APIs, such as signals and pthread,
and make important address space assumptions. However,
kernel-space programming is significantly different from user-
space programming. For example, WebAssembly runtimes
usually allocate guard pages and catch out-of-bound memory
access with SIGSEGV signals, while the Linux kernel does not
provide similar interfaces for reserving address space in ker-
nel space or handling kernel page faults. Another difference
example is that kernel-space code cannot be “killed”, like a
user-space program can, so a simple infinite loop can lead to
denial-of-service attacks. To generalize a WebAssembly run-
time to the kernel, we need to significantly modify its design
(§3.3).

Compatibility with Existing Implementations. Another
major challenge in implementing sandboxed kernel file sys-
tems is to provide a secure and compatible API for sandboxed
file system implementations for minimal porting effort. To
address this challenge, in addition to the FUSE protocol, we
implement a partial WASI [63] interface for file systems to
access block devices. Moreover, we provide a modified lib-
fuse library, whose interface is used by most existing FUSE
file systems. Using the WASI and libfuse APIs allows kSFS
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Figure 1: kSFS design overview.

to support existing FUSE file systems with little modification.
We discuss how to integrate the compatible interface with
WebAssembly file systems in §3.4.

Performance. The last challenge is to ensure that kSFS
does not introduce significant performance overhead despite
using the FUSE protocol, which is primarily designed for
user-space file systems and not for high performance. To ad-
dress this challenge, we apply several optimizations to kSFS
instead of simply adopting the FUSE protocol. For example,
we propose an asynchronous zero-copy API, which can avoid
buffer copying and allow concurrent file system operations.
We discuss such optimizations in §3.5.

3 Design

In this section, we present kSFS’s design and explain how it
implements secure and efficient in-kernel file systems.

kSFS consists of two major components: an in-kernel We-
bAssembly runtime that is based on WAMR [10] and the kSFS
kernel driver, which is based on the FUSE kernel driver. Fig. 1
shows kSFS’s design overview. The kSFS runtime achieves
efficient execution of WebAssembly code in the kernel while
enforcing security and reliability guarantees. The kSFS ker-
nel driver integrates file systems sandboxed by WebAssembly
with the VFS subsystem. In the following sections, we discuss
kSFS’s system model, threat model, and design in detail.

3.1 System Model
Deploying kSFS requires following an implementation and
deployment workflow. To write a sandboxed file system, a
developer writes source code using the libfuse API in com-
patible languages, such as C and C++. Then, the developer
compiles the source code with a WebAssembly compiler and
links it with kSFS’s modified version of libfuse to generate
a WebAssembly module. The WebAssembly module is com-
piled to native machine code with an ahead-of-time (AOT)

compiler. The user can load the AOT-compiled module into
the kernel and instantiate it as a sandboxed file system in-
stance. From this point on, the sandboxed file system instance
interacts with the Linux VFS subsystem via the kSFS kernel
driver and, thus, can serve system call requests related to the
file system.

3.2 Threat Model

kSFS provides the following security and reliability guar-
antees: (1) sandboxed file systems can only access the We-
bAssembly memory and follow strict control flow integrity;
(2) sandboxed file systems cannot cause denial-of-service at-
tacks by crashing or stalling the kernel; and (3) sandboxed file
systems can only access the files on their own disks. These
guarantees are similar to or stronger than prior works on SFI-
based kernel isolation [14, 32, 48] or safe file systems [52].
The goal of kSFS is to isolate the kernel from buggy file
system implementations, while the correctness of file system
implementations, such as data consistency or integrity, is out
of the scope of this paper.

kSFS assumes that the WebAssembly runtime and the kSFS
driver in the kernel are trusted. It also assumes that the AOT
compiler in user space is trusted and that the compiled ma-
chine code produced by the AOT compiler is correctly in-
strumented and not tampered with. This is similar to trusting
the kernel compiler. kSFS’s design is also compatible with
enforcing cryptographic signing of the machine code gener-
ated by the AOT compiler if necessary, as the kernel compiler
does.

The file system implementation is not trusted and may
contain bugs or vulnerabilities, such as arbitrary memory ac-
cesses, stack overflows, and control-flow hijacking. For each
instance of the file system implementation, kSFS only al-
lows it to access the kernel resources specified by the user,
which are usually a single block device, i.e., a partition, for
the mount point. kSFS prevents a buggy file system imple-
mentation from crashing or stalling the kernel. However, it
does not prevent an instance of the file system implementation
from causing data loss on its own partition. Users can use
separate partitions or disks for isolated failure domains of
data loss. Finally, side-channel and hardware attacks, such as
Spectre [39] and Rowhammer [38], are out of the scope of
this paper, and we expect that existing approaches [9, 54] can
help mitigate such attacks.

3.3 WebAssembly Kernel Code Sandboxing

In this section, we explain how kSFS generalizes the We-
bAssembly runtime to run sandboxed code in kernel space,
while satisfying its security and reliability guarantees.



3.3.1 API for WebAssembly Runtime

kSFS adds a new system call to Linux for users to load We-
bAssembly modules and a kSFS’s kernel API to integrate the
WebAssembly runtime with the kSFS kernel driver.

System Call API. The user can invoke a new system call
introduced by kSFS to execute operations on WebAssembly
modules. Through this system call, users can load, unload,
and instantiate a WebAssembly module. When loading a We-
bAssembly module, the user can get a unique module ID (mid)
that identifies the module. Then, the user can use the system
call to instantiate the module to get an instance file descriptor,
which can be later used for operations on the WebAssembly
instance, such as mounting a file system or killing it. The
user can close the file descriptor to release a reference to the
instance. When instantiating the module, the user can pass
command-line arguments, environment variables, and opened
file descriptors to the instance. Also, the user can specify the
directories where the instance is allowed to open files later.
The WebAssembly instance is not allowed to open other files.
kSFS currently does not verify WebAssembly code in the
kernel and expects that only authorized users can load code
that is correctly instrumented by the AOT compiler. Thus, this
system call requires root privilege to invoke.

Kernel API. kSFS provides a kernel API for kernel drivers
to use the WebAssembly runtime. First, the API allows in-
voking WebAssembly functions in kernel space, including
malloc and free, which allocate and release memory inside
a WebAssembly instance. Second, the API allows validat-
ing WebAssembly addresses and converting them to kernel
addresses for accessing memory in WebAssembly instances.
Third, the API allows raising an exception to a WebAssembly
instance to terminate it. Finally, as all the file system im-
plementations used in our evaluation require serialization of
file system operations, kSFS currently assumes that only one
thread can access a WebAssembly instance simultaneously,
and provides a locking API, which internally uses a mutex, to
enforce that.

3.3.2 Enforcing Security and Reliability Guarantees

We then discuss how kSFS enforces security and reliability
guarantees as shown in §3.2. kSFS implements a WebAssem-
bly runtime based on WAMR. However, WAMR is designed
to run in user space and depends on many features only avail-
able in user space, such as reserving empty address space
and handling signals. This forces us to use different mecha-
nisms in kernel space to achieve the isolation guarantees. We
describe how we achieve this in the following paragraphs.

Memory Protection. Similar to user-space WebAssembly
runtimes [10,11], kSFS uses binary instrumentation and guard
pages for memory protection. kSFS allocates 8 GiB of kernel-
space virtual memory for each WebAssembly instance and
fills the low virtual memory with physical pages. As a result,
any out-of-bound memory access will result in a page fault
as the virtual address contains no physical page, which will
be caught by kSFS and cause the WebAssembly instance to
terminate without crashing the kernel. In §4, we discuss how
we achieve this in detail. Other violations, such as insufficient
stack space or invalid indirect function calls, will also cause
WebAssembly functions to raise exceptions. In this way, kSFS
ensures that sandboxed WebAssembly code cannot crash the
kernel or access the memory outside its own region.

Stalling Prevention. kSFS prevents WebAssembly code
from stalling [71] (i.e., hanging) the kernel by enabling kernel
preemption and allowing the termination of an unresponsive
WebAssembly instance. In Linux, a thread running in kernel
space cannot be forced to terminate by signals, so an infi-
nite loop in kernel code could cause an unkillable process to
burn cycles and make other processes fail to be scheduled if
the kernel is not preemptible. This would allow a denial-of-
service attack by stalling the kernel.To prevent this, we set
the kernel preemption model to PREEMPT, which allows full
preemption in the kernel. This ensures that even if a thread
is running WebAssembly code that does not return promptly,
other threads can still be scheduled to run. Furthermore, we
allow the user to kill a WebAssembly instance via the system
call API, which sets a flag in the WebAssembly instance in-
dicating that the instance has been killed. We modified the
Linux kernel’s interrupt handler so that it checks this flag
every time the WebAssembly code is preempted with a timer
interrupt, and forces the WebAssembly function to exit when
the flag is set by manipulating the registers.

Kernel Resource Access Control. kSFS allows users to ap-
ply access control to file systems for kernel resources, such as
disks. To achieve this, kSFS implements a partial WASI inter-
face [63] specialized for file system implementations. WASI
is a capability-based API for WebAssembly programs to ac-
cess kernel resources such as files and sockets. The WAMR
runtime supports WASI in user space by implementing differ-
ent backends using OS-dependent interfaces, e.g., POSIX for
UNIX-like operating systems. When porting WAMR to the
Linux kernel, we added a new backend that directly uses the
kernel API to access these kernel resources. Currently, kSFS
supports the file system functions of WASI’s preview1 ver-
sion [84]. File systems can then use the POSIX API provided
by WASI’s compatible layer to access disks. Restricted by
WASI’s strict capability-based access control, a WebAssem-
bly instance can only access the pre-opened file descriptors
or open files from the specified directories, both of which are
provided by the user when instantiating the instance. This



ensures that each instance of a sandboxed file system can only
access the disk specified by the user. kSFS also implements an
additional zero-copy API for optimization, which is discussed
in §3.5.

3.4 Re-purposing the FUSE Protocol
In this section, we discuss how kSFS re-purposes the FUSE
protocol, adopting it as the interface between the kSFS kernel
driver and sandboxed file systems. In §6, we discuss in detail
how this approach helps deploy file systems to kSFS based
on our experience with two real-world file system implemen-
tations.

Command Handling. Unlike the FUSE kernel driver,
which uses a device file to communicate with the user-space
file system implementation for FUSE command execution,
the kSFS kernel driver executes FUSE commands with We-
bAssembly function calls. As all the file system implementa-
tions used in our evaluation are ported from single-threaded
user-space implementations and require serialization for file
system operations, currently, kSFS requires all WebAssem-
bly function calls to be serialized using a per-instance mutex
for simplicity. Thus, when multiple threads try to acquire
the mutex simultaneously, contention occurs, wasting CPU
cycles. Also, invoking WebAssembly functions in different
cores increases L1/L2 cache misses. To mitigate the perfor-
mance impact caused by that, kSFS detects contention before
executing each command.

The kSFS kernel driver maintains a request queue for each
file system instance, which stores the background and back-
logged requests for commands. When contention may happen,
i.e., the lock is being held by other threads or the request queue
is not empty, the kernel driver will put the request for the com-
mand into the request queue instead of directly calling the
WebAssembly function. Background commands are always
put into the request queue. The kernel driver also maintains
a kernel thread for each file system instance that handles the
requests in the request queue by calling WebAssembly func-
tions. In this way, kSFS achieves fast synchronous execution
of FUSE commands when there is no contention, while avoid-
ing synchronization overhead otherwise.

Data Exchange. kSFS allows file system implementations
to exchange data with the kSFS kernel driver to handle FUSE
commands. kSFS’s WebAssembly runtime protects the ker-
nel memory from WebAssembly instances. Thus, file sys-
tems sandboxed by WebAssembly cannot directly read the
arguments of FUSE commands or write the results to the
kernel memory, making it necessary to copy data, i.e., the
arguments or the results serialized according to the FUSE
protocol, between the kernel memory and the memory of
WebAssembly instances. To achieve data exchange with a
WebAssembly instance, the kernel driver allocates a buffer

FUSE_READ (file1)

FUSE_WRITE (file2)

FUSE_CREATE (file3)

Metadata Update

Disk Data Transfer

FUSE Command

Thread 1

Thread 2

Thread 3

Figure 2: Concurrent operations with the asynchronous zero-
copy API.

Table 2: Functions in the synchronous zero-copy API for
accessing the zero-copy buffer.

Name Description
zc_pread transfer data from the disk to the buffer.
zc_pwrite transfer data from the buffer to the disk.
zc_memcpy transfer data between the buffer and

WebAssembly memory.
zc_memset fill the buffer with a byte.

inside the memory of the WebAssembly instance. Before ex-
ecuting a command, the kernel driver copies the arguments
to the buffer. The WebAssembly function then reads the ar-
guments and writes the results to the buffer before return-
ing to the kernel driver, which copies the results back to the
kernel memory after the invocation. To avoid inefficient al-
locations, the buffer is reused across commands and is only
reallocated when the size is smaller than required. kSFS also
provides a zero-copy API to avoid costly buffer copies for
the FUSE_READ and FUSE_WRITE commands, which tend to
transfer large volumes of data. We discuss the details of this
API in §3.5.

3.5 Optimizing File Systems with Zero-Copy
API

In this section, we describe how kSFS optimizes kSFS’s per-
formance with a zero-copy API. For file read and write op-
erations, the kSFS kernel driver performs bulk data transfer
between the kernel memory and the disk, which causes sig-
nificant overhead if it is implemented with an intermediate
buffer in the WebAssembly memory. To avoid this overhead,
we carefully optimize kSFS through two mechanisms: a syn-
chronous zero-copy API and an asynchronous zero-copy API.

Synchronous Zero-Copy API. kSFS provides a syn-
chronous zero-copy API for accessing disks by exporting
the functions shown in Tab. 2 to WebAssembly instances. For
each FUSE_READ or FUSE_WRITE command, the kSFS kernel



driver either gets page cache or user pages that store the data
to read or write, or allocates temporary pages for that. We
refer to these pages as the zero-copy buffer. When handling a
FUSE_WRITE command, the WebAssembly function can call
zc_pwrite to write to the disk with the data from the zero-
copy buffer by providing the disk file descriptor, the disk
offset, the buffer offset, and the length to write. Then, the
kernel function for zc_pwrite will write the content of the
pages to the disk after validating the arguments. Also, when
the WebAssembly function can fallback to call zc_memcpy to
copy the data from the zero-copy buffer to the WebAssembly
memory for further processing when zero-copy disk access
is not usable, e.g., due to encryption or compression. When
handling a FUSE_READ command, the WebAssembly function
can similarly call zc_pread to transfer the data from the disk
to the zero-copy buffer, call zc_memcpy to copy the data from
the WebAssembly memory to the buffer or call zc_memset
to fill the zero-copy buffer by providing the offset, byte, and
length to fill. All operations to the disk synchronously return
to the WebAssembly function after completion.

Asynchronous Zero-Copy API. Many FUSE file systems,
including the ones we use in our evaluation in §7, are single-
threaded, which significantly limits their performance, espe-
cially for workloads heavy on random reads or writes. This
drives us to propose an optimized asynchronous zero-copy
API. Our optimization is based on the observation that each
FUSE_READ or FUSE_WRITE command can usually be broken
down into two steps: the operation on the file system meta-
data, such as updating file size or allocating clusters, and the
actual data transfer between the buffer and the disk. The latter
typically takes more time than the operation on the meta-
data. Thus, by moving it out of the critical section of the
WebAssembly instance mutex, more I/O operations can hap-
pen concurrently. The asynchronous zero-copy API provides
two functions azc_pread and azc_pwrite, which validate
the arguments against the buffer and disk size, append the
operation into a queue, and return immediately without actu-
ally performing I/O. The kernel driver can then finish the I/O
operations after the WebAssembly function returns. Fig. 2
illustrates how the asynchronous zero-copy API achieves con-
current operations by only serializing the update of metadata.

To ensure correctness under concurrency, we carefully de-
sign the synchronization protocol. Our approach of apply-
ing asynchronous zero-copy API relies on the following as-
sumptions, which hold for many file system implementations,
including those used in our evaluation: (1) either only one
writing operation or multiple reading operations can happen
on one file simultaneously; (2) reading and writing operations
to different files are independent, i.e., they can happen simul-
taneously, as long as the metadata update is serialized; and
(3) reading or writing cannot overlap with other operations.
These assumptions refer to how file system implementations
handle file system operations, but do not impose any semantic

constraints on user-space applications. When user-space appli-
cations invoke system calls that cause mutually exclusive file
system operations, the kSFS kernel driver will synchronize
on these operations.

Based on these assumptions, we use a hierarchical locking
protocol as follows. The highest-level lock is inode_lock,
a rw_semaphore of the inode structure, which is used for
enforcing assumption 1. The kSFS kernel driver acquires the
lock exclusively for writing and non-exclusively for reading.
It is not acquired for other operations. The second-level lock is
a rw_semaphore for each file system instance, which is used
for enforcing assumption 3. The kernel driver acquires the
lock non-exclusively for reading or writing and exclusively
for other operations. The lowest-level lock is the WebAssem-
bly instance mutex, which is used for enforcing assumption
2. The kernel driver acquires it before each WebAssembly
function call and releases it after the call. For operations other
than reading or writing, the kernel driver releases the second-
level lock immediately after releasing the lowest-level lock.
For reading or writing operations, the kernel driver enqueues
a work to a workqueue. This work will asynchronously per-
form the actual I/O operations and release the second-level
lock on completion. In this way, kSFS ensures that multiple
I/O operations can happen simultaneously and correctly with
serialized metadata updates.

4 Implementation

We implemented kSFS by adding two dependencies and the
kernel components described in §3, i.e., the kSFS WebAssem-
bly runtime and the kSFS kernel driver, to Linux 6.1.38. The
dependencies are the WAMR WebAssembly runtime and the
softfp library from glibc, which have 24611 and 8267 LoC,
respectively. The kSFS kernel components have 6283 lines
of C code. Also, we added 538 lines of C code to libfuse
3.16.1, which can be linked to file system implementations to
generate WebAssembly modules. In this section, we discuss
the implementation details of kSFS.

AOT Compiler. We modified the AOT compiler in WAMR
to support generating code running in kernel space. First, the
AOT compiler in WAMR supports generating code that uses
addressing related to the GS segment to reduce instrumenta-
tion overhead [55]. We replaced GS with FS as the kernel itself
uses GS in other places. Second, we changed the relocation
mode from LLVMRelocStatic to LLVMRelocPIC to generate
position-independent code that can be loaded into the kernel
address space without the assumption that the symbols to
resolve are in the lower 2 GiB of address space. Generating
kernel code also requires some changes to the default com-
mand line options. First, as the kernel requires saving and
restoring the FPU state for using floating-point instructions,
which have high overhead, we disable all these instructions in



the compiler and use software floating-point instead. Second,
we enable the option for instrumentation of stack space check-
ing in function prologues, which checks if there is enough
stack space for the function before executing it and raises a
WebAssembly exception if not. In this way, kSFS ensures that
WebAssembly code will not cause kernel stack overflows.

Memory Allocation and Protection. kSFS reserves 8 GiB
of virtual memory for each WebAssembly instance, following
the guard page technique used in user-space runtimes [10,11].
To achieve this, we added a function, which reserves a virtual
memory area in kernel space but only allocates physical pages
for part of the area, to the memory management subsystem.
kSFS’s WebAssembly runtime uses this function to allocate
the linear memory of WebAssembly instances. When the We-
bAssembly instance makes an out-of-bound memory access,
a page fault will happen and cause the WebAssembly function
to return with an error. Currently, kSFS only considers the
x86-64 architecture, which has a large enough kernel address
space for allocating 8 GiB of virtual memory. For other ar-
chitectures that have a smaller kernel address space, such as
32-bit architectures, this approach can be replaced by adding
instrumentation of explicit bounds checking, which requires
a smaller address space at the cost of higher instrumentation
overhead.

WebAssembly Function Invocation. In kSFS, to support
isolation and exception handling, calling a WebAssembly
function requires additional handling before and after the invo-
cation with a wrapper. Firstly, before calling a WebAssembly
function, the wrapper saves the current context to a per-thread
buffer, which consists of the instruction pointer, the caller-
saved general-purpose registers, and the base address of the
FS segment. This is similar to setjmp in user space. Then,
the wrapper sets the base address of the FS segment to the
base address of the linear memory using the WRFSBASE in-
struction. The native code compiled by the AOT compiler can
then use segment-register-based addressing mode to reduce
instrumentation overhead. After that, the wrapper calls the
actual WebAssembly function, whose prologue first checks
the kernel stack to ensure that the remaining stack space is
enough. Finally, after calling the WebAssembly function, the
wrapper sets the base address of the FS segment to the original
value before returning.

When a WebAssembly exception happens, the runtime or
the compiled native code can then use the saved context to
return to the place before calling the WebAssembly function,
which is similar to longjmp. The wrapper will then return an
error. Also, when a WebAssembly function causes a page fault
with out-of-bound memory access, the page fault handler will
use the saved context to overwrite the registers in the interrupt
stack. When the interrupt returns, the execution will then
return to the saved place. Moreover, we modified the common
exit point of all interrupt handlers (irqentry_exit), to add

the code for checking if the current thread is invoking a killed
WebAssembly instance’s function. If so, kSFS will manipulate
the registers similarly.

5 Security Analysis

In this section, we analyze how the design of kSFS satis-
fies the threat model and ensures the security and reliability
guarantees as discussed in §3.2.

Memory Isolation and Control Flow Integrity. kSFS en-
forces strong memory isolation and control flow integrity
(CFI) on file system implementations by using WebAssembly
instrumentation [81]. Sandboxed file systems can only access
their own linear memory allocated at creation. Any out-of-
bound access will be caught by the runtime as a page fault and
result in the termination of the file system. Moreover, to avoid
kernel stack overflow, kSFS checks the stack pointer before
invoking any WebAssembly function to ensure enough kernel
stack space. With CFI enforced, sandboxed code can only call
functions in a pre-defined table with signature verified, thus
avoiding hijacking control flow to kernel functions outside
the sandbox.

Denial-of-Service Attacks. kSFS prevents denial-of-
service attacks such as kernel crashing or stalling. kSFS
catches all page faults and WebAssembly exceptions caused
by sandboxed file systems. When they happen, kSFS forces
the WebAssembly function to return an error and terminates
the file system. The kernel will not crash or have corrupted
memory. Moreover, kSFS uses kernel preemption to prevent
buggy file systems from blocking other threads and allows
manually terminating file systems if necessary. This prevents
file systems from stalling the kernel.

Device Isolation. kSFS ensures that a file system instance
can only access the kernel resources authorized by the user,
typically a block device. kSFS achieves this by using the
capability-based WASI API, which only allows accessing ker-
nel resources specified at creation. Moreover, kSFS performs
the same WASI capability check for the zero-copy APIs. By
using kSFS, the user can ensure that the files on different
devices are isolated in separate failure domains.

TCB Size. The components kSFS adds to the TCB con-
sist of the WebAssembly runtime and the kSFS driver in the
kernel, and the AOT compiler in user space. The size of the
TCB kSFS adds to the kernel is 39 LoC, which is smaller than
many file systems, thus only slightly increasing the TCB, and
can be reused across file systems. For comparison, the eBPF
subsystem contains more than 70 kLoC. In addition to the
kernel components, the AOT compiler in user space has 87
kLoC and depends on LLVM.



Table 3: Lines of code for NTFS and exFAT’s Linux and
FUSE implementations and changes made to the FUSE im-
plementations for porting to kSFS in inserted(+)/deleted(-)
lines.

File System Linux FUSE kSFS Changes
NTFS 28751 58760 154+/117-
exFAT 7466 5925 104+/ 46-

6 Use Case

In this section, we discuss our experience of building file
systems in kSFS by showing two examples of real-world
file system implementations that we ported from FUSE to
kSFS. Tab. 3 shows the lines of code for the FUSE and Linux
implementations, and the changes we made to port them to
kSFS. The changes include making them WebAssembly li-
brary modules that use kSFS’s API to register handlers for
FUSE operations, which kSFS invokes, and applying kSFS’s
zero-copy API for optimization. We ported the FUSE im-
plementations of two real-world file systems NTFS and ex-
FAT into kSFS, both with changes of fewer than 300 LoC,
which shows kSFS’s deployment ease. We chose these two
file systems because their FUSE implementations are well-
maintained and widely deployed. For example, currently, the
NTFS FUSE implementation is still the default implementa-
tion for most Linux distributions.

We ported the FUSE implementations of two file systems
to kSFS both using the low-level libfuse API and the asyn-
chronous zero-copy API. For the NTFS file system, we ported
a FUSE implementation lowntfs-3g, which is part of the
NTFS-3G [77] project, to kSFS. We modified the code mainly
to apply the asynchronous zero-copy API to the implementa-
tion. For the kSFS implementation, we set the WebAssembly
linear memory size to 32 MiB. For the exFAT file system,
we first wrote a FUSE implementation based on libexfat [60]
using the libfuse low-level API. We do not directly use libex-
fat’s default implementation as it uses the high-level API,
which causes significant overhead. Then, we ported it to kSFS
and applied the asynchronous zero-copy API to it. We set
the WebAssembly linear memory size to 256 MiB, which is
larger than NTFS. This is because libexfat stores more infor-
mation in memory than libntfs-3g. Finally, we also wrote a
user-space program in 198 LoC, which loads and instantiates
the WebAssembly modules of the file systems and mounts
them with the modules.

The low effort for porting these two real-world file systems
to kSFS shows that kSFS is a general and practical approach
to building sandboxed file systems in the Linux kernel. In
addition to porting existing file system implementations, de-
velopers can also build new ones from scratch taking into
account kSFS’s optimized API to maximize performance.

7 Evaluation

We evaluate kSFS on two real-world file systems, NTFS and
exFAT. We compare their kSFS implementations to other im-
plementations, including highly optimized ones in the Linux
kernel and less efficient FUSE and Bento ones, showing that
kSFS achieves both security and performance.

7.1 Setup and Methodology
Testbed. We ran all the experiments on an AMD EPYC
7443P server with a 24-core CPU at 2.85 GHz, 128 GiB of
RAM, and a Samsung 980 Pro 2TB SSD. The server runs
Debian 12 with our patched version of Linux 6.1.38.

File Systems. We use two file systems for evaluation: NTFS
and exFAT. Their FUSE implementations were ported to kSFS
as mentioned in §6. We compare the kSFS implementations
to the Linux and the FUSE ones. To quantify the contribu-
tions of each of kSFS’s optimizations, we additionally im-
plement an optimized version of the FUSE kernel driver that
supports kSFS’s asynchronous zero-copy API but does not
use WebAssembly in-kernel sandboxing, which we denote as
FUSE-zc, and evaluate the performance of these two file sys-
tem implementations under this optimized version of FUSE.
Furthermore, to compare with the approach of using memory-
safe languages for file system implementations, we ported
Bento [52] to Linux 6.1.38 and made a Bento implementation
of exFAT based on a Rust port of libexfat [75]. Also, we run
experiments on ext4 as an example of a popular kernel file
system for comparison. For performance reasons, we enable
write-back cache for all FUSE, FUSE-zc, Bento, and kSFS
implementations, as the Linux implementations do. For all ex-
periments, we create a 2 TB partition on the SSD and format
it to the specific file system.

Workloads and Measurement Methodology. We use var-
ious workloads for evaluation. First, we evaluate kSFS on
read/write performance. Second, we evaluate kSFS’s perfor-
mance on the popular file system benchmark tool filebench.
Finally, we use real-world applications in different scenarios
to evaluate kSFS’s performance in such scenarios.

In each experiment, we execute 10 runs for each data point
and report the median. We also show the standard deviation
for each data point in Tab. 4, and in the figures as error bars.

7.2 Read/Write Performance
We first evaluate kSFS’s performance on random read/write
operations with the fio I/O benchmark tool. We vary the
number of threads for fio to measure the throughput of the
random read/write operations with the block size of 4 KiB un-
der different concurrency. Each experiment lasts 10 seconds
on 2 GiB files, with each thread accessing one file. The results



Table 4: Sequential read/write throughput.

Read (MiB/s) Write (MiB/s)

NTFS
kSFS 2364±58 1220±13
FUSE 2151±17 1005±18

FUSE-zc 2385±52 1231±21
Linux 3325±26 1501±07

exFAT
kSFS 2777±18 1024±139
FUSE 2414±26 887±86

FUSE-zc 2769±15 1129±146
Bento 1028±73 725±03
Linux 3036±90 878±89

ext4 Linux 3190±73 1533±07

are shown in Fig. 3. The kSFS implementations have signif-
icantly better scalability under concurrency than the FUSE
and FUSE-zc ones, and have a moderate overhead compared
with the Linux ones. For instance, with 64 threads, the kSFS
exFAT implementation achieves peak read throughput of 430
kIOPS, which is 31× higher than the FUSE one (13.6 kIOPS)
and 2.14× higher than the FUSE-zc one (137 kIOPS), and
23% lower than the Linux one (555 kIOPS) and 31% lower
than the Bento one (623 kIOPS) under the same concurrency.
This shows that kSFS achieves significant performance im-
provement over FUSE for concurrent I/O, while still having
lower performance than Linux and Bento implementations
due to reasons such as instrumentation and protocol over-
head. Also, kSFS has significantly better performance than
FUSE-zc, which shows that kSFS’s fast in-kernel execution is
crucial to maximizing the performance of the asynchronous
zero-copy I/O.

We then evaluate kSFS’s performance on sequential
read/write operations with the fio I/O benchmark tool. For
each implementation, we use fio to test the throughput for se-
quential read and write with a block size of 4 MiB and fsync
frequency of 64 for write operations, i.e., issuing one fsync
per 64 write operations. Each experiment lasts 10 seconds
on a 128 GiB file with one thread. The results are shown
in Tab. 4. The kSFS implementations consistently perform
better than the FUSE ones. For instance, the kSFS NTFS im-
plementation achieves 21% higher write throughput than the
FUSE one, and is only 19% lower than the Linux NTFS im-
plementation, which has very similar performance to ext4 and
offers no isolation. Also, for exFAT, the kSFS implementation
has 170% and 41% higher read/write throughput than Bento,
respectively, which does not provide isolation except for Rust
memory safety checks. The Bento kernel module is forked
from the old FUSE kernel module of Linux 4.15, which is
less optimized for sequential I/O on large buffers, making the
Bento exFAT implementation perform worse than the FUSE
one. The kSFS implementations have similar performance to
the FUSE-zc implementations. This shows that kSFS’s main
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Figure 3: 4 KiB random read/write throughput.

performance improvement for sequential I/O at low IOPS is
from asynchronous zero-copy optimization.

7.3 Benchmark Performance

In this section, we evaluate kSFS’s performance on the file
system benchmark tool filebench [65], which uses synthetic
workloads that mimic the real-world settings of server-side
applications. We use three example benchmarks: webserver,
varmail, and fileserver, all with default parameters. The re-
sults are shown in Fig. 4. kSFS achieves significantly better
performance than FUSE and FUSE-zc in most cases, except
for varmail, where the difference is small considering the
higher standard deviation. kSFS has better performance than
Bento in two benchmarks, except for the webserver. In the
webserver and fileserver benchmarks, FUSE-zc has lower
performance than FUSE. This shows that the asynchronous
zero-copy API can even reduce the performance of FUSE
if not applied together with kSFS’s in-kernel execution. In
the fileserver benchmark, the tool creates 50 threads, each



0 500 1000
Throughput (kOp/s)

NTFS

exFAT

ext4 Webserver

0 5 10
Throughput (kOp/s)

NTFS

exFAT

ext4 Varmail

0 200
Throughput (kOp/s)

NTFS

exFAT

ext4

608

600

Fileserver

kSFS
FUSE-zc
FUSE

Linux
Bento

Figure 4: Filebench through-
put.

0 50
Time (s)

NTFS

exFAT

ext4 Extracting Tarball

0 50
Time (s)

NTFS

exFAT

ext4 Copying Files

0 50
Time (s)

NTFS

exFAT

ext4 Creating Tarball
kSFS
FUSE-zc
FUSE
Linux
Bento

Figure 5: Time for extracting
tarball, copying files, and cre-
ating tarball.

of which creates a file, writes data to it, reads from it, and
finally deletes it. For this benchmark, the kSFS implementa-
tions have 14% and 47% higher throughput than the FUSE
implementations for NTFS and exFAT, respectively, and 89%
and 44% lower throughput than the Linux implementations
for NTFS and exFAT, respectively. Notably, the Linux NTFS
and ext4 implementations have significantly higher through-
put than the kSFS NTFS implementation. This is because the
FUSE and kSFS kernel driver writes back the cache of an
opened file when closing it, while the Linux NTFS and ext4
implementations do not. As a result, since the file is imme-
diately deleted, the Linux NTFS and ext4 implementations
do not write any data to the disk, thus having much higher
throughput than other implementations. This optimization for
ephemeral files is orthogonal to kSFS’s design, and can be
ported to kSFS file system implementations if necessary.

7.4 Application Performance

In this section, we evaluate kSFS’s performance on real-world
applications.

Small Files. We evaluate kSFS’s performance on small files,
which involves creating, reading, writing, and copying files.
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Figure 6: RocksDB throughput. The performance of FUSE
file system implementations is particularly low in the bench-
marks of random read and read while writing.

We use the following procedure for each experiment and re-
port the time for each step: (1) extracting a tarball, (2) copying
the extracted files, and (3) creating a tarball from the new files.
We use the Linux kernel source tarball (133 MiB) contain-
ing 81,048 files whose total size is 1489 MiB. The results
are shown in Fig. 5. The kSFS implementations show signif-
icantly better performance than the FUSE ones, by having
25% and 21% lower time on average for NTFS and exFAT,
respectively. Also, the kSFS exFAT implementation has simi-
lar performance to the Bento one. Compared with the Linux
implementations, the kSFS ones have 52% and 90% higher
time on average for NTFS and exFAT, respectively. The kSFS
and FUSE implementations for exFAT have higher overhead
than the ones for NTFS, especially for extracting tarball and
copying files. This is mainly due to the inefficiency of libex-
fat in creating and writing small files. Similar to filebench,
FUSE-zc has slightly lower performance than FUSE, which
shows the importance of kSFS’s in-kernel execution.

RockDB. We evaluate kSFS’s performance on RocksDB.
We use its official benchmark script with four operations:
bulk load, random read, overwrite, and read while writing.
We use 100,000,000 keys and 512 MiB of cache in the bench-
mark. For the benchmark of read while writing, we limit the
background write throughput to 100 KiB/s. For other param-
eters, we use the default values. For example, the number
of threads is set to 64. For the last three operations, we run
for 60 seconds. The results are shown in Fig. 6. The kSFS
implementations show significantly better performance than
the FUSE and Bento implementations and moderate over-
head compared to the Linux implementations. For example,
for random read, the kSFS NTFS implementation achieves



Table 5: Summary of NTFS-3G’s CVEs.

Type CVEs Example
Buffer Overflow 17 CVE-2022-40284
Out-of-Bound Access 7 CVE-2021-39262
Null Pointer Dereference 1 CVE-2021-39251
Stack Overflow 1 CVE-2021-39257
Memory Exhaustion 1 CVE-2022-30784
Use After Free 1 CVE-2023-52890

a throughput of 1893 kOp/s, which is 60× higher than the
FUSE one (31 kOp/s) and 9.1% higher than the FUSE-zc
one (1735 kOp/s). This shows that despite still introducing
moderate overhead compared with Linux file system imple-
mentations, kSFS file system implementations are much more
practical for real-world applications than FUSE file systems.

7.5 Security and Completeness

In this section, we evaluate kSFS’s security benefits and func-
tionality completeness by analyzing real CVEs and perform-
ing compatibility tests.

CVE Analysis. We analyze how kSFS isolates faults and
bugs in real-world file systems to prevent kernel crashes and
exploits. Tab. 5 summarizes all the 28 CVEs of the NTFS-3g
FUSE implementation over the past five years, categorized
by type. Of those, 17 CVEs are related to buffer overflows,
which can cause crashes or even code execution in the user-
space FUSE program. By executing code in WebAssembly
sandboxes with kernel resource access control, kSFS isolates
such crashes from the rest of the kernel and limits the impact
to the mounted disk. Moreover, as WebAssembly protects call
stacks and enforces type checks for indirect function invo-
cations, exploiting such stack or heap buffer overflow bugs
for code execution is less likely. 9 CVEs are related to out-
of-bound access, null pointer dereference, or use after free.
kSFS also prevents their propagation to the rest of the kernel.
CVE-2021-39257 causes a stack overflow through unbounded
recursive function calls. kSFS can prevent such stack over-
flow by terminating the sandbox, avoiding kernel crashes.
CVE-2022-30784 causes memory exhaustion by allocating
excessive memory. kSFS ensures that memory exhaustion is
limited to the sandbox linear memory and will not impact
the kernel allocator or any kernel component beyond the file
system. In short, kSFS ensures that when running NTFS-
3G within in-kernel WebAssembly sandboxes, none of these
CVEs will cause kernel crashes, exploits, or denial of services,
nor will they affect any resources other than the mounted disk.

Table 6: Faults injected for testing isolation in kSFS.

Fault Description
Illegal Access Access outside linear memory.
Denial-of-Service Infinite loop.
Stack Overflow Unbounded recursive function calls.
CPU Exception Division by zero.

Table 7: POSIX completeness tests in the NTFS implementa-
tions.

Implementation Passed/All Tests
Linux 8777/8789
FUSE 8780/8789
kSFS 8780/8789

Fault Isolation. We then evaluate the effectiveness of
kSFS’s fault isolation by loading WebAssembly modules with
four representative faults, as shown in Tab. 6. The faults in-
clude a memory-safety bug, a denial-of-service bug, a stack
overflow bug, and a CPU exception bug. We build C programs
with these faults into WebAssembly file system modules us-
ing the kSFS toolchain and try to mount with these modules.
kSFS catches all four faults and recovers from them by ter-
minating the faulty sandboxes promptly, and without kernel
crashes, stalls, or any other anomaly. This shows that kSFS
effectively prevents the faults described in §3.2 from affecting
the kernel.

Completeness. We evaluate kSFS’s NTFS functionality
completeness using the pjdfstest [20] file system POSIX test
suite. We run the test suite on all three NTFS implementations
to show that kSFS does not introduce functionality differences
when porting file system implementations to the kernel. The
results are shown in Tab. 7. The kSFS NTFS implementation
passes all the tests that the FUSE implementation passes,
and passes three more tests than the Linux implementation.
Failed tests are due to subtle semantic differences of hard links
between the NTFS implementations and the POSIX standard.
This shows that kSFS maintains functionality correctness
and completeness of the ported file systems. exFAT is not
used in this test, as none of its implementations attempt to
comply with POSIX, including the Linux implementation,
despite their use in the real-world (e.g., as the default file
system required by the SDXC and SDUC standards [61]).
Nevertheless, by design, we expect that kSFS exFAT has the
same semantics as its FUSE counterpart, as we confirmed
with the NTFS pair.



7.6 Evaluation Summary
In summary, we evaluate kSFS’s performance on various
workloads from microbenchmarks to real-world applications.
Also, we evaluate kSFS’s security benefits and functional-
ity completeness with real CVEs and tests. kSFS file system
implementations consistently show significantly better perfor-
mance than FUSE implementations. For example, the kSFS
NTFS implementation achieves 21% higher sequential write
throughput than FUSE, and 19% lower than Linux. For the
real-world application RocksDB, the kSFS NTFS implemen-
tation achieves 60× higher throughput than FUSE in the ran-
dom read benchmark, which is only 2.4% lower than Linux.
The performance of kSFS file system implementations is mod-
erately lower than Linux implementations, which are highly
optimized but lack isolation, while kSFS implementations
are ported with minimal effort and provide strong isolation
for better security and reliability. Moreover, by adding the
asynchronous zero-copy API to the original FUSE and com-
paring it to kSFS, we show the benefits of kSFS’s approach of
in-kernel sandboxed execution instead of optimizing FUSE
under the user-space architecture.

8 Limitation

Multi-threading Support. kSFS currently only supports
single-threaded execution in WebAssembly sandboxes and
requires the asynchronous zero-copy API for concurrent op-
erations. Despite the limitation of requiring per-instance mu-
texes for WebAssembly function calls, our design is compati-
ble with the multi-threading proposal [82] of WebAssembly.
We do not anticipate other challenges in supporting multi-
threading in kSFS once the proposal is finalized in the We-
bAssembly specification.

WebAssembly Security. kSFS relies on the correctness of
the WebAssembly runtime, which can have bugs and intro-
duces a new attack surface. These bugs can nevertheless be
mitigated with testing and verification techniques. For exam-
ple, WaVe [33] is a verified WebAssembly runtime, which
our approach could leverage. In addition to runtime bugs, We-
bAssembly code does not support many mitigation techniques
used by traditional native binaries [41], such as ASLR, page
protections, and stack canaries. The lack of mitigation tech-
niques can lead to easier exploits of bugs inside sandboxes,
but such exploits will nevertheless be caught and isolated by
kSFS without propagating to the rest of the kernel.

9 Discussion

Generalization to Other Kernel Components. We do not
make generality claims. However, we note that many operat-
ing systems have introduced interfaces for user-space drivers,
such as VFIO [72], UMDF [50], and DriverKit [4]. As future

work, it could be worth exploring whether our approach of
repurposing microkernel-like interfaces is applicable to these
interfaces. In addition to secure interfaces, it would require
considering other constraints on driver code execution when
applying in-kernel sandboxing. For example, Linux requires
that interrupt handlers return promptly, while our current ap-
proach to stalling prevention, i.e., kernel preemption, does
not work in interrupt handlers. A possible approach is to in-
strument the code to check the execution time. We leave this
exploration for future work.

Alternative Isolation Mechanisms. While we currently
choose WebAssembly as the isolation mechanism when im-
plementing kSFS, our approach of repurposing microkernel-
like interfaces is applicable to other isolation mechanisms
such as other SFI implementations or hardware-based iso-
lation. For example, PKS [34] can be used in place of We-
bAssembly with a similar approach to prior works on user-
space in-process isolation using MPK [3,18,29,58,78]. More-
over, improvements on eBPF [21] that make it more expres-
sive and less constrained might also enable applying eBPF as
a generic sandboxing mechanism to our approach.

10 Related Work

User-Space OS Extensions. To achieve better security and
reliability and to simplify development, many operating sys-
tems have introduced interfaces for extending OS functions
in user space [4, 35, 50, 68, 70, 72], which is an approach that
draws insights from microkernels [2, 7, 15, 30, 43, 59]. For
instance, FUSE [68] is a popular user-space file system API
first introduced in Linux. It has been used by many real-world
file system implementations and ported to other operating sys-
tems [22, 36]. The deployment of user-space OS extensions
greatly improves the security and reliability of operating sys-
tems. However, they also introduce significant overhead [79].
Some recent works have proposed hiding the latency of mode
and context switches by busy waiting [16,31], which causes a
waste of CPU cycles. Compared to user-space OS extensions,
kSFS uses in-kernel sandboxed execution to achieve better
isolation while minimizing performance overhead.

Kernel Security and Isolation. Many works have been
proposed to improve kernel security by testing [23, 25–
27, 45, 64, 83, 85], static analysis [5, 6, 24, 47], and isola-
tion [28, 32, 37, 49, 56, 57, 89]. Since its introduction in Linux
3.18, eBPF has been deployed for sandboxed execution across
several use cases in the Linux kernel [66, 67, 69]. In addition
to these applications of eBPF that have been mainlined into
Linux, many research works also use eBPF for various use
cases [13, 86, 88, 90], which shows the high demand for sand-
boxed in-kernel execution for secure customization. However,
as the eBPF verifier requires eBPF programs to end in a



bounded time, eBPF programs have very limited expressive-
ness, making it impossible to write drivers totally in eBPF. In
addition to the works using eBPF or custom SFI mechanisms,
several works [1,40,87] use WebAssembly in kernel space for
extending unikernels, optimizing user-space applications, or
tracing kernel events. Similar to these works, kSFS introduces
WebAssembly into the kernel to support more flexible sand-
boxed execution for implementing file systems when some
guarantees of eBPF are not required.

Memory-Safe Languages in Kernel. Recently, building
OS kernels in memory-safe languages has become a hot topic.
For instance, Redox [59] and Biscuit [19] are kernels written
in Rust and Golang, respectively. Since version 6.1, Linux
has supported Rust with the goal of reducing memory bugs.
Some works have proposed using Rust to implement file sys-
tems [52] and schedulers [51] in Linux. However, as a prior
work [42] points out, Rust is not a silver bullet for kernel hard-
ening. Some bugs, such as stack overflow or kernel stalling,
cannot be addressed by Rust. Also, writing kernel code in
Rust requires high expertise and makes existing code bases
not reusable. Compared to the works using Rust, kSFS uses
another memory-safe language WebAssembly, which can be
the compilation target of many languages. This allows reusing
existing code bases written in C. Moreover, kSFS guarantees
that sandboxed code cannot crash the kernel or cause denial-
of-service attacks, which is not considered in Rust’s threat
model but is critical to fault isolation for kernel code.

11 Conclusion

We present kSFS, a framework for sandboxing file systems
in the Linux kernel that repurposes the FUSE protocol and
uses secure in-kernel WebAssembly execution. kSFS achieves
practical in-kernel file system sandboxing with strong iso-
lation while introducing moderate performance overhead,
which is significantly lower than user-space counterparts but
provides similar guarantees. Our evaluation shows that for the
real-world application RocksDB, the kSFS implementation
of NTFS achieves 60× higher throughput than FUSE in the
random read benchmark, which is 2.4% lower than Linux.
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Ethical Considerations

Potential Stakeholders. We identify the following potential
stakeholders: (1) kSFS end users and (2) developers of file
systems and the Linux kernel. We analyze the impacts and
mitigations to these stakeholders as follows.

kSFS End Users. kSFS provides a new way of adding code
to the kernel, which may introduce a new attack interface if
users do not understand the correct threat model in which the
AoT compiled code is trusted and should be protected from
tampering. To mitigate this, we can provide more instructions
to users to emphasize the threat model. Also, this can be miti-
gated by adding support for cryptographic signing verification
of loaded code to avoid code tampering.

Kernel and File System Developers. Linux’s kernel mod-
ule mechanism provides different visibility of API to load
code of different licenses. However, kSFS provides a way to
load code bypassing this mechanism. This can cause legal
concerns about the GPL license for kernel and file system
developers, including this paper’s authors. In our experiments,
we use only GPL-licensed code to ensure that we comply
with GPL obligations. This concern for developers can be
mitigated by enforcing similar license checking to Linux’s in
kSFS’s loading process.

Open Science

Artifact Description
kSFS is bundled with artifacts, including source code and
build scripts for all experiments.

How to Access
The artifacts of kSFS can be accessed at https:
//github.com/rssys/ksfs-artifacts or https://doi.
org/10.5281/zenodo.17973523.

Hardware Dependents
One server with the following hardware is required: at least a
24-core CPU, 128 GiB RAM, and an NVMe SSD.

Setup
Please refer to the README.md included in the artifact reposi-
tory for server setup guidelines.

Experiments
Sequential Read/Write Performance. Run the scripts in-
side the following directories:

• experiments/fio-sequential/

• experiments/figures/

experiments/figures/fio-sequential.py will print a
Latex table as shown in Tab. 4.

Random Read/Write Performance. Run the scripts inside
the following directories:

• experiments/fio-rand/

• experiments/figures/

experiments/figures/fio-rand.py will generate
fig-fio-rand.pdf as shown in Fig. 3.

Filebench Performance. Run the scripts inside the follow-
ing directories:

• experiments/filebench/

• experiments/figures/

experiments/figures/filebench.py will generate
fig-filebench.pdf as shown in Fig. 4.

Small File Performance. Run the scripts inside the follow-
ing directories:

• experiments/tar/

• experiments/figures/

experiments/figures/tar.py will generate
fig-tar.pdf as shown in Fig. 5.

RocksDB Performance. Run the scripts inside the follow-
ing directories:

• experiments/rocksdb/

• experiments/figures/

experiments/figures/rocksdb.py will generate
fig-rocksdb.pdf as shown in Fig. 6.

Alternatively, you can automatically run all the experiments
using a single script experiments/run.sh. Please refer to
README.md for more information.

https://github.com/rssys/ksfs-artifacts
https://github.com/rssys/ksfs-artifacts
https://doi.org/10.5281/zenodo.17973523
https://doi.org/10.5281/zenodo.17973523
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