A Study of the Internal and External Effects of Concurrency Bugs

Pedro Fonseca, Cheng Li, Vishal Singteatd Rodrigo Rodrigues
Max Planck Institute for Software Systems (MPI-SWS)

Abstract However, parallel programming is challenging and of-
ten error prone. It is difficult enough for programmers to
Concurrent programming is increasingly important for reason about all the possible inputs and the flow of execu-
achieving performance gains in the multi-core era, but it is tion in single-threaded applications; reasoning abouthall
also a difficult and error-prone task. Concurrency bugs are different thread interleavings that can occur in concurren
particularly difficult to avoid and diagnose, and therefime ~ programs, combined with all possible inputs, is even more
order to improve methods for handling such bugs, we need adifficult. Additionally, the non-determinism that is infegt
better understanding of their characteristics. In this pap  to concurrency bugs, which are only triggered under certain
we present a study of concurrency bugs in MySQL, a widelythread interleavings, makes it difficult to reproduce, iden
used database server. While previous studies of real-worldtify, analyze, or correct such programming mistakes. But at
concurrency bugs exist, they have centered their attentionthe same time this non-determinism can be essential in han-
on the causes of these bugs. In this paper we provide adling them (e.g., using fault detection, fault tolerance, o
complementary focus on their effects, which is important fo fault recovery) since it enables exploring redundant, idiee
understanding how to detect or tolerate such bugs at run- executions using different thread interleavings.

time. Our StUdy uncovered several interesting facts, such To improve methods for addressing concurrency bugs, it
as the existence of a significant number of latent concur-js important to have a thorough understanding of the char-
rency bugs, which silently corrupt data structures and are acteristics of these bugs. While a few studies of concur-
exposed to the user potentially much later. We also high-rency bugs exist [11, 14, 22], they either focus on artifigial
light several implications of our findings for the design of injected bugs, or, in the few cases where real applications
reliable concurrent systems. were studied, they mostly focus on tteuse®f these bugs,
and limit the study of their effects to whether they cause
deadlocks or not. Such studies are useful for determining
1 Introduction Wha’F kir_1ds of programming mistak_es are typical of such
applications, and can drive the design of program analysis
tools for finding these bugs [27].

We are witnessing an unprecedented rise in the paral- However understanding theffectsof concurrency bugs

lelism of computer systems. The number of cores in com- is important for a different set of reasons than why it is in-

modity processors has been steadily increasing. TOdayteresting to study their causes. Analyzing the effects\allo

dual-core and quad-core processors are commonplace; INts to assess how efficiently existing detection approaches

tel hgs_ recently ann.ounced an 8-core processor [3], anqwandle these bugs. And, more importantly, it can serve
specialized CPUs with even more cores are currently be- o o guide for further development not only of tools and

|r}g manufactu_red [1’51' HOV\éeverr,]_lnhcrgSﬂng thefnumber methodologies that detect, but also of tools and methodolo-
of processors is not the way by whic manu aCturerSgies designed to tolerate and recover from the faults and

have traditionally increased the performance of their hard . < caused by such bugs. To give a simple example, it is

ware. Clock speeds no longer increase at a significant rateimportant to understand how often concurrency bugs cause

as a result, software no longer automatically runs signif- o re modes where the server returns incorrect replies (i

:ccantlmster as new ch|pfs are deployed. Co?scre]quently,a Byzantine failure), in order to gauge the effectiveness of
or software to extract performance gains out of the extra using multi-threaded replicas to ensure fault diversitgin

processing capacity, programmers will have to design theirByzantine-fault-tolerant replication scheme [10].

software in a more parallel way.
P Y In this paper we provide the complementary angle of

*Currently a student at BITS Pilani, India. Work done duririg in- StUdyinQ th_eeﬁeCtSOf concurrency bugs thflit affect paral-
ternship at MPI-SWS. lel applications. In particular, we exhaustively studylrea




concurrency bugs that were found in MySQL [5], a mature, These characteristics make MySQL representative of some

widely-used database server application. of the biggest challenges that we will be facing as complex
Our study produced several interesting findings. First, applications become more and more concurrent.
we found a non-negligible number ¢dtent concurrency In Section 3 we provide some brief background on

bugs Latent concurrency bugs, when triggered, do not be- MySQL, which will help in better understanding our results.
come immediately visible to users. Instead, these concur-

rency bugs first silently corrupt internal data structueesl 2.2 Concurrency bug selection
only potentially much later cause an application failure to

become externally visible Latent concurrency bugs have The MySQL versions that are affected by the bugs that
been anecdotally reported [13], but we are the first to study,q reported in the bug report database range from version
their extent, and their internal and external effects irailet 3.xto 6.x and the oldest bug reports date back to 2003,

A second finding is related to bugs that cause the ap- The MySQL bug report database contains a very large
plication t_o fail in ways ot_her than silently crashing. We number of bugs. Therefore, to make the task feasible, we
characterize Byzantine fall_ure_s that are caus_e(_j by poncur'automatically filtered bugs that are not likely to be reldévan
rency bugs. Some of our findings were surprising, like the by performing a search query on the bug report database.
fact that these bugs cause subtle changes in the output that Our search query filtered bugs based on (1) the keywords
would be difficult to find using existing run-time monitor- contained in the bug description, (2) the status of the bug
ing tools, or the fact that there exists a strong correlation and (3) the bug category '
between bugs that cause Byzantine failures and latent bugs. We searched the MyéQL bug report database for bugs

Our findings have implications for the design of tools and . . .
. that contained keywords commonly associated with concur-
methodologies that address concurrency bugs. For the con-

. . rency bugs. Such keywords included the following terms:
venience of the reader we present a summary of our main

findings together with their implications in Table 1. lF)Ck‘ acquirg competeatomic concurrency synchroniza-
: . . tion, etc. In addition to this we searched for bugs whose sta-
The remainder of the paper is organized as follows. In

tus wasclosed(i.e., bugs that are no longer under analysis

iﬁ‘g;oerlvzievxeogfﬁgrﬁesogi r;et::(gg:i)(l)%g?; SVZ itzgﬁnspriﬁgmby the developers/debuggers). It would have been interest-
Y bp ' ing to also consider bugs with other status (sucas't fix

results of our study are presented in Section 4 and in Sec-

. . ST andcan’t repeaj but these bug reports are not likely to have
tion 5 we discuss their implications. We survey related work : : : i :

. . . . detailed discussions and more importantly, in generay, the
in Section 6 and we conclude in Section 7.

won'’t contain patches. Without reasonably complete bug
reports it would not be possible to thoroughly understand
2 Methodology the bugs they report.
Next, to exclude bugs from stand-alone utilities that are
In this section we present the methodology that we ynrelated to the multi-threaded server, our search qusoy al
adopted to find and analyze concurrency bugs. Our method{imited the search to bugs that were related to MySQL

ology is similar to one used in previous work [22]. Server, including those that were within the Storage En-
. o gines category [26].
2.1 Choice of concurrent application Finally, we randomly sampled a subset of the bugs that

matched our search query and manually analyzed them.

We selected MySQL as the target of our study for three The manual inspection revealed that some of the bugs that
main reasons. First, it is a widely deployed database.matched the search query were not concurrency bugs (de-
Databases are a critical component of the IT infrastructurefined in Section 3) and so we also excluded them. In addi-
of many corporations, and MySQL represents a substantiakion, we excluded bugs for which the bug log did not con-
share of that market (abouf3 of deployed database sys- tain enough information to analyze them. After filtering, we
tems [4]). This implies that there is market pressure for gptained a final set with 80 concurrency bugs that were an-
a quality development and maintenance process, so this islyzed, a number that is very close (or even superior) to the
an instance of well-maintained software where finding and number of bugs analyzed in previous studies [11, 22].

eliminating bugs matters. Second, itis an open source-appli  Taple 2 shows the bug count across the different stages

cation with a well-maintained bug report database. Having of the bug selection process.

access to the source code and the bug logs is necessary for Note that this selection process has two main limitations.

an in-depth analysis. Finally, it is a highly concurrent ap- First, the search query can miss some actual concurrency

plication with rich semantics, and it has a large code base pugs. However, a concurrency bug report that does not con-
1The termlatent bugis used in other papers [8,18,20] with an unrelated .tain any of th.e main keywords associated with concurrency

meaning — that of a bug that went undetected bypitogrammer is also more likely to be incomplete and therefore more dif-




Finding | Implication |
Evolution of concurrency bugs
According to the opening dates of our sampled bugdhis shows the increasing need for new tools gnd
the proportion of fixed bugs that involved concurrencynethodologies to handle concurrency bugs.
more than doubled over the last 6 years.
External effects of concurrency bugs

We found slightly more non-deadlock bugs (63%) tHailaving good tools to handle deadlock bugs is ot

deadlock bugs (40%). enough — we also need to handle non-deadlock bugs.
We found a significant fraction of semantic/Byzantinelechniques for Byzantine fault tolerance can potentially
bugs (15%). handle a considerable fraction of concurrency bugs.

Immediacy of effects
Latent concurrency bugs were also found in significarfools and methodologies such as proactive recovery

numbers (15%). can be leveraged to mask errors caused by a significant
numbers of concurrency bugs.
Of the latent concurrency bugs analyzed, 92% were|s€&iven the high correlation between these classes of

mantic bugs and conversely 92% of the semantic budmigs, techniques that handle one class should also han-
were also latent bugs. dle the other.
Semantic concurrency bugs
The vast majority of semantic bugs (92%) generateBun-time monitoring tools will have to devise compléex
subtle violations of application semantics. application-specific checks to detect the presence of se-
mantic bugs.

Internal data structures
Most of the examined latent bugs (92%) corrupted mulFechniques that detect inconsistencies among data
tiple data structures. structures could be used to detect latent bugs. Analyz-
ing data structures individually might not suffice.

Severity and fixing complexity of bugs
Latent bugs were found to be slightly more severe thdmatent bugs are an important threat to software reliapil-

non-latent bugs. ity and, therefore, latent bugs should also be addressed.
Latent bugs were found to be easier to fix than npri-urther studies should be performed to analyze the rea-
latent bugs. sons for this difference.

Table 1. Main findings of this study and their implications. T he methodology for collecting the data
presented here is described in Section 2 and the results are e xplained in detail in Section 4.

Phase Number of bugs bugs. We analyzed the bugs using information contained in
Total MySQL server closed bugs 12.5k the bug reports (including the patches), as well as the sourc
Concurrency related keyword matches 583 code of the application.
Sampled bugs 347 Bug reports contain several types of information that are
Concurrency bugs analyzed 80 S

useful for filtering out non-concurrency bugs, and for uader
Table 2. Bug counts for different stages of the standmg their charactgns_tlcs. In particular, bug req;_)oan— _
analysis. tain not only the description of the bug, but also discussion

among the developers and debuggers about how to diagnose

and solve the problem. The information contained in these

discussions is often important to understand the bugs, in
ficult to successfully analyze. Second, concurrency bugsparticular to determine whether they are concurrency bugs,
are likely to be underreported, which would explain why and to understand their effects. Typically the bug repoltt wi
out of a total of about 12.5k bugs in the bug database wega|so include the patch, and even the method to reproduce

only found 80 concurrency bugs. the bug; sometimes more than one patch attempt is made
before developers agree on a definitive patch. Bug reports
2.3 Manual analysis of bug reports also include additional fields such as the perceived sgyerit

the status, and the software version affected.
We manually analyzed the bug reports of the sampled list  We used all these types of information contained in bug
of bugs, focusing on trying to understand the effects of the reports to gain an understanding of how bugs are triggered



and when they are what are their effectin addition, some Despite the existence of recent proposals for other types
of this information was also used to estimate the complexity of synchronization primitives such as transactional mem-
of fixing concurrency bugs and their severity. ory [17], there is value in studying and improving the meth-
ods that address the problems with lock-based synchroniza-
3 MySQL tion. This is not onlly bepause we still run many applications
that use locks, which will benefit from being made more ro-
bust for years to come, but also because the vision behind
In this section we provide a brief overview of the char- such proposals is not to entirely replace locks, but instead
acteristics of MySQL that are relevant for this study. to use these new primitives in smaller sections of the code
where the possible performance impact would be lower.

3.1 Internal structure
3.3 Request vs. transaction concurrency

MySQL is a complex code base where the state of the
server is spread across multiple data structures that ar
stored both in memory and persistently. Here we describe
some of the main data structures that will be referred to in
later sections.

An important class of stored structures are data files
that contain the contents of different tables stored in the
database. In addition, a series of files containing the in-
dexes of the tables are also maintained, which allow for fast
lookups by the contents of certain columns of the tables.

Another important persistent structure is the binary log We will onlv analvze buas that are trigaered by concur-
(referred to as the binlog structure), which is used for two Y y g 99 y

. . . . rent individual requests, since these are the ones thattrefle
different purposes. The log is mainly useful when primary-

backup replication of the database is used, in which the pri_the traditional concurrency problems that arise in palralle
programs. Bugs that are triggered by concurrent transac-

mary replica writes to the binlog the statements correspond tions but can be reproduced deterministically by a given se-

ing to all client requests that modify the database state. Th : .
: . guence of requests are not considered concurrency bugs in
backup replicas then sequentially re-execute the statismen this study

contained in the binlog. The other use of the binlog is re- )
. . Thus we define a concurrency bug as one where the ap-
lated to other recovery operations such as restoring de¢aba . . . . . .
plication deviates from the intended behavior, given a cer-

state from a backup file, in which case some events thattain pattern of inputs, but it must be the case that the bug

were logged after the bac.kup opergnon mustbe re-executedi.s only manifested under specific thread interleavingss Thi
Finally, MySQL contains a series of caches that speed

. ; definition is general enough to include both safety problems
up access to persistent structures or processing of request

For inst tabl he holds the d - ¢ " (e.g., server crash or issuing wrong replies) and liveness
orinstance, a table cache nolds the descriplors of rgcen ?roblems (e.g., deadlocks or even performance bugs).
accessed tables, while a query cache holds the results o

recently executed queries.
4 Results

To correctly understand the meaning of concurrency
ugs the distinction between request and transaction-leve
concurrency needs to be clear. In a database system, client

operations are logically grouped into transactions, edch o
which consists of a sequence of requests (e.g., requests to
begin a transaction, read or write to the database, and com-
mit or abort the transaction). There is often some confusion
between the notion of concurrent transactions and concur-
rent requests, and which kinds of concurrency bugs are we
interested in.

3.2 Concurrent programmin . . .
prog & In this section we present the results of our analysis of

the 80 concurrency bugs that we found in the MySQL bug

The use of concurrency in MySQL is typical of a server gatapase. A summary of these results and their main impli-
application. Clients issue several requests to the dagabas:ations are also presented in Table 1.

server, which are grouped into sessions (called connec-

tions). Each connection is handled by a separate thread ory 1  Evolution of concurrency bugs

the server side, and different threads contend for access to

many shared data structures, such as the ones we mentioned We investigated the proportion of concurrency bugs

above. To synchronize access to these structures, threadsesent in the bug database and how this proportion evolves.

mostly resort to locks but also use condition variables. We were interested in knowing whether concurrency bugs
2 . . are becoming more prevalent. To determine this, we iden-
The raw data gathered from this manual analysis can .. . .

be found at http:/www.mpi-sws.org/ ~ pfonsecal tified the opening and closing year of the concurrency bugs

dsn2010-bug-study.tgz that we analyzed as well as of all closed bugs within the
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Figure 1. Evolution of bugs (by open date). Figure 2. Evolution of bugs (by close date).

MySQL server category. To obtain the set containing all Table 3. Note that the sum of all occurrences is larger than
bugs we excluded the keyword part of the search togetherthe total number of bugs because some bugs fit into more
with the sampling phase explained in Section 2. For eachthan one category.

year we counted the number of concurrency bugs and their e can see that there are slightly more bugs that cause
proportion (compared with generic bugs). We looked at non-deadlock conditions (63%) than deadlock conditions
both the opening date and closing date because program¢409), and among the non-deadlock bugs the most preva-
mers typically require a significant amount of time (i.e., |ent consequences are either causing the server to crash
many months) to solve the bugs under analysis. The result§289s) or providing the wrong results to the user, which we
are presented in Figures 1 and 2. From these results we cafermsemantic bugél5%).

see thqt there has been a trend of increasing number and gemantic bugs are Byzantine failures, where the applica-
proportion of concurrency bugs over the years. However, yjon provides the user with a result that violates the inezhd
this trend does not seem to be very prominent. semantics of the application. This is an interesting class

The data that we collect does not allow us to determine uf y,gs since masking their effects requires sophisticated
the causes underlying this finding, however we can think of (304 possibly expensive) techniques such as Byzantine-

two possible reasons for this slight increase. One possibleggyt-tolerant replication [10] or run-time verificatior the
explanation is that the advent of multi-core hardware cause pehavior of the application against a specification of the

users and developers to stumble upon these bugs more OfSystem [30]. We discuss these bugs in more detail in Sec-
ten than they used to in the past. Another explanation thatyjon 4.4.

we cannot rule out is that developers, while trying to fur-
ther parallelize the code, actually increase the number of
concurrency bugs that they introduce.

Of the concurrency bugs that we sampled, the oldest con-

The high percentage of deadlock bugs that we encoun-
tered leads us to believe that, despite significant research
to address deadlock bugs, in practice this class of bugs stil
constitutes a significant problem for the robustness of soft

currency bug was opened in March 2nd, 2003, while the 516 The percentage of deadlock bugs that our study found
youngest was closed in September 16th, 2009. Thereforeig ir, jine with results from other studies [22].

to ;n%kett#e compafrlsorhzalrl,_ v;/e fXdUd?dShe bugs(;rlatwere The remaining three classes of external effects were
outsige this range from the liSt ot generic bugs use Ocom'slightly less prevalent. These are error messages (9%),

pute the proportions. ) ) which we distinguish from the class of semantic bugs, de-
) To mterpret these results ',t shoulq also be tak(_an |n.to Con'spite the fact that when error messages are provided to the
S|de|rat|on that, as we shtc))w n Se(guon 4.7,|the time it takes, sor an unexpected result is also returned. We distinguish
LO c ose;(a concm:}rrency ug cfan Teh_qwtelqng (i'g'hsorgeerror bugs from semantic bugs by the fact that an error is
ugs took more than a yearto ')f)' IS explains w yt. €ab- yetected by the server and therefore is explicitly flagged in
solute number of bugs op_ened in the last year is low: many o reply to the client request, and can be handled by the
concurrency bugs potentlally discovered in 2009 have not i application appropriately. For instance, in one bug
yet ber(]an flfxed, which meanjfthgy ire no:jyet closed and(bug #42519) when a restore operation is performed con-
were therefore not accounted for in this study. currently with an insert operation a generic error message i
returned to the user. We also found a number of bugs (8%)
in which client requests hang (the client does not receive a
reply), which differs from a deadlock situation where one
We analyzed the concurrency bugs with respect to thethread or a series of threads are waiting in a circular de-
external effects that are exposed to the clients, and divide pendency. Typically these are caused by a thread that fails
these effects into six categories. The results are presente to release a certain lock, causing another thread thattries

4.2 External effects



External effect Number of bugs External effect Number of bugs
Crash 22 Crash 1
Deadlock 32 Deadlock 0
Error 7 Error 0
Hang 6 Hang 0
Performance 5 Performance 1
Semantic (Byzantine 12 Semantic (Byzantine 11
Table 3. External effects of concurrency Table 4. Effects of latent concurrency bugs.

bugs.

acquire it to wait forever. Finally, we found a few (6%) con- i ) )
a latent error is activated and becomes a failure. On the

currency bugs that caused performance degradation (e.g$ : s
other hand, this opens an opportunity for the methods that

memory leaks that increase the number of page faults the

server incurs). handle non-crash faults to try to heal the state of the ap-
plication in the background instead of masking the effects

4.3 Latent bugs of these faults in the foreground. For instance, rather than
tolerating semantic errors using Byzantine Fault Toleeanc

Next we analyzed whether the bugs caused latent errors(BFT) repIicaFion, where the OUtp‘%t ‘?f each requestis yoted

upon, one might be able to get similar results by having a

or not. We define a latent bug as one where the (concur- : ;
rent) requests that cause the erroneous state to occur diffeforeground replica that issues the reply, and a background

from the request (or requests) that cause the externateffec "ePlica that checks and recovers the service state.

of the bug to be exposed to the clients (i.e., the violation to

the application’s specification). In other words, lateng®u A concrete example of a latent bug will help the reader
cause internal data structures to be silently corrupted (. understand some of the typical patterns surrounding bugs
an error) but do not immediate|y cause a wrong output (i_e_’ that are both latent and semantic. Bug #14262 involved con-
a failure). A failure is only triggered by a subsequent re- current requests updating both the contents of the database

quest that may not have to run concurrently with any other (€.9., table contents) and the binlog structure. This bug is
requests. caused by the code not enforcing the same order for con-

We found that a relevant fraction of concurrency bugs in current requests that update both the table contents and the

our study were latent (15% versus 85% non-latent bugs).Pinlog. Thus, when a specific set of statements is sent to
This result was somewhat surprising and has an interestingh€e primary replica, the primary replica updates the table
implication. The fraction is large enough that we believe data by executing the statements in one order but, depend-
there is value in developing tools that try to recover the in- iNg on the exact interleaving of threads, may write those
ternal state of the concurrent app”cation_ Performin@]suc statements to the blnlog in the reverse order. The result of
a recovery could prevent concurrency bugs from affecting this bug to the client is onIy visible after a fault of the pri—
the correct behavior of the application, even after the con-mary replica occurs (or when clients otherwise contact the
current requests that cause the error have already been ex&ackup replicas). In this case, one of the backups will take
cuted and the application state is corrupt. over with a state that diverges from the previously observed
We also ana|yzed how latent bugs were Categorized aC_State (ln that it reflects a different sequence for transacti
cording to the previous analysis of their external effects. €xecution) and subsequent results will be incoherent with
The results in Table 4 show a very high correlation betweenthose that were previously returned.
latent and semantic bugs: 92% of the latent bugs manifest
themselves by returning wrong results to the client, and con  In the remainder of this section we will analyze semantic
versely also 92% of the semantic bugs are latent. (The factand latent bugs in more detail. The reason for our focus is
that these values are exactly the same is only a consequendevofold. First, we found these bugs to have a relevant (and
of the relatively small sample size.) perhaps unexpected) prevalence. Second, and more impor-
We see two possible consequences of the high correlatantly, although existing tools are very effective at hamgll
tion between latent and semantic bugs. On the one handapplication crashes (e.g., Rx [28]) and deadlocks (e.gn-Di
methods to address the problems caused by latent bugs wilmunix [19]), they are not so effective at handling the re-
have to take into account that they manifest themselvesmaining, more subtle types of failures. Thus, there is a re-
through violations of the application semantics (rathanth  search opportunity for improving methods that address this
crashing or halting), which raises the bar for detectingnvhe type of concurrency bug.



4.4 Characteristics of semantic bugs Data structure| Number of bUgS Persistent?
Data file 11 Yes
We further analyzed the incorrect outputs returned by se- Ind(.ex. f.'le . 9 Yes
. . . e o Definition file 8 Yes
mantic bugs in order to determine how difficult it is to de- Query cache 7 NO
tect them, eg., using arun-time moni_toring too_I [30], whic Key cache 6 No *
would avoid the use of more expensive techniques such as Binlog 5 Yes

BFT replication [10].
Out of all the semantic bugs, we found only one to have  Table 5. Most frequent data structures in-
a self-inconsistent output, meaning that the buggy output volved in latent bugs. * The contents of the
clearly deviated from the expected reply. In this particula cache can also be written back to disk.
bug, the wrong reply returned to clients contains informa-
tion about the contents of a certain table, but at the same
time the reply also contains information that indicateg tha
the table does not exist in the database.
None of the remaining bugs were self-inconsistent, im-
plying that there are limited benefits from detection tech-
nigues that try to validate the correctness of the apptoati

maining 92% involve inconsistency between separate struc-
tures.
Next we analyzed whether the data structures involved
are persistent structures stored on disk or volatile sirest
by analyzing the replies. kept in memory. Table 5_shows that the thre_e most affecte(_j
We further analyzed these results and categorized th data structures are persistent, namely_ th_e files that contai
. . She database contents, the respective indices, and thes afor
o_utput O.f ?ema'ﬁ“c bugs into two groups. Some of the bugsmentioned binlog file. We also found a large number of
dldTr;]oet ]:‘Iitr!:torithercoc]:r:?;iiengrg;g&of these buds. corre bugs involving caches that are only stored in main memory.
sponds to om?tputz,that reflectgan o:dering of pre\?io’usly ex- Note,_ however, that these r_e_sults do not allow us to draw
ecuted transactions that is inconsistent with the orderingConCIUSIOnS.abOUt the pr(_)bablhty thataccesses to theae da
that was implied in previous replies. The latent bug we st_ructurestnggerbugs, given thatwe do notknow how O“ef‘
P P plIes. 9 different structures are accessed (and also we cannot claim

described b?fore where binlog entries V\{ere logged n thethat we have a perfectly representative sample of the exist-
wrong order is an example of such a bug: after the prlmarying bugs)

becomes faulty, the output of the system reflects the order Note that the numbers in Table 5 do not add up to the

in which transactions were recorded in the binlog, which :
. . ; o total number of latent bugs because certain bugs affected
differs from the order in which they had been originally ex- .
more than one data structure, as explained before.

ecuted.

The second group, containing 25% of the bugs, corre-
sponds to violations of transactional semantics, in pattic
lar of the isolation property of the transactions. This ngean
that transaction A could see the intermediate effects of a We looked at the ability of the application to recover
concurrent transaction B (e.g., some of the updates maddrom latent bugs after they have caused an error (i.e., cor-

.6 Recovering from latent errors

by transaction B, but not all of them). rupted the internal state). The recovery mechanisms we
Finally, 17% of the semantics bugs did not fall into either consider in this section are relatively simple ones: weiden
of the previous two categories. tified the latent errors that can be recovered by a server

restart or other simple mechanisms (e.g., reloading irgjexe
that do not require writing extensive recovery-specificecod
We present the results in Table 6. Note that some bugs allow
We also analyzed the set of latent bugs in more detail. mare than one smple recovery mechanlsml. , )

We found that in one third of the cases it is possible to

In our analysis, we paid close attention to how the internal i )
state was being corrupted, so that we could gain better un.use simple mechanisms to recover latent errors such that

derstanding of the kinds of techniques that can be useful forthey g0 complete_ly unnotlcgd by users. Thls_mcreases the
detecting the errors before they are exposed to the user an&hances of adopting proactive recovery techniques.
for recovering the internal state of the application.

First, we determined whether each bug corrupted a sin-4-7 Severity and fixing complexity
gle high-level data structure, or modified two or more data
structures in an inconsistent way (leaving them in an in-  Finally, we compared concurrency bugs belonging to dif-
correct state relative to each other). Only 8% of the latent ferent categories with respect to their severity and to the
concurrency bugs involve a single data structure, and the re complexity of fixing them, according to the bug report fields

4.5 Internal effects of latent bugs



Number of bugs Bug immediacy Time | Patches| Files | Disc.
No simple recovery mechanism 8 Latent 114/79| 3.8/2 | 2.3/1| 10.4/7.5
Allow for simple recovery: 4 Non-latent 137/90| 2.7/2 | 3.9/1| 11.6/9
Server restart 4
Other mechanisms 3 Bug category Time | Patches| Files | Disc.
Deadlock 125/90 1.9/2 | 1.5/1| 9.3/9
Table 6. Recovery mechanisms for latent con- Crash 128/83 | 3.5/2 | 7.7/3| 12.9/11
currency bugs. Error 150/94 3.0/2 | 4.4/4] 17.0/11
Hang 210/116| 4.5/2 | 3.8/2 | 13.2/11
Performance 125/92 | 1.4/25| 1.8/2| 8.2/6
- - - Semantic 108/67 3.8/2 | 2.2/1| 10.5/8
Bug immediacy | Severity
Latent 2 Table 8. Complexity of fixing concurrency
Non-latent 2.2 . . .
bugs according to their immediacy and cat-
Bug category Severity egory. For ea_ch class of bugs we present_the
Deadiock 53 average/median for each of the four metrics:
Crash 1.7 time in days, number of patches, number of
Error 2.4 files in the patches and the number of com-
Hang 2 ments in the discussion.
Performance 3
Semantic 2.2

Table 7. Average severity of concurrency 5 Discussion and limitations

bugs according to their immediacy and cat-

egory. Maximum severity is rated as 1 (i.e., One of the results of our study is that the percentage of
critical bug) while minimum severity is rated concurrency bugs present in the bug database is low. This
as 5. is not very surprising, since it has long been believed that

concurrency bugs are underrepresented. The fact that con-

currency bugs are hard to observe and reproduce (in fact

they are commonly referred to as Heisenbugs [15]) is likely
that specify these properties. Additionally, we also com- to contribute to their underrepresentation in bug database
pared non-latent bugs against latent bugs with respect tofor three main reasons. First, when users are faced with
these two properties. the bug a single time they may not even be sure that it is
a problem with the software and might not report it at all.

results show that latent bugs were considered to be slightlysec?]r.]d’ evi:n v_vh:,tn u?ebrs are a_bblle t? reprodclche b&gssn the|r
more severe on average than non-latent bugs. In the rankinéﬂacd |ne|s, ! r‘fng not be p?zs' te 0 reﬁré)_ﬁuce N _ugzhln
of severity by external effects, crash bugs were found to be € developers environment due to smail diterences in the

the most severe while, as expected, performance bugs Wergnwronments. Third, even if developers manage Fo repro-
found to be the least severe. uce the bug, they might not be able to systematically re-

produce it using traditional debugging methods, since some

For the complexity of fixing concurrency bugs we used gepygging tools and methods might interfere with the re-
four metrics that we extracted from the bug reports: time to o qycibility of the bug.

fix the bug, number of patching attempts, number of files | this work we focused our attention on concurrency
changed in the final patch, and the number of comments ©Xpugs found in the MySQL application. A previous paper
changed in the bug reports. Although none of these metricscompared concurrency and non-concurrency bugs of three
is perfect, in combination they help us estimate the com- yifferent database systems including MySQL [32]. It con-
plexity of fixing these bugs. We present a comparison of ¢|yded that the three different database systems exhiaited
the four complexity metrics in Table 8. Since some of these very similar proportion of crash vs. non-crash faults (i.e.
fields contain significant outliers, in addition to presegti 5 pit over half of the bugs led to non-crash faults in each
the average for all four metrics we also present the median.q5tapase system). While not conclusive, this leads us to be-
Our analysis of the fixing complexity revealed a surpris- lieve that the bug patterns we found in MySQL might also
ing result: non-latent bugs were found to be more complex apply to other database systems. More analyses are required
to fix than latent bugs in all metrics except for the number to confirm whether this is in fact the case.
of patches. We do not have a clear explanation, so we defer On the other hand, it seems less likely that these results
study of the reasons for this to future work. can be generalized to arbitrary multi-threaded applicatio

The average severity of bugs is compared in Table 7. The



Applications can be very different (e.g., some have graph-source applications (including MySQL) but the focus of
ical user interfaces while others do not, some applicationstheir work was quite different from ours. They analyzed all
use the client-server model while others do not). As an ex-bugs (among which only 12 were concurrent) and focused
ample, from the data collected in another study [22] that exclusively on determining whether generic recovery tech-
compared different applications, about half of the deddioc  niques such as process pairs would be effective in toleyatin
found in MySQL involved only 1 resource while almost all them. In their case, concurrency bugs were only one pos-
of the deadlocks found in Mozilla involved 2 or more re- sible type of bug that fell into the category for which such
sources. Given the very different characteristics of appli  techniques are effective. In contrast, we focus on a more
tions, we believe that the conclusions that we present herenarrow class of bugs by limiting ourselves to concurrency
are unlikely to be generalizable to arbitrary multi-thredd  bugs, but provide a broader analysis taking into considera-
applications. tion several characteristics of these bugs.

The number of bugs analyzed in this study is compara-  parchi et al. analyzed concurrency bugs, but by artifi-
!ole to the number of bug_s gnalyzed in other related StUd'ciaIIy creating them [14]. The methodology adopted by
ies [11,22, 32]. However, it is worth noting thgt our results he study was to ask programmers to write programs con-
could pot_enually suffer from.two sources qf bias. FI_I‘SI!‘ OU  taining concurrency bugs, which arguably may not lead to
sample, in absolute terms, is small. Obviously, this limits 1, s that are representative of real world problems. In con-

the confidence in the results, but at the same time it is ayaqt e analyze a database of bugs in a widely used, well-
limitation that is difficult to overcome due to the time re- maintained application.

quired to gather the data and the amount of data available.
(Thisis a limitation shared by previous studies.) Secored, w

only analyzed bugs that were documented and fixed. This€'e found in four open source applications. Using the re-
means we did not account for bugs that were not fixed (Orspectlve bug report databases, the authors analyzed a total

even found), nor bugs that were fixed but not documented.Cf 105 concurrency bugs. Their study focused on several
We believe that these biases are very difficult to overcomeaSp,ects of the causes of concurrency bugs, and the study of
given the nature of bugs in general but specifically given their effects was limited to_determlmng whet_herthgy cause
the nature of concurrency bugs. Nevertheless, more studie§€2docks or not. We build on this study, in particular by

are desirable to improve our understanding of concurrencyusing avery similar_methodology for deciding which b“gs
bugs. to analyze, but provide a complementary angle by studying

the effects of concurrency bugs (e.g., whether concurrency
bugs are latent or not, or what type of failures they cause).

There also exist various studies of bug characteristics
Gi he i ¢ sof liabil d th in software systems focusing on several aspects of generic
lven the importance of software reliability and the bugs [12, 16, 21, 25, 31]. In contrast, our study focuses

prevalence of bugs n software in general, many StUdIesspeciﬁcally on concurrency bugs, which are more challeng-
about bugs have previously been undertaken. ing to analyze

There is a large body of literature about the propaga- )
tion [33] and even prediction [24] of bugs in source code. Recently Sahoo et al. have been trying to understand the

Some of these studies use the revision control system td@Producibility of bugs [29]. While the main focus of their
understand the behavior of programmers and its effects orStUdy was not concurrency bugs, the authors distinguished
software reliability (e.g., which components or sourceecod €Oncurrency bugs from non-concurrency bugs when trying
files are most prone to errors). This work is complemen- {© characterize their reproducibility.
tary to the work presented in this paper, which is focused Finally, there exist many proposals for handling concur-
on a specific class of bugs (i.e., concurrency bugs) and onrency bugs. These represent not only different techniques,
understanding their consequences. but also very different approaches to improving software re

In a previous paper, researchers analyzed the consehability. They include approaches to avoid bugs [17], to
guences of bugs for three different database systems [32]find bugs [13], to mask bugs [32] and even to recover from
However the authors did not distinguish between con- bugs [9]. Because concurrency bugs, in addition to being
currency and non-concurrency bugs, and only evaluateddependenton the input, are also dependent on the interleav-
whether they caused crash or Byzantine faults (since thating chosen by the operating system, there are approaches
paper was focused on presenting a replication architecturethat specifically handle concurrency bugs by artificially-di
instead of being focused on studying bugs). In contrast, weturbing [6], controlling [23] or limiting [7] thread integlav-
provide a detailed analysis of the effects of the bugs and weings. Our work is complementary in that it has the potential
focus on concurrency bugs. to guide and motivate the development of these kinds of

Chandraetal. [11]looked at bug databases of three opentechniques and approaches.

Recently Lu et al. [22] studied real concurrency bugs that

6 Reated Work



7 Conclusion [20]

Concurrency bugs pose a challenge in the developmen{ll]
of reliable applications. Concurrency bugs are a type of bug
that is likely to become more and more prevalent in the de- ;5
velopment life cycle as applications become more concur-
rent to take advantage of parallelism in the hardware.

To gain a better understanding of this problem, we pre-
sented a study of concurrency bugs in MySQL. In contrast
to previous studies, we focused on the effects of concur-[14]
rency bugs rather than on their causes.

Studying how bugs manifest enabled us to produce some15]
interesting findings, such as a high prevalence of laterdg bug
that silently corrupt data structures but may take longer to [16]
become externally visible, and a strong correlation betwee
latent bugs and bugs that cause Byzantine failures.

We hope that our study can open interesting avenues fo
future research. In particular, we intend to develop tduds t
address the issue of latent bugs from two different angles.[28!
First, we need to develop better ways to find these bugs durTlg]
ing the course of testing. We intend to develop better tools
for catching the subtle corruption of internal state caused
the kinds of bugs we analyzed. Second, latent bugs providézo]
an interesting opportunity to develop techniques thatadete [21)
them and heal the service state before the buggy output is
seen by clients.
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