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Abstract
We discuss the problem of non-intrusive concurrent error
detection (CED) for random logic. We analyze the optimal
solution model and we point out the limitations that prevent
logic synthesis from yielding a minimal cost implementation.
We explain how duplication-based CED exploits decomposition to alleviate these limitations for the unrestricted error
model. We then examine a compaction-based CED method,
which employs a similar decomposition principle to alleviate
synthesis limitations for restricted error models. We demonstrate the cost reduction achieved by the decomposed method
through experimental results and we discuss the points where
optimality is lost, possible remedies, and extension to finite
state machines (FSMs).

1. Introduction
Concurrent test methods enable integrated circuits to verify the correctness of their results during normal operation.
While this ability is highly desirable, especially in high safety
applications, designing a cost-effective concurrently testable
circuit is a challenging task. Quality assessment of concurrent test methods relies on several parameters, including the
model of detectable faults or errors, the worst-case detection
latency, and the incurred area overhead. Additionally, an important consideration is whether a concurrent test method is
intrusive or non-intrusive, i.e. whether the original circuit is
modified or left intact, respectively. The importance of concurrent test in only accentuated by the plethora and variety of
previous research efforts in this area [1, 2, 3, 4].
Several low-cost, non-intrusive, concurrent fault detection
(CFD) methods have been proposed for stuck-at faults in
combinational circuits. C-BIST [3] employs input monitoring to perform concurrent self-test. While hardware overhead
is very low, the method relies on an ordered appearance of
all possible input vectors before a signature indicating circuit
correctness can be calculated, resulting in very long detection
latency. This problem is alleviated in R-CBIST [4], where
the requirement for a uniquely ordered appearance of all input combinations is relaxed at the cost of a small RAM. Alternatively, latency is reduced through the comparison-based
method in [5], which uses additional logic to predict the circuit responses for a complete test set.
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Towards the high-cost end, several concurrent error detection (CED) zero-latency methods have been proposed for
both combinational and sequential circuits [1]. Reducing
the area overhead below the cost of duplication typically requires redesign of the original circuit, thus leading to intrusive methodologies. Several redesign and resynthesis methods are described in [6, 7, 8, 9], wherein parity or various
unordered codes are employed to encode the states of the circuit. Limitations of [9], such as structural constraints requiring an inverter-free design, are alleviated in [10], where partitioning is employed to reduce the incurred hardware overhead. Utilization of multiple parity bits, first proposed in
[11], is examined in [12] within the context of FSMs. These
methods render totally self-checking circuits and guarantee
zero-latency error detection; on the down side, they are intrusive and relatively expensive. Non-intrusive CED methods have also been proposed. The general algebraic model is
introduced in [13]. Implementations based on Bose-Lin and
Berger codes are presented in [14] and [15], respectively. Finally, parity-based CED methods for combinational circuits
and FSMs are described in [1, 16]. The circuit is resynthesized to include CED based on multiple parity groups. A cost
function reflecting the total cost of the modified original circuit and the parity prediction circuit guides the formation of
parity groups.
In this paper, we examine a low-cost, zero-latency, nonintrusive CED method for restricted error models. The
method is based on compaction of the circuit outputs, prediction of the compacted responses, and comparison. As
opposed to duplication-based CED, which targets the unrestricted error model, this method achieves significant hardware cost reduction by utilizing the information available
through a restricted error model. The general underlying
principle of this method was first modelled in [1]. For the
purpose of completeness, we review the optimal solution for
this problem in Section 2. We then focus on logic synthesis limitations that prevent the optimal model from yielding a minimal cost implementation, which we demonstrate
through an example in Section 3. Compaction-based CED
method, which follows the paradigm of duplication-based
CED and addresses these limitations through decomposition
is discussed in Section 4. Experimental results in support of
this method are provided in Section 5, followed by a discussion regarding optimality, possible improvements, and extension to FSMs in Section 6.

3. Synthesis Limitations
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Figure 1. Non-Intrusive CED Model

2. Optimal Non-Intrusive CED
We first review the optimal model for non-intrusive CED
[1]. It is important to emphasize that this discussion is based
on the assumption that a restricted error model is specified.
Indeed, for an unrestricted error model, wherein an errorfree response may be transformed into an arbitrary erroneous
response, information theory proves that any non-intrusive
CED circuit will be as complex as the original circuit [17].
In this case, duplication (possibly with design diversity to
avoid common-mode failures [18]) constitutes the most appropriate non-intrusive CED method.
In order to preserve generality, we assume that the error
model is not defined through permanent or transient faults in
the hardware, but rather in terms of the erroneous behavior
that such faults induce. Thus, any fault model can be prescribed by providing for every input combination the errorfree response and all erroneous responses resulting from
faults in the model. Consider, for example, the combinational
circuit with m inputs and n outputs shown in Fig. 1. For every input combination a ∈ [0, . . . , 2m − 1], we define the
error-free response of the circuit as GM (a), the set of erroneous responses resulting from faults in the prescribed fault
model as BM (a), and the set of responses that will never
occur for faults in the prescribed fault model as DC(a). As
depicted in Fig. 1, the non-intrusive CED circuit monitors the
m inputs and n outputs and indicates errors through the 1-bit
CED OUT output. The functionality of the CED circuitry
may be defined for every a ∈ [0, . . . , 2m − 1] as follows:
(
CED

OU T =

1 :
0 :
X :

IN = a
IN = a
IN = a

∧
∧
∧

OU T = GM (a)
OU T ∈ BM (a)
OU T ∈ DC(a)

)

Given this CED function definition, a synthesis tool could
be employed to produce the actual CED circuit. If synthesis
algorithms [19] were able to search exhaustively and generate the circuit with minimal area cost, this process would
yield the optimal non-intrusive CED solution. However, in
order to deal with the large search space, synthesis tools [20]
employ heuristics that may lead to sub-optimal solutions.
Thus, it is possible that alternative problem modelling may
result in more cost-effective CED circuits.
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Exact optimization methods for synthesis of circuits as
multi-level networks are not considered to be practical [19].
The flexibility offered by multi-level networks in circuit implementation comes at the cost of a large search space and,
consequently, great difficulty in minimizing the circuit cost.
Although several heuristics exist for this purpose, their effectiveness deteriorates as the number of inputs, the number of
outputs, and the number of don’t care conditions in the circuit definition increase. An increase in the number of inputs
implies a larger number of boolean sub-cubes. An increase
in the number of outputs implies more opportunities for common boolean sub-cube extraction. An increase in the number
of don’t care conditions implies more flexibility in embedding a boolean function within an environment. In all three
cases, the search space increases rapidly and heuristics have
a hard time finding the optimal solution.
To demonstrate the impact of synthesis limitations on optimality of CED cost, we employ an example using duplication, the simplest non-intrusive CED method. More specifically, consider the 4-bit multiplier shown in Fig. 2(a). The
multiplier is defined in pla format, synthesized using the
rugged script of SIS [20], and mapped onto a standard library comprising 2-input gates. The cost of the multiplier
is provided through the print map stats command of SIS.
The hardware added for duplication-based CED includes a
replica of the circuit along with an 8-bit comparator, the cost
of which is also indicated in Fig. 2(a). Alternatively, as
shown in Fig. 2(b), the functionality of the CED hardware
can be described as a single boolean function of 16 variables, namely the 8 inputs and the 8 outputs of the multiplier.
Essentially, for every input combination and corresponding
error-free output the CED function is equal to 1, while for
every input combination and erroneous output the CED function is equal to 0. Presumably, synthesizing the behavior of
the duplicate circuit and the comparator as a monolithic entity should result in more opportunities for hardware sharing
and optimization across the two modules. However, when
this function is synthesized through the exact same process
as above, its cost exceeds the sum of the costs of the duplicate circuit and the comparator as synthesized separately.
Clearly, this is a shortcoming of the synthesis system,
which is attributed to the aforementioned reasons. Essentially, in this example, decomposed synthesis of the CED
function finds a less costly solution than monolithic synthesis. For a circuit with m inputs and n outputs, monolithic synthesis searches in the space created by m + n
variables, while decomposed synthesis searches in a much
smaller space of only m variables. Therefore, the latter is
more efficient in reducing the circuit cost since it has a much
smaller search space to explore. Moreover, the cost of the mbit comparator is small, despite the fact that it is a function of
2m variables. The reason for this is that an m-bit comparator

A

B

4

A

4

4

4

Duplicate
4-Bit Multiplier
Cost = 346608

4-Bit Multiplier

B

4

4

4
4

Concurrent Error
Detection Circuit

4-Bit Multiplier

CED OUT=1 iff
C=A*B

8
8

8-Bit Comparator
Cost = 50576

8

C

8

CED
OUT
1

1

CED
OUT

Cost = 941920
8

C
(b)

(a)

Figure 2. Decomposed vs. Monolithic Synthesis of Duplication-Based CED Circuit

is essentially a collection of m functions of 2 variables each,
followed by a tree of depth log m of 2-input gates. Therefore, decomposed synthesis of duplication circuitry proves to
be more cost-effective. Of course, one may not argue that this
will always be the case. There is a circuit complexity threshold below which the synthesis heuristics will yield better results for the monolithic circuit. Given the NP-hard nature of
the problem, however, an informed a priori decomposition
may significantly assist the synthesis task and reduce cost.
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Figure 3. Compaction-Based Non-Intrusive CED

4. Compaction-Based CED
Extending this observation to the optimal non-intrusive
CED function for restricted error models discussed in Section
2, we anticipate that it will also lead to sub-optimal results.
In order to alleviate this problem, we propose a method that
exploits the same decomposition principle in order to reduce
the cost of non-intrusive CED for restricted error models.

4.1. Methodology Overview
The proposed solution is a comparison-based, nonintrusive CED method that utilizes the information available
in the restricted error model in order to reduce the area cost.
More specifically, it exploits the fact that for every input a,
the CED circuit needs to distinguish between the error-free
response GM (a) and erroneous responses in the set BM (a),
but not between the error-free response GM (a) and erroneous responses in the set DC(a), since the latter will never
occur for faults in the prescribed model. As a result, the
responses of the circuit may be compacted into a smaller
number of bits, while preserving the information necessary
to identify all errors in the restricted error model. Subsequently, it is not necessary to predict through duplication the
value of all output bits and compare to the actual response of
the circuit. Instead, it is sufficient to predict and compare to
the compacted responses which comprise fewer bits.
The proposed scheme is depicted in Fig. 3 for a circuit
with m inputs and n outputs. A compactor is added to compact the n-bit output into k bits, sufficient to distinguish between error-free and possible erroneous responses. A predictor is consequently required to predict the value of the k-bit
responses for each m-bit input. Finally, a k-bit comparator is
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employed to indicate any discrepancy between the predicted
and the actual compacted response.
In essence, this method decomposes the model of the optimal CED solution discussed in Section 2 into a compactor, a
predictor, and a comparator. This can be thought of as an instance of the general scheme of separate processing of check
symbols described in [1]. In a fashion similar to duplication, this decomposition can remedy the limitations of synthesis discussed in Section 3 and provide a low cost CED
circuit. As compared to duplication, the width reduction of
the predicted response is anticipated, on average, to result in
a proportional cost reduction. Additionally, the size of the
comparator is also reduced, leading to further cost savings.
In total, and despite the additional cost incurred by the compactor, the proposed method is expected to incur less area
overhead than duplication.
In terms of effectiveness, the objective of the method is
to detect all errors in a restricted error model, as opposed
to duplication that detects all errors in the unrestricted error
model. Essentially, this is the trade-off for reducing the hardware cost of non-intrusive CED. In order to meet this objective, however, an alias-free compactor is required. Therefore,
success of the proposed method relies on the ability to design
such an alias-free compactor given the error-free and possible erroneous responses for each input combination.

4.2. Alias-Free Compaction
Within the context of the proposed CED method depicted
in Fig. 3, a compactor is alias-free if the k-bit compacted
error-free response GM (a) differs from all k-bit compacted
erroneous responses in BM (a), ∀a ∈ [0, . . . , 2m − 1]. In

essence, duplication may also be viewed as an extreme case
of this method, wherein ∀a ∈ [0, . . . , 2m − 1], BM (a) comprises all 2n − 1 possible erroneous responses and, therefore,
k=n. Consequently, in duplication-based CED for the unrestricted error model, the compactor is eliminated and the predictor becomes a replica of the circuit. For the restricted error model, however, the set DC(a), which consists of circuit
responses that will never occur for faults in the prescribed
model, allows alias-free compaction. The compaction function maps a group of circuit responses to the same compacted
response, subject to the aforementioned constraint, and may
therefore reduce the width from n to k.
In order to identify groups of compatible responses, we
construct a graph G(V, E), through which we will eventually derive the functionality of the compactor. The set of
vertices, V , includes a vertex for every distinct error-free and
erroneous response of the circuit, while the set of edges, E,
includes all pairs of vertices representing error-free and erroneous responses for any circuit input. More formally:




[
V =
{GM (a), BM (a)}
and


m
∀a∈[0,...,2 −1]

½
E=

(v1 , v2 ) : v1 , v2 ∈ V ∧ ∃a ∈ [0, . . . , 2m − 1] :
v1 = GM (a) ∧ v2 ∈ BM (a)

In order to meet the constraints of an alias-free compactor,
any two nodes connected by an edge in the graph need to
be compacted into distinct responses. As a result, alias-free
compaction reduces to the well-known graph coloring problem. More specifically, the k outputs of the compactor correspond to the bits necessary to represent the number of distinct colors of the graph. Minimization of the number of necessary colors results in minimization of k and, on average,
minimization of the cost of the compactor and the predictor.
We note that a similar version of this problem within the context of off-line test response compaction was also reduced to
graph coloring [21]. While the problem is NP-complete, several approximation algorithms have been devised [22].

5. Experimental Results
In order to evaluate the proposed compaction-based nonintrusive CED method, we apply it on several circuits. To
preserve generality, we experiment with arbitrary circuits
that were generated through tables filled uniformly at random. In these experiments, the circuits have an equal number of inputs and outputs and the restricted error model comprises all errors resulting from the single stuck-at fault model.
The circuits are converted in pla format, synthesized using
the rugged script of SIS [20] and mapped onto a standard
library comprising 2-input gates. Internally developed software employing fault simulation is used to identify the error-
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free and erroneous responses and, thus, to generate the conflict graph. Subsequently, the graph coloring heuristic described in [22] is used to color the nodes of the conflict graph.
The functionality of the compactor and the predictor is defined through assignment of binary codes to each color, and
by extension to each node in the graph. Color encoding is
performed randomly. Addition of a simple comparator completes the construction of the proposed CED method.
We also constructed the 3 alternative approaches, namely
decomposed synthesis of duplication-based CED, monolithic
synthesis of duplication-based CED, and monolithic synthesis of the optimal CED function for restricted error models
which was described in Section 2. For fairness, the same
synthesis process employing the rugged script of SIS [20] is
applied in all cases. The circuits are mapped onto a standard
library comprising 2-input gates and the area cost is obtained
through the print map stats command. The results are analytically presented for the components of each method and
compared in the Tables of Fig. 4.
The first observation from these tables is that due to
the reasons outlined in Section 3, decomposed synthesis
indeed outperforms monolithic synthesis. For the unrestricted error model, decomposed synthesis of duplicationbased CED costs consistently less than monolithic synthesis of duplication-based CED. Similarly, for restricted error
models, the proposed decomposed CED method costs consistently less than monolithic synthesis of the optimal CED
function. Therefore, the proposed decomposition of CED
functionality into a compactor, a predictor, and a comparator alleviates the limitations of synthesis heuristics.
The second observation concerns the cost of the proposed
method as compared to the cost of duplication. As can be
seen, duplication is cheaper for the smaller circuits, while
the proposed method outperforms duplication for the larger
circuits. In small circuits, the conflict graph is denser, thus
requiring relatively many colors. For example, in the circuit
with 4 I/O, 3 bits are necessary to achieve alias-free compaction of the 4 outputs. The predictor and the comparator are now cheaper than in the case of duplication, yet not
enough to compensate for the cost of the compactor. As the
number of output bits increases, however, the conflict graph
becomes sparser and fewer colors are needed to color it. For
example, in the circuit with 7 I/O, 3 bits are still adequate to
achieve alias-free compaction of the 7 outputs. In this case,
the cost reduction of the predictor and the comparator surpluses the additional cost of the compactor. Interestingly,
as the circuit size increases, the number of erroneous responses per error-free response appears to be growing much
slower than the exponentially growing number of possible
responses. As a result, conflict graphs become sparser and
the number of bits necessary to color them is a diminishing
proportion of the output width. Thus, as the circuit size increases, the proposed CED method is expected to provide
higher savings over duplication-based CED.
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Decomposed Duplication
(Unrestricted Error Model)
Replica
Comparator

4 I/O
5 I/O
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Figure 4. Comparison of Alternative CED Methods

6. Discussion
As demonstrated above, the proposed decomposed approach outperforms monolithic synthesis and reduces the
cost of non-intrusive CED for restricted error models well
below the cost of duplication. Nevertheless, there are several
points where optimality is lost in this method and future improvements may therefore be achieved by addressing them.
The first and most important optimality loss point concerns coloring of the graph. While the ultimate objective is
the minimization of the compactor hardware, the proposed
model aims at minimizing the number of colors in the graph.
Even if we restrict the solution space to the minimal number
of colors, a large number of alternative colorings exist. The
coloring algorithm, however, does not take hardware minimization into account while selecting among them. Moreover, examining the compactor cost for each alternative coloring is infeasible. As a result, the selected coloring may lead
to sub-optimal cost results. Unfortunately, this is a very hard
problem requiring that hardware considerations become part
of the coloring algorithm and very little is known in this area.
The second point of optimality loss concerns the assignment of binary codes to the colors of the graph. Once again,
the actual color encoding impacts directly the cost of the
compactor. At present, our method assigns randomly binary
codes to colors, thus possibly leading to sub-optimal cost results. This problem of assigning the optimal binary codes
to the colors reduces, essentially, to symbolic minimization
and encoding [19] that has been studied extensively both for
two-level and for multi-level logic optimization.
The third point of optimality loss concerns the decom-
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Figure 5. Extension to FSMs

posed synthesis of the predictor and the compactor. The
aforementioned decisions on graph color assignment and
color encoding affect not only the cost of the compactor but
also the cost of the predictor. Optimizing these decisions for
one of these two modules may adversely affect the other. One
way to alleviate this problem is to compare and select among
the two sequential choices, wherein decisions are tuned towards optimizing one of the two modules. To further improve the process, we are currently examining cost functions
that bias color assignment and color encoding towards minimization of both the compactor and the predictor.
Additionally, as the size of the circuit increases, exhaustively enumerating and coloring all the correct and erroneous
responses to guarantee alias-free compaction becomes infeasible. In this case, a probabilistic analysis similar to [16]
could be employed to provide a bound on error-masking.
On a positive note, the proposed method is readily extendible to FSMs. Controllers are typically optimized for

performance and, therefore, non-intrusive techniques are
highly desirable. Consider, for example, the FSM model
depicted in Fig. 5, comprising a Next State / Output combinational logic of m + n1 inputs and n1 + n2 outputs, as
well as a state register of n1 bits. The proposed method may
be applied directly to the Next State / Output combinational
logic. However, errors caused by the State Register will not
be detected. To resolve this problem, we follow the approach
proposed in [12]: The n2 output bits are held in an additional
register and the compaction is performed with a latency of
one clock cycle. Similarly, the prediction results are delayed
by a clock cycle through a register and the comparison is performed in the next clock cycle. Errors in both the Next State
/ Output combinational logic and the State Register will be
detected, at the cost of a constant latency of one clock cycle.
Finally, it should be noted that erroneous behavior of the
added hardware will also be detected. Errors affecting the
output of only the predictor or only the compactor will lead
to a discrepancy between their result. Errors affecting both
modules run the same danger as common mode failures in
duplication, i.e. they will be detected as long as they don’t
mask each other, an event of relatively low occurrence probability. Similarly, as in duplication, errors in the comparator
may also be detected by a totally self-checking (TSC) design.

7. Conclusion
Despite the simplicity of modelling the optimal nonintrusive CED method for restricted error models, obtaining the CED circuit through synthesis does not always yield
an optimal implementation. The non-intrusive CED method
proposed herein demonstrates that alternative problem modelling, which takes into account the shortcomings of synthesis, reduces significantly the cost of the CED circuit. Synthesis limitations are alleviated through a decomposed scheme,
similar to duplication-based CED for the unrestricted error
model. Cost reduction over duplication is achieved through
alias-free compaction of circuit responses, which results in
prediction and comparison of a smaller number of functions,
and thus, to significantly less hardware. While limitations
exist and a number of opportunities for further optimization
have been identified and are currently explored, the proposed
method constitutes a first step towards applicable, low-cost,
non-intrusive CED for restricted error models.
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