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Abstract

We propose a new cryptographic primitive called oblivioignature-
based envelope (OSBE). Informally, an OSBE scheme enatdesder to
send an envelope (encrypted message) to a receiver, antiehfdlowing
two properties: (1) The receiver can open the envelope ifaanig if it has
a third party’s (e.g., a certification authority’s) signawn an agreed-upon
message. (2) The sender does not learn whether the recas/éréhsignature
or not. We show that OSBE can be used to break policy cyclestonzated
trust negotiation (ATN) and to achieve oblivious accesdrbn

We develop a provably secure and efficient OSBE protocol éstife
cates signed using RSA signatures, as well as provably eacut efficient
one-round OSBE protocols for Rabin and BLS signatures frecemt con-
structions for identity-based encryption. We also presemistructions for

*Invited submission to the journd®istributed Computingspecial issue of selected papers of
PODC 2003. Preliminary version appeared in Proceedings of PODAG’@fder the same title.

fMost of this work was performed while the first author was a Reseassio@ate at the Depart-
ment of Computer Science, Stanford University in Stanford, CA 94305



Generalized OSBE, where signatures on multiple messagdg(ssibly by
different authorities) are required to open the envelope.

1 Introduction

Consider the following scenario: user Alice has a certificate showing ligalhas
top-secret clearance. To protect herself, Alice will only present éntficate to
other parties who also have a top-secret clearance certificate. SimiketyBob

has a top-secret certificate and he will only reveal his certificate to otfferhave
top-secret clearance. Now imagine what happens when Alice and Bdbtavis
establish a secure session using automated trust negotiation technique®r Neith
one is willing to present their certificate first. Consequently, they are stugk a
cannot establish the session. We describe efficient cryptographiosslto this
problem. Our solutions work with standard certificate formats.

Exchanging digitally signed certificates is an increasingly popular appifoac
authentication and authorization in distributed systems. These certificabetadss
public keys with key holders’ identity and/or attributes such as employer, nrembe
ship of associations, credit card information, security clearance,@ad.Often,
the attribute information contained in certificates is sensitive. The goal aive-gr
ing body of work onautomated trust negotiation (ATNR5, 21, 24, 26, 28, 29]
is to protect this information. In ATN, each party establishes access tGACY
policies to regulate not only the granting of resources, but also the diselo$
certificates to opponents. (Engaging in a discussion about secranation can
be viewed as an abstract resource protected by the AC policy thateecpacret
clearance certificates.) A negotiation begins when a requester requastess a
resource protected by an AC policy. The negotiation process consstegluence
of exchanges of certificates and possibly AC policies. In the beginnantficates
that are not sensitive are disclosed. As certificates flow, higher lefemitual
trust are established, and AC policies for more sensitive certificatesaaséex,
enabling these certificates also to flow. In successful negotiations,cadieven-
tually flow to satisfy the AC policy of the desired resource. A security regouént
of ATN is that no certificate should flow to a party who does not satisfy the AC
policy established for the certificate.

In the scenario we described in the beginning of this paper, current Adtdp
cols would conclude negotiation failure, because there is a cyclic intardepey
between two negotiators’ AC policies. Existing ATN protocols require orgone
tiator to reveal its certificate first; however, if the receiver does not lgp-secret
clearance, the AC policy is violated. Reporting negotiation failure in this smena
is not very satisfactory, as both parties have top-secret clearadaéwould be



more productive for them to proceed. How to break this policy cycle? @eseat,

in many cases, the secret information in a certificate is the signature createa by
certificate authority (CA). For example, Alice’s certificate may contain hér- pu
lic key and some string representing “top-secret clearance”; thesdtarepublic
information, but the fact that a trusted authority signed the certificate igtigens
Using this observation, the cycle can be broken as follows: First, Bothssine
content, including the CA's public key but not the signature, of his certdita
Alice.l Alice verifies that the content satisfies her requirement, then conducts a
joint computation with Bob such that in the end Bob sees Alice’s certificate if and
only if Bob has the CA's signature on the content he sent earlier. Botludes
negotiation success and proceeds with Alice if he has the sighature asebsuc
fully verifies that Alice has the right certificate. Bob aborts the negotiationgss
when he does not have the signature or when Alice does not have theeritjfi-
cate. Bob learns whether Alice has the certificate only when he has thieegkqu
certificate, and vice vergaThis approach for breaking policy cycles requires solv-
ing the following 2-party Secure Function Evaluation (SFE) problem.

Problem 1 Let PK be a public key (the CAs public key). L&t/ and P be two
messages.M is the content of Bob’s certificate without the CA's signatufeis
Alice’s complete certificate.) Léferify be the verification algorithm of a signature
scheme such thaerify py (M, o) = true wheno is PK’s signature on\/. Alice
and Bob want to compute a family of functions, parameterized Merify, M and
PK. Both parties havéd/ and PK . Alice has private inpuf’ (Alice’s certificate).
Bob has private input (the CA's signature od/). The functionF' is defined as
follows.

F|Verify, M, PK| pice(P,o) = L

F[Verify, M, PK|pop(P,0) =

P if Verifypg (M, o) = true;
{ 1 otherwise

whereF [Verify, M, PK| a1;cc represents Alice’s outpuk;'[Verify, M, PK| g, rep-
resents Bob’s output, and denotes a constant value. In other words, our goal is
that Alice learns nothing (as Alice sees a constant value) and Bob |&€aamby
when his private input is PK’s signature on/.

The SFE problem can be solved using general solutions to 2-party SFER
however, the general solutions are not efficient, because signatufieaten is

To prevent Alice from guessing whether Bob has top-secret cleamuot, Bob should follow
the protocol to send the same thing even if he does not have the topaearance certificate. This
is possible because the content of a certificate is not secret.

2See Section 3 for another way of breaking the policy cycle.



done within the SFE. We propose the Oblivious Signature-Based En@&iE)
scheme that solves the above 2-party SFE problem efficiently. Formaitiberfiof
OSBE will be given in Section 4. Informally, an OSBE scheme enables a&send
to send an envelope (encrypted message) to a receiver, and haltotlanépprop-
erties: the receiver can open the envelope if and only if it has a third'péetyg.,

a CAs) signature on an agreed-upon messafie An OSBE scheme isecure
against the receiveif a receiver who does not have the third party’s signature on
M cannot open the envelope. An OSBE schemebisviousif at the end of the
protocol the sender cannot tell whether the receiver has the sigmatiiteor not.

In this paper, our focus is to find efficient OSBE constructions for exjsig-
nature schemes, rather than to develop new signature schemes that nizike OS
easy. In addition, we look for protocols that do not involve any interacotih
(trusted or semi-trusted) third parties, except for the generation oftsigrsaon
certificates by the CAs. We present OSBE protocols for three existingagige
schemes: RSA [19], Rabin [18], and BLS [8]. The RSA-OSBE pradtetwo-
round: one message from the receiver followed by one message feosetiter.
The receiver and the sender each computes two exponentiations. Véeiptbe
Random Oracle Model [5] that our RSA-OSBE protocol is as securRS#ssigna-
tures. We also show that any Identity Based public key Encryption (IBE){, 10]
scheme directly gives rise to an OSBE scheme for the signature scheree corr
sponding to the IBE scheme. We use IBE to build one-round OSBE protfmrols
Rabin and BLS. These two protocols involve only one message from tkeisen
the receiver. We also present constructions for Generalized OSEB&ewnultiple
certificates (possibly issued by different CA's) are required to opemtivelope.

The rest of this paper is organized as follows. Related work is discussed
Section 2. We discuss other applications of OSBE in Section 3, and gnefor
definition of OSBE and its security requirements in Section 4. In Section 5, we
describe an OSBE protocol for RSA signatures and prove its securiBedtion 6
we build a one round OSBE for Rabin and BLS signatures. In Section resent
constructions for Generalized OSBE. We conclude in Section 8.

2 Related Work

Holt et al. [16] introduced the notion of hidden credentials. The basicudear-
lying hidden credentials is that the Boneh-Franklin IBE scheme [7] gisedo an
OSBE scheme for BLS signatures [8], the signature scheme corrésgdndhe

IBE scheme. Hidden credentials are digitally signed using BLS signatuadtsetH

al. [16] independently observed that when a signature scheme déuvean IBE
scheme is used to sign a certificate, then the certificate content can besused a



public encryption key such that the signature is the correspondingmienmkey.
Because IBE-derived OSBE is one-round, assuming the conteneofificate can
be guessed, one can start communication by sending an encrypted engsshg
that the other party can obtain the message only when using the corrifatater
to decrypt. Holt et al. [16] also investigated how to use this property ofenidd
credentials to hide the request in an ATN as well as the policy.

Holt et al. [16] did not formalize the concept and the security requirenadnts
OSBE. Also, they did not provide OSBE protocols for RSA signaturesthEc
more, hidden credentials can be used only when the content of certifizatdse
guessed. When a certificate contains a validity period and/or a serial nuasbe
existing public-key certificate standards mandate, guessing the contamhés
very difficult (if not impossible). Therefore, the hidden-credentialsesce does
not seem to work with existing security standards.

Holt et al. [16] considered the situation where the policy protecting the en-
crypted message is complex in the sense that it requires the possessidtiému
credentials to satisfy. Their construction is similar to yet different from tba-G
eralized OSBE construction in Section 7. For example, consider the cathdha
policy requires the recipient to possess one of two credentials. In &lemwer
OSBE, there is only one ciphertext of the message, encrypted undgrthatds
in turn encrypted under two new random keys, which are then sent BEOSach
can be retrieved with the possession of one credential. In [16], ther&varci-
phertexts for the message, each can be decrypted using one crede s .t
message is long, the approach of Generalized OSBE results in smaller mmessag
sizes.

Balfanz et al. [3] proposed a construct called Secret Handshaleg pair-
ings that are also the foundation of the Boneh-Franklin IBE scheme [¥]itan
corresponding BLS signature scheme [8]. Their scheme uses the paérseg
key agreement protocol by Sakai et al. [20]. In their scheme, eath Eaeives
a certificate from a central authority; the certificate consists of a psgodand
a corresponding secret, which is computed from the pseudonym aritriaota
string using the central authority’s master secret. When Alice and Bob mewgt, th
exchange the pseudonyms and each computes a key based on theicmiase
the other party’s pseudonym and attribute. The keys they computed agjsee
when they have the correct certificate.

Secret Handshakes require Alice and Bob to mutually authenticate using cer
tificates from the same authority. In contrast, OSBE allows certificates idgued
different authorities to be used.

Crescenzo et al. [11] introduced a variant of Oblivious TransfdedaCon-
ditional Oblivious Transfer, in which Alice and Bob each has a privatetimmd
shares with each other a public predicate that is evaluated over the pnipats.

5



In the conditional oblivious transfer of a lifrom Alice to Bob, Bob receives the
bit only when the predicate holds; furthermore, Alice learns nothing abohisB
private input or the output of the predicate. Crescenzo et al. [11§Idped an
efficient protocol for a special case of Conditional Oblivious Transfhere the
predicate is greater-than-or-equal-te)( OSBE can be viewed as another special
case of the Conditional Oblivious Transfer problem; however, the solutio[11]

do not apply. In OSBE only Bob has a private input and the predicatesqorivate
input is that it has to be the digital signature of a shared message. Sulitepes
are quite different from the predicates considered in [11], and mstoactions are
quite different from those in [11].

Gertner et al. [12] introduced the notion of Conditional Disclosure in thre co
text of private information retrieval. Aiello et al. [1] adapted the ConditidDizt+
closure notion to the single-server setting. Because the single-settiag &
closer to our setting for OSBE, we will discuss the work by Aiello et al. [1]. |
their setting, Bob holds a vectgr= (y1, ..., y»,) over a large field" = Zg and
the private key corresponding to a public KeyAlice holds the public key, the
encryptions ofE [y1], . . ., Ex[ym], @ predicate”, and a secret € F'. The goal is
for Alice to send to Bob a message such that Bob leaihand only if C'(y) = 1.
The solutions described there was for predicates that test whetaisfies some
linear equation ovef'. This is quite different from OSBE, in which Bob holds the
signature and Alice holds the message.

Another problem related to OSBE that has been studied in the literature is Fair
Exchange of Signatures (FES) [2, 4], which enables two parties taagehsig-
natures such that either both parties obtain the other parties’ signatuoeparty
obtains the other party’s signature. FES protocols are useful in cosigagng
and other e-commerce transactions. A common approach to FES is verifiable e
cryption of signatures, i.e., a signature encrypted in a way such thaboneedfy
that the right signature is being encrypted, one can also go to a trusteganiyd
(TTP) to obtain the signature when necessary, but one cannot retineggna-
ture without the TTP. The TTP is involved only if one party tries to cheat. &her
are several differences between OSBE and FES. First, the signatuoésed in
OSBE are not generated by the two parties involved in the protocols, thérra
generated by certification authorities before the OSBE protocol is ugedn8, in
FES protocols, at some stage, one party learns that the other partyijastare
without obtaining that signature. This does not satisfy the security reqaires of
OSBE. Because of the above two reasons, FES protocols canno¢delivsctly
to achieve OSBE. Third, OSBE does not require a fair exchange daitsiggs. The
receiver is allowed to obtain the sender’s signature without sending itss@wn
nature, as long as the receiver has the required signature. In thes €#8BE is
weaker than fair exchange of signatures. This weaker requiremailiesrefficient
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OSBE protocols that do not involve third parties.

Another piece of related work is Brands’ private certificates [9]. €héhne
main goal is that certificates can be used anonymously. In OSBE certifaraes
used in an oblivious fashion. That is, the service provider does not \elaether
the other party has a certificate or not but the certificate holder retricfeemiztion
only when it has the correct certificate.

3 Other Applications of OSBE

We revisit the approach to use OSBE to break policy cycles as descrit&mstin

tion 1. In that approach Bob sends to Aligé, the content of a certificate he may
have; then Alice and Bob run an OSBE with Alice’s certificate in the envelope
such that Bob receives Alice’s certificate only if Bob possesses acimignature

on M. This is asymmetric in the sense that at the end of the protocol Bob receives
Alice’s certificate, provided that he has a signaturédnbut Alice learns nothing.
Alice has to wait until Bob sends her his certificate.

We can reduce the asymmetry to the extent that both Alice and Bob send sig-
natures on their certificates only after becwnvincedthat the other party has the
required certificate. To do so we use two OSBE protocol runs to breaiey p
cycle. Alice sends to Bob her certificate contéii; and Bob sends to Alice his
certificate contend/z (both without the signatures). Alice and Bob then run two
OSBE's. In the first one, Alice sends to Bob a random challengi the enve-
lope. When Bob has the CA's signature dfy;, he opens the envelope, recovers
r4, and sends to Alicér 4, ) in the envelope, wherep is a random challenge
generated by Bob. If Bob doesn’t have the signature, he g@nds) in the enve-
lope. If Alice opens the envelope and verifies that Bob has sentibadken she
knows that Bob has a valid signature dfi; and she sends baelg, proving that
she has a valid signature @dd 4. If Alice cannot open the envelope or if she finds
out that Bob didn’t send back the correct challenge, she stops. WitbnAlice
and Bob have the certificates, at the end of the protocol both are ceainat the
other party has the right certificate, yet no one can prove to any thitd piathey
still would like to exchange signatures they can do so by transmitting signatures
this will not violate the security requirement of ATN.

Some level of asymmetry seems inherent in ATN protocols that exchange cer
tificates. Either Alice or Bob has to send the certificate (or the signature) firs
That is acceptable as our objective is safe disclosure of certificateattitmite
information, rather than fair exchange.

Our original motivation for OSBE comes from automated trust negotiation;
however, OSBE can be used for other purposes. An OSBE schemie® tiad



sender to send a message with the assurance that it can be seen onbcéyerr
who has appropriate certificates while at the same time protecting the receiver
privacy such that the sender does not know whether the receiseahbaequired
certificates or not. In other words, OSBE performs access controlroassage

in an oblivious (or privacy preserving) fashion. We envision that @%Buld be
used in other contexts (possibly in conjunction with other protocols) to peovid
such oblivious access control.

Consider the following scenario, Alice wants to report a message to Bab, wh
claims to be a CIA agent. Alice wants to make sure that the message is only sent
to a CIA agent who has the right certificate, but Bob doesn’t want toepto
Alice that he is a CIA agent. Alice can use OSBE to send the message. Alice
doesn’t know whether the message reaches a CIA agent, but shdigeobthat
the message doesn'’t leak to a party who is not a CIA agent.

A similar application of OSBE is Oblivious Subscription. Consider an online
publishing service that gives access of various documents to membergenéls
organizations. Users need membership certificates to gain access taspummifi
ments. OSBE enables users to gain access without disclosing which atiamsz
they are members of. To do so, the publishing service encrypts all dotsimitin
distinct keys. When a user requests to access a document, it sendstcarfte
some membership certificates it may or may not possess, and runs multipls round
of the OSBE protocol with the publishing service. The publishing servitie-de
ers decryption keys of the documents in corresponding envelopes. augr
that has the required certificate can open the envelope and obtain keysryptd
documents. The publishing service does not know what membershipsethieass

4  Oblivious Signature-Based Envelope (OSBE): Definition

In this section, we give formal definition of OSBE. We will use the following ter
minology. A functionf(¢) is negligiblein the security parameterif, for every
polynomialp, f(t) is smaller than /|p(t)| for large enough; otherwise, it ison-
negligible An adversaryis a probabilistic interactive Turing Machine.

In the following definition of OSBE, we use two receivéts andR,. Receiver
R has the CAs signature on some message ReceiverR, does not have the
signature. When using OSBE, a receiver follows the behavidt;ofvhen it has
the signature and follows that &, when it does not.

Definition 1 Oblivious Signature-Based Envelope (OSBE)
An Oblivious Signature-Based Envelope (OSBE) scheme is parametdayzad
signature schemgig. Given a public verification keyPK and a messagk/, we



useSigpi (M) to denote the digital signature 8f created using the private key
corresponding tP K.

An OSBE scheme consists of four parties (that can be modelled as communi-
cating Turing machines): CA, send8r receiverR;, and receiveR,. We begin
by describing the three phases of communications between the parties. We the
define the security properties.

Setup. In the setup phase the CA takes a security parametad two messages
M andP as input. The CA generates system parameters. As part of this, the
key generation algorithm ig is executed to create a signing key whose
public key is denoted by K .

The CA keeps the secret signing key to itself. It gives the system panamete
and the public keyPK to S, R;, and R,. In addition, the CA gives the
messagé\! to S, Ry, and Ry, the messag® to .S, and the signature =
Sigpr (M) t0 R;.

Interaction. The interaction phase has two kinds of interactions, one between
and Ry and the other betweefiand RR,.

Open After an interaction betweefi and R, R, outputs the message (onto a
private tape) in the open phase. After an interaction betw#and Rs, Ro
does nothing in the open phase.

An OSBE must satisfy three properties defined below. It must be sobiid; o
ious, and semantically secure against the receiver.

Sound. An OSBE scheme isoundif in the open phaseR; can output the mes-
sageP with overwhelming probability, that is, the probability th&t cannot out-
put P is negligible.

Oblivious. An OSBE scheme isbliviousif a malicious sender cannot tell the
difference between an interaction witty and an interaction wittR,. More pre-
cisely, an OSBE scheme @bliviousif no adversarial sended has a nonneg-
ligible advantage against a Challenger in the following game: The Challenger
emulates the CA and generates the public B¥y and other necessary public
parameters. It then send® and these parameters to the adversary. The ad-
versary responds with a messaye The Challenger picks randoine {1,2}

and interacts with the adversary by emulatiRg. Finally, the adversary out-
putst € {1,2}. The adversary wins the gamelif= ¢'. In other words, an
OSBE scheme isbliviousif for every probabilistic interactive Turing Maching,



|Pr[A wins the above ganie- 1| < f(¢), wheref is a negligible function irt.
(The adversary cannot do substantially better than random guessing.)

Semantically secure against the receiver. An OSBE scheme isemantically se-
cure against the receivaf a malicious receiver that does not hawdearns noth-

ing aboutP. More precisely, no polynomially bounded adversarial receiter
has a nonnegligible advantage against the Challenger in the following game: T
Challenger emulates the CA and generates the publid#éynd other necessary
public parameters. It then sen@®4¥( and these parameters to the adversary. The
adversary responds with a messaddeand two equal-length messagisand P;.
Then the Challenger picks a randdne {0, 1} and interacts with the adversary
by emulating the sendé&$ using messagé® = P,. Finally, the adversary out-
putsdt’ € {0,1}. The adversary wins the gamebif= b'. In other words, even if
we give the adversary the power to pick two messageand P, of its choice, it

still cannot distinguish an envelope containifg from one containing?;. This
formalizes the intuition that the envelope leaks no information about its content,
using the standard notion of semantic security [15].

We now argue that OSBE is an adequate solution to the 2-party SFE problem
in Problem 1, by showing intuitively that the above security properties d&fore
OSBE suffice to prove that the scheme protects the privacy of the pantisipa
the malicious model [13]. Observe that our definitions allow arbitrary advess,
rather than just those following the protocol. The oblivious property guees
that the sender’s view of any protocol run can be simulated using jusetitess
input, because one can simulate a protocol run betw#and R,, who has no
private input. Soundness and semantic security against the recearantge that
the receiver’s view can be simulated using just the receiver’s inpubatput. If
the receiver has the signature, then the mesBagén the output, one can therefore
simulates the sendér. If the receiver does not have the signature, one can simulate
the senderS with a arbitrary messag®’ and no polynomially bounded receiver
can tell the difference.

We assume that OSBE is executed on top of a secure communication chan-
nel that the sender and the receiver has already established. Thisptissuis
common in secure multiparty computation literature. In the context of automated
trust negotiation, this assumption is also valid, as secure communication isyalread
required to protect against eavesdroppers. Technically, an SSlection can be
established between the sender Alice and receiver Bob using seltisignifi-
cates. When Alice and Bob wants to use OSBE to break a policy cycle, Bwb fir
sendsM (the content of Bob’s certificate) to Alice. At this time, Alice verifies that
the public key inM is the same as the one Bob used to establish the communi-
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cation channel and then runs the OSBE protocol to dertdlice’s certificate) to
Bob. At the end of the OSBE, Bob verifies that the public key’iis the same as
the one Alice used to establish the communication channel. A man-in-the-middle
attack during the OSBE will not be a problem.

In our proofs, we use the random oracle model, which is an idealized secu
rity model introduced by Bellare and Rogaway [5] to analyze the securitgef
tain natural cryptographic constructions. Roughly speaking, a ramtante is a
function H : X — Y chosen uniformly at random from the set of all functions
{h : X — Y} (we assum&’ is a finite set). An algorithm can query the random
oracle at any point € X and receive the valuE (x) in response. Random oracles
are used to model cryptographic hash functions such as SHA-1. lartkdem or-
acle model, each participant in a protocol is give access to the same ranacim
Note that security in the random oracle model does not imply security in the rea
world. Nevertheless, the random oracle model is a useful tool for alglaatural
cryptographic constructions. Security proofs in this model prove ggagainst
attackers that are confined to the random oracle world.

5 An OSBE Scheme for RSA Signatures

In this section, we present an OSBE scheme for RSA signatures (i.e., wgkeen
certificates are signed using RSA). The RSA signature scheme [19] adl@sd.
The key spacéC is defined to be the following set:

{(n,e,d) | n = pgq, p,qequal size primes:d =1 (mod ¢(n))}

The values: ande are public, and the valugis secret.
For K = (n,e,d), messagé/, and a message digest functiéh: {0,1}* — Z,,
define
Sigy (M) = H(M)? mod n
and Verify (M, o) = true <= H(M) = ¢° (mod n)

Our RSA-OSBE scheme runs a Diffie-Hellman style key agreement protocol.
If it is run betweenS and R, thenR; can derive the shared secret. If it is run
betweenS and Rz, thenR, cannot derive the shared secret. het H (M), then
the signature on the messagéis o = (h? mod n). R; sends taS a blinded
version of the signaturg = (oh® mod n) for some random:. .S then computes
n°h~! mod n, which should bé** mod n. S now holds(h¢)® such that only
Ry knows the valuer. This achieves half of the Diffie-Hellman key agreement
protocol, withh¢ as the baseS then does the other half and creates the envelope
using a symmetric key derived from the shared secret.

11



Definition 2 RSA-OSBELet H be the message digest function used in the signa-
ture. Let€ be a semantically secure symmetric encryption scheme [15]. We use
Ex|P] to denote the ciphertext of using kéyto encrypt plaintext. Let H' be a
function (e.qg., a cryptographic hash function) that extracts a key fayhmenetric
encryption scheme from a shared secret.

Setup The CA takes a security parameteand two message® and P as input.
It runs the RSA key generation algorithm to create an RSA(key, d); in
addition, it generates two security parametgrandt,, which are linear in
t. In practicet; = to = 128 suffices.

The CA gives the following t&5, R;, and Rs: the RSA public key(n, ¢),
the security parametets andts, and the messagl/. In addition, the CA
gives toR; the signaturer = (h¢ mod n), whereh = H (M), and gives to
S the messag®.

Interaction We usex « [1..2"'n] to denote that: is randomly chosen from
[1..2"1n]. In the following protocol, we describe actions 8y Ry, and Rs.
Each protocol run is executed either betweeand R, or betweenS and
Rs.

e Ry sendsn = (ch* mod n), in whichz « [1..2"n].
Ry sendsz = (h* mod n), in whicha’ « [1..21n].

e S receivesn, checks that; ¢ {0,1,n — 1}, picksy « [1..222n],
computesr = (n°Y h™Y mod n) and then sends the pair({ =
(h¥¢ mod n),C = Egr ([ P])-

e R; andR, receive(¢,C) from S.

Open R; computes’ = (¢* mod n), and decrypt€& using H'(r’).

To see that this scheme is sound, observe¢hat(h¥ mod n) and when, is
sent byRy, n = (h%** mod n); therefore:

r=nYeh Y = pldtaley p—y — pdey prey -y
= h™¢ = (* =7’ (mod n)

ThusS and R; share the same symmetric key.

The key idea of the RSA-OSBE scheme is that it conv&its knowledge of
the e'th root of h to the knowledge of a discrete log with base The sendes
then uses this fact to do a Diffie-Hellman style key agreement ®jth

Before proving the oblivious property of RSA-OSBE, we introduce thlev-
ing terminology. Two distribution families®(¢) andé*(¢) arestatistically indis-
tinguishableif

12



>, IPracsow e =y — Pracsip e = y]| is negligible it

If two distribution families are statistically indistinguishable, then there exists no
algorithm that can distinguish the two distribution families with nonnegligible ad-
vantage by sampling from them.

Theorem 1 RSA-OSBE is oblivious.

Proof. It suffices to show that whak,; and R, send in the first step are drawn
from two distribution families that are statistically indistinguishable, i.e., fohall
n, andd, the two distribution families®(¢;) = {h%® mod n | z « [1..211n]}
andé'(t;) = {h* mod n | z’ — [1..2"n]} are statistically indistinguishable.
Let o be the order of, i.e., the smallest numbegrsuch that/ = 1(mod n).
For any fixedt,, both distributions have points. The probability of any point
in either distribution is eithef2t1™ /0| /(2'1n) or [211" /0] /(2!1n). Therefore, the
probability difference on any point is at maist(2!1n); the total difference is thus
at mosto/(2!1n). Aso < ¢(n) < n, the statistical difference between the two
distributions is less thain/21, which is negligible int;. As ¢, is linear int, the
statistical difference is also negligible dn |

Theorem 2 Assuming that there exists no polynomial algorithm that successfully
creates an existential forgery of RSA signatures under a key-only atifttkion-
negligible probability, and?’ is modelled as a random oracle, RSA-OSBE is secure
against the receiver.

Proof. RSA-OSBE uses a semantically secure symmetric encryption algorithm.
WhenH' is modelled as a random oracle, RSA-OSBE is secure against the receive
when no receiver who does not have the sighature can compute witleglayin
ble probability the secret that the sender uses to derive the encrypiioivikee
precisely, RSA-OSBE is secure against the receiver if no polynomiallpdbed ad-
versary wins the following game against the Challenger with nonnegligibleapro
bility: The Challenger randomly picks a public kéy, ¢), and gives it to the adver-
sary. The adversary responds with a mesgdgend a such that) ¢ {0,1,n—1}.
The Challenger then picks a randgnfrom [1..2!2n] and sends to the adversary
H(M)Y¢ mod n. The adversary then outputsand the adversary wins the game
if r =n%h~Y mod n.

Given an attacker that wins the above game with probabiliy\We construct
another attackeB that can successfully forge the RSA signatéieM/ )¢ mod n
with probabilitye’, where|e — €’| is negligible.3 does the following (all arithmetic
is mod n):

1. B, when given(n, e), passesn, e) to A and gets and/ andn back.
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2. B then computes = H (M), picks a randomx from [1..2!2n] and sends
h'te? to A. Note thath!te? = pedtez — peld+2)  ThenB can getr =
ne(dJrz)hf(dJrz) from A.

3. Note that- = n'T**h=¢h=%. As B knowsn, h, e, andz, then3 can compute
he.

B succeeds in forging an RSA signature if and onlylifvins the above game, i.e.,
successfully computé®h~Y mod n). What.A receives from the Challenger in
the game is drawn from the distribution familjic(¢+2) | z — [1..n2%2]}. What A
receives fron3 are drawn from{h | y « [1..n2%2]}. Using an argument similar

to that in the proof of Theorem 1, it is easy to show that these two distribution
families are statistically indistinguishable. Therefore, the difference betviée
success probabilities in the two cases is negligible. |

RSA-OSBE does a Diffie-Hellman style key agreement that has the added twis
that one party can recover the shared key only when knowing the signathis
construction may be useful for other purposes, in which case the folijopriop-
erty of the RSA-OSBE scheme could be useful: no eavesdropping ategkiast
RSA-OSBE can recover the shared secret with nonnegligible probabwigy if
the eavesdropper knows the signatife (This property is not required for OSBE
because we assume secure communication channels.) We base the sadhsty o
CDH (Computational Diffie-Hellman) problem i}. The CDH problem is the
following: given a finite cyclic groug~, a generatoy € G, and group elements
g%, ¢°, find g2, The difficulty of this problem is the security foundation of Diffie-
Hellman key agreement protocol and many other protocols.Clbid assumption
is that there exists no polynomial probabilistic algorithm that can solve the CDH
problem. It is known that if the CDH problem i’ can be solved in polynomial
time for a nonnegligible portion of all basgse Z}, thenn can be factored in
expected polynomial time [6].

Theorem 3 Under the CDH assumption df,, wheren is an RSA modulus, no
eavesdropping attacker against RSA-OSBE can recover the shesmed with non-
negligible probability.

Proof. We prove that there exists no polynomial bounded algorithm that can solve
the following problem with non-negligible probability (all arithmetic ianod n):
given an RSA public keyn, e), which has corresponding private kéyand the
following tuple (h, k%, hdte heY), computeh®™V.

Given an algorithmA that solves the above problem, we construct another
algorithmp that can solve the CDH problem#j,. B, when given ¢, g%, %), picks
a small primee and outputsa((n, ), (h = g, g, ha = gg%, hs = (¢°)%)). Letx
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denote(ad mod ¢(n)) andy denote(bd mod ¢(n)). Observe thatky = (h)4+2,

hs = he¥; therefore peoy = ge*d*ab — gab, .

6 One-round OSBE Using Identity Based Encryption

Next, we show how to implement a one-round OSBE using any Identity Based
public key Encryption scheme (IBE). The one-round refers to thetlfettduring

the interaction phase there is only one message — the sender sends axtipherte
the recipient. As usual, the recipient is only able to decrypt the ciphertskieif
has a third party’s signhature on some predefined mesgadésing IBE we build a
one-round OSBE where user certificates are signed using a Rabiar[BR]S [8]
signature.

Before we describe the one-round OSBE, we briefly review the corafep
Identity Based Encryption. IBE was first proposed by Shamir [22],thatfirst
usable IBE systems were found only very recently [7, 10]. An IBE pukdig
encryption scheme is a public key system with the added twist that any string ca
function as a public key. In such a system there is a third party that haget se
master-key that enables it to generate the private key corresponding to any pub-
lic key string. This third party plays a role that is similar to yet different from
that played by a Certificate Authority (CA) in a standard PKI. Unlike the CA in a
standard PKI, this third party in IBE knows every user’s private keynalicious
CAin a standard PKI can cause almost as much damage as a malicious third party
in IBE, as the CA can generate a new pair of public/private keys andyc#risf
to be the user’s public key, effectively knowing the user’s private kégwever,
the compromise of the IBE master key leads to the immediate compromise of all
existing encrypted messages, which is not the case in a standard Pkdfareea
higher level of trust on the third party is needed in IBE.

There are also global IBE system parameters given to all users, asGa\the
root certificate in a standard PKI. Shamir’s idea was that user Alice &sesime
(or email address) as a public key, thus avoiding the need for a publicet&fi-
cate. Alice obtains her private key from the third party. More details orgusia
can be found in [7].

Any secure IBE system gives rise to a signature scheme [7]: to sign a mes-
sageM we view M as an IBE public key; the signature @i is the private key
corresponding to the public key/. Here the signer has the |BBaster-key that
enables it to generate the signature on any meskAg€he main point is that this
signature onV/ can also function as an IBE decryption key. For the two recently
proposed IBE systems the associated signature schemes are Rabirregaatl
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BLS signatures.

We show how to build an OSBE from any IBE system. As usual, the sender
wants to send an encrypted mess&yt the receiver so that the receiver is able
to recoverP only if the receiver has the third party’s signaturefah The OSBE
based on a generic IBE system works as follows:

Setup. The CA takes a security parametesnd two message®/and P as input.
It runs the setup algorithm of the IBE system to generate the third party’s
master-key and the global IBE system parameters, which are viewed as
PK.

Let Sigpy (M) be the IBE private key corresponding fd when M is
viewed as a public key. The CA giveBK, M, and P to the sendesS,
givesPK, M, andSigpy (M) to Ry, and givesPK andM to R .

Interaction. The sendelS encryptsP using M as an IBE public key and sends
the resulting ciphertext’. The receivers®; and R, receive the ciphertext
CT from S.

Open. The receiverR;, using the private ke$ig px (M), decryptsC' to obtainP.

The OSBE described above is clearly oblivious becaluseceives no informa-
tion during the interaction phase. The semantic security of this OSBE follons fr
the security of the IBE system. We summarize this in the following theorem. The
theorem refers to the standard notion of security for IBE systéNi3-(D-CCA)
defined in [7].

Theorem 4 Let&rpr be an IBE system that is semantically secure under a chosen
ciphertext attacklND-ID-CCA). Then the resulting OSBE is sound, oblivious, and
secure against the receiver.

Proof. The oblivious property is trivial, as the sender receives no information
all during the interaction phase, and thus cannot tell whether the red¢eisehe
signature or not.

As Sigpy (M) is the private key corresponding id, the soundness property
of the resulting OSBE scheme is immediate from the soundness property of the
IBE scheme (given a private key and a message encrypted undertegpamding
public key, one can decrypt the message).

In addition, if the resulting OSBE is not semantically secure against the re-
ceiver, then there exists an adversatythat wins the following game against the
Challenger with nonnegligible probability: The Challenger gi¥#¢ and M/ to the
adversary. The adversary responds with two messBgaad P;. The Challenger
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picks a randond € {0, 1} and gives the adversa€y, which is the IBE encryption

of P, with M as the public key. The adversary outptitsc {0, 1} and wins if

b = b. Ais adirect attacker against the semantic security of the IBE scheme.
Therefore, the OSBE is semantically secure when the IBE system is sertigntica
secure. |

In Appendix A, we describe an OSBE for Rabin signatures, using Cti8ks
system [10]. In this OSBE, communication during the interaction phase is quite
large. This is because encryption in Cocks’ IBE is done bit by bit, andiftec
text for each bit is a number i, (about 1024 bits in a typical setting). In the rest
of this section, we describe an OSBE for BLS signatures [8], using BrsiBtem
due to Boneh and Franklin [7]. With this OSBE, the amount of communication
during the interaction phase is small.

The BLS short signature scheme [8] is based on bilinear maps. A number
of recent cryptographic constructions make use of such maps [13, 20 Let
G1, G4 be two groups of prime ordet A bilinear mape : G1 x G1 — G satisfies
e(9”,9Y) = e(g,9)™ foranyg € Gy andz, y € Z,. Using elliptic curves one can
give examples of bilinear maps G xG; — G2 where the Computational Diffie-
Hellman problem (CDH) inG; is believed to be hard. Throughout this section we
let g be a generator af;.

The BLS signature scheme works as follows: the public kéy is ¢* € G4
and the private key is € Z;. Let H be a hash function fronj0,1}* to G;. To
sign a messag#/ the signer computes = H(M)* € G;. To verify a signature
on M test thate(g,0) = e(h, H(M)). WhenH is modelled as a random oracle
the system is existentially unforgeable under a chosen message attackngssu
CDH in GGy is hard [8]. Note that a BLS signature is a single elemeidtofUsing
certain elliptic curves, elements @#; are represented as short strings, resulting in
very short signatures.

To build an OSBE using BLS signatures we use the Boneh-Franklin IBE sys
tem [7]. We do not describe the system here, but note that in this IBEnsy#te
private key corresponding to a public kéy € {0, 1}* is exactly a BLS signature
on M. Thus we can build a one-round OSBE out of this system. The advaritage o
this IBE system is that the encryption of a 128-bit message key results iorta sh
ciphertext (two elements in a finite field). Encryption and decryption areratse
efficient than in Cocks’ system.

The OSBE works as follows:

Setup. The CA takes a security parameteand two messagel/and P as input.
It generates a bilinear map: G; x G1 — G, picks a randonx € Ly, and
computeh = ¢g* € G;. Let PK = (G1,G2, h). LetSigpyi (M) be the BLS
signature onV/, i.e.,Sigpx (M) = H(M)* € G;.
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The CA gives to the sendét. PK, M, P, gives toR;: PK, M,Sigpy (M),
and gives taRy: PK, M.

Interaction. The sendelS encryptsP using M as the public key and sends the
resulting ciphertex€T. The public keyM is only used to encrypt a message
key k which is then used to encryt. The receiverd?; and R, receive the
ciphertextC'T from S.

Open. The receiverR;, using the private ke$ig »; (M), decrypts the ciphertext
CT to obtainP.

The security of this OSBE follows from the security of BLS signatures ] a
the security of the Boneh-Franklin IBE [7], which is based on the assum{itat
the bilinear Diffie-Hellman problem is hard for the pairing G1 x G — G3. See
[7] for more details. We summarize this in the following corollary of Theorem 4.

Corollary 5 In the Random Oracle Model, the OSBE above is sound, oblivious,
and secure against the receiver, assuming that the bilinear Diffie-Haljmablem
is hard fore : G1 x G1 — Gb.

7 Generalized OSBE

OSBE guarantees that, for the receiver to receive a message, it nsgsispamne
specific certificate. This enforces a policy that requires the receivieade one
or more attributes documented by the certificate. However, in many scerarios
policy can be more complicated, requiring simultaneous possession of agribute
proved by multiple certificates or allowing multiple ways of satisfying the policy.
For example, a policy may require that the receiver is either a student inexsity
or a member of a club, and, at the same time, is older than 21. This requirement
involves three certificates issued by different certificate authoritiegstudent),
c2 (club membership), anc (age> 21). Bob must satisfyc; V c2) A cs.

We introduce a notion called Generalized Oblivious Signature-Baseddpeve
(GOSBE) to handle more sophisticated policy requirements. In GOSBE riblerse
and the receiver share the description of a policy, which is specified aginolean
circuit. The circuit hag inputs and one output, each inpus associated with a pair
(PK;, M;), where PK ; is a public key and\/; is a message. The circuit consists
of AND gates and OR gates; each gate has two or more inputs and one output.
Intuitively, a receiver makes an input true if it possesSigs . (M;). A receiver
satisfies the policy if it makes the output of the circuit true.

We now describe a GOSBE protocol that uses OSBE as a sub-protodtiois |
protocol, the sender associates a symmetric encryption key with each oiputit
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and each gate output. The key associated with the circuit output is usecrypen
the messag® to be sent to the receiver. The receiver recovers the key associated
with the circuit output if and only if it satisfies the policy specified by the circuit.

Definition 3 (A GOSBE Protocol) The sender does the following steps.

1. For each = 1..¢, the sender chooses a random keyand runs an OSBE
protocol with the receiver, sendirig in an envelope that can be opened only
when the receiver hdigpy, (M;).

2. The sender computes the keys associated with (the output of) eachsgate
follows, starting from the bottom of the circuit. (We assume that circuit
evaluation goes from bottom up; the input wires are located at the bottom
and the output wires are located at the top).

For an AND gate, let™), @, ..., k™) be the keys associated with the
inputs, then the key corresponding to the output is kY @ k@ @ ... @
k(m),

For an OR gate, let(M), k@), ... k(™) be the keys associated with thein-

puts. The sender chooses a randomkes the output key. The sender then
encryptsk under each of(M, k(2 .. k(™) and sends the: ciphertexts to

the receiver.

3. The sender encrypts the mess&besing the key associated with the circuit
output and sends the ciphertéxto the receiver.

The receiver rung instances of the OSBE protocol, one for each input. The
receiver also receives, for each OR gateciphertexts. Finally, the receiver also
receivesC', a ciphertext ofP. The receiver tries to recover the output key as fol-
lows.

1. Foreach = 1..4, if the receiver haSigp, (M;), then the receiver recovers
k;, which was sent using OSBE.

2. The receiver tries to recover the keys associated with each gatiegstaom

the bottom.
For an AND gate, if the keys associated with all the inputs are known, let
them bek®, k@, ..., k™) then the key corresponding to the output is

k=M@ a.. kM,

For an OR gate, if the key associated with i@ input is known, then let
k() be the input and;; be the ciphertext. Usk) to decrypte;; to obtain
the key corresponding to the output.
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3. If the receiver successfully recovers the output key, it deciyptsget P.

By the property of OSBE, the receiver recovers the key associatedanwith
input if and only if it has the corresponding certificate. Furthermore, éoeiver
recovers the key associated with an AND gate if and only if it recoversels k
associated with all of the gate’s inputs, and the receiver recoversylaskeciated
with an OR gate if and only if it recovers the key associated with any one of the
gate’s inputs. Thus the receiver recovers the key associated with thé output
if and only if it satisfies the policy.

Given a policy expressed using a circuit, the cost of GOSBE is linear in the
size of the circuit. GOSBE requirédSOSBE’s, wheré¢ is the number of inputs to
the circuit, i.e., the number of certificates mentioned in the policy. In addition, the
sender sends the ciphertext®fand the ciphertexts a¥ intermediate keys, where
N is the sum of the number of inputs of the OR gates. Clea¥lys bounded by
the number of edges in the circuit.

We use an example to illustrate the entire procedure. WeO$§eFE (k, c) to
denote the OSBE protocol in which the sender séndach that the receiver can
recoverk only if it possesses the certificateln the example, Alice wants to send
P to Bob while ensuring that Bob can re&donly if he satisfiegc; V ¢2) A ¢ A
(cq V c5 V cg), Wheree;, fori = 1...6, represents certificates. Fig. 1 depicts the
entire procedure.

(a) OSBE(k1, c1) (d) OSBE(ks, cs)
(b) OSBE(ky, ¢2) (e) OSBE(ks, c5)
(c) OSBE(k®, ¢c3) (f) OSBE(ks, cs)

Figure 1: An Example

First, Alice generates three secret kéy%1, ko; she also generates three other
keysk™, k3, andk®), such thatt = k() @ k3 @ k©). Second, Alice sends
B, (kM) and Ey, (k) to Bob. Then Alice uses the following OSBE protocol to
sendk:, ko, andk(® to Bob using the corresponding certificates, i.e., Alice and
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Bob conductOSBE(ky,c1), OSBE(k1, c2), OSBE(k®, ¢3), OSBE kg, c4),
OS.BE‘(]@‘Q7 65), andOSBE(kg, Cﬁ).

From the procedure, we can see that when Bob has either ¢;, he can
learn k1, thusk(): when Bob has:;, he can learrk(®; when Bob has:y, c,
or cg, he can learrk,, thusk®). Therefore, if he satisfy the entire requirement
(1 Vea) Aes A(eq Vs Vcg), he can leart = k(D @ k) @ k),

8 Conclusion

Automated Trust Negotiation (ATN) is an approach to regulate the flow of sen
sitive information. Previous work on ATN, which only uses access cbteah-
niques, cannot deal with cyclic policy interdependency satisfactorilyshdgeved
that cyclic policy interdependency in ATN can be handled by solving a partic
lar 2-party Secure Function Evaluation (SFE) problem. We introducediold
signature-based envelope (OSBE) as a solution to the SFE problem atidimadn
that OSBE can be used in other privacy sensitive applications as well.eW-d
oped an OSBE protocol for RSA signatures. The protocol does nofviena third
party, is provably secure and quite efficient. We also showed that iddyatsigel
encryption can be used to build efficient one-round OSBE for RabirB&ugisig-
natures. We also presented constructions for Generalized OSBEe sibaatures
on multiple messages (an possibly by different authorities) are requirgrbtotbe
envelope.

An open problem is to find an efficient and provably secure OSBE scfame
DSA signatures. It would also be interesting to investigate other applicatiahs of
OSBE concept.
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A One-round OSBE with Rabin Signatures

The Rabin signature scheme is similar to RSA, but one uses a public exponent
e = 2, i.e., a signature on a messayeis H(M)/? mod N. One just has to make
sure that the square root exists.

To define Rabin signatures [18], let= pq be an RSA modulus with = ¢ =
3 mod 4. The public key isn and the signing key ip,q. Let@Q C Z be the
subset ofZ; containing all elements with Jacobi symbol 1. We know that the size
of @ is approximately./2. Let H be a hash function frorf0, 1}* to ). Then for
any M € {0,1}* exactly one ofH (M) and—H (M) is a quadratic residue i#,.
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To sign a messagk/ the signer computeSig(M) = (=H(M))'/? mod n where

the sign of H (M) is chosen so that the square root exists. To verify the signature,
test that(Sig(M))? = £=H (M) mod n. WhenH is modelled as a random oracle
the system is existentially unforgeable under a chosen message attacknassu
factoring RSA moduli is hard [5].

To build an OSBE using Rabin signatures we use Cocks’ IBE system f£L0O].
private key in this system can be viewed as a Rabin signature of the public ke
Cocks’ IBE works as follows: the global parameters are simpliiheren = pq
is an RSA modulus withh = ¢ = 3 mod 4. Themaster-key is p, q. The private
key corresponding to a public key € {0,1}* iss = (£H(M))*? mod n (the
sign of H(M) is chosen so that the square root exists). To encrypt a plaintext bit
b € {0, 1} using the public keyM one picks two random numbeis, z; € Z;
such that the Jacobi symbof§2) = (%) = (—1)". The ciphertext is a pair
(Co, C1) whereC; = x; + ((—1)"H(M)/x;) mod nfori = 0,1. Supposed (M)
is a quadratic residue i} . Then to decrypt a ciphertex€y, C1 ), one computes
the Jacobi symbo{ ©©*2#) which one can show is equal fe-1) as required. If
—H(M) is a quadratic residue we uég instead. The system can be shown to be
semantically secure under a chosen ciphertext attdlfx-(D-CCA) in the random
oracle model assuming that the problem of distinguishing quadratic redidues
non-residues itd) is hard.

Note that in this system encryption of a plaintéxis done bit-by-bit. Thus,
encrypting a 128-bit message key results in a long ciphertext — the cipheote
tains 256 elements ié3},. Nevertheless, this system gives a one-round OSBE using
Rabin signatures.

The OSBE works as follows:

Setup. The CA takes a security parameteand two message&/and P as in-
put. It generates an RSA modulus= pq wherep = ¢ = 3 mod 4. Let
PK = n. LetSigpy (M) be the Rabin signature oW, i.e.,Sigpg (M) =
(£H(M)Y?) mod n.
The CA gives to the sendét. PK, M, P, gives toR,: PK, M,Sigpy (M),
and gives taRy: PK, M.

Interaction. The sender encrypfB bit-by-bit using)M as the public key in Cocks’
IBE and sends the resulting cipherteXi” to the receiver. For efficiency,
one could pick a random block cipher message kegncryptP using k,
and then encrypt bit-by-bit usingM as the public key.

The receivers?; and R, receive the ciphertextT from S.

Open. The receiver?;, using the private ke$ig(M ), decrypts the ciphertexiT’
to obtainP.
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The security of this OSBE follows from the security of Rabin signatures[5]
the random oracle model. We summarize this in the following corollary of Theo-
rem 4.

Corollary 6 In the Random Oracle Model, the OSBE above is sound, oblivious,

and secure against the receiver, assuming that the problem of distmiggiguadratic
residue from non-residues @ is hard.
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