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Abstract

We propose Oblivious Attribute Certificates (OACerts), an attribute cetefieeheme in which
a certificate holder can select which attributes to use and how to use theartitular, a user can
use attribute values stored in an OACert obliviously, i.e., the user obtaiewiges if and only if
the attribute values satisfy the policy of the service provider, yet the sgpvavider learns nothing
about these attribute values. This way, the service provider’s aceessigolicy is enforced in an
oblivious fashion.

To enable the oblivious access control using OACerts, we propose argptographic prim-
itive called Oblivious Commitment-Based Envelope (OCBE). In an OCBE schBuwle has an
attribute value committed to Alice and Alice runs a protocol with Bob to send arlapeséen-
crypted message) to Bob such that: (1) Bob can open the envelope ifnini bis committed
attribute value satisfies a predicate chosen by Alice, (2) Alice learns nathimgt Bob's attribute
value. We develop provably secure and efficient OCBE protocols siPgdersen commitment

scheme and comparison predicates as well as logical combinations of them.
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1 Introduction

In trust management and attribute-based access conttehsy$3, 40, 19, 11, 34, 33], access control
decisions are based on attributes of requesters, whichstablished by digitally signed certificates.
Each certificate associates a public key with the key hadeentity and/or attributes such as employer,
group membership, credit card information, birth-datezenship, and so on. Because these certificates
are digitally signed, they can serve to introduce stranggemne another without online contact with
the attribute authorities.

In a typical scenario for accessing a resource using toaditidigital certificates such as X.509
certificates [29], a requester Bob first sends his request itee Atho responds with the policy that
governs access to that resource. If Bob’s certificates galife’s policy, he sends the appropriate
certificates to Alice. After Alice receives the certificatexl verifies them, she grants Bob access to the
resource. Observe that, in this scenario, Alice learnselbttribute information in Bob’s certificates.
Privacy is an important concern in the use of Internet andseebices. When the attribute information
in a certificate is sensitive, the certificate holder may wantdlisclose only the information that is

absolutely necessary to obtain services. Consider thenfimigpexample.

Example 1 A senior citizen Bob requests from a service provider Aliceoauwment that can be ac-
cessed freely by senior citizens. Bob wants to use his didgrte¢r license to prove that he is entitled
to free access. Bob’s digital driver license certificate hald$ifor an identification number, expiration

date, name, address, birth-date, and so on; and Bob woullikeeal as little information as possible.

In the above example, it might seem that Bob needs to reveahat the fact that he is a senior
citizen, i.e., his birth-date is before a certain date. H@weeven this seemingly minimal amount of
information disclosure can be avoided. Suppose that thardent is encrypted under a key and the
encrypted document is freely available to everyone. Futhppose a protocol exists such that after
the protocol is executed between Alice and Bob, Bob obtain&elgdaf and only if the birth-date in
his driver license is before a certain date and Alice leanthing about Bob’s birth-date. Under these

conditions, Alice can perform access control based on Batrdate values while being oblivious
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about Bob’s attribute information.

We call thisoblivious access contrpbecause Alice’s access control policies for her resousces
enforced without Alice learning any information about Botestified attribute values, not even whether
Bob satisfies her policy or not. To enable such oblivious a&ccestrol, we propose Oblivious Attribute
Certificates (OACerts), a scheme for using certificates to mecu sensitive attributes. The basic idea
of OACerts is quite simple. Instead of storing attribute ealdlirectly in the certificates, a certificate
authority (CA) stores the cryptographic commitments [38,123 16] of these values in the certificates.
Using OACerts, a user can sel@dtichattributes to use as well aswto use them. An attribute value in
an OACert can be used in several ways: (1) by opening a commiitamel revealing the attribute value,
(2) by using zero-knowledge proof protocols [13, 36, 18,05ptove that the attribute value satisfies a
condition without revealing other information, and (3) lnning a protocol so that the user obtains
a message only when the attribute value satisfies a condititimout revealing any information about
the attribute value. The idea of storing cryptographic cotmants of attribute values in certificates
was used in anonymous credentials [10, 7, 35, 9, 8]; howeweare not aware of prior work on the
oblivious usage of such attribute values.

In Example 1, suppose that the driver-license certificadé Bob has is an OACert. With attribute
values committed rather than stored in the clear in herfoaties, Bob can send his certificate to
Alice without revealing his birth-date or any other atttidinformation. Using zero-knowledge proof
protocols [13, 36, 18, 5], Bob can prove to Alice that his coibexi birth-date is before a certain date
without revealing any other information. However, our gsathat Alice should learn nothing about
Bob’s birth-date, not even whether Bob is a senior citizen @r mo enable oblivious access control,

we need to solve the following two-party Secure Functionl&aton (SFE) problem:

Problem 1 Let commit be a commitment algorithm, I®arams be public parameters fabmmit, and
Pred be a public predicate. Letbe a private number (Bob’s attribute value): commitp,.ams(a, ) be
a commitment ofi under the parameteParams with a random number, andM be a private message
(Alice wants Bob to se@/ if and only if a satisfiePred). Alice and Bob jointly compute a family’ of

functions, parameterized lmpmmit andPred. Both parties haveommit, Pred, Params, andc. Alice
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has private inpufi/. Bob has private input andr. The functionF’ is defined as follows.

F[commit, Pred] ajice(Params, ¢, M,a,r) = 0
Flcommit. Pred]py (Params. ¢, M, a.r)  — M if ¢ = commitpaams(a, ) A Pred(a) = true;
0  otherwise
whereF [commit, Pred] 4;;. represents Alice’s outpuf;'[commit, Pred|z,, represents Bob’s output. In
other words, our goal is that Alice learns nothing and Bobrigaf only when his committed attribute
value satisfies the predica®eed.

The preceding problem can be solved using general solutiotvgo-party SFE [45, 26, 25]; how-
ever, the general solutions are inefficient, as commitmentigation is done within the SFE. We pro-
pose an Oblivious Commitment Based Envelope (OCBE) schemedivasshe above two-party SFE
problem efficiently. Formal definition of OCBE will be given ire&ion 4. Informally, an OCBE
scheme enables a sender Alice to send an envelope (encryptsiage) to a receiver Bob, such that
Bob can open the envelope if and only if his committed valusieas the predicate. An OCBE scheme
is obliviousif at the end of the protocol the sender cannot learn any imédion about the receiver’s
committed value. An OCBE schemesiscure against the receivéra receiver whose committed value
does not satisfy the predicate cannot open the envelope.

We develop efficient OCBE protocols for the Pedersen commitrsememe [38] and six kinds of
comparison predicates:, #, <, >, <, >, as well as conjunctions and disjunctions of multiple predi
cates. These predicates seem to be the most useful onestfogtattribute values in access control
policies. We present a protocol (called EQ-OCBE) for equaligdicates and a protocol (called GE-
OCBE) for greater-than-or-equal-to predicates and provehleae protocols are provably secure in the
Random Oracle Model [2]. These protocols use cryptograpkii hanctions to efficiently derive sym-
metric encryption keys from a shared secret, and randontesrace used to model such usage of hash
functions. We also show that it is easy to construct OCBE paodsofor other comparison predicates
using variants of EQ-OCBE, GE-OCBE.

The contributions of this paper are as follows.
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e We introduce the notion of OACerts and OCBE, which together lenaliivious access control.

OACerts and OCBE may be of interests in other applications ds wel

e We present efficient and provably secure OCBE protocols foP#aersen commitment scheme

[38] and several kinds of comparison predicates.

The rest of this paper is organized as follows. Section 2udises the related work. Section 3
presents the architecture and application of OACerts. @eetigives a formal definition of OCBE.
Section 5 reviews the Pedersen commitment scheme. Secpoasénts several efficient and prov-
ably secure OCBE protocols. Section 7 describes our implaatientand performance measurements.

Section 8 concludes our paper.

2 Related Work

Recent works on using cryptographic protocols for certiidadsed access control include Hidden
Credentials [28, 6, 22], Secret Handshakes [1], and Obls/Bignature Based Envelope [31]. While
these schemes are useful for the kinds of “ultra-sensisegeharios described in [28, 1], where policies
are based on attributes such as secret clearance or meipbéngome secret underground movements,
they are not suitable for the kind of e-commerce scenaricls as Example 1, for the following reasons.
Using any of these schemes, the service provider Alice cseiidl an encrypted message to a client
Bob such that Bob can decrypt if and only if he has certificatess@ttontents are the same as those
identified by Alice’s policy; at the same time, Alice does knbw whether Bob has those certificates or
not. (In Secret handshakes [1], Alice computes a key sudiBiblacan compute if and only if Bob has
the required certificate.) These schemes can implememiali access control when Alice’s policies
have very specific forms. In Example 1, if Alice’s policy isatrBob’s birth-date is April 1st, 1974,
then oblivious access control can be achieved using thasgngxschemes, as Alice could identify
the contents of the certificates that would enable Bob tofgdter policy. However, for the policy in
Example 1 (birth-date in a certain range) where many passititibute values would satisfy a policy,

these schemes do not work well.



Our work is also closely related to anonymous credenti@ls{135, 9, 8]. Indeed, the ideas of stor-
ing commitments of attribute values in certificates andgigero-knowledge proofs to prove properties
of these values appeared in the literature on anonymousrttiats, e.g. [7]. These schemes differ from
OACerts in that they provide orthogonal privacy protectiddsne of the existing anonymous credential
schemes enables oblivious access control as the verifraslednether the prover satisfies her policy or
not. On the other hand, anonymous credentials enable Boleta afdential anonymously, i.e., Alice
and other service providers cannot link together trangastin which Bob’s credential is used. For such
protection to make sense, anonymous communication craaretequired. The OACerts scheme does
not provide anonymity protection and therefore does natireqanonymous communication channels.
Furthermore, anonymous credential schemes tend to inpobtecols dramatically different from ex-
isting public-key infrastructure standards. It is not cleaw credential distribution and revocation are
to be handled in these systems. On the other hand, the OAChams is compatible with existing
standards, such as X.509 [29].

Crescenzo et al. [15] introduced a variant of oblivious tfansalled Conditional Oblivious Transfer
(Conditional OT), in which Alice and Bob each has a private trgmd shares with each other a public
predicate that is evaluated over the private inputs. In thaditional OT of a bitb from Alice to
Bob, Bob receives the bit only when the predicate holds; funtioee, Alice learns nothing about
Bob’s private input or the output of the predicate. Crescemnzb. §€15] developed an efficient protocol
for a special case of Conditional OT where the predicate iatgreahan-or-equal-to. OCBE can be
viewed as another special case of the Conditional OT probienvhich Alice has no private inputs,
the commitment of Bob’s private input: is made public, and the public predicate for this Conditional
OT is a conjunction of two conditions: (1) Bob’s private inpumust be the value he committeddn
and (2) Bob’s private inpui must also satisfy a predicate (e.g., greater-than-orlg¢qusome value).
The additional requirement of (1) makes OCBE quite differeotrf Conditional OT for greater-than-
or-equal-to predicate; therefore, the solution in [15]reatrapply to OCBE.

Crépeau [14] introduced the notion of Committed Oblivious &fan (COT). In COT, Alice com-

mits two bits: ay anda;, and Bob commits a bit. All three committed values are public knowledge.



The goal of COT is enable Bob to leatp without learning anything else, while Alice learns noth-
ing. Garay et al. [24] gave an efficient construction of COThia tiniversal composability framework.
OCBE differs from COT in that Bob’s input in OCBE is an integer wherBab’s input in COT is a
single bit. Furthermore, because the predicate in OCBE caudtltrary, results in COT cannot apply
directly to our OCBE protocol.

Our work is related to zero-knowledge proof protocols [163, 33, 5] that prove a committed value
satisfies some property. Our GE-OCBE protocol has similaniigh the range proof protocol in [36,
18], which proves that a committed value lies within a rangéso, the details of our GE-OCBE
protocol are reminiscent of the techniques used in the iobis/transfer protocols [37, 41] and the

comparison method for millionaires [21].

3 Architecture and Applications of OACerts and OCBE

In this section, we present the architecture of OACerts and O&@iEoutline their applications.

3.1 Architecture

There are three kinds of parties in the OACerts scheme: catgfauthorities (CAS), certificate holders,
and service providers. A CAissues OACerts for certificatedrsldEach CA and each certificate holder
has a unique public-private key pair. A service providerewproviding services to a certificate holder,
performs access control based on the attributes of thdicaté holder, as certified in OACerts.

An OACert is a digitally signed assertion about the certiédadlder by a CA. Each OACert con-
tains one or more attributes. We usgr, ..., attr,, to denote then attribute names in an OACert,
andwvy, ..., v, to denote the corresponding attribute values. Let; = commitp,rams(v;, ;) be the
commitment of attribute value for 1 < i < m with r; being the secret random number. The attribute
part of the certificate consists of a list of entries, each entry is a tuplettr;, ¢;). When the com-
mitment scheme used is secure, the certificate itself doggalo any information about the sensitive

attributes. Thus, an OACert’'s content can be made public. ri¥icate holder can show his OACerts



to others without worrying about the secrecy of his attrisut

In many commitment schemes [38, 23, 12], the input domaimesset of integers; hence it is
necessary to map an arbitrary attribute value to an integ®ACerts. For example in a digital driver
license, gender can be expressed by a single bit, state eapbessed by a number from 50], birth-
date can be expressed by the number of days between Januafy1 980 and the date of birth. In an
another example, suppose a digital student certificateasman attribute for major. As the number of
different majors is finite (and quite small in practice), vem@asily encode each major with a number.
There are certain attributes of which the values could bierar, such as name or home address. We
cannot represent those attribute values directly withgietg, in this case, the CA hashes the attribute
values using a collision-free hash function and commit thhvalues in OACerts.

OACerts can be implemented on existing public-key infragtree standards, such as X.509 Public
Key Infrastructure Certificate [4, 29] and X.509 Attribute @fezate [20]. The commitments can be
stored in X.509v3 extension fields, in which case a certéitatludes also the following fields: serial
number, validity period, issuer name, user name, certfibatder’s public key, and so on. The dis-
tribution and revocation of OACerts can be handled usingtiegjsnfrastructure and techniques. See
Section 7 for our implementation and performance measurenoé OACerts.

There are four basic protocols in the OACerts scheme:

e CA-Setup: A CA picks a signature schentgg with a public-private key paitKca, K, ), and
a commitment schemmmmit with public parameterBarams. The public parameters of the CA

are{Sig, Kca, commit, Params}.

e Issue Certificate: A CA uses this protocol to issue an OACert to a user. A user Bobrgtrse
a public-private key paifKz, K3') and sends to the CA a certificate request that includes his
public key K and attributes informatiofiattr,, v1), ..., (attr,,, v, ), and is signed by ;.
After the CA verifies the correctnessaf, . . . , v,,, (most likely using off-line methods), it issues
an OACert for Bob. In this process, the CA computes= commitp,ams(v;, ;) and sends the
certificate along with the secrets . . ., r,, to Bob. Bob stores the certificate and stores the values

(v1,71), - - -, (Um, ) together with his private ke ;*. The role of the CA here is similar to the
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role of a CA in the traditional Public Key Infrastructure.

Alice-Bob initialization: Bob, a certificate holder, establishes a secure communicetiannel

with Alice, a service provider, and at the same time proveitte the ownership of an OACert.
In this protocol, Alice checks the signature and the vajigieriod of the certificate, then verifies
that the certificate has not been revoked (using, e.g., atdrtdchniques in [29]). Alice also
verifies that Bob possesses the private key correspondifgtim the OACert. All these can be

done using standard protocols such as TLS/SSL [39].

Bob then requests the decryption key for an encrypted doctjaueth Alice sends Bob her policy.

Alice-Bob Interaction: Bob can show any subset of his attributes using the showatirfiroto-
cols. These protocols are executed after the show ceréifpratocol, through a secure commu-
nication channel between Alice and Bob. To shoattributes, Bob runs show attribute protocols
t times. There are three kinds of show attribute protocolsh ggves different computational and

communication complexity and privacy level.

1. direct show:Bob givesy; andr; directly to Alice, and Alice verifieg; = commit(v;, ;).
This protocol is used when Bob trusts Alice with the attribvakies, or when Bob is very
weak in computational power. This protocol is the most edfitione but offers the least
privacy protection. Alice not only knows; but also can convince others that Bob has

attributeuv;.

2. zero-knowledge shoviBob uses zero-knowledge proofs to praysatisfies some properties
Alice requires, e.g., is equal to some value or belongs teesamge. This kind of protocols
is more expensive than the direct show, but offers betteagpyi protection. Alice learns
whetherv; satisfies her policies, but she cannot convince others ab@it Alice also

doesn’t learn the exact value afprovided that multiple values satisfy her policies.

3. oblivious showBaob interacts with Alice using OCBE protocols. Alice learnshiog) about

v;. This kind of oblivious show protocols offers the best pciy@rotection among the three



types of show protocols. Often times, it has similar or les®@ant of computation as the

zero-knowledge show protocols.

In practice, Alice and Bob may not share the same CA. That ieAfhay not know the CA
that issues the OACerts to Bob and Alice may not trust that CA. &ivel@andle this problem using a
hierarchy of CAs with only the root of the hierarchy being teasby Alice. For example, Bob is a
student at StateU, and has a student certificate issued bgg€aif Science (CoS) of StateU using the
OACerts scheme. CoS has a valid certificate issued by StatelStateU is certified by Accreditation
Board for Engineering and Technology (ABET). The certificat@io to prove that Bob is a valid
student takes the fordABET — StateU — CoS — Bob. There are three certificates associated with
this chain, where the first two certificates are regular fieaties (as there are no sensitive information
in these certificates) and the last one is an OACert. Suppadse'f\policy is that only students in
computer science can access the resource, and supposerasite ABET. Bob can first show the
certificate chain to Alice without leaking any attributeaniation in his student certificate, and then
run a zero-knowledge proof protocol to prove that his maaamputer science.

Another practical consideration is that different CAs mag ddferent attribute names for the same
attribute. For example, Bureau of Motor Vehicles (BMV) u3eB as the attribute name for birth-date
in the driver license, whereas Bureau of Consular Affairsdige of birth as the attribute name for
birth-date in the passport. Alice and Bob can use applicatmnain specification documents [33, 34]
to make name agreement between different attribute narhesalso possible that different CAs use
different encoding methods to convert an attribute valuartanteger. To address this problem, each
CA publishes its encoding methods online and signs them utsinqivate key. When Bob shows his
OACert to Alice, he also sends to Alice the encoding methodkioattributes signed by his CA. Alice
can then adjust her policy based on the encoding methodsexaonple, in the digital driver license
issued by BMV, birth-date field is encoded using the numbelagtdetween January 1st of 1900 and
the actual date of birth. Suppose Alice’s policy is that Bagse must be between 30 and 40, Alice can
convert her policy to be that the value of birth-date in BobACd@rt is betweern andb, wherea andb

are birth-date values corresponding to age 30 and age 4@atesely.
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3.2 Applications of OACerts

In additional to enabling oblivious access control, OACemsl OCBE are useful in the following

settings.

Break policy cycles OACerts and OCBE can be used to break policy cycles (see [31Efarition)

in automated trust negotiation [43, 42, 44, 46]. Considerffdlewing scenario where Alice and Bob
want to exchange their salary certificates. Alice’s poliayssthat she can show her salary certificate
only to those whose salary is great than $100k. Similarly, ®dbreveal his certificate only to other
who earns more than $80k a year. Using current trust negwtitgchniques, neither Alice nor Bob
is willing to present her/his certificate first. The techr@gieveloped in [31] does not work well here
neither, because the salary requirement in the policiegasige, not a specific value. Such problem
can be solved using OACerts and OCBE. Suppose both Alice and BolA€erts as their salary
certificates, Alice and Bob can first exchange their OACerthauit revealing their salary values, then
Bob uses an OCBE scheme to send Alice his salary value togettiea won-interactive proof that the
value sent is indeed the value committed in the OACerts, orcdineition that Alice can open them
(i.e., the value and the proof) only if her salary is more ti@@k. Bob is certain that his salary figure is
revealed to Alice only if Alice’s income is more than $80kushBob’s policy is enforced without him

knowing Alice’s salary value.

Improve the efficiency of trust negotiation The goal of automated trust negotiation [43, 42, 44, 46]
is to establish trust between strangers through interadisclosure of certificates. OACerts and OCBE
can simplify the trust negotiation process by reducing thends of interactions and the number of
certificates exchanged. Consider the following scenarioreviddice is web publisher and Bob is a
senior citizen who wants to get access to Alice’s resourtieeA policy requires Bob to be older than
60. On the other hand, Bob only shows his birth-date to those avh a member of better business
bureau (BBB). Using traditional trust negotiation techniquéie first shows her BBB certificate, then
Bob reveals his driver license, finally Alice sends Bob herwese. The negotiation could be more

complicated (and take more rounds) if there is an accessatqglicy for Alice’s BBB certificate.
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Using OACerts, the trust between Alice and Bob can be estaaligh one round — Alice sends her
resource using an OCBE protocol such that Bob can receive tharcesif and only if he is a senior

citizen.

4  Definition of Oblivious Commitment-Based Envelope (OCBE)

We now give a formal definition of OCBE. While the definition falle the usage scenario described
in Section 3 in general, it abstracts away some of the detetlee scenario that have been solved using

OACerts and focuses on the parts that still need to solvedd®MBE protocol.

Definition 1 (OCBE) An Oblivious Commitment-Based Envelope (OCBE) scheme is pasained
by a commitment schem®mmit. It involves a sendef, a receiverR, and a trusted’A, and has the

following phases:

CA-Setup CA takes a security parameteand outputs the following: the public paramet@tgams
for commit, a set) of possible values, and a sBtof predicates. Each predicatehmaps an

element inV to eithertrue or false. The domain otommit[Params| contains) as a subset.

CA-Commit R chooses a value € V (R'’s attribute value) and sends @A. CA picks a random
numberr and computes the commitment commitp,ams(a, ). CA givesc andr to R, andc to

S.

Recall that in the actual usage scena€if,does not directly communicate witk. Instead CA
stores the commitmentin R's OACert certificate. The certificate is then sent/bto .S, enabling
S to havec as if it is sent fromCA. Here we abstract these steps away to Havesending: to S.
We stress that A doesnot participate in the interactions betwe&rand R.

Initialization S chooses a messagé < {0,1}*. S and R agreé on a predicat®red € P.
Now S hasPred, ¢, andM. R hasPred, ¢, a, andr.

1The main effect of having both the sender and the receivefféotahe predicate is that in the security definitions both
an adversarial sender and an adversarial receiver canettompredicate they want to attack on.
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Interaction S and R run an interactive protocol, during which an envelope ciointg an encryption

of M is delivered fromS to R.

Open After the interaction phase, Fred(a) is true, R outputs the messag¥; otherwise,R does

nothing.

Observe that the receivét's attributed value: is committed by a truste@A. This is natural (and

necessary) in our intended usage scenarios for OCBE.

4.1 Basic Cryptographic Assumptions

We say that a functiorf is negligiblein the security parametéerif, for every polynomialp, f(t) is
smaller thanl/|p(t)| for large enouglt; otherwise, it isnon-negligible The security of our OCBE

protocols is based on two standard assumptions in crygibgrand the random oracle model.

e Discrete Logarithm (DL) AssumptionThe DL problem is the following: Given a finite cyclic
groupG, a generatoy € G, and a group element computelog, y. The DL assumption is that
there exists no polynomial-time algorithm that can solve Bl problem with non-negligible

probability.

e Computational Diffie-Hellman (CDH) Assumptioihe CDH problem is the following: Given
a finite cyclic groupG, a generatoy € G, and group elemenig’, ¢°, computeg®. The CDH
assumption is that there exists no polynomial-time albarithat can solve the CDH problem

with non-negligible probability.

e Random Oracle ModelThe random oracle model is an idealized security modebahiced by
Bellare and Rogaway [2] to analyze the security of certainmahtryptographic constructions.
Roughly speaking, a random oracle is a functi@anX — Y chosen uniformly at random from
the set of all functiongh: X — Y} (we assumé” is a finite set). An algorithm can query the
random oracle at any point € X and receive the valug (x) in response. Random oracles are

used to model cryptographic hash functions such as SHA-1.

13



Challenger Adversary (sender)

Figure 1:The attacker game for OCBE's oblivious property. We allow the advetsapick a predicatéred
and two attribute values, , a5 of her choice; yet the adversary still should not be able to distinguisheivie

1. runs CA-setup phase.

2. Params, V, P
 daa 3. picksay, a; € V.
5. choose$ € {1,2},
setsa = Ap,
c = CommitParams(a7 T)' 6.c
7. choose®red € P,

10. interaction

lemulate the receiver | emulate the sendér

11,

Adversary wins the game if=b'.

with attributea; from one with attributess.

4.2 Security Definitions

Let anadversarybe a probabilistic interactive Turing Machine [27]. An OCBBeme must satisfy the

following three properties. It must be sound, oblivious] a@mantically secure against the receiver.

Sound An OCBE scheme isoundif in the case thaPred(a) is true, the receiver can output the

messagée\! with overwhelming probability, i.e., the probability thiie receiver cannot output/ is

negligible.

Oblivious An OCBE scheme iblivious if the sender learns nothing about i.e., no adver-
sary A has a non-negligible advantage against the challengerengéime described in Figure 1
where the challenger emulat€s\ and the receiver, and the adversary emulates the sender.

other words, an OCBE schemeasliviousif for every probabilistic interactive Turing Machind,

| Pr[A wins the game in Figure]1- 1 | < f(t), wheref is a negligible function ir.

Secure against the receiver An OCBE scheme isecure against the receivérthe receiver learns

nothing aboutl/ whenPred(a) is false, i.e., no adversaryl has a non-negligible advantage against the

14
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Challenger Adversary (receiver)

1. runs CA-setup phase.

2. Params, V, P
3. picksa € V.
. 4.a
5. ¢ = commitparams(a, ). 6 cr
7. choose®red € P,
s.t.,Pred(a) = false, and
8. Pred, M, M, equal-length\/;, M, € {0, 1}*.
9. choose$ € {1, 2},
setsM = M,.
| emulate the sendér < 10. interaction lemulate the receiver

11,

Adversary wins the game if=b'.

Figure 2:The attacker game for OCBE's security property against the recé&ven if we give the adversary the
power to pick two equal-length messadés and M, of her choice, she still cannot distinguish an envelope con-
taining M, from one containingy/s. This formalizes the intuitive notion that the envelope leaks no information
about its content.

challenger in the game described in Figure 2 where the cigdleemulate€A and the sender, and the

adversary emulates the receiver.

We now argue that OCBE is an adequate solution to the two-pa&Ey [Boblem in Problem 1,
by showing intuitively that the security properties defifedOCBE suffice to prove that the scheme
protects the privacy of the participants in the maliciousdeid25]. Observe that our definitions al-
low arbitrary adversaries, rather than just those follatime protocol (semi-honest adversaries). The
oblivious property guarantees that the sender’s view of@oyocol run can be simulated using just
the sender’s input, because one can simulate a protocolatwebn the sender and receiver, and no
polynomially bounded sender can figure out the receivepsiin Soundness and security against the
receiver guarantee that the receiver’s view can be sintilagimg just the receiver’s input and output. If
the receiver’s committed valuesatisfiesPred, then the messag¥ is in the output, one can therefore
simulates the sendér. If the receiver's committed valuedoes not satisf{’red, one can simulate the

sender with a arbitrary messa@i€ and no polynomially bounded receiver can tell the diffeeenc
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The security properties defined for OCBE guarantee also theataess [25] of the OCBE protocol
against malicious receivers. Our security definitions dacoger the correctness of the protocol against
malicious senders, i.e., if the receiver’s value does rafgdhe predicate, a malicious sender may trick
the receiver to output the messatjewhich violates the correctness of the protdcdHowever, this
malicious behavior does not make sense in the applicatiires malicious sender does not want to
send the messagé, she can choose not to participate in the protocol; on therdthnd, if a malicious
sender wants the receiver to skewithout satisfying her policy; she can choose to séndlirectly
rather than participating in the protocol.

We assume that the interaction phase of the OCBE scheme ideaaexutop of a previously estab-
lished private communication channel between the sendetrenreceiver. Recall that the certificate
holder establishes an SSL channel with the service prousiag OACerts described in Section 3.

Note that the OCBE scheme itself does not have the non-tradigr property. That is, a legit-
imate receiver, whose attribute value satisfies a sendexiqate, can share the values-, andc to
others so that a non-legitimate receiver who knews, andc can successfully obtain the sender’s
message. However, we stress that the OCBE protocol is exeontedafter the receiver shows his
OACert to the sender and proves to the sender that he owns therO/ee the previous section for
the usage of OACerts). In other words, the receiver has to shatx is certified in his OACerts and
he has the private key to his OACerts. Therefore, our ovecakme is non-transferable. In order for
a non-legitimate receiver to access the sender’'s messagaph-legitimate receiver has to know not

only a, r, c from a legitimate receiver but also the private key to thdilegte receiver's OACert.

5 The Pedersen Commitment Scheme

We now review the Pedersen commitment scheme [38], whidhbwilised in the OCBE protocols.

Definition 2 (The Pedersen Commitment Scheme)

Setup A trusted third partyl’ chooses two large prime numberandg such thay dividesp — 1. Itis

2In such case, the views of the sender and receiver cannatiodesed in the ideal model.
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typical to havep be 1024 bits ang be 160 bits. Ley be a generator afr,, the unique ordeg-
subgroup ofZ;. We usex — Z, to denote that: is uniformly randomly chosen frorid,. T

picksz — Z, and computed = (¢* mod p). T keeps the value secret and makes the values

P, q, 9, h public.

Commit The domain of the committed values4s. For a partyA to commit an value: € Z,, A

chooses — Z, and computes the commitment= (¢*h" mod p).

Open To open a commitment, A revealse andr, and a verifier verifies whether= (¢*h" mod p).

The above setting is slightly different from the standantisg of commitment schemes, in which
the verifier runs the setup program and does a zero-knowledgé to convinceA that the parameters
are constructed properly. We use a trusted third party teigea the parameters, because this is done
by a trustedCA in the OACerts scheme.

The Pedersen commitment schemengonditionally hiding Even with unlimited computational
power it is impossible for an adversary to learn any infoiorabout the value from ¢, because the
commitments of any two numbers#y have exactly the same distribution. This commitment schieme
computationally bindingUnder the DL assumption, it is computationally infeasitdean adversarial
committer to open a value’' other thana in the open phase of the commitment scheme. Suppose

an adversary finda’ (other thana) and+’ such thatg® 2" = ¢®h"(mod p), then she can compute

@—a 110d ¢, which islog,(h), the discrete logarithm df with respect to the base

r—r!

6 OCBE Protocols

In this section, we present two OCBE protocols using the Pedasmmitment scheme, one for equal-
ity predicates, the other for greater-than-or-equal-talfmates. We then sketch how to construct OCBE
protocols for other comparison predicates. All arithmetithis section is assumed to bexd p unless

otherwise specified.
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6.1 EQ-OCBE: an OCBE protocol for equality predicates

Our EQ-OCBE protocol runs a Diffie-Hellman style key-agreetmgntocol [17] with the twist that

the receiver can compute the shared secret if and only igb@ver's committed valueis equal toa.

Protocol 1 (EQ-OCBE) Let £ be a semantically secure symmetric encryption scheme withgace
{0,1}*. LetH : G, — {0,1}* be a cryptographic hash function that extracts a keycfédrom an
element in the groupyr,, the orderg subgroup ofZ;. EQ-OCBE involves a sendéf, a receiver?z, and

a trustCA.

CA-Setup CA takes a security parameteand runs the setup algorithm of the Pedersen commitment
scheme to creatBarams = (p,q, g, h). CA also outputs) = Z, andP = {EQ,, | ao € V},

whereEQ,,: V — {true, false} is a predicate such th&Q,,(a) is true if a = ao andfalse if
a # ag.
CA-Commit R chooses an integer € V and sends t€A. CA picksr «— Z, and computes the
commitmentc = ¢g°h". CA givesc andr to R, andcto S.
Initialization S chooses a messagé < {0,1}*. S andR agree on a predicat&,, € P.
Now S haskEQ,,, ¢, and)M. R haskEQ,,, ¢, a, andr.

Interaction S picksy « Z;, computess = (cg~*)¥, and then sends t& the pair(n = h?,C =

En (o) [M])-
Open R receives(n, C) from the interaction phase. EQ, (a) is true, R computess’ = n", and
decryptsC usingH (o”).
To see that EQ-OCBE is sound, observe that Wb, (a) is true,
o= (cg ) = (g"h"g ) = (g*""h")" = (W)? = (W)" =" = o
Therefore the sender and receiver share the same symnwjric k
Also observe that the interaction phase of the EQ-OCBE prbisaane-round; it involves only

one message from the sender to the receiver. In the intenaatid open phases, the sender does two

exponentiations and the receiver does one exponentiation.
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The key idea of EQ-OCBE is that if the receiver's committed galis equal toa,, the sender can
computecg=* = ¢g*~%h" = h". The sender now holds" such that the receiver knows the value
This achieves half of the Diffie-Hellman key-agreement gecot [17], with i as the base. The sender
then does the other half by sendihgto the receiver. Thus both the sender and receiver can cemput
o = (cg~™)¥ = h'Y. If the receiver's committed value is not equal tou,, then it is presumably
hard for him to compute = (cg—%°)¥ from h¥ andcg=“. The receiver cannot effectively compute
log;, (cg~®), because if the receiver is able to find a numBet log,,(cg—*), he can break the binding

property of the commitment scheme, i.e., he finds@ar’) pair such thag®h’ = g°h’.

Theorem 1 EQ-OCBE is oblivious.

Proof. The interaction phase involves only one message from tideseo the receiver. Among what
the sender sees, the only piece of information that is r@latehe receiver’s attribute valueis the
commitmentc. As the Pedersen commitment scheme is unconditionallyngidi does not lealany

information about.. Thus EQ-OCBE is oblivious even against an infinitely powesfiVersary. 1

Theorem 2 Under the CDH assumption af,, the order-q subgroup dt’, and whenH is modeled

as a random oracle, EQ-OCBE is secure against the receiver.

Proof. EQ-OCBE uses a semantically secure symmetric encrypti@nitdgn. WhenH is modeled as a
random oracle, EQ-OCBE is secure against the receiver wheeteter whose committed value is not
equal toay can compute with non-negligible probability= (cg— )Y, the secret that the sender uses to
derive the encryption key. More precisely, EQ-OCBE is secgeerst the receiver if no polynomial-
time adversary wins the following game against the chaemgth non-negligible probability (this
game is instantiated from the game in Figure 2 with detadsfthe EQ-OCBE protocol): The chal-
lenger runs the setup phase and sefgtams = (p, ¢, g, h) and the descriptions af andP to the
adversary. The adversary picks an integer V. The challenger chooses— Z, and computes the
commitment ofe asc = ¢*h", and gives- andc to the adversary. The adversary responds with an
equality predicat&Q,, such thaEQ,, () is false. The challenger then picks« Z and sends to the

adversary:¥. The adversary then outputsand the adversary wins the game i&= (cg—*)Y.
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Given an attacker that wins the above game with probabilitywe construct another attackBr

that solves the CDH problem i@, with the same probability3 does the following:

1. B, when giverp, ¢, h € G, h*, h¥, givesParams = (p, ¢, h*, h) and the descriptions af = Z,
andP = {EQ,, | ap € V} to A. Letg denoteh”.

2. Breceives an integer € Z, from A, picksr — Z,, computes: = (h*)*h", and sends andc to

A.
3. Breceives an equality predice€,, from A wherea # ay, and send4? to A.
4. B receivess from A, computes) = oh "%, and outputg (@) " modq,

When A wins the gameg = (cg= )Y = (¢ “h")Y = (¢¥)* “h"Y, thend = oh™" =

(gy)a—ao — (ha:y)a—aol B Outputs(s(a—ao)*l mod ¢ _ hey.

B succeeds in solving the CDH problem.f wins the above game, i.e., successfully computes

(cg™)". u

6.2 GE-OCBE: an OCBE protocol for greater-than-or-equal-to predicates

In this section, we present an OCBE protocol (GE-OCBE) for theePsah commitment scheme with
greater-than-or-equal-to predicates. The basic ideaeoG#-OCBE protocol is as follows. Létbe an
integer such that’ < ¢/2. Leta anda, be two numbers if0..2° — 1], and letd = ((a — ap) mod q).
Letc = g°h” be a commitment of wherer is known to the receiver, thety =% = g¢~%hp" = g?h"

is a commitment ofl that the receiver knows how to open. Notice that if a, thend < [0..2° — 1],
otherwised ¢ [0..2° — 1].

If a > a, the receiver generatémnew commitments,, ..., c,_1, one for each of thé bits of d.
The sender picks a random encryption kegnd split it into/ secrets, . . ., k,_;. Then the sender and
receiver run a “bit-OCBE” protocol for each commitment, iieg; is a bit-commitment, the receiver
obtainsk;, otherwise he gets nothing, while the sender learns nottogt the value committed under

Ci.
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Protocol 2 (GE-OCBE) Let £ be a semantically secure symmetric encryption scheme witggace
{0,1}*. LetH : G, — {0,1}* andH' : {0,1}** — {0, 1}* be two cryptographic hash functions. Our
GE-OCBE protocol involves a sendgr a receiverR, and a trusCA.

CA-Setup CA takes two parameters, a security parametand a parametef (which specifies the
desired range of the attribute value€A runs the setup algorithm of the Pedersen commitment
scheme to creatéarams = (p, ¢, g, h) such thaR® < ¢/2. CA also output®’ = [0..2° — 1] and
P = {GE,, | ap € V}, whereGE,,: V — {true, false} is a predicate such th&f,, (a) is true if

a > agy andfalse otherwise.

CA-Commit R chooses an integer € V' and sends t€A. CA picksr «— Z, and computes the

commitmentc = g*h". CA givesc andr to R, andcto S.

Initialization S chooses a messagé < {0,1}*. S andR agree on a predicatet,, € P.

Now S hasGE,,, ¢, andM. R hasGE,,, ¢, a, andr.

Interaction Letd = ((a — ag) mod q), GE,,(a) = true if and only if d € [0..2° — 1]. Note that

cg~® = ¢g?h" is a commitment ofl that R can open.

1. Rpicksry, ...,y «— Z, and sets, = r — "1 2r; mod ¢. WhenGE,, (a) = true,
letd,_, . ..d\dy be the binary representation @fi.e.,d = dy2° + d;2' + -+ 4+ d,_ 2.
WhenGE,, (a) = false, R randomly picksd,, ds, ...,dy—; < {0,1}, and setsly = d —
ij 2'd; mod ¢. R computes, fof) < i < ¢ — 1, the commitment; = commit(d;, ;) =
g%h". Rsendsy,...,co_1 10 8.

2. S verifies thatcg=* = Hf;é(ci)Qi. S randomly chooseé symmetric keys, ..., k1 €
{0, 1} and sets = H'(kol| - - - [|k,—1). S picksy « Z, computes) = h¥ andC = &E,[M].
For each) < i < /¢ —1, S computess? = (¢;)¥, o} = (c;g™1)¥, C? = H(0?) & k;, and

C! = H(o)) @ k;. S sends taR the tuple(n, Cg,Cy, ..., C} 1, Cr_,C).

7

Open R receives(n, C§,Cy,...,CY ,,C}_,,C) from the interaction phase. GE,,(a) is true, d =
Zf;é 2id; whered; € {0,1}. Foreach0 < i < ¢ — 1, R computess; = 7", and obtains

ki = H(c!) ® C%. R then computes’ = H'(k}|| - - - ||k,_,), and decrypt€' usingk’.
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To see that the GE-OCBE protocol is sound, observe that @igp(a) is true, dy,...,d,_; are
either 0 or 1. If the receiver follows the protocol, the send#dl succeed in verifying]_[f;é(cl-)” =
T2 (g%n7i)? = g?h" = cg=. Foreach) <i < ¢ —1,if d; = 0,09 = (¢;)¥ = (g%h")¥ = (h¥)"i =
n" = o, the receiver can compute = C? @ H(d)); if d; = 1, 0} = (cig™')¥ = (g% th")Y =
(h¥) = n" = o}, the receiver can compute = C! & H(o}). Ask = H'(kol|- - - ||ke—1), the receiver
can successfully obtaik. Thus the sender and receiver share the same symmetricik&E, (a) is
true.

The interaction phase of the GE-OCBE protocol is two roundse iHteiver does abodt ex-
ponentiations. The sender does abbekponentiations (observe that can be computed ag’g ¥,
whereg~Y needs to be computed only once).

We briefly sketch the idea why the receiver cannot obfdinf GE, () is false. If the receiver
follows the protocol, thed,, ... ,d,—, € {0,1} andd, ¢ {0, 1}. The receiver can successfully compute
ki,..., ko1, but fails to computés, because he can compute neitldr = (co)? = (g%h")¥ nor
ot = (cog™1)? = (g% ~1h")¥. Even if the receiver does not follow the protocol, it is inspible for him
tofinddy,...,d, € {0,1} andry, ..., 7, such thatg—® = [["Zs(c;)* ande; = g%h". Suppose
the receiver finds suct,...,d,, € {0,1} andrg,...,r,y; letd = Zf;é d;2" € [0..2° - 1] and

=S 2 (mod g), then
ga*aohr = cg*ao — Hf—l(ci>2i — Hﬁ—l(gdihn)y _ ng;& di?ihZf;é 2 _ gd,hr/‘

=0 =0

Asa —ay € [0..2° — 1] andd’ € [0..2° — 1], d’' # a — a0, the receiver is able to find— ao, r, &', andr”’

such thay*—%h" = ¢¢ "', which breaks the binding property of the Pedersen commitseheme.

Theorem 3 GE-OCBE is oblivious.

Proof. Consider the game for the oblivious property of OCBE (in Figlixelet us examine what an

adversary would see in the case of GE-OCBE. The adversary seesmitment: and/ commitments

Co, - .., cr-1 such thateg™ = [[Z}(c;)¥. The joint distribution ofc, ¢y, ..., ¢, is independent of
whether the challenger picked or a;, asc, ¢, ..., c,_; are totally random (because of the random
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choices ofr,rq,...,r,_1), andc, is always equal tag—* Hf;i(ci)*?. GE-OCBE is oblivious even

against an infinitely powerful adversary. |

Theorem 4 Under the CDH assumption af,, the order-q subgroup dt?, and whenH and H' are

modeled as random oracles, GE-OCBE is secure against thevezce

Proof. GE-OCBE uses a semantically secure symmetric encryptiaritdgn. WhenH’ is modeled

as arandom oracle, EQ-OCBE is secure against the receivernah@teiver whose committed value

a does not satisfisE,, can compute with non-negligible probability|| . . . ||k,_1, the secret that the
sender uses to derive the encryption Keyin other words, ifGE,, (a) is false, we need to show that

no receiver can compute, . . ., k,_; with non-negligible probability. Recall that the receiveigiven

C? = H(o?) ® k; andC} = H(o}) @ k;, whenH is also modeled as a random oracle, the receiver has
to know eithers? or o} to recoverk;.

GE-OCBE is secure against the receiver if no polynomial-ticheesary wins the following game
against the challenger with non-negligible probabilitifigtgame is instantiated from the game in
Figure 2 with details from the GE-OCBE protocol): The challenguns the setup phase and sends
Params = (p, ¢, g, h) and the descriptions 0f andP to the adversary. The adversary picks an integer
a € V. The challenger chooses— Z, and computes the commitment@fsc = ¢g°h", and gives
andc to the adversary. The adversary responds with a greaterethaqual-to predicatéE,, such that
GE,, (a) is false. The adversary outputscommitmentsy, . . ., ¢,_; such thatg=* = [['_(¢;)*. The
challenger then pickg < Z; and sends to the adversdry. The adversary then outputs, . .., 0,1
anddy, . ..,d,_, € {0,1}, and the adversary wins the game ifeck i < /-1, o; = (c;g~ %) holds.

Given an attacker that wins the above game with probabilitywe construct another attackBr

that solves the CDH problem i, with the same probability3 does the following:

1. B, when giverp, ¢, h € G, h*, h¥, givesParams = (p, ¢, h*, h) and the descriptions af = Z,
andP = {GE,, | ap € V} to A. Letg denoteh”.

2. Breceives an integer € Z, from A, picksr «— Z,, computes: = (h*)*h", and sends andc to

A.
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3. B receives a great-than-or-equal-to predicate,, from A wherea < ag. B computesd =
((a — ag) mod g).

4. B receives commitments, . .., ¢,_; wherecg=® = [['_(c;)?, and send#? to A.

5. B receivesoy, . .., 0,1, anddy, ..., d; ; from A. B computess = [[_}(0:)* andd =
S0 d;2%, and outputgdh Y (d-d) T mod g,
When.A wins the gameg; = (c;g~%)Y, then

-1 -1 /-1

0 =[Je)” =[[(cig™))* = (" [[(c)*)? = (67 eg™) = (¢*"h7)¥ = g!~"vnrv.
1=0 =0 i=0
B outputs(§h—"v)(d=d) " mod g — (g(d=d)y)(d=d)"  modq — gy — pry,
B succeeds in solving the CDH problem.f wins the above game, i.e., successfully computes

(cog™®)¥, ..., (co197%1)¥, wherecg=® = [[_}(c;)*, anddy, . .., dsy € {0,1}. |

6.3 OCBE protocols for other predicates

In this section, we first present two logical combination OCBEBt@cols, one forn (AND-OCBE),
the other forv (OR-OCBE). Then we describe OCBE protocols for comparison pageic> (GT-
OCBE), < (LE-OCBE), < (LT-OCBE), # (NE-OCBE). Finally, we present an OCBE protocol for
range predicates (RANGE-OCBE). Instead of formally presgrtirese protocols, we briefly sketch
the ideas. We us@C BE(Pred, a, M) to denote an OCBE protocol with predic&ted and committed
valueaq, the receiver outputd/ if Pred(a) is true. Similar techniques have been used before in [7, 32].
1. AND-OCBE: Suppose there exists OCBE protocolsfeed; andPred,, the goal is to build an
OCBE protocol for the new predicaBred = Pred; A Pred,. An OCBE(Pred; A Pred,, a, M)
can be constructed as follows: In the interaction phasesehder picks two random keys and
ks and sets: = H(k1||k2), whereH is a cryptographic hash function. The sender then runs the
interaction phases aPC BE(Predy, a, k1) andOCBE(Pred,, a, k2) with the receiver. Finally,
the sender send$;[M/] to the receiver. The receiver can recovdrin the open phase only if

bothPred; (a) andPred,(a) are true.
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. OR-OCBE: An OCBE(Pred; V Predy, M) can be constructed as follows: In the interac-
tion phase, the sender picks a random keyThe sender then runs the interaction phases of
OCBE(Predy, a, k) andOC BE(Pred,, a, k) with the receiver. Finally, the sender ser&i§\/|

to the receiver. The receiver can recovérin the open phase if eithéred;(a) or Pred,(a) is

true.

. GT-OCBE: For integer space; > aq is equivalent tou > ag + 1. An OCBE(>,,,a, M)

protocol is equivalent to a@CBE(>,,+1, a, M) protocol.

. LE-OCBE: The idea of LE-OCBE protocol is similar to the GE-OCBE protodobserve that
a < agifandonly if d = ((ag — a) mod q) € [0..2° — 1]. Lete = ¢g*h" be a commitment of,
theng®c! = glew—a) modap-rmoda jg 5 commitment ofl such that the receiver knows how to

open. The LE-OCBE protocol uses the same method as in GE-OCBE.

. LT-OCBE: For integer spacey < aqo is equivalent tou < ayp — 1. An OCBE(<y,,a, M)

protocol is equivalent to a@CBE(<,,_1, a, M) protocol.

. NE-OCBE: a # qy is equivalent tda > ag) V (a < ay). Therefore, atOC BE(#,,,a, M) can
be built asOCBE(>,, V <4,,a, M).

. RANGE-OCBE: ¢y < a < ay is equivalenttda > ag)A(a < a1). Therefore,a RANGE-OCBE
can be built a® CBE(>,, A <a,,a, M).

6.4 MOCBE: Multi-attribute OCBE

OCBE guarantees that, for the receiver to receive a messagatthleute committed in her OACert

must satisfy the sender’s policy. In many scenarios, accestol policies are based on multiple

attributes rather than one. For example, a policy may redhat the receiver either has GPA more than

3.0 oris older than 21. This requirement involves two atiigéta,; (GPA) anda, (age), and the predicate

for the sender i$a; > 3.0) V (a2 > 21). Itis natural to extend OCBE to support multiple attributes,

called MOCBE. In this subsection, we present constructiohd@EBE for two types of multi-attribute
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comparison predicates which we believe are useful in practiete denote a comparison operation
whereo € {=,#,<,>,<,>}. Our constructions use the Pedersen commitment schemesarttie

OCBE protocols as sub-protocols.

Linear Relation Predicates The linear relation predicatdé®ed(ay, . .., a,) take the form ofi; b, +
-+ ayb, © e, whereb, ..., b,, ande are public integers fror¥. In other wordsPred(a4, . .., a,) is
trueif a;by +-- -+ a,b, o eistrue, and isfalse otherwise. The MOCBE protocol of this type of pred-
icates can be built as follows: Since the Pedersen commitsodieme is a homomorphic commitment
scheme, the sender and receiver each can compute the coemhdfa,b, + - - - + a,b, (denoted as

) by computings}' % - - - ¢» (denote as). Now both the sender and the receiver havihe receiver
knows how to open the commitmentand we want the receiver to obtain the sender's messagd if an
only if z (the value committed ir) satisfiesz ¢ e. We reduce the MOCBE protocol to the OCBE

protocols for comparison predicates.

General Comparison Predicates The idea of this construction comes from [32]. The predicate
Pred(a4,...,a,) is specified as a boolean circuit withinput and one output, each inpuis associate
with a predicate:; ¢ e; wheree; is an integer in/. The circuit consists of AND gates and OR gates;
each gate has two or more inputs and one output. Intuitiealgceiver makes an inptrue if a; ¢ e; IS
true. A receiver satisfies the predicate if it makes the outpuhefdircuittrue. The MOCBE protocol

is as follows:

1. For each = 1..n, the sender chooses a random Keyand runs an OCBE protocol with the

receiver, sending; in an envelope that can be opened only whese; is true.

2. The sender computes the keys associated with (the oudpeaich gate as follows, starting from
the input of the circuit. For an AND gate, letV, k®, ... k(™ be the keys associated with the
m inputs, then the key corresponding to the output is k) & ... @ k(™. For an OR gate, let
kD k@ k(™ be the keys associated with theinputs. The sender chooses a randomkey
as the output key. The sender then encrypisider each ok £ .. k(™ and sends the

ciphertexts to the receiver.
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3. The sender encrypts the messdgaising the key associated with the circuit output and sends

the ciphertext' to the receiver.

It is not hard to see that if the receiver’s attributgs. . . , a,, satisfy the predicatBred(a, . .., a,),
then the receiver can obtain the key associated with theitiocitput. Thus the receiver is able to

decryptC and obtain)/.

7 Implementation and Performance

We have implemented a toolkit that generates X.509 celtifsc29] that are also OACerts using Java
v1.4.2 SDK and JCSI PKI Server Library [30]. In our implemeiuta, both the parameters of the Peder-
sen commitment scheme and commitments of certificate Hslaributes are encoded in the X.509v3
extension fields. Recall that the parameters of the Pedesamitment scheme ar@, ¢, g, h); they
are large integer numbers. The commitments can also be diawéarge integers. We convert each
of these integers into an octet string and bind it with an uaigbject identifier (OID) [29], and place
them (octet string and OID) in the extension fields as a ndicarextension. Note that attribute name
is not encoded in the certificate. The CA can publish a list witaite names and their corresponding
OID, so that service providers know which commitment cqroegls to which attribute. Our OACerts
can be recognized by OpenSSL.

We implemented also the OCBE protocols and zero-knowledgef protocols [12, 16, 13, 36] in
Java with Java 2 Platform v1.4.2 SDK. We use the Pedersen ttorant scheme with security para-
metersp = 1024 bits andg = 160 bits. Thus the size of a commitment is 1024 bits, or 128 bytes.
We set the attribute values in OACerts to be unsigned long/i-e 32. In the implementation of the
OCBE protocols, we use MD5 as the cryptographic hash funcli&g as the symmetric key encryp-
tion scheme. Given an arbitrary size message, MD5 outpuB8#@it message digest. In our setting,
M is typically a 16-byte symmetric key, the size&f\/] is also 16 bytes using AES in ECB mode. In
EQ-OCBE, is 128 bytes (1024 bits) and is 16 bytes, the total size of communication is 144 bytes.

We ran our implementation on a 2.53GHz Intel Pentium 4 machith 384MB RAM running RedHat
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Linux 9.0. We simulate the certificate holder and serviceioler on the same machine. Wighof size
1024 bits and; of size 160 bits in the Pedersen commitment scheme/ and2, the performance of

two zero-knowledge proof protocols and two OCBE protocolsimmarized in Table 1.

execution time| communication size
Zero-knowledge proof that = ag 28 ms 168 bytes
Zero-knowledge proof that > ag 2.2s 15 KB
EQ-OCBE 75 ms 144 bytes
GE-OCBE 09s 5.1 KB

Table 1: Running time and size of communication on a 2.53GHegl Rentium 4 running RedHat
Linux. Security parameters afe= 32, p = 1024 bits, andg = 160 bits.

8 Conclusion and Future Work

In this paper, we proposed OACerts, an attribute certificelterme that enables oblivious access con-
trol. We introduced the notion of OCBE, and developed provablyure and efficient OCBE protocols
for the Pedersen commitment scheme and predicates suel>as<, >, <, # as well as logical com-
binations of them. Future work includes developing effitl@BE protocols for predicates other than
comparison predicates, such as set predicate. Take theesktaie as an example, although a set
predicater € {z;,...,x,} can be represented with= z; V... V= = z,, and we can construct
an OCBE protocol for any set predicate using a combination ofEIBE protocol and OR-OCBE

protocol, unfortunately such construction is not efficiétie set is large.
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