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Abstract. The notion of Oblivious Commitment Based Envelope (OCBE$ wa
recently proposed,; it enables attribute-based accessotuaiithout revealing any
information about the attributes. Previous OCBE protoenésdesigned by tak-
ing zero-knowledge proof protocols that prove a committglde satisfies some
property and changing the protocols so that instead of orty peoving to the
other party, the two parties compute two keys that agreeditenty if the commit-
ted value indeed satisfy the property. In this paper, wethice a more general
approach for designing OCBE protocols that uses zero-ledyd proof proto-
cols in a black-box fashion. We present a construction shahdiven a zero-
knowledge proof protocol that proves a committed valuesfat a predicate, we
have an OCBE protocol for that predicate with constant &mitil cost. Com-
pared with previous OCBE protocols, our construction is engeneral, more
efficient, and has wide applicability.

1 Introduction

In attribute-based access control systems, access decaie based on attributes of the
requester, which are established by digitally signedfoeates through which certificate
issuers assert their judgements about the attributesititsnEach certificate associates
a public key with the key holder’s identity and/or attribsiteuch as employer, group
membership, credit card information, date of birth, citizleip, and so on. Because these
certificates are digitally signed, they can serve to intomdstrangers to one another
without online contact with the attribute authorities. Immy scenarios, the attribute
information in a certificate is sensitive and needs to begotetl. The requester may
want to disclose only the information that is absolutelyessary to obtain the resource
from the server.

Recently, Li and Li [20] proposed a cryptographic primitsadled Oblivious Com-
mitment Based Envelope (OCBE) that enables oblivious a&ccestrol; that is, it en-
ables attribute-based access control without revealiygigiormation about the at-
tributes. Informally, in an OCBE scheme, the receiver hasiafe attribute value:
which has been committed to the sender; the sender has & pubdicate (i.e., her
access control policy) and a private messafjeThe sender and the receiver engage in
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an interactive protocol such that in the end, the receivertipe messag@/ if and only

if her attribute value satisfies the predicate, ibéa) = true. Furthermore, the sender
learns nothing about the receiver’s attribute value. Fbdeéinition of OCBE will be
reviewed in Section 2.

Li and Li [20] developed OCBE protocols for the Pedersen cdtment
scheme [25] and predicates such=as#, <, >, <, > as well as logical combinations
of them. Their approach for designing the OCBE protocols isake zero-knowledge
proof protocols that prove a committed value satisfies soropgrty and change the
protocols so that instead of one party proving to the othetyptihe two parties com-
pute two keys that agree if and only if the committed valuegdisatisfy the property.

In this paper, we introduce a more general approach for degjd@® CBE protocols.
Rather than taking zero-knowledge proof protocols and figdvays to change them,
we use these protocols in a black box fashion. The basic &desfollows. The receiver
first sends a commitment of another attribute value to thdegmnd then uses zero-
knowledge proof protocols to prove that the committed vatudne new commitment
satisfies the policy. Finally, the receiver and the senderaprotocol such that the
receiver can retrieve the message if and only if the valuéisériwo commitments are
the same, and the sender does not learn whether the two ctetivdiues are the same.

We apply this approach to the commitment scheme introdugeBujisaki and
Okamoto [17] and later extended by Damgard and Fujisakj. [Me prove that our
protocol is secure under the Strong RSA assumption and tihepGiational Diffie-
Hellman assumption modulo an RSA modulus in the Random ©idoldel.

Compared with previous work [20], our approach has the falig advantages:

— Our OCBE construction achieves a general result; i.e., éfe¢hexists a zero-
knowledge proof of knowledge protocol that can prove a cottethivalue satisfies
a predicate, then we can build an OCBE protocol for that jgegdiwith constant
additional cost. As a result, one does not need develop neREQ@otocols for
each new families of predicates from the scratch and praeie $lecurity. Instead,
one can directly take advantage of the existence of effiderd-knowledge proof
protocols for properties of committed values.

— Our OCBE protocol is more efficient than the previous OCBEgxols [20]. The
OCBE protocols in [20] for the comparison predicates othantthe equality pred-
icates have linear computation and communication costs;both the sender and
the receiver need to perfor(¢) modular exponentiations whefés the maximum
length of the receiver’s attribute. In comparison, our OGBBtocol has constant
computation cost for comparison predicates.

— Unlike the OCBE protocols in [20] where the input range far teceiver is limited
to Z4, wheregq is a prime; the set of the receiver's committed input in ourBEC
protocol can b&Z, the set of all integers. This feature is particularly imtpat for
linear relation predicates, i.e., to test whether a conemhittalue satisfies a linear
relation overZ.

— Our OCBE protocols are compatible with the anonymous criggleri24, 8, 11].
The OCBE scheme in [20] is designed primarily for Obliviousrisute Certificates
(OACerts) [20] and is not compatible with the anonymous ergi@l systems. The
reason is that, in [20], the commitment is computed by thetédithird party rather



than the receiver. We modify the definition of OCBE to let theaiver commit, so
that the new definition is compatible with the anonymous engidls.

The rest of this paper is organized as follows. We first givermtations and re-
view the definition of OCBE in Section 2. We next review in S&ct3 cryptographic
assumptions and tools that we use. In Section 4, we presef@GBE protocol and
prove that it is secure. In Section 5, we describe how the O@BEcol can be applied
in attribute-based access control systems and automaistdnegotiation systems, in
particular, we show how our OCBE protocol can be used togeitib the anonymous
credentials. We discuss the related work in Section 6 andleda our paper in Sec-
tion 7.

2 Review the Definition of OCBE

2.1 Notation

In the rest of this paper, we use the following notations. @ethatu (k) is a negligible
function, if for every polynomiap(k) and for all sufficiently largée, (k) < 1/p(k).
We sayv (k) is overwhelming ifl — v(k) is negligible.

If S is a probability space, then the probability assignmert S means that an
elementz is chosen at random according$olf S is a finite set, them «— S denotes
thatx is chosen uniformly fron$. Let A be an algorithm, we usg — A(x) to denote
thaty is obtained by runningl on inputx. In caseA is deterministic, them is unique;
if A is probabilistic, theny is a random variable. Lett and B be interactive Turing
machines, we uséun «— A(-) < B(-) — b) to denote that. andb are two random
variables corresponding to the outputsdohind B as a result of their joint computation.

Let p be a predicate andAj, As,..., A, be n algorithms, We use
Pr[{z; «— A;(y:) hi<i<n : p(z1,- -+ ,2,)] to denote the probability tha(z1, - - - , z,,)
will be true after running sequentially algorithms, ..., A,, oninputsy, ..., y..

2.2 Definition of OCBE

We now briefly review the definition of OCBE [20]. We slightlyadify the definition
to make the OCBE scheme compatible with the anonymous ciiatlsohemes. The
difference between our new definition and the OCBE definiiiof20] is that, in our
new definition, we let the sender to commit rather than thstédithird party. Please
refer to Section 5 for the detailed explanation. Note that,@CBE protocol presented
in Section 4 works both this new definition and the origindlrdgon in [20].

Definition 1 (OCBE). An OCBE scheme is parameterized by a commitment scheme

commit. An OCBE scheme involves a sender, a receiver, and a trusiteldoiarty, and
has the following four phases:

Setup The trusted third party takes a security paramétand outputs public parame-
tersP for commit, a setS of possible values, and a sétof predicates (i.e., boolean
functions). Each predicatec B maps each element o eithertrue orfalse. The
domain ofcommit containsS as a subset. The trusted third party sef@sS, B)
to the sender and the receiver.



Initialization The receiver chooses a valaec S, computes the commitment =
commit(a, ) wherer is a random number, and sendt the sender. The sender
chooses a messagdé € {0,1}* and a predicaté € B and then reveals to the
receiver.

The sender hals ¢, andM. The receiver has, b, ¢, andr.

Interaction The sender and the receiver run an interactive protocoinguvhich an
envelope containing an encryption bf is delivered to the receiver.

Open After the interaction phase, if{a) is true, the receiver outputs the message
Otherwise, the receiver does nothing.

Note that, in the initialization phase, it is crucial for sender to reveal the predicate
b after the receiver has committed Otherwise, the receiver could choose a valle
that satisfies the predicate and comaitather tharu, so that she can always open the
envelope and obtaif/ in the end.

An OCBE scheme must satisfy the following three proper&€3.[It must be sound,
oblivious, and semantically secure against the receiver.

Sound.An OCBE scheme isoundif in the case thab(a) is true and both the sender
and the receiver are honest, the receiver can output theagess with overwhelming
probability.

Oblivious. An OCBE scheme isbliviousif the sender learns nothing abautMore
precisely, no adversary sendérhas a non-negligible advantage against the challenger
C in the following gamec first runs the setup program and seiftsS, B) to A. Then

A chooses a random messabe € {0,1}*, two valuesag,a; € S, and a predicate

b € B, and sendsy, a1, b to C. NextC chooses randomly € {ao, a1}, computes

the commitment for a, and interacts with4d by emulating the receiver. In the end,
outputsa’ € {ag, a1 }. The adversary wins the gamedf= a’. An OCBE scheme is
oblivious if

| Pr [ —A(1") = c(1*) —a:d = a] —1/2 ] = p(k)

where the symbols-, «—, — are defined in Section 2.1, apdk) is negligible function
in k. In other words, the adversary cannot do substantiallgeb#tan random guessing
whether the receiver’'s committed valuesigsor a; .

Secure against the receiveAn OCBE scheme isecure against the receivérthe
receiver learns nothing abolif whenb(a) is false. More precisely, no adversary sender
A has a non-negligible advantage against the challahgethe following gamec first
runs the setup program and ser{d@s S, B) to A. Then.4 chooses a value € S and

a valuer®, computes the commitment= commit(a, r), and sends, r, c to C. A also
chooses two equal length messadés M; € {0,1}* and sendd/y, M; toC. Next,C
chooses a predicatec B such thab(a) equals tdfalse, chooses randomly a message
M € {My, M,}, and interacts with4d by emulating the sender. In the end outputs

31n [20], r is chosen by the challenger rather than the adversary. ¥hiscause in the original
definition of OCBE [20], the trusted third party choosesvhereas in our new definition, the
receiver chooses and computes the commitment.



M’ € {My, M,}. The adversary wins the gameM = M’. An OCBE scheme is
secure against the receiver if

| Pr[M' — A(1%) & C(1%) = M : M' = M] - 1/2| = (k)

wherep(k) is negligible function ink. In other words, even if we give the adversary
the power to pick two equal-length messadésandM; of her choice, she still cannot
distinguish an envelope containidd, from one containing\/; .

3 Cryptographic Assumptions and Tools

In this section, we first review some standard assumptioasyjptography that we use,
then review two cryptographic tools that shall be used in@@BE protocol, one is the
integer commitment scheme, the other is zero-knowledgafgiaf knowledge.

3.1 Security Assumptions

In the rest of this paper, we shall use the following crypégdnic assumptions and mod-
els, namely, the computational Diffie-Hellman assumptiba strong RSA assumption,
and the random oracle model. The strong RSA assumption waslirced by Bari¢ and
Pfitzmann [3] and has been used in proving the security of meyptographic schemes
(e.g., [17,10], to list a few).

Computational Diffie-Hellman (CDH) AssumptioGiven a finite cyclic groups, a
group generatog, and group elementg?, ¢°; there exists no polynomial-time algo-
rithm that can computg®® with non-negligible probability.

Strong RSA Assumptio@iven an RSA modulus and a random value in Z, there
exists no polynomial-time algorithm that can compate- 1 andy € Z with non-
negligible probability such that® = x mod n.

Random Oracle ModeThe random oracle model is an idealized security model4intro
duced by Bellare and Rogaway [5]. Roughly speaking, a rand@ule is a function
H : X — Y chosen uniformly at random from the set of all functidits: X — Y'}.
Random oracles are used to model cryptographic hash funscgiach as SHA-1.

3.2 Integer Commitment Scheme

Our OCBE protocol use the following integer commitment sohéntroduced by Fu-
jisaki and Okamoto [17] and later extended by Damgard arjssdki [14]. The rea-
sons we choose this integer commitment scheme instead &fetthersen commitment
scheme [25] used in [20] are that: first, the input domain & tommitment scheme is
the set of all integers rather than a set of values in a graupsacond, this commitment
scheme supports efficient proof that a committed value tigsgiven interval [6]. This
second feature shall be used to construct efficient OCBEpobfor greater-than-or-
equal-to predicates.

Definition 2 (Integer Commitment Scheme).



Setup This step takes a security parameteand outputs a special RSA modulus=
pq, suchthap = 2p’+1 andq = 2¢’+1 wherep, ¢, p’, ¢’ are primes. It also outputs
h — QR, andg «— (h), whereQR,, is the set of quadratic residues moduland
(h) is the group generated By The public parameters of this commitment scheme
are(n, g, h).

Commit The domain of the committed values# To commit an integer. € Z,
the prover chooses «— Z and computes the commitment= commit(a,r) =
g*h” mod n.

Open To open a commitment, the prover reveals andr; then the verifier verifies
whetherc = g*h" mod n.

The integer commitment schemestsitistically hiding under the factoring assump-
tion, commit(a, r) statistically reveals no information to the verifier. Mo@rhally,
there exists a simulator which outputs simulated commitsi@ which are statisti-
cally indistinguishable from true commitmentsdoThis commitment scheme @m-
putationally binding the prover cannot commit herself two distinct valugsand a,
by the same commitment unless she can factoriZze other words, under the factor-
ing assumption, it is computationally infeasible for theyer to compute, a1, 79,71
whereaq # a1 such thatommit(ag, r9) = commit(a,r1).

3.3 Zero-Knowledge Proofs of Knowledge

We now list a few known proof of knowledge protocols based lom Fujisaki and
Okamoto commitment scheme. In the rest of this paper, atldhgutations are modulo
n unless explicitly specified.

— Proof of knowledge on how to open a commitment [14]. Thatiiggthe param-
eters(n, g, h) of the integer commitment scheme and a commitmaettie prover
proves the knowledge aof andr such that = g“h". We denote the protocol as

PK{(a,r):c=g*h"}

— Proof that a committed value is equal to a given integer [T#ht is, given the
parametersgn, g, h) of the integer commitment scheme, a commitmerdand an
integerag; the prover proves the knowledge @fandr such thate = ¢g*h"™ and
a = ag. We denote the protocol as

PK{(a,r):c=g*h" N a=ap}

— Proof that a committed value lies in a given integer intef@jl That is, given
the parameter&, g, h) of the integer commitment scheme, a commitmerand
integersay anday; the prover proves the knowledge®andr such that = g*h"
anday < a < a;. We denote the protocol as

PK{(a,r):c=g"h" N ap <a<a}



— Proof that a committed value is the product of two other cotradivalues [14].
That is, given the parameteps, g, i) of the integer commitment scheme and three
commitments;, ¢y, ¢1, the prover proves the knowledgewf, a1, r, o, 71 such that
c= gUWMhT ¢y = g*h™, andc; = g**h™ . We denote the protocol as

PK{(ag,a1,7,10,71) : ¢ = g*®°*h" A ¢cog = g"h"™ A ¢ =g"h™}

— Proof that a committed value has a linear relation witbommitted values [14].
That is, given the parametefs, ¢, h) of the integer commitment scheme+ 1
commitments:, cq, . . ., ¢, and integersy, z1, . . ., z,,; the prover proves the com-
mitted valuesi, ay, . . ., a, satisfy the equation = zg + a121 + - - + anz,. We
denote the protocol as

PK{ (ayrya1,m1y o yan, ) s {ci = g% h" hicicn A c=g°h" A )
a=2z9g+a1z1+ -+ anzn

All the above described protocols have constant computalttend communication
costs. These protocols are secure under the strong RSA pssom

4 Our OCBE Protocol

In this section, we first present a construction that turryszamno-knowledge proof pro-
tocol that proves a committed value satisfies some predit@an OCBE protocol for
that predicate. Then we prove that our protocol is secureangpare our protocol with
the several OCBE protocols described in [20].

4.1 Construction of OCBE Protocol

In [20], Li and Li developed several OCBE protocols for compan predicates, i.e.,
one OCBE protocol for each type of predicates. In this papepresent a more general
and more efficient result:

Our result Let S be a set of integers anB be a set of predicates, such that each
predicateh € B : S — {true,false}. Let commit be an integer commitment scheme
described in Section 3.2. Suppose for every predicateB, there exists an efficient
zero-knowledge proof of knowledge protocol that can proecemmitted value: € S
satisfies the predicaiei.e.,PK{(a,r) : ¢ = commit(a,) A b(a) = true}. Then with
constant additional cost, we can develop an efficient OCREoppl for predicates set
B.

Before we present the OCBE protocol, we briefly describerthétion how the pro-
tocol works. Let(n, g, h) be the public parameters of the integer commitment scheme,
a be the receiver’s private inputbe the corresponding commitment. Consider the fol-
lowing scheme: Ifb(a) is true, The receiver first proves to the sender that the value
committed inc satisfies the predicate then the sender sends the messafj¢o the
receiver. Such scheme is secure against the receiver, boblaous; i.e., the sender
learns some information abowut



In our proposed scheme jifa) is true, then the receiver choose’s= a; otherwise,
she chooses’ such thab(a’) = true. Then the receiver commitg to the sender; i.e.,
she chooses computes’ = g“/hT/, and gives’ to the sender. The receiver also proves
that the value committed id satisfies the predicate Observe that the sender learns
nothing about: — all she learns so far is that the value committed urdseatisfies.
Also note that, i(a) is true, thena = o’ ande/¢’ = g®h" /g* h™" = h"=""; otherwise,
¢/¢ = g% h"="". In other words, ifb(a) is true, the receiver has the knowledge of
log;,(¢/c"). The sender can use this fact to build a Diffie-Hellman stge-agreement,
so that onlyb(a) is true can the receiver obtain the encryption key.

Protocol 1 (OCBE) Let E be a semantically secure symmetric encryption scheme with
keyspacdg0,1}*. LetH : Z,, — {0, 1}* be a cryptographic hash function that extracts
a key for E from an element in the group,,. The OCBE protocol involves a sender, a
receiver, and a trust third party.

Setup The trusted third party takes a security paramét@nd runs the setup algorithm
of the integer commitment scheme in Section 3.2 to cr€ate (n, g, k). The third
party also outputs an integer seiC Z, and a seB3 of predicates. For eadhe B,

b: S — {true,false}. The trusted third party send#®, S, B) to the sender and the
receiver.

Suppose for each € S andb € B, if b(a) = true, there is an efficient zero-
knowledge proof of knowledge protocBK{(a,r) : ¢ = g*h" A b(a) = true}.

Initialization The receiver chooses a valuec S and a valuer € Z, computes the
commitmentc = ¢g®h", and sends to the sender. The sender chooses a message
M € {0,1}* and a predicaté € B and then revealsto the receiver.

The sender hals ¢, andM. The receiver has, b, ¢, andr.

Interaction The sender and the receiver run the following steps:

1. IfVa € S, b(a) = false; then the sender and the receiver terminate the protocol
immediately.

2. Ifb(a) = true, the receiver set’ = a, otherwise the receiver randomly chooses
a’ such thath(a’) = true. The receiver chooses — Z and computes the
commitments’ = g% k"’ . The receiver sends to the sender.

3. The sender and the receiver runs the zero-knowledge pfémiowledge pro-
tocol

PK{(a',7"): ¢ = g*h" A b(d') = true}
to prove that the value committed ihsatisfies the predicate

4. The sender pickg — Z,,, computesr = (¢/c’)¥, and then sends to the re-
ceiver the paifn = h¥,C = Eg()[M]).

Open The receiver received), C') from the interaction phase. #a) = true, in other
wordsa = o/, the receiver computes = """, decryptsC using H(o”), and
obtainsM.

Observe that the computational cost of the above OCBE pobisclose to the
cost of the zero-knowledge proof sub-protocol. More spesiff, suppose in the zero-
knowledge proof sub-protocol, the sender and the receized o perfornt, andZ,
modular exponentiations, respectively; then in the OCB&qmol, the sender and the
receiver need to perform at mdst-2 and/,, +1 modular exponentiations, respectively.



4.2 Security Proofs

Our OCBE protocol invokes the zero-knowledge proof protoco
PK{(a,r):c=g*h" A b(a) =true} as a sub-protocol. We here need to exam-
ine the security properties of this zero-knowledge prootgeol, before we prove the
security of the OCBE protocol. The security definition of aazknowledge proof of
knowledge protocol derives from Bellare and Goldreich [4].

Given a commitment and a predicaté as input. LetR be a polynomially com-
putable relation defined as, giverandr, R(a,r,¢,b) = 1 if and only if ¢ = ¢g*h"
andb(a) = true. A zero-knowledge proof of knowledge of witnegs ) such that
R(a,r,¢c,b) = 1is a probabilistic polynomial-time protocol between a pok and a
verifier VV with the following properties:

1. Completeness: For all possiki@ndr such thatR(a, r, ¢, b) = 1
Pr[P(a,r,c,b) < V(c,b) — x : x = accept] = 1 — u(k),

wherep (k) is a negligible function.

2. Zero-knowledge: Intuitively, the verifier should not deaany information about
a andr other than the fact thaR(a,r,¢,b) = 1. Formally speaking, there ex-
ists a probabilistic, expected polynomial-time simulafisuch that, for every
probabilistic polynomial-time verifieV;, for all (a,r,¢,b) € R, the distribution
P(a,r, e, b) < Vi(c,b) andS(c, b) — Vi(c,b) are computationally indistinguish-
able, where5 — V' meansS has black-box access to algoritim

3. Soundness: Intuitively, if the prover does not kn@wr) such thatR(a,r, ¢,b) =
1, the probability that the prover can convince the honesfigeis negligible. More
formally, for all (¢, b), for all probabilistic polynomial-time prove®;, if there is a
functione(k) such that

Pr[Py(c,b) < V(c,b) — x : x = accept] = €(k);

then there exists a polynomial-time extrackband a negligible functiop (k) such
that

Pr[Py(c,b) — E(c,b) — (a,r) : R(a,r,¢,b) = 1] = e(k) — u(k).

In other words, if the prover can convince the verifier witolgability (%), then
the extractor can compute, r) with probability close ta:(k).

Theorem 1. The OCBE protocol in Section 4.1 is sound.

Proof. To show the OCBE protocol is sound, we consider two case$dfitst case,
suppose for any € S = b(a) = false, then both the sender and the receiver know that
the receiver should not receisd, as the receiver’s input will never satisfy the predi-
cateb. Therefore, the sender and the receiver simply quit theopobton step 1 of the
interaction phase. In the second case, there exists same such thab(a) = true. In

this case, steps 2-4 of the interaction phase will be exdcBiethe completeness prop-
erty of the zero-knowledge proof protocol, the zero-knalgke proof protocol almost



always succeeds. If the valaecommitted by the receiver satisfies the predidatben
a’ = a. It follows that

/

7 = e/ = (g W = (B = ey = =

The sender and the receiver share the same symmetric keig tisgtd to encrypt the
message/. Therefore, ifb(a) = true, the receiver can obtain the messdde

Theorem 2. The OCBE protocol in Section 4.1 is oblivious.

Proof. An OCBE scheme is oblivious if the sender learns nothing atfmivalue the
receiver committed. Let us first see which messages the sesmigves during the ini-
tialization and interaction phases. In the initializatigmase, the sender receiveshe
commitment ofa, from the receiver. In the interaction phase, the sendeives from
the receiver’, the commitment of’. The sender also involves in the zero-knowledge
proof protocolPK{(a’,7') : ¢ = g* h™" A b(a’) = true} as the verifier.

More formally, an OCBE scheme is oblivious if we can show thatview of the
sender can be simulated. We build a simul&as follows: Given a sef of integers
and a predicatg, S chooses a random numhey <+ S and computes the commitment
cp = commit(ap). ThenS chooses another valug, — S such thath(ap) = true
and computes the commitmeryt= commit(ag). Finally, S calls the simulator for the
zero-knowledge proof protocol. As the commitment schenstatstically hiding, the
joint distribution of (¢, ¢’) is statistically indistinguishable from the joint distuifion
of (co, ¢f). By the zero-knowledge property of the zero-knowledge ppwotocol, it
is easy that the transcripts generated by the sender whenadting with the receiver
is computationally indistinguishable with the transcsigenerated by the simulatsr
Therefore, the OCBE protocol is oblivious.

Theorem 3. The OCBE protocol in Section 4.1 is secure against the receiv

Proof. The preceding OCBE protocol uses a semantically secure symenencryp-
tion algorithm. Suppos# is modeled as a random oracle, the OCBE protocol is secure
against the receiver when no receiver, whose committec\gdes not satisfy the pred-
icateb, can compute with non-negligible probability the secrett tthe sender uses to
derive the encryption key.

More precisely, the OCBE protocol is secure against thevec# no polynomial-
time adversary wins the following game against the chakemngith non-negligible
probability: The challenger runs the setup phase and s@hds B) to the adversary,
whereP = (n, g, h) is the public parameter of the integer commitment scheme. Th
adversary picks integeis€ S andr € Z, computes the commitment= ¢®h", and
sendsa, r, andc to the challenger. The challenger responds by picking aiqaesl
b € B such thab(a) = false. The adversary chooses a validesuch thab(a’) = true,
chooses: € Z, and computes’ = ¢* h™'. The adversary send$ to the challenger
and also run®K{(a’,') : ¢ = g* b A b(a’) = true} to prove that the value com-
mitted in ¢’ satisfies the predicate The challenger then pickg «— Z,, and sends to
the adversary?. The adversary then outputs and the adversary wins the game if

o= (/).



By the soundness property of the zero-knowledge proof pobtthe challenger can
extracta’ andr’ from the zero-knowledge proof using the standard rewintingnique.
That is, we can replace the zero-knowledge proof protoctiiérabove game with that
the adversary sends, ', and¢’ to the challenger. Note that, #6a) = false and
b(a’) = true, it follows thata # a’. Also note that, since the challenger runs the setup
program of the integer commitment scheme, she knows howctoriaen.

Given an attackerd that wins the above game with probability we construct
another attacke that can solve the computational Diffie-Hellman probleni/i, the
group generated by, with the same probabilitys does the following:

1. B, when giverp, ¢, h, h*, h¥ wheren = pq is a special RSA modulus used in the
commitment scheme aridis an element inQR,,, givesP = (n,h*,h), S = Z,
andB to . A. We usey to denoteh”.

2. B receives, r, andc from A, and verifies that = ¢g®h”. B chooses a predicate
b € B such thab(a) = false and send$ to A.

3. Breceives!, i/, andc from A. B verifies that! = g* b’ andb(a’) = true. Then
B sendshV to A.

4. B receivesr from A, computes = oh(”' =¥ and outputs-(@—a") " mod é(n)

If A wins the game, we get

0= (C/C/)y = (ga_a/hr_r/)y = (gy)a—a/h(r—r/)y

- o,h(r'fr)y _ (gy)afa’ _ (hzy)afa’
B outputsr(a—a) " mod ¢(n) — pay,

BB succeeds in solving the computational Diffie-Hellman peobif and only if A
wins the above game, i.e., successfully comgufe’)¥. Therefore, under the CDH
assumption, the OCBE protocol is secure against the raceive

4.3 Comparison with Previous OCBE Protocols

To compare the OCBE protocol with the OCBE protocols proddseli and Li [20],
we first list all families of predicates that our OCBE protbsopports. All the zero-
knowledge proof protocols listed below are summarized ictiSe 3.3; and they have
constant computation and communication costs.

— Equality PredicatesLet B be the family of equality predicates. Each predidate
B takesa as a parameter, abda) is equal totrue if and only if a = ag. As there
exists an efficient zero-knowledge proof protocol

PK{(a,r) : c=g"h" N a=ao},

we can build an efficient OCBE protocol for this family of preates. In this OCBE
protocol, the receiver can open the sender’s message ifragdf d(ier committed
numbera is equal toag.



— Greater-Than-Or-Equal-To Predicateket B be the family of Greater-Than-Or-
Equal-To predicates. Each predicaten B takesa, as a parameter, arida) is
equal totrue if and only if a > ag. As there exists an efficient zero-knowledge
proof protocol

PK{(a,r):c=g*h" A a>ap},

we can build an efficient OCBE protocol for this family of preates. In this OCBE
protocol, the receiver can open the sender’s message ifragdf dier committed
numbera is greater than or equal tg.

— Other Comparison PredicateBesides= and>, the other comparison operations
include<, >, <, #. Since there exists efficient zero-knowledge protocolstfese
comparison operations, the corresponding OCBE protoewide built.

— Range Predicated et B be the family of range predicates. Each predidate B
takesag anda, as parameters, aida) is equal totrue if and only if ag < a < a;.
As there exists an efficient zero-knowledge proof protocol

PK{(a,r):c=g*"h" A ap <a<ai},

we can build an efficient OCBE protocol for this family of preates. In this OCBE
protocol, the receiver can open the sender’s message ifagdf dier committed
numberq is in the range ofag, a1).

— Square PredicateGiven an input, this predicate outputsue if and only ifa is a
square, i.e.q = z2 for some integex. Note that

PK{(a,r,z):c=g*h" A a =2}

can be constructed using the zero-knowledge proof that aritied value is the
product of two other committed values as

PK{(a,r,z,15) :c=g"h" A cxz =¢°h"™ N a=x x}

Therefore, we can build an efficient OCBE protocol for theasgupredicate. In
this OCBE protocol, the receiver can open the sender’s rgeséand only if her
committed numbed is a square number.

— Modular Equality Predicated_et B be the family of range predicates. Each pred-
icateb in B takesz, andz; as parameters, artda) is equal totrue if and only if
a = zp (mod z1). For example, iy = 0 andz; = 2, this predicate tests whether
a is an even number. Note that

PK{(a,r):c=g"h" A a = zp (mod z1)}

can be constructed using the zero-knowledge proof that aritted value has a
linear relation with another committed value as

PK{(a,r,z,75) :c=g*h" A ¢z =g¢°h™ N a=z0+z21}

Therefore, we can build an efficient OCBE protocol for thimily of predicates.
In this OCBE protocol, the receiver can open the sender'sagssif and only if
her committed number is equal tozy moduloz; .



In Table 1, we give a detailed comparison between our OCBEopots and the
OCBE protocols developed by Li and Li [20]. For equality poades, the OCBE pro-
tocol in [20] is slightly better than ours, although they &alie same complexity. For
other comparison predicates and range predicates, the @@B&cols in [20] are more
expensive than ours, i.e., their protocols have linearwbsteas ours require only con-
stant computation. Also note that the OCBE protocols forstipgare predicate and the
modular equality predicates are first developed in this pape

OCBE Protocols in [20Pur OCBE Protocols
Equality Predicates o(1) 0(1)
Other Comparison Predicates o) 0(1)
Range Predicates o) 0(1)
Square Predicate * 0o(1)
Modular Equality Predicates * o(1)

Table 1. Comparison between the OCBE protocols in [20] with our OCB&aqxol in terms of
computation and communication costs. In the table the length of the committed value,
denotes that such predicates are not supported in the OGB&cpfs.

5 Applications of Our OCBE Protocol

In this section, we discuss the applications of OCBE tolaitg-based access control,
right after we present how the OCBE protocol is used in accessol systems.

5.1 How to Use the OCBE Protocol

Recall that in the initialization phase of an OCBE scheme réteiver sends the com-
mitment of her attribute to the sender. To use OCBE in attedhased access control,
the sender needs to make sure that the commitment from thiweets indeed the com-

mitment of the receiver’s attribute. In other words, theereer needs to show that the
attribute committed to the sender is certified by a certiéi@atthority. This can be done
using either OACerts [20] or anonymous credentials [2418, 1

OACerts OACerts is a certificate scheme developed by Li and Li [20thenOACerts
scheme, instead of storing attribute values directly irctivéificate, a certificate author-
ity stores the commitments of these values in the certificEhese commitments are
computed by the certificate authority. When the receivarattts with the sender, she
first reveals her OACerts; then she runs the OCBE protocdl thié sender based on
the commitments in the certificates.

Anonymous CredentialAn anonymous credential system [24,8,11] is a credential
system in which the transactions carried out by the same as@rot be linked. In
the anonymous credential system proposed by Camenischyayadiskaya [8], the
attributes of a user are signed by a certificate authorityguaispecially designed sig-
nature scheme. To show an attribute, the user commits tlilsud¢t and proves that the



attribute in the commitment is the same as the attribute énathonymous credential.
When the receiver interacts with the sender, she first cosimetit attribute, then proves
that the committed attribute is the same as in the anonynredgantials. In the end, the
receiver runs the OCBE protocol with the sender based orctmamitment. Note that

the attribute is committed by the receiver, instead of bycmtificate authority. That is

the reason that, in the new definition of OCBE, the receivepsks- and computes the

commitment.

5.2 Applications to Attribute-Based Access Control

We list two applications of OCBE to attribute-based accesdrol. The ideas of these
applications come from [20]; we only sketch here.

Oblivious Access ControBuppose Alice is a client and Bob is a server. Alice wants
to access some resources from Bob whose policy is based oe'Adttribute. Alice
can first show her OACerts or anonymous credentials, theadbas commitment of
her attribute, she runs an OCBE protocol with Bob. In the O@B&ocol, Bob sends
Alice an encrypted envelope such that Alice could open threlepe only if her attribute
satisfies Bob's policy. That is, Bob can perform access obh&rsed on Alice’s attribute
values while being oblivious about Alice’s attribute infioaition.

Breaking Policy CyclesOCBE can be used to break policy cycles (see [23] for def-
inition) in automated trust negotiation [29, 28, 30]. Calesithe following scenario:
Alice’s policy is based on Bob’s attribute and Bob’s polisybiased on Alice’s attribute.
As a result, none of them wants to reveal their attributegceAind Bob can run an
OCBE protocol to break such cycles. See [22] for detailedudisions on how OCBE
can be integrated into automated trust negotiation.

6 Related Work

An OCBE scheme can be seen as a special oblivious transferoflivious transfer
protocol was first introduced by Rabin [26]. In an obliviotartsfer between Alice and
Bob, Alice wants to send a message to Bob in such a way thathalffprobability Bob
will receive the message, and with half probability Bob wilteive nothing. Further-
more, Alice does not know which of the two events really haygok

Crescenzo, Ostrovsky, and Rajagopalan [13] introducedantaf oblivious trans-
fer called conditional oblivious transfer; in which Alica$a private input, and Bob
has a private input;, they and shares with each other a public prediéateat evalu-
ates over, andz;. In the conditional oblivious transfer of a messagefrom Alice
to Bob, Bob received/ only when the predicate holds, i.6(z,, zy) = true; further-
more, Alice learns nothing about, or b(z,, z»). OCBE is different from conditional
oblivious transfer in that, in OCBE, Bob’s private input mnemitted to Alice. Besides,
the conditional oblivious transfer protocol for great+thar-equal-to predicates [13] has
the computation cost linear to the sizeaxgf andx;,, whereas our OCBE protocol for
great-than-or-equal-to predicates has constant timepeance.

Crépeau [12] introduced the notion of committed oblivit@sfer. In committed
oblivious transfer, Alice commits two bitay anda;, and Bob commits a bit. All three



commitments are shared by Alice and Bob. In the end, Bob $earwithout learning
anything else, and Alice learns nothing. Garay, MacKenaig] Yang [18] gave an
efficient construction of committed oblivious transfer enthe universal composability
framework. OCBE differs from committed oblivious transherthat Bob’s input is an
arbitrary integer rather than a single bit.

Our work is also somewhat related to several cryptograpthiemes that have been
recently proposed for attribute-based access controlefample, oblivious signature
based envelopes [23], hidden credentials [7, 19], secretdtakes [2, 9], pairing-based
cryptography [27], anonymous identification [15], certifimput private policy eval-
uation [21], hidden policies with hidden credentials [1&}d policy-based cryptogra-
phy [1] were proposed to address the privacy issues in acoessl, in particular, these
schemes can be used to protect the requester’s identitegiobutes.

7 Conclusion

The OCBE scheme has been proved to be a useful primitive feaiqyr protection in
attribute-based access control. In this paper, we impriéve®CBE protocols in [20]
and gave an efficient and general construction of OCBE. Ounstcoction replies on
the existence of efficient zero-knowledge proof of knowkeggotocols that prove a
committed value satisfying certain predicate. Our comsion is secure under the CDH
assumption and the strong RSA assumption in the randomeonzamdiel.
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