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Outline and Readings

« Qutline
* Groups
* Residue classes
« Euler Phi function
* Chinese remainder theorem

* Readings:
« Katz and Lindell: : 7.1.3, 7.1.4,
7.15, 7.2
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Group

« A group is a set G along with a binary operation
e such that the following conditions hold
— (Closure): VgheG, geheG

— (Existence of an Identity):
deeGs.t.VgeG gee=eeg=g

— (Existence of inverse):
VgeG JdgeG sit. geh=heg=¢
— (Associativity)
V01,0»0:€G (9:°9,)°0;=9:1°(92°93)
- Example: (Z,+), (R,+), (Q*,x),
(Permutations,Composition)
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Group Concepts

* When a group G has a finite number of
elements, we say that G is a finite group, and
|G| the order of the group.

- We say a group is abelian if the following holds
— (Commutativity:) Vg,he G, geh=heg

- We say that (H,e) is a subgroup of (G,e) ifHis a
subset of G, and (H,e) Is a group
— Find a subgroup of (Z,+)
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Additive and Multiplicative Groups

- Additive group

— Use + to denote the operation

— Use 0 to denote the identity element

— Use —g to denote the inverse of g

— Use mg = m-g = g+g+...+g (g occurs m times)
» Multiplicative group

— Use g-h or simply gh to denote applying the operation

— Use 1 to denote the identity element

— Use g to denote the inverse of g

— Usegmtodenoteg-g-... g

CS5h55 Spring 2012/Topic 12



Theorem 7.14

- Theorem: Let G be a finite abelian group, and
m=|G| be its order, then VgeG gm=1
* Proof.
— Lemma: If ab=ac, then b=c.
— Letgq, 95, ..., 9, Pe all elements in G
— Then gg4, 99, ..., gg,, must also be all elements in G

— 01092 9 =1(99y) - (995) -.. (99m) =97 91°95 - Oy
— Thus gM=1

CS5h55 Spring 2012/Topic 12



Residue Classes

» Glven positive integer n, congruence modulo n is
an equivalence relation.

« This relation partition all integers into equivalent
classes; we denote the equivalence class
containing the number x to be [x],,, or [x] when n
IS clear from the context

 These classes are called residue classes modulo
n

E.g., [1]-=[8],={..., -13,-6,1,8,15,22,...}
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Modular Arithmetic In Z,

- Define Z, as the set of residue classes modulo n
- Z; =101, [1], [2], ..., [6]}

 Define two binary operators + and x on Z,

» Given [x], [y] In Z,, X] + [yl = [x+yl,

X x [yl = [xy]

* E.Q., InZ; [3]+[4] = [0], [O]+[2] = [2]+[0] = [2],
[5]+[6] = [4]

* (Z,,%) Is a group of size n; (Z,,x) IS hot a group

- Compute the table for Z,
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Properties of Modular Addition and
Multiplication

Let n be a positive integer and Z, be the set of residue
classes modulo n. Foralla, b,c € Z,

1. a+b=Db+a addition is commutative

2. (atb)+c = a+(b+c) addition is associative

3. at+[0]=a exists addition identity

4. [X] +[-x] =[O] exists additive inverse

5. axb=Dbxa multiplication is commutative
6. (axb)xc = ax(bxc) multiplication is associative
7. ax(b+c) =axb+axc  mult. distributive over add.

8. ax[1l]=a exists multiplicative identity
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Multiplicative Inverse

- Theorem: [x],, has a multiplicative inverse if and
only if gcd(x,n) = 1

- We use Z_~ to denote the set of all residue
classes that have a multiplicative inverse.

« Whatis Z,;?

« (Z,,x) is a group of size ®(n) .
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The Euler Phi Function

Definition
Given an integer n, ®(n) = | Z,*| is the number of all

numbers a suchthat0O< a<n and a iIs
relatively prime to n (i.e., gcd(a, n)=1).

Theorem: If
gcd(m,n) = 1, ®(mn) = d(m) d(n)
Proof. There is a one-to-one mapping between Z_ *
and Z_ *x Z_*
X — (X mod m, x mod n)
yn(n-1 mod m) + zm (Y,2)
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The Euler Phi Function

Theorem: Formula for ®(n)
Let p be prime, e, m, n be positive integers

1) ®(p) = p-1
2) O(p®) = p® — p*+

3) If n= plel pzez---pk

o then

d(n) = n(l—i)(l—i)...(l—i)
P, P, Py
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Fermat’s Little Theorem

Fermat’s Little Theorem

If p Is a prime number and a is a natural
number that is not a multiple of p, then

aP-t=1 (mod p)
Proof idea: Corollary of Theorem 7.14

« gcd(a,p) =1,thentheset{i-amodp}O<i<pisa
permutation of the set {1, ..., p-1}.

— otherwise we have 0<n<m<p s.t. ma mod p = na mod p, and
thus p| (ma - na) = p | (m-n), where O<m-n<p)

« ax2ax...x(p-Da =(p-1)!aP! = (p-1)! (mod p)
Since gcd((p-1)!, p) = 1, we obtain aP! =1 (mod p)
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Euler’s Theorem

Euler’s Theorem

Given integer n > 1, such that gcd(a, n) =1 then
a®M =1 (mod n)

Corollary of Theorem 7.14

Corollary

Given integer n > 1, such that gcd(a, n) = 1 then

a®M-1mod n is a multiplicative inverse of a mod n.

Corollary

Given integer n > 1, X, y, and a positive integers with
gcd(a, n) = 1. If x =y (mod ®(n)), then

a*=a¥ (mod n).
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Consequence of Euler’s Theorem

Principle of Modular Exponentiation

Given a, n, X, y with n > 1 and gcd(a,n)=1,
if x=y (mod ¢(n)), then

a* = a¥ (mod n)

Proof idea:
ax= akim+y = gy (g Ak

by applying Euler’'s theorem we obtain
a*=aY¥ (mod p)
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Chinese Reminder Theorem (CRT)

Theorem
Let ny, n,, ,,, N be integers s.t. gcd(n;, ny) =1

for any I #|.
Y= X =a, mod n,
X =a, modn,

X =a, modn,

There exists a unique solution modulo
n=n;N,...N,
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Proof of CRT

Consider the function y: Z,. > Z X Z, X ... X Z,
v(X) = (X mod n4, ..., xmod n,)

We need to prove that y is a bijection.
 For 1<i<k, define m;, = n/ n;, then gcd(m;,n)=1
 For 1<i<k, define y, = m: mod n,

- Define function p(a1,a2,...,ak) = 2 amy. mod n,
this function inverts y

— amyy;= a; (mod n)

— amyy;=0 (mod n;) where | # |
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An Example Illustrating Proof of CRT

- Example of the mappings:
- ny=3, n,=5, n=15
— m;=5,y,=m;tmodn,=2, 52mod3=1
— m,=3,y,=m,*modn,=2, 3:2mod5=1

— p(2,4) = (252 + 4-3-2) mod 15

=44 mod 15=14
— 14mod3=2,14mod5=4
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Example of CRT:

X =5 (mod 7)
X =3 (mod 11)
* n,=/, n,=11, n;=13, n=1001 x = 10 (mod 13)

* my;=143, m,=91, my=77

¢ y,=1431Tmod 7=31tmod 7 =5
y,=911mod 11 =31mod 11 =4
y,=77tmod 13 =121mod 13 =12

X =(5x143x5 + 3x91x4 + 10x77x12) mod 1001
= 13907 mod 1001 = 894
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Coming Attractions ...

- Message Authentication Code

» Reading: Katz & Lindell: 4.1~4.4
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