Lecture 03: Groups and Fields

Supplementary reading and cryptographic context




The puzzle: does one point reach them all?

step k | point reached

Observed calculation 0 0
Work modulo 17. Let S contain the pairs 1 (2,3)
satisfying 2 (0,1)
3 (16,0)

2 _ 3 )
y°=x"+1 (mod 17), 4 (0, 16)
together with one extra symbol O. Start- 5 (2,14)

ing from P = (2,3), a rule defined later 6 o

gives the table on the right. We will return after defining the

operation and what it means for one
Guiding question element to reach the others.

There are eighteen points in S. Why does
the sequence return to O after six steps?
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By the end of this supplement, we will be able to

restate the group and field axioms in a dependency-conscious order;

move from powers to generators and then to efficient exponentiation;
distinguish nonzero residues from invertible residues modulo a composite;
introduce optional vocabulary: subgroups, element order, and primitive roots;

locate groups and fields inside several cryptographic constructions; and

o 0k w =

enumerate a small elliptic curve and compute a proper subgroup explicitly.

Recommended reading: [HPS14, Secs. 2.5 and 1.5].
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How to use this supplement
Core recap and clarification Additional reading

o The distributed 14-slide Lecture 03 e The second part adds optional
deck remains the required vocabulary and broader
minimum. cryptographic context.

o The first part revisits that material, o Application slides are previews, not
fills in short arguments, and substitutes for later lectures on the
clarifies notation. complete constructions.

o Definitions appear before o Any unavoidable preview is
substantive use. explicitly signposted.

Read Hoffstein—Pipher-Silverman Section 2.5 before Section 1.5, so the group
vocabulary is available first.
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Groups: one operation with inverses

A binary operation on a set G is a rule
0:GxG—G

that combines two elements of G and returns another element of G.
Definition
A group is a pair (G, o) satisfying:
1. Associativity: (aob)oc=ao(boc).
2. ldentity: some e € G satisfiess eoa=a=aoce.
3. Inverse: every ac Ghasa '€ Gwithaloa=e=aoal

Closure is already encoded by the displayed map G x G — G.

If aob = boaforevery a,b € G, the group is commutative, or abelian. [HPS14, §2.5]
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Two notational languages for the same axioms

Multiplicative notation

operation: abor aob
identity: e or 1
inverse: a—!

Immediate consequences of the axioms

o The identity element is unique.

o The inverse of each element is unique.

Additive notation

operation: a+ b
identity: 0
inverse: —a

o Cancellation: ab = ac implies b = ¢, and ba = ca implies b = c.

For example, left-multiplying ab = ac by a~* gives (a~'a)b = (a~'a)c, hence b = c.
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A quick check: bitstrings under &

({0,1}", @) Example

o The bit operation exclusive OR (XOR),

written @, is applied coordinatewise. 10110
o Closure and associativity hold © 01101
coordinatewise. 11011

Identity: 0" = 00 - - 0.

Every bitstring is its own inverse:
x @ x = 0"

XOR is commutative.

This is the algebra used by the classical one-time pad and by many bit-mask operations.
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The group one-time pad in three lines

1. Key generation 2. Encryption 3. Decryption
sk & G. .
¢ = Ency(m) := mosk. m’ = Decg(c) := cosk .
Choose sk uniformly
from G: each element Alice publishes c. Bob uses the shared key
has probability 1/|G|. to recover m.

Assumptions used later for privacy

The key is hidden, uniform over all of G (including the identity), and used for only
one message. The message, key, and ciphertext all lie in G.
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Correctness is an algebraic identity

Definition in this course

Correctness means that decrypting an encryption returns the original message:

Decek (Encsk(m)) = m for every m,sk € G.

Decsk(Encsk(m)) = (mosk)o skt
= mo(skosk™!) associativity

=moe=m. inverse and identity

Independent check. Commutativity was not used; the order of factors must remain
exactly as written.
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Finite and infinite examples

(Z,+) is a group: (Zn,+) is a group, where
o identity: O;
. ! Zn,=1{0,1,...,n—1}
e inverse of a: —a;
e addition is associative and closed. and addition is reduced modulo n.

The same set may participate in different structures depending on which operation is
chosen. Always specify both the set and the operation.
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Nonexamples: locate the failed axiom

Structure Verdict Reason

(Z, x) not a group 0 has no inverse, and 27! ¢ Z.
(Z\ {0}, x) not a group 271 =1/2 leaves the set.

(Q, x) not a group 0 has no multiplicative inverse.

(Q\ {0}, x) group every nonzero a/b has inverse b/a.

Diagnostic strategy

First identify the proposed identity. Then ask whether every element can be undone

without leaving the set.
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Multiplication modulo n: nonzero does not mean invertible

Why all nonzero residues may fail

For composite n, multiplying two nonzero residues can produce 0 modulo n. For
example,

2:3=0 (mod 6).
Thus {1,2,3,4,5} is not closed under multiplication modulo 6.

A residue [a] € Z, is called a unit if it has a multiplicative inverse modulo n. The set of
all units is
Zy :={[a]l € Zp : ged(a, n) = 1}.

It is a group under multiplication modulo n.

When p is prime, every nonzero residue is a unit, so Z; = {1,...,p—1}.

12/52



Groups need not be commutative

Consider the group of invertible 2 x 2 rational matrices under matrix multiplication. Let

A (P st ),
01 11
ag= (2 1Y) Baz(} 1Y, AB # BA.

11 12

Associativity is required; commutativity is optional. In a noncommutative group, the
order of factors and inverses matters.

Then

Lesson

13/52



Powers: repeated use of one element

For g € G, repeated application of the group operation is written as a power:

g’=e gf=go--og (k>0), gk=(gH"
N——
k copies

Associativity gives the familiar exponent laws

ga ogb — gaer7 (ga)b —g

In additive notation, g is written kg; thus Og = 0 and (—k)g = —(kg).

Powers in groups: [HPS14, §2.5]
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Generators: can one element reach the whole group?

For g € G, consider all integer powers of g:
{g": kez}.

If every element of G is equal to g for some integer k, then g is a generator of G.
A group having a generator is called cyclic.

In additive notation, the same condition reads
G={kg: keZ}.
Important

A group may have several generators, and many of its elements may fail to generate
the whole group.
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Example: 2 generates (Zs, +)

k (001 2 3 45
k-2 (mod5) [0 2 4 1 3 0

What happened?

Before returning to 0, the sequence visited every element of Zs. Hence 2 is a generator
of (Zs,+).

The same calculation shows that 1,2, 3, and 4 all generate (Zs, +).
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Example: generators of Z5

The unit group Z; = {1,2,3,4,5,6} uses multiplication modulo 7.

powers until the first return to 1

S OB~ W N L

1,2,4,1
1,3,2,6,4,5,1
1,4,2,1
1,5,4,6,2,3,1
1,6,1

Conclusion

The elements
3 and 5

visit all six units, so they gen-
erate Z7 .

Powers and generators modulo a prime: [HPS14, §1.5]
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Repeated squaring: read the exponent in binary

Write the exponent /i in binary:
i=by+2by +4by + -+ 2Kby, b; € {0,1}.
First compute
k
g. g, 8 8,...,¢
using one squaring at each step. Then combine exactly those powers for which b; = 1:

g =11 &

j:bj:].
Important clarification

The element g need not generate the entire group. Repeated squaring computes g’
for every element g in every group.
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Square-and-multiply: maintain one invariant

Right-to-left binary method

Input: group element g and integer i > 0

1. r<—e b+ g n<i

2. while n > 0 do
if nisodd, set r<rob
set b« bob
set n <+ [n/2]

3. return r

A loop invariant is a statement that remains true after every iteration. Here the invariant is
rob" =g
When the loop ends, n = 0, so the invariant gives r = g'.
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Worked example: 33 mod 17

Since 13 = (1101), = 8 + 4 + 1, compute successive squares:

power | value modulo 17
3! 3
3? 9
34 92 =81 =13
32 | 132=169=16

Therefore
33=3%.3.3=16-13-3=12 (mod 17).

Independent check: 33 = 1,594,323, and division by 17 leaves remainder 12.
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Why repeated squaring is efficient

Let
0= |logyi] +1

be the number of bits needed to write i.

Naive repetition Repeated squaring

Computing gi directly uses about 7 At most about 2/ group operations suf-
group operations. Since i may be close fice. Thus the number of group opera-
to 2¢, this is exponential in the input tions is linear in the bit length of the
length /. exponent.

This distinction—time measured against the number itself versus the number of bits
describing it—is fundamental in cryptography.
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Fields: two compatible group structures

A field (F,+, ") is a set with two operations such that:

1. (F,+) is an abelian group with identity O;
2. (F\ {0},-) is an abelian group with identity 1;

3. multiplication distributes over addition:
a(b+ c) = ab + ac.

What this guarantees

One may add, subtract, multiply, and divide by every nonzero element without leaving
the set.

This is the seven-property checklist in the core lecture rewritten in group language.
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Fields and nonfields
Fields Not fields

o Q with ordinary addition and e 7Z: the nonzero element 2 has no
multiplication. inverse in Z.

o R with ordinary addition and o Ze: the nonzero elements 2 and 3
multiplication. satisfy

 Zp with modular operations when 2:3=0.
p is prime. Hence neither can have an inverse.

A field with finitely many elements is called a finite field.
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The prime field [,

When p is prime, we write
Fp:=12Zp

when emphasizing that addition and multiplication modulo p form a field. Every nonzero
a € Fj, has an inverse because gcd(a, p) = 1.

Example in Fq7 Connection to the earlier group

The nonzero elements form the multi-

571 =7, L
plicative group

because
IF; :Fp\{O}:Z;.
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Finite fields have prime-power size

Finite-field size theorem

Every finite field has

m

p

elements for some prime p and some integer m > 1. A number of the form p™ is
called a prime power.

The case m = 1 is the prime field F,. Fields with p?, p3, ... elements also exist, but
their construction requires polynomial arithmetic.

Signpost

The construction of these larger finite fields is not part of the minimum core deck. It
appears in Part |l as optional additional reading.
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Core takeaways

1. Group: a set together with one associative operation, an identity, and inverses.

2. Notation: always specify both the set and the operation; the same set can support
different structures.

3. Powers and generators: powers record repeated use of one element; a generator
reaches the whole group.

4. Repeated squaring: binary expansion computes g’ using O(log i) group operations.
5. Field: addition and nonzero multiplication are compatible abelian group operations.
6. Finite fields: their sizes are prime powers; I, is the first example.

The central algebraic habit

State the set and operation first; then identify the identity, compute inverses, and
only afterward ask about powers, generators, or algorithms.
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From the core material to additional reading

New algebraic vocabulary Broader cryptographic context

e privacy of the group one-time pad; « additive sharing, RSA, and
Diffie—Hellman;

o elliptic-curve groups;

o subgroups and element order;

o Lagrange's theorem and primitive

roots; o AES, GCM, and Shamir sharing;
o finite fields beyond prime size. e permutation and direct-product
groups.

Everything from this point onward is supplementary to the minimum Lecture 03 deck.
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Privacy of the group one-time pad

Definition in this setting

Privacy means that every message induces the same ciphertext distribution; equiva-
lently, the ciphertext reveals no additional information about the message.

Fix m,c € G. There is exactly one key mapping m to c:

mosk=c <= sk=mloc.

Because the key is uniform,
Pr[C:c|M:m]:i,
|G
which does not depend on m.
Conclusion. The scheme is private; together with correctness, it is secure in this
course terminology.

Perfect-secrecy viewpoint: [Sha49]
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Should the identity key be excluded?

The key value sk = e produces ¢ = mo e = m. This is not a privacy defect when the key is sampled
from all of G.

For all m,c € G, For the ciphertext ¢ = m,
Pr[C:C|M:m]:|1‘. PI‘[C:m‘I\/I:nq]:()7
but for m" # m,
!/ ].
Pr[C:m\M:m]:m_

Removing e makes the ciphertext probabilities depend on the message and therefore destroys privacy.
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Why the key must be one-time

Suppose the same key is used twice:
c1 = my o sk, Cc> = my o sk.

An observer can eliminate the key:

Cloc{l:mlosko(mQOSk)_1
:mloskoskflomz_1

:mlomgl.

Additive notation
For XOR or modular addition, this relation becomes

Cl —C=mg — mo.

Thus key reuse reveals a relation between the messages.
30/52



Subgroups and element order

For finite G, the order of g, written
ord(g), is the least positive r such that

A subset H C G is a subgroup if it is
itself a group under the same operation.

We write H < G. .
g =e

The powers of g form the cyclic subgroup generated by g:
(g) = {g" kez}.

It has exactly ord(g) elements.
A generator of all of G is precisely an element g for which (g) = G.

31/52



Lagrange’s theorem: subgroup size divides group size

Lagrange’s theorem

If H is a subgroup of a finite group G, then the number of elements in H divides the number
of elements in G.

For H = (g), the subgroup has ord(g) elements. Therefore:
the order of g divides the size of G, gltl=e.
For a prime field
The group F has p — 1 elements. Hence every nonzero a € I, satisfies
Pl =1.

[HPS14, §2.5]
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Primitive roots

A primitive root modulo a prime p is a generator of the multiplicative group F;.
Equivalently, it is an element whose powers visit all p — 1 nonzero residues.

For p =7, the earlier computation showed that 3 and 5 are primitive roots:
(3)=F7, (5 =F7.

Structural fact

The multiplicative group of every finite field is cyclic. In particular, primitive roots
exist modulo every prime.

Powers and primitive roots: [HPS14, §1.5]
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Finite fields beyond prime size

Let f(x) be a polynomial of degree m with coefficients in Fp,. It is irreducible if it
cannot be factored into two positive-degree polynomials over [F,.

Using an irreducible f, one obtains a field with p™ elements, written

Fp[x]/(f(x))-

The notation means that polynomial expressions are reduced using the rule f(x) = 0.

Every element has a representative

ao+alx+~~-+am_1x’"’1, aj EFP.
Addition is coefficientwise; multiplication is followed by reduction using f(x) = 0.
Finite-field constructions: see [HPS14, Ch. 2]
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Worked example: Fys

Use f(x) = x> 4 x + 1 over > and impose f(x) = 0. Let a be the element represented by x. Then

3

o =a+1.
Every field element is
ao+a10t+32042, a; € Fs.
Addition Multiplication
(@®+1)+(a+1)=0a"+a. (@®+a=a*+a=1
Coefficients add by XOR. Thus o« = (a? + 1)1
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Additive secret sharing

Let (G, +) be a finite abelian group and let the secret be s € G. To form a k-out-of-k
additive sharing—one in which all k shares are required—do the following:

1. sample sy, ..., sk_1 independently and uniformly from G;

2. set
sk =5—(s1+ -+ sk_1)-

Adding all shares gives Any fixed collection of k — 1 shares is
uniformly distributed independently of
S1+ -t sk =S s; the missing share absorbs the depen-

dence on the secret.
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RSA: exponentiation in the unit group

The Rivest-Shamir—Adleman (RSA) system uses exponentiation modulo N = pg, where p and ¢
are distinct primes. Its clean group-theoretic core is

Zy ={la] € Zn : gcd(a, N) = 1}.
Example: N =15

Z3s = {1,2,4,7,8,11,13, 14}.

Every listed residue has a multiplicative inverse modulo 15.

Why today’s material matters

RSA encryption and decryption are exponentiation maps. Inverses and repeated squaring
explain the algebra and efficient computation; full RSA correctness appears later.

RSA: [RSA78]; textbook treatment: [HPS14, Ch. 3]
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Diffie—Hellman: powers are easy, exponents are hidden

Let G = (g) be a cyclic group having a large prime number g of elements.

Alice Bob
$ A > $
a< Zgqg > b 74
A=g? = B =g’
g B 4
K:Ba:gab K:Ab:gab

The inverse problem

The discrete logarithm problem asks: given g and g?, recover a. Diffie-Hellman
uses groups in which powers are easy to compute but this recovery problem is believed
to be hard.

[DHT76]; see also [HPS14, Ch. 2]
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Elliptic-curve points: a different group law

Let p > 3 be prime. For a, b € F,, with 4a% + 27b% # 0, an elliptic curve over F, is built from
solutions of

y’=x3+ax+b
and an extra identity element O called the point at infinity. A rule called point addition makes
these points an abelian group.

Scalar multiplication Cryptographic role

Given P and [Kk]P, recovering k is the
elliptic-curve discrete logarithm problem.
It underlies elliptic-curve Diffie—Hellman
The double-and-add algorithm computes it (ECDH) and elliptic-curve signatures.
efficiently.

[KIP=P+---+P.
———

k copies

Background: [HPS14, Ch. 5]; practical curves: [LHT16]
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Elliptic-curve example |: the calculation rules

Consider the following curve over the prime field Fi7:
E: y*=x*+1, 40)P>+271)2=10£0 (mod 17).

Addition formula

Identity and inverse

The identity is O. For P = (x,y), For P = (x1,51) and Q = (%2, y2) # —P, set
—P = (x,—y mod 17). \ = {()/2—)/1)(X2—x1)—17 P # Q,
= 2 =il _
Therefore P + (—P) = O. In particu- (34)(201) P=Q
lar, if P = (x,0), then P = —P and Then
2P =0.
X3:)\2—X1—X27 y3:>\(X1—X3)—)/17

and P+ Q = (xs, y3).

1

All arithmetic is modulo 17; u™" means the inverse of a nonzero u. Formulas: [HPS14, Ch. 5].
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Elliptic-curve example I|l: find the points

A pair (x,y) € F%, lies on E precisely when x> + 1 is a square modulo 17. The possible square
values are
{y?:yeF;} ={0,1,2,4,8,9,13,15,16}.

The x-coordinates that work
x | o 1 2 6 7 9 10 14 16

x34+1 1 2 9 13 4 16 15 8 0
y values | 1,16 6,11 3,14 8,9 2,15 4,13 7,10 5,12 0

For x € {3,4,5,8,11,12,13,15}, the value x> + 1 is not a square modulo 17. Hence the
table is exhaustive.
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Elliptic-curve example Ill: list all points

The table on the irevious slide iives the followini comilete ioint set:

E(F17) ={ O,
(0,1),(0,16),(1,6),(1,11),(2,3), (2, 14),
(6,8),(6,9),(7,2),(7,15),(9,4), (9,13),
(10,7),(10,10), (14,5), (14,12),(16,0) }.

Inverse pairs The point (16,0) is its own inverse. Including
0,
Every point with y # 0 occurs together with |E(F7)| =16 +1+1 = 18.
(x, —y mod 17).

There are eight such pairs.
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Elliptic-curve example IV: first multiples of P

Choose
P=(2,3) € E(Fy7), 3*=22+1=9 (mod17).

First compute 2P Then compute 3P =2P + P

Since 67! =3 (mod 17),

3—-1
2 )\:751,
r= 32 23512-352, 22_0
2(3) 6 X3PE].—O—2E].6,
xop=22-2-2=0, ys3p =1(0—16) -1 =0.
=2(2—-0)—-3=1.
vy ( ) Therefore
Therefore
2P — (0.1). 3P = (16,0).
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Elliptic-curve example V: a proper subgroup

Since (16, 0) is its own inverse, 6P = 2(3P) = O. Consequently, 4P = —2P = (0, 16) and
5P = —P = (2,14).

All multiples before the first return to the identity

k o 1 2 3 4 5 6
kP | © (23) (0,1) (16,00 (0.16) (2,14) O

Thus
(P)={0,(2,3),(0,1),(16,0),(0,16), (2,14)}.

It has 6 elements, whereas E(IF17) has 18. Therefore
(P) & E(Fu7),
so P is not a generator of the whole curve group.

Check: 6 divides 18, as Lagrange’s theorem predicts. Practical protocols specify both the
public point and the intended subgroup.
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AES and GCM: fields in symmetric cryptography
Advanced Encryption Standard (AES)

A byte is represented by a degree-at-most-7 A 128-bit block is represented in a field
polynomial over IF,, reduced using defined using

B+xt+x3+x+1=0. B L x"+x2 4 x+1=0.
The AES substitution box (S-box), a nonlin- GCM multiplies field elements to authen-
ear byte transformation, uses field inversion ticate data.

followed by a fixed linear-plus-constant map.
A bitstring does not determine the field arithmetic by itself; the reduction polynomial is part
of the representation.

AES: [Nat23]; GCM: [Dwo07]
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Shamir secret sharing

A t-out-of-n sharing allows any t parties to recover a secret while fewer than t parties
learn nothing about it. Let s € Fq and choose distinct nonzero evaluation points.
1. Choose random ay,...,a;—1 € Fq.

2. Define
f(x)=s+ax+---+ ap_1xtL
3. Give party i the point (i, f(i)).
Why a field is needed

Polynomial interpolation means reconstructing a polynomial from sufficiently many

of its values. Its formulas divide by nonzero differences between evaluation points, so
multiplicative inverses are essential.

[Sha79]
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Permutation and direct-product groups

Permutation groups Direct-product groups

A permutation of a set X is a bijection Given a group G, the set
X — X. All permutations of X form

i 6" = (g1 &) & € G)
a group under composition. For each &1,---,8t) 8i

fixed key, a block cipher acts as one

permutation of the block space. is a group under coordinatewise oper-

ations. This models vectors of masks,
shares, or group elements.

A family of block-cipher permutations need not be closed under composition; the full
permutation group is the surrounding algebraic structure.
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Where today’s algebra appears

Cryptographic

setting Algebraic structure Main operation

22(Sak1;me pad and ({0,1}7, &) XOR

Additive secret sharing  finite abelian group (G, +) addition

RSA Zy exponentiation modulo N
Diffie—Hellman cyclic group (g) exponentiation
Elliptic-curve crypto group of curve points scalar multiplication

AES and GCM Fos and Fous finite-field arithmetic
Shamir sharing finite field IF, evaluation and interpolation
Block ciphers permutation group function composition
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1. Groups: one composable operation together with identities and inverses.

2. Generated subgroups: the elements reachable by repeatedly using one element.

3. Repeated squaring: large exponents computed using only O(log i) group operations.
4

. Fields: addition, subtraction, multiplication, and nonzero division in one closed
system.

5. Cryptographic context: different systems choose the group or field matching their
required operation.

6. Security: algebra must be paired with a privacy proof or a stated hardness
assumption.

The central design pattern

Make the honest operations well defined and efficient; then separately justify why
the adversary learns nothing or faces a hard problem.

49/52



Reading guide

Required baseline

First read the distributed Lecture 03: Groups and Fields deck. Its 14 slides contain
the minimum course material.

Requested textbook reading

Hoffstein—Pipher—Silverman, An Introduction to Mathematical Cryptography, 2nd
ed.:

o Section 2.5: group vocabulary and structure;

» Section 1.5: powers, orders, generators, and primitive roots in finite fields.

Read Section 2.5 first, so its group terminology is available before Section 1.5.
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