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Concepts:

Negligible Functions

@ PPT Constructions

n.u. PPT Adversaries
Function Evaluation (w.h.p.)
Strong OWF Definition
Proof Techniques:

@ Reduction: Functions with string output to Functions with
one-bit output

e Amplification: Slight advantage in predicting output to
computing output w.h.p.
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One-way Functions

Definition (Strong One-Way Function)

A function f: {0,1}* — {0,1}" is a strong one-way function if it
satisfies the following two conditions:
Q@ Easy to compute. There is a PPT C that computes f(x) on
all inputs x € {0,1}", and
© Hard to invert. For any n.u. PPT adversary A, there exists a
negligible function v(-) such that for any input length n € N,

Pr|x < {0,1}"y « f(x): F(A(1",y),y) = y| < v(n)
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Weak One-way Functions

Definition (Weak One-way Function)

A function f: {0,1}* — {0,1}" is a weak one-way function if it
satisfies the following two conditions.
© Easy to compute. There is a PPT C that computes f(x) on
all inputs x € {0,1}", and
@ Slightly hard to invert. There exists a polynomial function
g: N — N such that for any adversary A, for sufficiently large
n € N, we have:

1

Pr|x < {0,1}"y + f(x): F(AQ",y)) =y| <1— e

v
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Amplification

Theorem (Weak to Strong Amplification)

For any weak one-way function f: {0,1}* — {0,1}", there exists a
polynomial m(-) such that the function

. ({0, 1}")'"(") — ({0, 1}*)m(") defined as follows:

f (X1,X2, oo va(n)) = (f(Xl), f(Xg), coog f(Xm(n))) .

is strongly one-way.
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Amplification

Theorem (Weak to Strong Amplification)

For any weak one-way function f: {0,1}* — {0,1}", there exists a
polynomial m(-) such that the function

. ({0, 1}")'"(") — ({0, 1}*)m(") defined as follows:

f (X1,X2, oo aXm(n)) = (f(Xl), f(Xg), coog f(Xm(n))) .

is strongly one-way.

@ Think: Proof
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Factorization Problem

O Let I, be the set of all prime number < 27
o Think: What is |M,]?

@ Function: f(x,y)=x-y
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Factorization Problem

O Let I, be the set of all prime number < 27
o Think: What is |M,]?

@ Function: f(x,y) =x-y

© Hardness: For x,y &N, “No adversary can factorize f(x,y)
with non-negligible probability”
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