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——— Abstract

Secrets are safe in Shamir’s secret sharing when only a few shares are compromised. Even probing a

single bit from every share can reveal some information about the secret, turning the secret-sharing
insecure. The specific places where the secret-sharing polynomial is evaluated to generate the shares
determine the scheme’s security. Although most evaluation places yield schemes secure against such
side-channel attacks, algorithms to identify them are unknown.

Our work investigates Shamir’s secret sharing among 2 or 3 parties over prime fields, where any
two parties can reconstruct the secret. It presents:

1. An algorithm to classify evaluation places as secure or vulnerable against the least significant bit
leakage.

2. A modulus choice where the algorithm above extends to identifying secure/vulnerable evaluation
places against attacks that probe arbitrary single-bit from each share.

These results also discover new side-channel threats to Shamir’s secret sharing.

Our work introduces new techniques to analyze the security of secret-sharing schemes against
side-channel threats. It connects their leakage resilience to the orthogonality /independence properties
of a system of square wave functions. The accuracy of this connection depends on finding good
simultaneous rational approximations — a Dirichlet-type approximation problem efficiently solved
using the LLL algorithm. In the context of security analysis of secret-sharing schemes, these
techniques are new and possibly of broader interest.
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1 Introduction

Shamir’s secret-sharing [33] underlies nearly all privacy and cryptography technologies [4].
This scheme distributes a secret among several parties so that any k could reconstruct
the secret. It chooses a random polynomial of degree < k whose Y-intercept is the secret,
and the shares are the evaluation of this polynomial at different places. Any collection of
< k shares reveals no information about the secret, keeping it secure. Starting with the
works of Kocher et al. [19, 20, 9] side-channel attacks have repetitively circumvented such
“all-or-nothing” corruption models to compromise cryptosystems by aggregating leakage from
all its components. Characterizing the security of Shamir’s scheme against various leakage
attacks has become even more compelling due to the ongoing NIST standardization efforts, [8]
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s where Shamir’s secret sharing is widely used to distribute keys and in other higher-level
»s  primitives like secure computation.

a6 One such security metric, namely, local leakage resilience, introduced by Benhamouda et al. [5,
w 6] & Goyal and Kumar [11], requires the statistical independence of the leakage from the

s secret. Guaranteeing leakage resilience of Shamir’s scheme has been challenging — even against

© (seemingly) innocuous attacks that probe physical bits in the memory storing the shares.!
so Ishai et al. [17] introduced this physical bit probing model to unify several side-channel threats
s and, subsequently, has been central to leakage resilience research [18]. Surprisingly, leakage
52 resilience of Shamir’s scheme hinges on the evaluation places used to gemerate the shares.
53 For example, leaking only the least significant bit (LSB) of each share reveals information

s« about the secret for some evaluation places [27, 1, 28].

55 On the other hand, most evaluation places are locally leakage-resilient against arbitrary
ss physical probes [27, 29]. To instantiate locally leakage-resilient Shamir’s scheme, choosing
s7 random evaluation places would suffice. However, this strategy is susceptible to adversarially
ss  set randomness, where vulnerable evaluation places may be picked unbeknownst to the honest
s parties. To neutralize this threat, a natural question arises:

Is there an algorithm to determine whether the picked evaluation places yield a
locally leakage-resilient Shamir’s secret sharing?

Any meaningful classifier in this context must have the following features.

1. No false positives. No evaluation places can be incorrectly determined to be leakage-
resilient; otherwise, adversarially set randomness can ensure they are picked.

2. A small number of false negatives. Ideally, the algorithm should correctly identify most
(or at least a large fraction) of the leakage-resilient evaluation places.

3. Efficiency. The runtime of the classifier should not be “prohibitively large.”

60

61 Before our work, over prime modulus, even against the specific LSB leakage, such a
¢ classifier was unknown.

&2 Summary of our results. Our work presents such classifiers for (A) (n, k) = (2,2), (B)
e (n,k) =(3,2), and (C) n =k > 2 over Mersenne prime modulus against arbitrary single-bit
s probes into each share. Our algorithms have poly(logp) running time and /p - poly(log p)
e false negatives. The main technical workhorse for these results is our classifier for the specific
e LSB leakage.

¢ P Remark 1 (Subsequent work: Comparison & Discussion). Recently, [29] presented these
6 algorithms for n > k = 2 over extension fields. Due to the vector space structure of the
7 extension field over the base field, their results rely on properties of the rank of linear maps.
n  For example, in their case, the leakage is independent of the secret or reveals it entirely — a
72 dichotomy. In contrast, our work considers prime fields, which lack a vector space structure;
7 leakage correlates with the secret more subtly, making the analysis significantly involved.

1 A long line of research [2, 34, 3, 22, 7, 16, 10, 23, 30] constructs secret-sharing schemes to protect against
specific side-channel threats. However, these schemes lack linearity, multiplication-friendliness, and
optimal information rate; applications using secret sharing rely upon these features. Additionally, from
practicality considerations, considering the widespread deployment of Shamir’s scheme, it would be
ideal to ensure its leakage resilience with minimal to no change to its specification.
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2 Basic Definitions & Our Formal Problem Statement

Shamir’s secret-sharing scheme. Shamir’s secret-sharing scheme among n parties with
reconstruction threshold k over a finite field ' and distinct evaluation places aq, s, ..., a, €
F* proceeds as follows. To share a secret s € F, sample a random F-polynomial P(X)
such that deg P < k and P(0) = s. Define the shares: s1 := P(aq), s2 := P(ag), ..., and
$n = P(ay). Denote this secret-sharing by ShamirSS(n, k, &) and the joint distribution of
the shares by Share(s) — other parameters will be clear from the context.

Representing prime field elements. Consider a prime field F,, of order p, where
221 < p < 2 and X is the security parameter. The elements of F, are represented as A-bit
binary strings representing the elements {0,1,...,(p — 1)} of F,.

Leakage functions & families. This work studies physical bit leakage PHYS;: F,, —
{0,1} that outputs the i-th least significant bit, where i € {0,1,...,A — 1}. For example,
PHYS, (also referred to as LSB) outputs 0 for the elements in {0,2,...,(p — 1)}, where
p = 3, and PHYS; outputs 0 for the elements in {0,1,4,5,...}. The leakage function
PH_YSil,i%“_,in: F™ — {0,1}"™ leaks the i;-th bit of the t-th share, where t € {1,2,...,n}
and i1,42,...,4, € {0,1,..., A — 1}. For a secret s € F, the joint distribution of the leakage
is PHYS;, 4,4, (Share(s)). We consider two leakage families.

1. Physical bit leakage family: PHYS := {PH_'YSZ-“”M DAy, in €40,1, 0004 — 1}}
2. LSB leakage family: LSB := {PH_YSO,O7___’0}.

Insecurity & randomized construction. Insecurity of ShamirSS(n, k, @) against a leakage
family F is:

er(d) = max max SD ( f(Share(0)) , f(Share(s)) ). (1)
Small insecurity implies the statistical independence of the leakage from the secret, i.e., the
secret-sharing is locally leakage-resilient [5, 11].

High insecurity implies that a leakage function can distinguish the secret 0 and some
s* € F* using the leakage. Maji et al. [27] analyzed the insecurity against the PHYS leakage
family when evaluation places are chosen randomly. Their result implies the following
corollary for £ = 2 and prime modulus p > 3.

Randomized Construction of Maji et al. [27] for Prime Fields

For randomly chosen evaluation places a € (FI;k )n, the insecurity eppys (@) < p~1/2 with
probability > 1 — p~1/2,

Recently, [29] extended the randomized construction from prime fields to composite ones.
This work investigates the security against the leakage family PHYS; i.e., the adversary
obtains arbitrary one physical bit leakage from each share.

Our Research Question

Given evaluation places @ and prime modulus p, identify whether (1) epprys(@) < p~1/2

(2) EpHys(&) > p71/2.

or

If eppys(@) > p_l/z, then output a secret s* € F; such that the shares of 0 can be
distinguished from the shares of s* with (roughly) eppys(&@) advantage. All algorithms should
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be computationally efficient — run-time polynomial in A. Furthermore, concrete security
analysis (over asymptotic analysis) is prioritized.

3  Our Results

Below, for z,y, z € R, the expression x = y =z is a succinct representation for x € [y—z, y+2z].
For example, “x is close to y,” is represented by x = y & ¢, for a small €. Section 5 presents
a high-level overview of the key technical ideas of our results.

Technical Result: Security against LSB Leakage when (n,k) = (2,2). Consider
arbitrary prime p > 3 (not just a Mersenne prime) and the LSB leakage. The technical
workhorse for our results is the classifier for (n, k) = (2,2); other results bootstrap from it.

1. Figure 1 presents our efficient algorithm to classify @ as secure or not. If our algorithm
classifies @ as secure, then

14 8°/4 13/2 _ 14.46
+ < )
VP p VP
which is exponentially small in the security parameter A. The number of false negatives

is (’)(\/f) . logp).
2. We present an efficient adversary that generates s* € F* such that it distinguishes the
secret 0 from s* by leaking the LSB of each share with an advantage

erss (@) <

2.8%/4 13 26.91
>e — =
VP D VP

Therefore, our efficient leakage attack achieves a comparable distinguishing advantage
when the insecurity epsp (&) is large.

>ergp(d) —

Section 6 presents the corollary statements relevant to LSB leakage and their proofs
(Section 6.2 to Section 6.4 state and prove Corollary 11 to Corollary 13, respectively).

Result A: Security against Physical Bit Leakage when (n,k) = (2,2). For the
n = k = 2 case, we analyze a prime field F},, where p is a Mersenne prime — a prime of the
form 2* — 1. We reduce arbitrary physical bit leakage to LSB leakage for related evaluation
places over these fields. In this context, our work proves the following results.

1. Figure 2 presents our efficient classifier against PHYS leakage. For & classified secure, the
insecurity is eprys(d) < 14.46/,/p. The number of false negatives is O(\/ﬁ (logp)2).

2. We present an efficient adversary that generates (s*, f) € F* x F such that it distinguishes
the secret 0 from secret s* by leaking f € PHYS from the shares with an advantage
> EpHys(&) > 5PHYS(07) — 26.91/\/]3.

3. We explicitly identify secure evaluation places against PHYS leakage: all (aq,as)
satisfying as - ozl_l = 2lM2] _ 1. For these evaluation places epnys(d) < 8.49/,/p.

Appendix D presents the corollary statements relevant to these results and their proofs.

Result B: Security against Physical Bit Leakage when (n, k) = (3,2). Can we lift the
secure evaluation places for (n, k) = (2,2) to the (n,k) = (3,2) case? For example, consider
the following natural lifting technique: When all evaluation pairs (o, a;) are secure, is &
also secure? At the outset, it is unclear whether evaluation places (o, ;) would retain
their security in the presence of additional leakage from the third share. However, we prove
the security of this lifting technique for (n, k) = (3, 2).
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Consider distinct evaluation places (au, ao, a) satisfying: epmavs ( (a5, ;) ) < ¢, for all
distinet i, 5 € {1,2,3}. Lemma 41 proves that the eppys ( (a1, a9, a3) ) < 3. The statistical
distance between two leakage distributions has a “three-wise correlation term.” We prove
that this correlation term is independent of the secret, even though k = 2 (the reconstruction
threshold) is less than the degree of the correlation, which is 3. This lifting technique does
not extend to n € {4,5,...} because the “four-wise correlation” (in general, any “even-wise
correlation”) may be correlated with the secret.

For the converse, note that if there are two insecure evaluation places (o, a;), then the
entire ShamirSS(3, 2, @) is also vulnerable. Table 2 in Appendix G presents secure evaluation
places (a1, ag,as) when a; = 1, as = 95. The exhaustive list (for arbitrary as) is too long
to include in the paper.

Result C: Security against Physical Bit Leakage when n = k > 2. Consider a
Mersenne prime field F),, such that p = 2* —1. Corollary 19 presents an efficient (randomized)
algorithm to choose evaluation places @ such that the corresponding ShamirSS(n, n, @) is
secure to physical bit leakages; the insecurity is at most 1/,/p. One can identify when this
algorithm fails to choose secure @, and this failure probability is exponentially small in the
security parameter A\. Using repeated sampling, the failure probability can be further reduced
exponentially. Section 8 presents Theorem 18, which implies this corollary. Appendix F.2
proves this theorem using Fourier analysis. Appendix F.1 presents the proof of Corollary 19.

The proof strategy of this result is a lifting technique using the properties of generalized

Reed-Solomon codes. Given evaluation places @ := (aq, @, - . . , ;) We construct B’ = (B1,Pa, - .-

using an efficiently computable linear map. We prove that if ShamirSS(2,2, (81, 82)) has
e-insecurity against physical bit leakage, then ShamirSS(n,n, &) has 2e-insecurity against
physical bit leakage. So, the following strategy suffices to construct secure schemes: (1)
randomly sample @, (2) compute ﬁ using our linear map, and (3) test the security of
ShamirSS(2,2, (81, f2)) using Corollary 17.

4  lllustrating Technical Challenges: Resilience to .SB Leakage

Before presenting the technical overview of our results, it is instructive to illustrate the
challenges of constructing such a classifier against the LSB leakage.

4.1 A New Vulnerability to LSB Leakage

Consider Shamir’s secret sharing scheme among n = 2 parties and threshold k = 2 over the
prime fields F,, where p > 5. To share the secret s = 0, choose a polynomial P(X) := P, - X
for uniformly random P; € F),. Suppose the first share is s1 := P(1), the evaluation of P(X)
at X =1, and the second is so := P(3). The two shares are elements of the following set:

(51,82) € { (P,3-P)): P, e Fp}. 2)

The LSB attack — a specific type of bit probe — leaks each share’s parity. For example, a
share in the set {0,2,4,...,(p — 1)} has “even” parity, while a share in the complementary
set {1,3,...,(p—2)} has “odd” parity. We aim to investigate the leakage joint distribution:

Is the LSB leakage uniformly distributed over {even, odd} x {even, odd}?

Observation 1. Let us calculate the probability that the parity of s; differs from that of ss.

There are two exhaustive cases.

XX:5
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A: Share sy =2 -z, where x € ZN [p/6,2p/6]: The parity of s; is even, and the parity of
sg =3-51 =62 is odd (because of one “ mod p” wraparound).

B: Share sy =2 -z, where z € ZN [4p/6,5p/6]: The parity of s; is odd (because of one ¢
mod p” wraparound), and sy = 6 - x is even (because of four “ mod p” wraparounds).

Therefore, the probability of the parity of s; and ss being different is (roughly) 1/3; the
leakage is mot uniformly random.

Observation 2. Next, secret-share a uniformly random secret s € F,. The two shares are:
(81,82):(8+P1,S+3'P1), (3)

where s, P; € F}, are uniformly and independently random. In this case, the leakage is
uniformly random, and the probability of the parity of s; and so being different is (roughly)
1/2 (because the two shares are also uniformly and independently distributed over F),).
By an averaging argument, there is a secret s* € F} such that the probability of the
parity-of-shares-being-different is > 1/2. Our algorithms efficiently generate the secret s*.

Conclusion. These two observation demonstrate that the LSB leakage is not independent
of the secret; the secret 0 and s* are distinguishable with advantage > 1/2 —1/3 = 1/6. For
brevity, we say that the leakage is 1/6-dependent on the secret and this scheme is vulnerable.

This vulnerability extends to all a; - ay le {:|:37 j:3_1} using properties of Generalized
Reed Solomon codes [13]. Before our work, the only known vulnerable evaluation places
satisfied a1 - ay ' = —1 [27, 1, 28].

4.2 An Example for Leakage-Resilience to LSB Leakage

Now consider evaluation places (1,2). In this case, the shares of 0 satisfy:
(s1,52) € { (PL.2-P) s PR} (4)

Similar to Observation 1, the probability of the parity of s; and so being different is (roughly)
1/2; the leakage is uniformly random.? From this fact, using some additional analysis, one
can prove that the LSB leakage is statistically independent of the secret.?

» Remark 2. Looking ahead, the evaluation places (1,2) is vulnerable to physical bit leakage
over Mersenne prime fields (see Remark 4).

4.3 Classifier Construction: First Attempt

Consider distinct evaluation places aq, o € F),. The corresponding shares of 0 are:

(51,52)6{ (a1 - Pr,as- Pp) : Pler}. (5)

Using the presentation above, it suffices to determine the probability of the two shares having
different parity. This probability is computable in O(p) time by exhaustively considering
all P; € F,. This brute-force algorithm is “efficient” only for small primes; however, any

2 The shares have different parity when (s1,s2) = (2-z,4- ) and = € Z N [p/4, 3p/4].

3 The LSB leakage being uniformly random for secret 0 does not outrightly imply that the LSB leakage is
independent of the secret. For example, it is possible that the probability of the shares having different
parity is > 1/2 for half the secrets, and for the remaining secrets, this probability is < 1/2, such that
their average is 1/2. However, our technical analysis rules out this possibility.
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Shamir’s scheme is 1/p-dependent on the secret. Hence, Shamir’s scheme is vulnerable to the
LSB leakage when the prime modulus is small. For large primes, as is standard in this line

of works, the length of the binary representation of the elements in Fj, i.e., “X := log, p,”

denotes the problem size. Any efficient algorithm must have a poly(\) runtime, but the
brute-force algorithm takes exponential time.

4.4 Classifier Construction: Second Attempt

This section focuses on developing an efficient algorithm. Suppose (a1 = 1,a3) are the
evaluation places. Extrapolating from the examples in Section 4.1 and Section 4.2, a
“reasonable conjecture” would be the following characterization.

If ay is odd: Declare “LSB leakage is 1/2as-dependent on the secret”
(Else) If s is even: Declare “LSB leakage is independent of the secret.”

Fascinatingly, this classifier is so near, yet so far; it has false positives. For example,
consider a prime p = 6t + 1, where ¢ is a large integer. Consider the evaluation places
(o1, a2) = (1,2t 4 2); the algorithm above misclassifies it as resilient to LSB leakage (because
o is even). However, these evaluation places are 1/30-dependent on the secret.

Using properties of Generalized Reed-Solomon codes [13], the shares of 0 for evaluation
places (a1, ap) and evaluation places (u,v) are identical when ay - oy ' = u-v~1; represented
by (u,v) € [a1 : @2]. In our example, for instance, (3,5) € [1: 2t 4+ 2] and, as in the previous
examples, the shares are (6x,10z), for € F,,. The two shares have different parity when

3p 5p 6p 9p 10p 12p 18p 20p 21p 24p 25p 27p
7 — = —, = —_— —_— —_— = — ).
ve m<[30,30]u{30,30}u[30, i’)O]U[i%O7 i’)O]U[BO7 30]U{30’ 30])

The probability of this event is 1/2 — 1/30; therefore, the LSB leakage is 1/30-dependent on
the secret.
How do we identify the evaluation places yielding LSB resilient sharing? Their pattern

is fairly complex, as our algorithm illustrates in Figure 1; Section 5.1 presents an overview.

The exposition above introduces several technical components of our algorithm.

5  Technical Overview

5.1 Technical Result: LSB Leakage (n,k) = (2,2)

We outline our classification algorithm for (n, k) = (2,2) and, en route, highlight our technical
contributions (Figure 1 presents the pseudocode).

Step 1. The prime modulus p and the distinct non-zero evaluation places ay, s € Fj,
are inputs to the LSB classification algorithm. The security/vulnerability of evaluation
places (ai, ) is identical to any evaluation places (u,v) satisfying a; - a5 ' = u - v™?
(follows from Generalized Reed-Solomon codes’ properties [13]). We find “small norm” u,v €
{— (\/ﬂ ,oe 0,1, 000 {\/;B] } with the property mentioned above — a Dirichlet approximation
problem. We solve it with a small constant multiplicative slack using the LLL [25] algorithm
in poly(\) runtime, where X := [logy(p + 1)] (Appendix A has the details). The reasoning
for choosing “small norm” wu, v will be evident in Step 3.

Step 2. We aim to compute the probability that the shares s; and so have different parity
when the secret is 0; represent this probability by 1/2 + . If € has a small magnitude, the
leakage is independent of the secret; otherwise, the LSB leakage can distinguish two secrets
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with an advantage of |¢|. By exhaustively considering all possible shares, one can compute &
in O(p) time, which is unfortunately exponential in our problem size A.

Step 3. To develop an efficient algorithm to compute €, we express the quantity € as the
inner product of two oscillatory {£1} sequences, approximated by the following integral.

1
/ signsin(27|ul - t) - signsin(2r|v| - t) dt.
0

Here signsin(2w|ul - ¢) is a square wave that oscillates |u| times in the domain [0,1]. The
integral above measures the similarity/dependence between the two square waves, one
oscillating |u| times and the other oscillating |v| times. The error of our approximation is
directly proportional to the total number of oscillations of the square waves. For small norm
u,v, the approximation error is < (|u| + |v])/p = O(1/,/p), exponentially small in A. The
presentation below ignores this approximation error for simplicity.

Step 4. Finally, we compute ¢ by obtaining a closed-form expression for the integral. For
g := ged(Jul, [v]) and p = |u] - |v|/g?, we prove that:

~J0, ifpiseven
2—1p, if p is odd.

When ¢ = 0, Shamir’s scheme with evaluation places (aq, ag) is resilient to LSB leakage.
Otherwise, there is an efficient algorithm to distinguish secret 0 from some s* € F}, using
the LSB leakage. Our toy example is insecure because p = 1/6 (since © = a3 = 1 and
v = ag = 3). One way for evaluation places a1, as to be secure is: there are small norm u, v
such that o - a;l =u-v~! and the highest powers of 2 dividing u and v are different (in
which case p is even). Our classification algorithm for arbitrary physical bit probes will build
on the result outlined in this section.

» Remark 3. Our work connects the security of secret-sharing schemes against leakage attacks
with the properties of a family of square waves; see, for example, [35, 15, 14]. Various families
of square waves like the ones by Haar [12], Walsh [36], and Rademacher [32] are central to
science and engineering. This conceptual contribution, we feel, will be interesting to the
broader community.

5.2 Overview of Result A: Physical Bit Leakage (n, k) = (2,2)

Suppose the evaluation places are & = (a1, az). We aim to determine whether Shamir’s
secret-sharing scheme with these evaluation places is secure against all physical bit leakage
attacks Mersenne prime fields. For i,j € {0,1,..., A — 1}, consider the physical bit leakage
attack PH_YSM. This leakage attack leaks the i-th LSB of the share s; and the j-th LSB of the
share so. For a Mersenne prime p and an element x € F),, the binary representation of z -2
is the right rotation of the binary representation of x by one position. Therefore, PH_YSM
leakage with evaluation places («q, a2) is identical to the LSB leakage with evaluation places
(27% - 1,277 - ap). By Generalized Reed-Solomon codes’ properties [13], the leakage is
identical to the LSB leakage with evaluation places (277% - ay, as). Consequently,

epnys( (o1, a2) ) = max { ersp( (o1, a2) ), epuys( (2a1,a2) ), ..., epuys( (¥ a1, a2) ) }.

Thus, security against PHYS leakage reduces to a sequence of LSB security estimations.
Figure 2 presents this pseudocode.
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Input. Distinct evaluation places aq, ap € F*

Output. Decide whether the evaluation places (aq,as) are secure to the LSB leakage
attack

Algorithm.
1. Define the equivalence class

[a1 : ag] = {(u,v): uA~a1,vA~a2,A€F*}.

Use the LLL [24] algorithm to (efficiently) find (u,v) € [ay : o] such that
u,v € {—B,—(B—1),...,0,1,...,(B—1),B} mod p,

where B := [23/% . /p|. Refer to Figure 3 in Appendix A.

2. Remark: Henceforth, our algorithm interprets w,v € {—B,...,0,1,...,B} mod p as

integers.

. Compute g = ged(u, v).

. If u-v/g? is even: Declare ShamirSS(2,2, (a1, ap)) is secure against LSB leakage

5. (Else) If u-v/g? is odd and |u-v/g?| > /p: Declare ShamirSS(2,2, (a1, a2)) is secure
against LSB leakage

6. (Else) Declare that the security of ShamirSS(2,2, (aq, a2)) against LSB attacks may be
insecure

s W

Figure 1 Identify secure evaluation places for Shamir’s secret-sharing scheme against the LSB
leakage attack.

» Remark 4 (An Edge Case). The algorithm determining the security of Shamir’s secret-
sharing scheme to LSB attack requires the evaluation places to be distinct. Even though ay
and ay are distinct, it may be the case that 2'a; = ag, for some t € {0,1,..., X — 1}. So,
the call to the “LSB security check subroutine” with argument (2!, ap) would be invalid.
Lemma 15 proves that this edge case is insecure. This case captures why evaluation places
(1,2) are insecure against physical bit leakage.

5.3 Overview of Result B: Physical Bit Leakage (n,k) = (3,2)

Suppose the evaluation places are & = (aq, ag, a3). We aim to determine whether these
evaluation places are secure against all physical bit leakage attacks.

A necessary condition is that ShamirSS(2, 2, (a;, o)) must be secure, for distinct ¢,j €
{1,2,3}. Surprisingly, we prove that this condition is essentially sufficient. Technically, we
shall prove that the “three-wise correlation” among the three leakage bits is statistically
independent of the secret. The following integral approximates the three-wise correlation
between the leakage bits:

1
/ sign sin(27|u| - ¢) - signsin(27|v] - t) - sign sin(27|w| - t) d¢,
0

where (u,v,w) € [aq : ag : az]. This integral is 0 because square waves are odd functions.

» Remark 5 (Odd-wise Correlation). In general, the (2t + 1)-wise correlation terms contribute
at most £t/p to the statistical distance, where t € {0,1,... }.
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Input. Distinct evaluation places a1, a2 € F}y, and p is a Mersenne prime

Output. Decide whether the evaluation places («, ) are secure to all physical bit leakage
attacks

Algorithm.
1. If there is t € {0,1,...,A — 1} such that 2'a; = aa: Return insecure
2. Forte {0,1,...,A— 1}

a. Call the algorithm in Figure 1 with evaluation places (2¢ay, az)
b. If the algorithm returns “may be insecure,” return may be insecure

3. Declare ShamirSS(2,2, (a1, ap)) is secure against physical bit attacks.

Figure 2 Identify secure evaluation places for Shamir’s secret-sharing scheme against all physical
bit leakage attacks.

» Remark 6. What did we gain by proving that the three-wise correlation between the leakage
bits is statistically independent of the secret? Without this independence property, we would
be forced to estimate the three-wise correlation expression using an integral. The error in
this estimation would be proportional to (Ju| + |v| + |w|)/p, where (u,v,w) € [o1: ag: az].
Dirichlet’s approximation theorem [25] can only ensure that |u|, [v], |w| < p?/® simultaneously.
Consequently, our estimation error will be in the order p—'/3. Therefore, we would only
be able to guarantee that insecurity is < p~/3. Note that currently, we ensure that the
insecurity is < p~1/2, which is < p~1/3.

5.4 Overview of Result C: Physical Bit Leakage n =k > 2

Our objective is to choose n distinct evaluation places ai,as,...,a, € F* such that the
corresponding ShamirSS(n,n, @) is secure against physical bit leakage attacks. We prove a
lifting theorem (Theorem 18) that proves the following result. Given, evaluation places @ we
define new evaluation places (where ¢ € {1,2,...,n}):

-1

Bi= | H(ai - aj)

i

Now consider the ShamirSS(2, 2, (5;, 5;)) secret-sharing scheme for all distinct ¢, j € {1,2,...,n}.
If one of these secret-sharing schemes is secure against physical bit leakage, then the
ShamirSS(n, n, @) secret-sharing scheme is also secure. More concretely, if the insecurity
of ShamirSS(2,2, (5;,5;)) is (at most) €, for some distinct 4,5 € {1,2,...,n}, then the
ShamirSS(n, n, &) secret-sharing scheme is (at most) 2¢ insecure.

We already have an efficient algorithm to classify evaluation places of ShamirSS(2, 2, (5;, 5;))
as secure or not. We can use this algorithm to detect whether our chosen & has such a secure
(B, Bj) pair of evaluation places. The proof of this result is entirely Fourier-analytic, and it
is presented in Appendix F.2.

6  Security against Least Significant Bit Leakage

This section presents our results regarding the security of Shamir’s secret-sharing scheme
when n = k = 2 against the LSB leakage. We begin with a powerful technical result.



305

306

307

308

309

310

311

312

313

314

315

316

317

318

319

320

321

322

323

324

325

H. K. Maji et al. XX:11

» Theorem 7 (Technical Result). Consider the ShamirSS(2,2, (a1, az)) secret-sharing scheme
over a prime field F,, where p > 3. For any (u,v) € [a1: ag],

max SD <LSB(Share(0)) , LSB(Share(s)))

seF

Ao =/D) if |u] - Ju]/g? is even,

cos? (7 /2p) - Iuﬁ]-zlvl + 4(|u\+|vz\))*(3/2) if [ul - |v|/g? is odd,

where g = ged (Jul, |v]). Furthermore, for s = £(u='-v—1)"" € F*, if SD (LSB(Share(0)) , LSB(Share(s))) >

M, then there is an efficient distinguisher to distinguish the secret 0 and s with

advantage at least

g Aul+ ) - (3/2)
|ul - [v] p
using the LSB leakage on the secret shares.

cos? (m/2p) -

Essentially, this theorem helps estimate the insecurity efficiently. Section 6.1 presents the
proof outline for this result and Appendix B presents the full proof. With this theorem, we
will state and prove the corollaries mentioned in Section 3.

6.1 Proof outline of Theorem 7

For any s € F*, we start by obtaining a closed-form estimate of
SD (LSB(Share(O)) ) LSB(Share(s))> .

Then, we can solve for the optimal s € F* that maximizes the statistical distance. Below,
we present a high-level overview of the proof of Theorem 7.

Step 1. We connect the statistical distance between the leakages to the difference between
two sums of oscillatory functions. We define the function sign,,: Z — +1.

fan. () +1, ifXe{0,1,...,(p—1)/2} modp
S1g1n. =
& -1, ifXe{-(p—-1)/2,...,~1} mod p.

For k,0, A € F, we define the following measurement of similarity between two lines k7" and
T —A)on F.

E,(fz) = Z sign,, (kT - sign,,({(T — A)). (6)
TeR

» Lemma 8. Consider the ShamirSS(2,2, (a1, an)) secret-sharing scheme over a prime field
F,. For any secret s € F,, and (u,v) € [a1: asg),

u,v

) <LSB(Share(0)) : LSB(Share(s))) - % : \zggg, —e®)],

where A := (s . 2_1) . (u‘l — U_l), a linear automorphism over F,.

Appendix B.1 proves Lemma 8.

Step 2. Next, our objective is to estimate the sum % . Z,(ﬁ) using the integral I ,262 defined as

an inner product of two square wave functions as follow.

1
I,fg = / signsin(2r|k| - t) - signsin(27 || - (t — §)) dt.
0

ICALP 2024



XX:12

326

327

328
329
330

331

332

333

334

335

336

337

338

339
340
341

342

343

344

Leakage-Resilience of Shamir

sign,, (A)-|A|

» Lemma 9. For any k,¢{,A € F,, and § = i

€Q,

sign, (kA) — sign, (¢A) L 4|kl + |]) — 2
p p '

1 A . i o
P St = sign, (k) - sign, (0) - 1), +

Appendix B.2 proves Lemma 9.
Step 3. Finally, we compute the value of the integral I ,f).

» Lemma 10. For any k,£ € {1,2,...},0 € R, and g = ged(k, {)

0, if k-£/g* is even

o
-

cos (20m - 9) - %zv ifk-£/g? is odd.

Appendix B.3 proves Lemma 10. Intuitively, if the highest power of 2 dividing k is different
from the highest power of 2 dividing ¢, then kf/g? is even and Iéi? = 0. If the highest
power of 2 dividing k is identical to the highest power of 2 dividing ¢, then k/¢/g? is odd and
1) #0.

Step 4. Sequentially performing the substitutions above, we can estimate the statistical
distance using the integrals, which yields Theorem 7 after maximizing over every s € F™*.

Efficient distinguisher construction. We present an efficient maximum likelihood
distinguisher in Appendix B.7.

6.2 Insecurity Estimation

Using Theorem 7, we prove that the estimated insecurity achieved by our classifier in Figure 1
is close to the true insecurity.

» Corollary 11. Consider distinct evaluation places & = (a1, ) and the corresponding
ShamirSS(2,2, &) secret-sharing scheme over the prime field F,, where p > 3. Let (u,v) €
[a1: ao] such that |u|, [v| < B, where B = [8Y/* . /p|. Let g = ged(|ul,|v]). Define

0, if lul - |v|/g? is even,

2

cos?(m/2p) - if |u| - [v|/g? is odd.

[ul-[v]?

Then,
g5/4 13/2)
VP P

Proof. Use the LLL algorithm [25] to efficiently find (u,v) € [og: as] with properties
mentioned in the corollary (see Appendix A for details). Observe that the LHS of the
expression in Theorem 7 is identical to e1,s5(&) by our definition in Equation 1. From this
observation, the corollary is immediate. |

e (@) = ersp(@) £ (

Next, we state and prove the corollaries mentioned in Section 3 through this tight
estimation.
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6.3 Statement and Proof of Corollary 12

» Corollary 12. Consider distinct evaluation places & = (aq,az) and the corresponding
ShamirSS(2,2, &) secret-sharing scheme over the prime field F,,, where p > 3. Suppose the
algorithm in Figure 1 determines d to be secure. Then,
14 8%/4 N 13/2

VP p

Among all possible distinct evaluation places aq, e € Fy, the algorithm of Figure 1 determines

at least ) , )
Sq APt VP e g —(lnp 5/2>
p—2 4/p VP

fraction of them to be secure. The (%) inequality holds for any prime p > 11.

eLsB (@) <

Proof. Proof of the first part. The algorithm in Figure 1 declares @ to be secure either
in Step 4 or Step 5.

Suppose our algorithm in Figure 1 declared that Shamir’s secret-sharing scheme is secure
in Step 4. In this case, |u| - [v|/g? is even, where g = ged(|ul, |v]). Using Corollary 11, we get
that our estimation siess]g) = 0. The relation between our estimation and insecurity yields

85/4 13/2
VR

Suppose our algorithm in Figure 1 declared that Shamir’s secret-sharing scheme is secure

in Step 5. In this case, |u| - |v|/g? > /P and it is odd. Using Corollary 11, we get that our

estimation Eiessg < 1/4/p. The relation between our estimate and insecurity yields

ersB (@) <

1 84 132

<77
N/ R/

This completes the proof of the first part of the corollary.

ersp (@)

We prove the second part in Appendix B.4 with a similar case argument. |

6.4 Statement and Proof of Corollary 13

» Corollary 13. Consider distinct evaluation places & = (a1, a2) and the corresponding
ShamirSS(2,2, &) secret-sharing scheme over the prime field F,, where p > 3. If epsp(d) >
2.8°/4

VP
secret 0 from the secret s with an advantage

13 . . . e
+ 5 then there is an efficient algorithm that generates s € Fy and can distinguish the

2_85/4 E
VP

>ersp(@)  —

by leaking the LSB of the secret shares.

Consider an efficient adversary outputs the s indicated in Theorem 7. After observing the
leakage (¢1,£s), the algorithm performs maximum likelihood decoding — computes whether
secret 0 or secret s is more likely to have generated the observed leakage. Then, it predicts
the most likely of the two events. Appendix B.5 provides a full proof of the distinguishing
advantage and security guarantee of this adversary.

XX:13
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7 Security against all Physical Bit Leakage

We consider ShamirSS(n = 2,k = 2, (a1, a2)) over the prime field F of order p > 3. This
section considers p a Mersenne prime, i.e., p = 2 — 1, where \ is the security parameter.
Some initial Mersenne primes are 3,7,31,127,8191, and 131071. The largest Mersenne prime,

982,589,933 _

currently known, is 1. Mersenne primes have fascinating properties.

» Proposition 14. Let F be a prime field of order p = 2* — 1. Suppose x € F and define
¥ =x-12)€F, wherei € {~XA+1,...,0,1,...,\—1}. Then the binary representation of
z' is a cyclic left rotation of the binary representation of x by i bits.

We clarify that if ¢ is negative, then “i bit cyclic left rotation” is the same as “|i| bit cyclic
right rotation.” This proposition is straightforward from the identity that 2* = 1 mod p.
We note that if PHYS;(z) = 0, then PHYSq(z - 27%) = 0.

7.1 Leakage attack when 2¢a; = .

Although a; # aw, it may be possible that 2¥a; = as, for some k € {0,1,..., A —1}. We
prove that the secret-sharing scheme is insecure, taking care of this case in the algorithm of
Figure 2. Suppose we are leaking the i-th bit of the first secret share and the j-th bit of the
second secret share, such that j —¢ = k.

Suppose the secret is s € F. Then, the secret share at evaluation place « is s + ua, for
uniformly random u € F. The joint distribution of leakage is

(PHYS;(s + uay), PHYS; (s + uas)) .

Let v := u2~7 and ¢ := s277. By Proposition 14, the joint distribution of leakage is equivalent
as (for uniformly random v € F)

(PHYSo (2" + va12¥), PHYS(t + vas)) = (PHYSo(t2* + vas), PHYSo(t + vas)) ,

because 2¥a; = ap. When t = 0, both the leakage bits are identical. On the other hand, for
t =t*:= (2¥ — 1)1, the joint distribution of leakage is

(PHYSo(1 4+ t* + vas), PHYS (" + vas))

These two leakage bits are different with (1 —1/p) probability. Therefore, one can distinguish
the secret 0 and secret t*27 with (1 — 1/p) ~ 1 advantage by leaking PHYS
following lemma follows.

4,75 whence the

» Lemma 15. Let F, be the prime field of order p = 2* — 1. Consider distinct evaluation
places a1,z € F; such that 2F .y = ag for some k€ {0,1,..., A —1}. Then,

SD (PHYsi,j(Share(O)) , PH_'YSZ-J(Share(s))> >1-1
p

where i,7 € {0,1,...,A—1}, j—i=Fk mod A, and s = (2F — 1)~ .27,

7.2 Reduction to the LSB Attack.

Due to the properties of the F},, where p is a Mersenne prime, we can reduce arbitrary
physical bit attacks on ShamirSS(2,2, @) to LSB leakage attacks on ShamirSS(2,2, ), for an
appropriately defined o.
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» Lemma 16. Let F, be a prime field of order p = 2* — 1. Consider evaluation places
ar,ag € Fy such that 2F . ay # ag, for all k € {0,1,...,\ — 1}. Consider the leakage
attack PH_YSM for anyi,j €{0,1,...,A\—1}. Define oy =27%-ay and o, =277 - as. For
any s € F,, let D denote the joint leakage distribution generated by the leakage function
PH_YS,;J- when the secret shares are generated using the ShamirSS(2,2,&) secret-sharing
scheme. Likewise, D’ denotes the joint leakage distribution generated by the leakage function
LSB when the secret shares are generated using the ShamirSS(2, 2, c?’) secret-sharing scheme
instead. Then, the distributions D and D’ are identical.

Since 2% - a; # ag, for all & € {0,1,...,\ — 1}, we conclude that o} # a}, for all
i, € {0,1,...,A — 1}. Therefore, the secret-sharing scheme ShamirSS(2,2,o7’) is valid.
Appendix D.5 proves that the distributions D and D’ are identical, for all s € F},, using
Proposition 14.

7.3 Upper bound on insecurity

» Corollary 17. Let F, be the prime field of order p = 2* — 1. Consider distinct evaluation
places & = (ay, ag) and the corresponding ShamirSS(2,2, &) secret-sharing scheme over the
prime field F,. Suppose the algorithm in Figure 2 determines & to be secure. Then,
14854 13/2

VP P

Among all possible distinct evaluation places a1, az € Fy, the algorithm of Figure 1 determines

epuys(@) <

at least

PR VO SRV R LV A SRV B an.(lnp 5/2
g W)

~ In2 p—2 In2
fraction of them to be secure. The (x) inequality holds for all p > 11.

8 Extension to arbitrary Number of Parties

XX:15

We extend our derandomization results to Shamir’s secret-sharing scheme with the reconstruction

threshold & equal to the number of parties n € {2,3,...}. We begin by stating the following
general lifting theorem.

» Theorem 18. Consider ShamirSS(n,n, &) over a prime field F. For everyi € {1,2,...,n},

define B; = (ozi Hj#(ozi — aj)> . Suppose there are two indices 1 < i* < j* < n such that

ShamirSS(2, 2, (Bi+, Bj+)) has e-insecurity against physical bit leakages. Then, ShamirSS(n,n, (a1, g, ..., o))

has at most 2e-insecurity against physical bit leakages.

The proof of this theorem is Fourier-analytic and uses properties of the Generalized Reed-
Solomon codes. Corollary 19 is a consequence of the above theorem.

» Corollary 19. Let F,, be the prime field of order p =2* —1. Fiz anyn € {3,4,...}. There
s a probabilistic efficient algorithm to choose distinct evaluation places & such that

285/4+E
vP P

epuys (@) <

The fatlure probability of this algorithm is
< n+1 ( 1 (Inp)? 5 lnp)

4m2  p | 2In2 P

We present the full proof of Theorem 18 and Corollary 19 in Appendix F.
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ss A Solving Simultaneous Diophantine Equations

si7 - Figure 3 presents our algorithm. In this section, the “LLL algorithm” refers to the algorithm
s with the following guarantees.

» Theorem 20 (LLL [25, Proposition 1.39]). There exists a polynomial-time algorithm that,
given a positive integer d and rational numbers r1,ra,...,1q,€ satisfying 0 < € < 1, finds
integers s1,Sa,...,Sq, and t for which

|Si—t'7’i|<€7

a0 for1<i<dandl <t 2Ud+D/4. g—d

Input. a1, as € F*, where F is the prime field of order p

Output. Elements u,v € F* such that (u,v) € [ag : ag] and
u,v € {—-B,—(B—1),...,0,1,...,(B—1),B} mod p,

where B := (23/4 /D)

Algorithm.

1. Interpret o, s € {0,1,...,p — 1} as positive integers

2. Define d = 2

3. Definer; =ay/peQand ry = as/p e Q

4. Define e = B/p € Q

5. Use the LLL algorithm to find integers s1, so, and ¢

6. Interpret t as an element of F'. Defineu=a; -t € Fandv=ay-t € F

Figure 3 Our Algorithm to obtain (u,v) from (a1, a2) using the LLL-algorithm.

520 Let us proceed to analyze our algorithm of Figure 3. The parameter setting needs
s to ensure that t < 24d+D/4c=d < Recall that ¢ = B/p. Substituting this value and
s rearranging, one needs to ensure that 24(@+1)/4 . pd=1 < B Therefore we have chosen
s3 B = {2(d+1)/4p1_1/ﬂ. Consequently, one can interpret ¢ as an F* element.

524 By definition, (u,v) € [aq : as] because u =t -y and v =t - az. Next, note that
52 oy -t —s1-p|<e-p=B,and |ag -t —s2-p| <e-p=B.
527 This argument completes the analysis that for every (aq, as) how we obtain (u,v) € [ag :

s2s  (p] such that v and v are “small (positive/negative) numbers.”

20 B Proof of Technical Lemmas

s» B.1 Proof of Lemma 8

su  Consider the ShamirSS(2, 2, (aq, ag)) secret-sharing scheme over a prime field F,,. Consider
s2  an arbitrary secret s € F), and evaluation places (u,v) € [a1: aa.
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= 2SD (L§B(Share(0)) , L§B(Share(s)))

S [LSB(Share —E] Pr [LSB (Share(s)) = Z] ’
7e{0,1}2

535 = Z E [Trsp-1(e) (uX) - Tpgp-1(sy) (vX)]
2e{0,1}2

536 — I)E{) []].LSB—l(zl)(UX + S) . ]].LSB—I(KQ)(UX + S)]‘

537
538

> Claim 21. For £ € {0,1} and X € F),, we have

Ipgp-1(0(X) = (1 + (—1)" - sign, (X - 2—1)> .

l\.’)\r—\

539 Substituting, we get

w 25D (L§B(Share(0)) : L§B(Share(s)))

o _ Z (1 + (*1)[1 signp(uX . 21)> . (1 + (71)22 Signp(vX . 21)>‘|

==

. 2 2
£e{0,1}2
e - s -1
N E 1+ (=1)% sign,((uX +s)-271) (14 (=1 sign, ((vX +35)-271)
X 2 2
1 . _ . _ . - : _
543 o Z I)[? [sign, (uX -27") - sign, (vX -271)] — I)[? [sign,, ((uX +s)-27") - sign, (vX +5) - 2 1)]‘
7e{0,1}2
544 = |E |sign, (uX -277) -sign, (vX - 277)| — E |sign,((uX + s) - 277) - sign, ((vX +s) - 27
B s X +271) s, (0 +271)] — B fsgn, (X + )27 s (0 + 5)- 271
X X
1
545 =— Z sign,, (uX - 271) - sign,, (vX - 27") — Z sign,, ((uX +s) - 27") - sign,,(vX +5) - 271)
P ixer, XEF,
1
546 =— Z sign,,(uY’) - sign,, (vY’) — Z sign,, (uZ) - sign, (v(Z —s-27" - (™" —v71)))
547 p YeEF, ZEF,

sis The last step uses the renaming X -27! +— Y (an F automorphism) and (X +s-u~1)-27! — Z
s0 (an F automorphism).

Therefore,

\2591 - 2&%2\

SD (LSB(Share(O)) , LSB(Share(s))) = o

so where A:= (s-27!) - (u™' —v™!), a linear automorphism over F,.
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= B.2 Proof of Lemma 9

2 Recall that sign, (X = 0) = +1 and sign(z = 0) = 0. Due to this mismatch, we defined an
53 intermediate function satisfying STngp(X =0)=

e

+1, fXe{l,....,(p—1)/2} modp

554 sfigvnp(X) =140, ifX=0 modp (7)
-1, ifXe{-(p—-1)/2,...,—1} mod p.

- (8)

556

Analogously, we define

S = > sign, (KT) - sign, (((T — A)).
TeF

557 So, our next objective is to relate the quantities Z,(ﬁ) with f],(ﬁ)

> Claim 22. For any k,0,A € F,,

E,(ﬁ) = f],(ﬁ) + Z signp(kT) . signp(é(T —A))
Te{0,A}

558 For k,¢, A € F,, the proof follows directly from our definition of Eii),signp(X), i,(fz),

50 and sfiglp(X). The primary observation is that sign,(X) = sfiglp(X), for all X € F}, and
s sign, (X = 0) = 0.

561 E;C’AZ) = Z sign,, (kT') - sign,(¢(T — A))

TeF
= <Z sign,, (kT) - sign,, (¢(T — A))) + D sign, (kT) - sign, (((T — A))
TEF Te{0,A}
=S+ [ Y sign, (KT) - sign, (T - A))

s6a Te{0,A}

> Claim 23 (Transference Property). Forall k,A € F,, X € Z,X =X’ modp,z=X'/pe
S Z,and 6 =Afpe -7,

sign, (k- (X - A)) = (k- (x — ).

sign, (A)-|A|

> Claim 24. For k,A € F,and z € %-Z, define § := % € ~-Zand ¢ = L e %-Z,

then
ok~ (z = 9)) = (k- (z —)).

ss  Proof. Consider the following exhaustive case analysis.

566 Case 1: A €{0,1,...,(p—1)/2}. In this scenario, sign,(A) =1, \A\p =Aand §=4¢".
567 Then, (k- (x — 6)) = (k- (x — §")).
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Case 2: A € {(p+1)/2,(p+3)/2,...,p—1}. In this scenario, sign,(A) = —1,[A], =p—A
and 8’ = 6 — 1. Then,

ol (2 — ) =gl (2 — 6+ 1))
=sign(sin(27k - (z — 0 + 1)))
=sign(sin(27k - (x — 0) + 27k))
=sign(sin(27k - (x — 9)))
—p(k- (2 — 8))

> Claim 25. For k € F}, and z,0 € % - Z, the following holds.

p(k - (x —6)) = sign, (k) - o(|kl, - (x = 9)).
Proof. Consider the following exhaustive case analysis.

Case 1: If k € {0,1,...,(p — 1)/2}, |k[, = k,sign,(k) = 1 and ¢(k - (z — 9)) =
sign, (k) - ¢(|kl, - (x — 0)) holds by simply plugging in the values.

Case 2: If k € {(p+1)/2,(p+3)/2,...,p— 1}, then |k|, = p — k, and sign, (k) = —1.
Substituting in sign, (k) - ¢(|k[, - (x —9)), we get

sign, (k) - o([kl, - (x — 0)) = sign(sin(27|k], - (z —9))) (Ikl, =p— k)
=sign, (k) - sign(sin(27(p — k) - (z — 6)))
=sign, (k) - sign(sin(27(pz — pd) — 27k - (x — 9)))
(z,0 € % -7 = px,pd € L)
=sign, (k) - sign(sin(—27k - (z — 9)))
= — sign, (k) - sign(sin(27k - (x — 4))) (sign, (k) = —1)
=sign(sin(27k - (x — 0)))
=p(k - (z—9))
<

<

Given the Transference Property (Claim 23), Claim 24 and Claim 25, we observe that for

kA€ F,TeFt=T/pcQands="2201% c g

Bid = D sign, (kT) - sign, (((T ~ A))
TeF
= D signy (k) -sign, (60) - o(kL,1) - (0], (t =)
Srees:
» Definition 26 (Number of Oscillations). A Boolean function f:[0,1] — {£1} oscillates
at z € [0,1) if f(z) # hh%lJr f(z + h). The number of oscillations is the cardinality of the
—

following set.

{x: f2) + hlix&f(ﬁh)}.
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Since our functions are periodic with period 1, counting the number of oscillations in the
interval [0, 1) in our context suffices.
By straightforward counting, one concludes the following.

> Claim 27 (Counting Number of Oscillations). For any |k, [¢], € {1,...,(p —1)/2},

1. p(|€],(x — 9)) oscillates (2[€], — 1) times, if 0 € 2|€| -7

2. p(|¢],(z — 0)) oscillates 2|¢|, times, if § ¢ W Z

3. p(lkl,) - p(|¢],(x — 0)) oscillates 2(|k|, +[¢],) — 2 times, if 6 € 2lk\ Iflp -7
4. o(|kl,z) - p(|€],(x — 9)) oscillates 2(|k|, + |¢],) — 1 times, if § ¢ 2|’f\ -ZN 1|p -7

We prove a general result connecting Boolean functions’ sum and the integral.

> Claim 28 (Sum and Integral Connection). Fix anintegern € {1,2,...}. Let f: [0,1] — {£1}
be a Boolean function that oscillates H times in the range [0, 1]. Then,

1
- / £() dti—
tG{O 1 """" n— 1}

Proof. Consider an interval [r,r + 1/n), for r € {0/n,1/n,...,(n —1)/n}. If f does not
oscillate in this interval, then f is constant in the interval, and we conclude

r+1/n
0= s

If f oscillates at some point in this interval, then (due to f being Boolean) we conclude

1
n

r+1/n
f@ekvmvﬂg/ fyars >

1
n
Adding over all r € {0/n,1/n,...,(n —1)/n}, we get the claim. < <

Consider f(t) = sign, (k) - sign, (€) - o(|k|,t) - ¢(|€],(t — 0)), as a consequence of Claim 27
and Claim 28, we conclude Claim 22.

For any k,{,A € F, and § = M

€ Q.

. . 5 Akl +10)—4
Loy [ simny () sien, (0 1)y & TSR G i 20 g 2
oSkl Ty . . 5 4(|k],+le,) -2 .
P sign,, (k) - sign,, (¢) - Il(kl)pylélp + e ifi QIilp “ZN Q\é\p -7

Combining the two cases, we get

1 S . . 5
. EEM) = sign,, (k) - sign, (¢) - I‘(kﬁ -

A(lK, +1€1,) —
p

Therefore, applying Claim 22,

1 . . sign, (kA) — sign,((A) 4(|k| + 1€]) —
]; EM) —51gnp(k)~81gnp(€) \(ffl)\fl+ 2 . p + (% p| )
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B.3 Proof of Lemma 10

To begin, we formalize the orthogonal properties of the sine and cosine functions.

» Proposition 29 (Orthogonality of Sine/Cosine Waves [21, Page 38]). For k,f € {1,2,...}

! 0, ifk#L
/ sin(2knt) - sin(2¢rt) dt = < ik
0 Loifk=t.

2

1
/ sin(2kmt) - cos(2¢nt) dt = 0.
0

For the periodic square wave [35, 15, 14] ¢: R — {—1,0,+1}.
o(x) := signsin(2nx),

[15] uses (basic) Fourier analysis and Proposition 29 to determine the Fourier expansion of

o(x) = Z in -sin(2nmx). 9)

odd n>0

We prove the following claim for standardization.

> Claim 30. For k,¢ € F), and § € R, the following identity holds

70 _ 79
ké Ik/gl/g’

where g = ged(k, 0).
Proof. Define 1/1(5)( )= p(kx) - - (x —9)).
Observe that 1/)(5)( )= (6) (x+1/d), for any d that divides both k and £. Let g = ged(k, £).

So, from our observation, we conclude that 1/),6) , has period 1/g. Therefore, we conclude that

@ _ [
Iho = ; Yy ()dt
Next, note that 1/1(6)( )= w](f/)d //d( x), for any d that divides both k and ¢. Therefore,
we get
o [0
ke =9 ¢k/g,g/g(g ) dt.

By substituting the variable r = gt, we get

1
©6) _ (5) 1 (%)
Lio=y9 /0 wk:/g,é/g<7.) g dr="1/0 074
R | R |

Previously only I, © ) was studied [35, 15]. In particular, motivated by our application

scenario, we study [ ,gg, for all § € R. To begin our analysis, we assume that k and ¢ are

relatively prime.

> Claim 31. For relatively prime &, ¢ € F), such that k - £ is even, I,g(?z =0, for all § € R.
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Proof. Suppose k is even, and ¢ is odd. In this case, for any odd m,n > 0, observe that

o (anmi (4)) i (2 (S 0-5))

2nm - kt 2mm - U(t — )
= sin + - sin +
nk -w ml -7
dd

= sin(2nm - kt) - ( —sin(2mm - £(t — §)) )

Therefore,

1 1/2
/ sin(2nm - kt) - sin(2mm - £(t — §)) dt = / sin(2nm - kt) - sin(2mm - £(t — §)) dt
0 0

1
+ / sin(2n7 - kt) - sin(2mm - £(t — 0)) dt
1

/2

1/2
= / sin(2nm - kt) - sin(2mm - £(t — §)) dt
0

1/2
— / sin(2nm - kt) - sin(2mm - £(t — §)) dt
0

=0.

Now, we can prove the lemma.

5 1
10 = [ etk -oete - 9)ar

(10)

16 I : .
= Z Z P /o sin(2nm - kt) - sin(2mm - £(t — §))dt  (By Equation 9)

odd n>0o0dd m>0
=0

Finally, if k£ is odd and / is even, then

sin <2n7r~k<;+t>> - sin <2m7r~£<;+t—5>>

2nm - kt 2mm - £(t — 9)
= sin + - sin +
nk -m ml -
dd

= ( —sin(2n7 - kt) ) - sin(2mm - £(t — 6))

(By Equation 10)

Again, Equation 10 holds, and the proof of this case goes through. < |

> Claim 32. For relatively prime &, ¢ € {1,2,...} such that & - £ is odd,

cos(20m - §)

)
e ="

for all § € R. Therefore, I ,552 achieves its maximum at & €
€5 +732

Proof. We begin with a generalization of Proposition 29.

¢

- Z, and the minimum at

XX:25
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> Claim 33.

0, if kA ¢

1
sin(2knt) - sin(24w(t — 6)) dt =
A (2hrt) - sin(2bn(t ) {;mqﬁﬁy itk =t

of the claim above.
1 1
656 / sin(2kwnt) - sin(20m(t — 6)) dt = / sin(2kmt) - sin(2¢mt) cos(2¢md) dt
0 0
1
657 - / sin(2knt) - cos(24nt) sin(24md) dt
0
1
658 = cos(24n)) / sin(2knt) - sin(24nt) dt,
0

659

because, for all k,¢ € {1,2,...}, Proposition 29 implies
1
/ sin(2knt) - cos(2¢nt) dt = 0.
0

s0 The proof of our claim follows from Proposition 29 because fol sin(2kmt) - sin(24nt) dt = 1/2
o1 if (and only if) k = £ ; otherwise, it is 0. < <

662 Next, we simplify the expression for I ,fz .
1

» Qﬁ:/'ﬂmywwu—amt
0

1 1/t
o6 — g Z Z - / sin(2nm - kt) sin(2mm - £(t — §)) dt (By Equation 9)
065 T odd n>00dd m>0 " /o

In light of the claim above, the integral in the RHS survives if and only if nk = m{. Since,
ged(k, £) = 1, note that nk = m/ if and only if

(n,m) € J:= {(E, k), (3¢,3k), (5¢,5k), . .. } .
66 With this observation and Proposition 29, we get

1 2(ms) (!
667 I,gi? _ 16 Z cos(26md) / sin(2nm - kt) sin(2ma - £t) dt
0

2 mn
(n,m)eJ
16 20md) !
668 = Z % /0 sin(2klar - t) sin(2klam - t) dt
odd a>0
16 1 1 cos(2¢n9) o
o6 == Z Sy (By Proposition 29)
odd a>0
cos(2070) ;% ;Z cos(2¢70) 1 3 2
o0 — L =TT (Because Z=502=%)
671 kt 2 3 ke oddza>0 ’ 4 8

Combining Claim 31 and Claim 32, we showed that for relatively prime k, ¢ € F),

&
-

s

0 if k-2 1is even
cos2lmd) if k. f is odd |
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Claim 30 generalizes the result to all k, ¢ € F}, by considering g = ged(k, £). This proves
our lemma Lemma 10 that

(5) 0 if k- /¢ is even
Ik,e =3 42 . . .
45 -cos(2lm-0) if k- £ is odd
< <

B.4 Proof of Corollary 12 second part

Proof of the second part. We prove that our algorithm outputs “may be insecure” only
for an exponentially small fraction of the equivalence classes [a1 : ag], for distinct evaluation
places aq, as € F;.

First, observe that there are (p — 2) equivalence classes [1: 2], [1: 3], ..., [1: (p — 1)]
(because a1 # ag and 0 & {aq, a}).

Next, let us account for the instances when Figure 1 determines evaluation places & may
be insecure. Suppose a = (u/g) and b = (v/g), where g = ged(u,v) € {1,2,...}. We need to
upper bound the cardinality of the following set

S = {(a,b):odd a, odd b, and |a - b| <\/;5}

In this set, for any particular a, the corresponding positive b lies in the set {1,3,5,...,2n,—1},
such that (2n, — 1) is the largest odd number satisfying a - (2n, — 1) < y/p. So, the number
of potential odd positive b’s is nq < (\/p+ a)/2a. As a result, the total number of potential
positive and negative candidates is at most (\/p + a)/a. Let (25 — 1) be the largest odd
number < /p. Therefore, we have

\/]5+a 1 1 1
d <2 =2 1+-+=-+4--- 2
card(S) > a vP\Itg gty g) T2
a€{1,3,...,2s—1}

Sl
<2yp- (1+/ 2tldt)Jr(\/yBJrl)
L 2t —
1
:\/5-111(25—1)+3\/]3+1<iﬁ'lnp+3ﬁ+1.

Note that for every (a,b), we also counted (—a,—b) in this set; both belong to the
same equivalence class. So, every equivalence class is represented at least twice. Therefore,
the number of equivalence classes for which our algorithm outputs “may be insecure” is
< card(S) /2. The fraction of equivalence classes that our algorithm declares “may be
insecure” is

<card(S)/2 < i\/ﬁlnp_}%\/ﬁ_i_%
Sop-2 O p—2 '

i . I%. Concretely, Appendix B.4.1 proves the upper
_p 52
IV

Asymptotically, the upper bound is <
bound

for all p > 11.
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B.4.1 Proof of inequality

Our objective is to prove the following inequality for primes p > 11.
Tvp-lnp+3-p+3 1np+5/2
p—2 DRV
We simplify this inequality into a simpler equivalent inequality.
i VP lptso bty _lp  5/2
p—2 Sip VB

1
1 3 1 1 1 Inp 5
= — . g — 7<7. T . A,
M+M+2 M+Z P T
1 1
Thus, it suffices to prove the final inequality. Toward this objective, observe that

1. Inp < /p, for p > 2, and
2. /p<p-—5, forp> 11
Then, for p > 11,

ff—l— lnp VPp<p—5.
Therefore,
~/p-Inp+3- \f+2 Inp 5/2
P2 DRV

»Jk\»—\

for all p > 11

B.5 Proof of Corollary 13

Proof. Our efficient adversary outputs the s indicated in Theorem 7. After observing the
leakage (¢1,¢3), this algorithm performs maximum likelihood decoding — computes whether
secret 0 or secret s is more likely to have generated the observed leakage. Then, it predicts
the most likely of the two events.

We emphasize that the secret s’ € F* that witnesses the maximum statistical distance
between the leakage distributions LSB(Share(0)) and LSB(Share(s’)) may be different from
the secret s defined above. Secret s € F* witnesses the maximum estimate of the statistical
distance between the distributions LSB(Share(0)) and LSB(Share(s)).

For brevity, define err := 85/; 13/ 2. Given &, we run the LLL algorithm [25] to obtain
(u,v) € [ az] such that [ul,, [v], < B, where B = [8!/4. /p|. Define g = ged(lul,, [vl,)-

We are given that epsp(@) > 2 - err. We claim that Eiessg (@) > err and |u],, - |v|p/g2

odd. Suppose not; then, there are two possibilities.

L Ifful,|v], /g2 is even. In this case, 8£68B)( ¥) = 0 and, hence, epsp(@) < err, by Corollary 11;

a contradlctmn
2. If Eiegg (@) <err and |ul,, - |v],/g* is odd. In this case, eLsp(@) < 2 - err, by Corollary 11;
a contradiction.
So, the signs of EiegB)( ¥) and (125101),(,2 - E&Al)(,z) are identical (by Claim 34). Using
this property, Appendix B.6 proves that the advantage of the maximum likelihood decoder is

> Eicsslg)(a) err > ersp(@) — 2 - err.
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» B.6 Additional Proof for Corollary 13
_g8/4 | 13)2

> Claim 34. For ShamirSS(2,2,d = (a1, a2)) and secret s € F, define err := 7 T

Consider ||, |azl, < [81/4,/p] and lail, - azl,/g? is odd with g = ged(|au],, [az],). When
eLsp(@) > 2 - err,

. (est) / . thol),om — Eg’??@tz
sign (ELSB (a)) = sign T —
ns where A= (s-271) - (o' —ay ') € F.
Proof.
E((,vO)a - EEXA)Ol . . 0 & 4(|C¥1‘ + |O[2| ) - (3/2)
726 I 5 == =sign,(a1) - sign, (ag) - (I\(azlp,lazlp - Il(azlwlaz\p) +2. Ld d
(Lemma 9, 6 = %)
728
Equivalently,
Sihan = S o Alloal, +laal,) = (3/2) . 0 5
2 . , - = Slgnp(a1)~51gnp(az)'(I\(ahp,\mp - I\(a3|p,|a2|p)'

For ||, |as|, < [8*/p],

(0) (A)
9 4(|O£1|p + |a2|p) - (3/2) Eal@@ - EOQ,OCQ

< 2-err < esp(@) =

p P
a a — ) (&)

which implies that +2 - loalptHeal,)=(3/2) does not change the sign of w,
0 A 0 A

sign <E((11)az—281)az +2- 4(\a1|p * |a2|p) _ (3/2)> = sign <E‘(’1)0‘2_281)0‘2>

=0 Hence,

20 @)
730 sign <1’a2 0% ) —sign (signp(al) -sign,, (az) - (Il(silpﬁlaz\p — Il(jz\p,\az\p))

p
g
e =sign | sign,(a1) - sign,(az) - sin2(|v|p7r ) ———
lul, - [vl,,
(Lemma 10)
e =sign (sign, (a1) - sign, (o)) (sin2(|v\pﬂ' -6) - Tl 0)
73 =sign (Eiess%) (0_2))
734
735 < <

For any secret s € I, let us first define the distinguishing advantage of the maximum

likelihood decoder as (0) (A)

ELSB(O_Z;S) = o
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where A == (s-271) - (a;' — ;') € F and the estimate Eiegg (d; s) € ]0,1] satisfying
5£e§]t3) (@;s) =eLsp(@;s) =Lerr
L 89/4 | 13/2 A .
where err := NIRRT Given Claim 34, we know that for any secret s € F,
eLsp(a@; s) > s(LeSsg (a;s) — err. (11)
and
Eiegg (&; 8) = eLsp(@j;s) — err. (12)

Consider secret s* € F that achieves the maximum Eiegg (d; s), we define siegg (&; s*) as

follows
etsn (@) = max iy (@ 5) = e[Sy (@ 7).

Similarly, consider §* € F that reaches maximum epsg(d@;s), we define epgp(@; s*) as

ELSB(&) = maXELSB(O_Z; S) = 5LSB(0_Z§ 5*)
seF

eLsp(@; s™) 25&512 (0 s%) —err = aécsg(d’) —err (Equation 11)
25?53 (& 5%) —err (séegg (d; s*) = maxgep siessltg) (d;s))
>erLsp(d;87) — 2 - err (Equation 12)
=ersp(@) —2-err >0

Therefore, the distinguishing advantage of the maximum likelihood decoder is

= 5£esslt3)(52) —err > e gp(d) — 2 - err.

B.7 Efficient Distinguisher Construction

Consider the following security game (illustrated in the figure below). The attacker picks a
secret s € F; and sends it to the challenger. The challenger picks a random bit b € {0,1}. If
b =0, the challenger samples (¢1,¢5) from distribution Dy := LSB(Share(0)) and sends it to
the attacker. Otherwise, the challenger samples (¢1, 5) from distribution D; := LSB(Share(s))
and sends it to the attacker. The attacker aims to guess which distribution (¢1, ¢2) is sampled
from. It uses the maximum likelihood decoder and then returns its guess b to the challenger.
The attacker wins the security game if b = b.

Attacker Challenger

s"EF, Do = LSB(Share(0))

D; = LSB(Share(s"))
b+s${0,1}

I;: ML(Zl,ZQ) (€1,€2) (51,62) +—$ Dy

I
Il
S




H. K. Maji et al. XX:31

754 The maximum likelihood distinguisher outputs b = 0 if Pr[(£1, £2)|s = 0] = Pr[(¢1, )]s = s*]
s and b = 1if Pr[(¢y, £2)]s = 0] < Pr[(£1,42)|s = s*]. The output depends on sign (Pr[(¢1,£2)|s = 0] — Pr[(¢1, £2)|s = s*]).
756 For evaluation places (u,v), where |u| - |v|/g? is odd and g = ged(|ul, [v|), and A =

w (5270 (umt — w7l € ¥ we get

758 Pr[(¢1,£2)|s = 0] — Pr[(41,£2)|s = s¥]

iy — 200
759 = (=1t T (Appendix B.1)
—1)at+L2 g . si —
D s ) sty ) (o e Al )~ (3/2)
4 lul,lol — ~ul,[v] p
(Lemma 9, 6 = %)
1)+l . si . si 2 4 _ 2
o o ) ) (g 6y M = )
4 jul - [v] p
(Lemma 10)
762
763 Consider attacker picks s = &(u~!-v —1)7! € F* such that
764 Pr[(41, l2)|s = 0] — Pr[(¢1,42)]s = s*]
—1)a+ . sign (u) - sign, (v 2 4 —(3/2
o ) ) (s Sy M) = 62
766 4 |u| ’ |U| p

Since SD (LSB(Share(0)) , LSB(Share(s))) > w by our assumption, then

N (R ) T B

2
cos” (mw/2p) -
" 20) Tl »

Hence,
sign (Pr[(£1,£2)]s = 0] — Pr[(f1,4a)]s = s¥]) = (—1)" 2 -sign,, (u) - sign,, (v).

767 There exists an efficient maximum likelihood distinguisher computing (—1)%+*2 -sign,, (u) -
7w sign,(v). If (—1)hatt -sign,,(u) - sign,,(v) > 0, then the maximum likelihood distinguisher
w0 outputs b = 0. Otherwise, it outputs b = 1.

m €  Equivalence classes for Evaluation Places

m  Consider Shamir’s secret-sharing scheme among n parties with reconstruction threshold &
72 over the prime field F' of order p > 3. The secret-sharing scheme is the Massey secret-sharing
73 scheme [31] corresponding to the (punctured) Reed-Solomon code with evaluation places
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m (0,01, Q9,...,ay). That is, the dealer chooses a random F-polynomial P(Z) of degree < k
75 conditioned on P(Z = 0) being the secret s. Evaluating this polynomial at evaluation places
w4 = Q1,Qo,...,0, generates the secret shares sq, so,. .., Sy,, respectively.

77 » Lemma 35 (Equivalence Classes of Evaluation Places). The (punctured) Reed-Solomon

s code corresponding to evaluation places (0,aq,aq, ..., ap) is identical to the (punctured)
79 Reed-Solomon code corresponding to evaluation places (0, A - a1, A - ao,..., A ay,), for any
w A€ F*.

This proposition is a consequence of the properties of Generalized Reed-Solomon codes [13, 26].
In particular, since the linear codes are identical, the corresponding Massey secret-sharing

schemes have identical resilience /vulnerability to attacks. That is, the ShamirSS(n, k, (a1, as, ..., ap))
and the ShamirSS(n, k, (A - a1, A - as,..., A - a,)) secret-sharing schemes have identical
resilience/vulnerability to attacks, for any A € F*. Therefore, for given distinct evaluation
places a1, as,...,a, € F*, we define the equivalence class
[a1:ag: - ray] = {(A-a1, A ao,...,A ) : A€ F*}.
7 Determining the security of the evaluation places (a1, ..., a,) is equivalent to determining
72 the security of any element in the equivalence class [ag: « -+ @ ).

# D Security against Physical Bit Leakage Corollaries

s« We consider ShamirSS(n = 2,k = 2, (a1, aa)) over the prime field F of order p > 3. This
s section considers p a Mersenne prime, i.e., p = 2* — 1, where X is the security parameter.
» D.1 Statement and Proof of Corollary 36

v » Corollary 36. Let F), be the prime field of order p = 2* — 1. Consider distinct evaluation
s places @ = (a1, ) and the corresponding secret-sharing scheme ShamirSS(2,2, &). Define

1, Zf 2t s = Qg
for some t € {0,1,..., A — 1},
(est)
789 S =
e ax Eicsg ( (2Fay, ag) ) . if2t o =
ke{0,1,....p—1} 5
. forallt € {0,1,..., A —1}.
Then,

&) . 854 13/2
8536}512)(8(04) = €pHys(Oz) + ( \/]3 -+ p/) .
(est)

Proof. If 2" - oy = ap, for some t € {0,1,...,A — 1}, we have ep;vg(@) = 1. Lemma 15
presents a physical bit leakage attack with distinguishing advantage 1 — 1/p; therefore,
epuys(@) =1 —1/p. So, we conclude that

es — R 1
€§,Ht\)(s(04) = é‘pHys(a) + ];

If 2y # ag, forall t € {0,1,...,A\—1}, Lemma 16 shows that the leakage distribution of
PHYS; ; on ShamirSS(2, 2, @) is identical to the leakage distribution LSB on ShamirSS(2,2, (27‘a1,2 7 a;) ).
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Recall that the secret-sharing scheme ShamirSS(2,2, (27 %ay,2 7«;) ) is identical to the secret-
sharing scheme ShamirSS(2,2, (29~'ay, ;) ), by Lemma 35 in Appendix C. Therefore, we
conclude the following:

epHYs(Q) = jefax | eLsp (2o, 2) ).

We know that our estimation siess}g)() is a tight estimation of ersg(:), by Corollary 11.
Therefore, we conclude that

g5/4 13/2)
VP j

etorivs(@) = epmys(@) £ <

D.2 Statement and Proof of Corollary 17

» Corollary 37. Let F, be the prime field of order p = 2* — 1. Consider distinct evaluation
places @ = (a1, an) and the corresponding ShamirSS(2,2, &) secret-sharing scheme over the
prime field F,. Suppose the algorithm in Figure 2 determines & to be secure. Then,

1+ 854 13/2
VP P

Among all possible distinct evaluation places aq, e € Fy, the algorithm of Figure 1 determines
at least

eprys (@) <

>1 _Inp i-\/ﬁ'lnp+%~\/ﬁ+%>(*)1 _np (lnp 57/2
In2 p—2 - m2 \4,p P/’

fraction of them to be secure. The (x) inequality holds for all p > 11.

Proof. Proof of the first part. If the algorithm in Figure 2 determined (1, c2) to be secure,
then the algorithm in Figure 1 determined (2%a, a2) to be secure, for all ¢ € {0,1,..., A —1}.
For t € {0,1,..., A — 1}, by Corollary 12, we get the bound that

14 8%/4 N 13/2
VP P

eLse (2P, a2) ) <
Just like the proof of Corollary 36, we have

14854 13/2
N) = 2t —+ —.
epnys(Q) te{og,l%.),&q}gLSB ( (2", ) ) N + »

Proof of the second part. If the algorithm in Figure 2 outputs “may be insecure” then
there is some k € {0,1,..., A — 1} such that the algorithm in Figure 1 outputs “may be
insecure” for (2¥ay, as). Corollary 12 proves that the algorithm in Figure 1 outputs “may

be insecure” for at most . 5 .
i VP Inpts-pts
p—2
fraction of the equivalence classes. By, a union bound over k € {0,1,..., A — 1}, Figure 2
outputs “may be insecure” for at most

iV/Plpt 5Pty
p—2

fraction of the equivalence classes. |

logy p -
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D.3 Statement and Proof of Corollary 38

» Corollary 38. Let F, be the prime field with order p = 2* — 1. Consider distinct evaluation

2.85/4
i +

%, then there is an efficient algorithm that generates (s, f) € F;y x PHYS and can distinguish

the secret 0 from the secret s with an advantage

places & = (a1, a2) and the corresponding ShamirSS(2,2, &) over F,. If epuys(d) >

2'85/47E
VP P

> epuys(d)  —

by leaking f from the secret shares.

Proof. If there is t € {0,1,...,A — 1} such that 2'a; = g, then Lemma 15 presents an
explicit leakage attack that suffices for this corollary.

If there 2'a; # ap for all t € {0,1,...,\ — 1}, then Lemma 16 helps relate physical bit
attacks and LSB attacks. Suppose ¢ is the witness such that efflsﬁ),s (@) = siessltg) ( (2'a, as) ).
Then, consider the adversary against ShamirSS(2,2, (2ta;, az) ) that uses the LSB attack as
guaranteed by Corollary 13. Lemma 16 proves that the leakage distribution of the physical
bit attack PH_YSO’t on ShamirSS(2, 2, &) secret-sharing scheme has an identical distribution.
So, we run the adversary of Corollary 13 by leaking PH_’YSO’t from the secret shares of the
ShamirSS(2, 2, &) secret-sharing scheme. <

D.4 Statement and Proof of Corollary 39

» Corollary 39. Let F, be the prime field of order p = 2* — 1. Define t := |\/2|. Consider
a=(ar,a) €[1: 2 —1]. Then

. 4. (2L>\/2J _|_2D\/21) -6
epuys (@) < ’ .

Proof. For the proof, fix a; = 1 and as = 21*/2) — 1. We shall compute e1,35 (2¢- ay, ag) for
all i € {0,1,..., A — 1} using Theorem 7. The bound in our corollary will be the maximum
of these individual upper bounds on ergp(-).

Case A: i = 0. We are interested in computing the security of the evaluation places (2'cvy, o)
We use (u,v) = (1,2" — 1), where ¢ = [A/2]. Note that u,v are relatively prime and |u], =1
and |v] = 2t — 1. Both these evaluation places are odd. Therefore, by Theorem 7, we have

L 4t4(2-1)-2
2t —1 D '

eLsp(2' - ag, as) <

Case B: 1 < i < |A/2]. We are interested in the security of (u,v) = (2%,2! — 1), where
t = |A/2]. Note that u and v are relatively prime, u is even, and v is odd. Therefore, by
Theorem 7, we have

4.2044.(20—1) -2

eLsp (2" ag, an) < »

Case C: |A\/2| +1 < i < A— 1. We are interested in the security of (u,v) = (2¢,2f — 1),
where t = | \/2]. Note that t +1 < i < A— 1. Define (v/,v’) := 22~ (u,v) € [u: v]. Observe
that

u' =22y mod 2 —1=2""

v =2ty mod2)-1=—(2*""-1).
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Substitute v’ = 27, where 1 < j < [\/2], and v/ = —(2*~* — 1). Therefore, by Theorem 7,
we have

; 4-29 44 (22t -1)-2
eLsp(2' - a1, a2) < ( ) :
p
Appendix D.4.1 proves the following upper bound on the insecurity for all 0 < i < .

4. (2M/2J + QD\/ZT) —6
p

eLsp(2° - ap, as) <

819 A |

=0 D.4.1 Proof of maximum insecurity bound in Corollary 39

Observe that A — [A/2| = [A/2] = |A\/2]. Therefore, for 1 <i < A — 1, we have

4264422t -1)-2
5 :

eLsp(2' - ap, a9) <

21 All that remains is to prove that this upper bound also holds for er,sg(2° - a1, aa).

For A = 2, we have t = 1. In this case, one can verify that the upper bound holds.

4.20 4 4. (20t —1) -2
; :

(2% a1, 09) <

For A\ > 3, note that if p is a Mersenne prime, then A must be odd. Therefore, we have
A—t=t+1and p=2%*+" — 1. Therefore, we need to prove that

1 444-(20—1)—2 4204421 _1)—2
(2% ap, a0) = 91T (p ) < (p ) :

s2 This bound is equivalent to proving

1 4. (2041 - 1)
20 —1 226+l ]
1 4-(2T —1)
<

823

824 <~ T-1S o121 (substitute T = Qt)
025 — 0<6T?—12T+5
26 — 1/6 < (T — 1),

827

ss which is true for all ¢t > 1.

So, the overall maximum is

4.9021 L 4. (QM/ﬂ —-1)-2 4 (QM/2J + 2“\/2-\) —6

p p
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D.5 Proof of Lemma 16

25D (PHYSi ;(Share(0)) , PHYS; j(Share(s))>

= ’Pr [PHYSZ ;(Share(0)) = E] Pr [PHYSZ i(Share(s)) = 4 ‘
7e{0,1}2

= Z ‘IE) [HPHYs;l(El)(Oﬂx) . ]IPHYSJ.*l(ZQ)(O‘Qx)}
7e{0,1}2

_ 123 [ILPHYS;l(Zl)(alx +s) - ]lPHYSj_l(gz)(azx + s)} ‘

- ¥

IE [HPHYS;I(O) (arz) - HPHYS;I(O) (021')}

7e{0,1}2
- IE [HPHYS;I(O)(O‘W +s) - lPHYSJ.*l(o)(OQm + 5)} ’
(Using the fact that Lppys iy =1 — lPHYSIj(o))
=4-|E [1p(27'a12) - 1p(27 7 asz))]

—E[1p@2 ‘oz +27"s) - 1p(2 vz + 2775)] ‘ (13)

At this point, we introduce the following variable renaming.
> Claim 40. The quantity
E[12 'aiz +27%) - 15(2 7 aoz +2775)]
x

is identical to

E []lE(Z_ialy +5) 1527 agy + s’)],
Y

where

271 —27J =190 (g —
yZ:I"i’ﬁ, and S/Z:#‘S
27ty — 277 g 27'ay — 277 g

The proof of this claim is by direct substitution. Note that s — s’ is an automorphism over
F*. We continue the derivation from the expression in Equation 13 as follows.

=4-|E (152 'a12) - 1p(277 asz)]

—E[1p2 oy + ) 1p(2 7 azy + )]
)

= ELSB(QiiOq, 27j042).

Therefore, we conclude that the insecurity of ShamirSS(2, 2, (a1, ag)) secret-sharing scheme
against the PHYS; ; is identical to the insecurity of the ShamirSS(2,2, (27 ‘a1, 2 7 ap)) secret-
sharing scheme against the LSB attack.
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= E  The Case of (n,k) = (3,2)

» Lemma 41. Let F, be a prime field of order p = 2* — 1. Consider distinct evaluation
places (a1, a0, a3). Let (@) denote the insecurity of the ShamirSS(3,2, &) secret-sharing
scheme against physical bit leakage attacks. For 1 < i < j < 3, denote the insecurity
of the ShamirSS(2,2, (a, o)) secret-sharing scheme against physical bit leakage attacks by

é‘PHys(ai,Ozj). Then,
. 1
epnys(d) < Z epnys(qi, aj) + »

1<i<i<3

sss  Note that if eppyys(oy, ) is large, then there is a leakage attack on ShamirSS(3,2, &).

s E.1 Proof of Lemma 41

sss  Consider the ShamirSS(3, 2, (a1, a2, a3)) secret-sharing scheme over a prime field F,. Let s €
s F' be an arbitrary secret. Let us begin by proving the insecurity of ShamirSS(3, 2, (a1, ae, a3))
s against LSB leakage attack and then generalize to arbitrary physical bit leakage attack.

= E.1.1 Against LSB Leakage

w 25D (L§B(5hare(0)) , L§B(Share(s)))

o = > |Pr[LSB(Share(0)) = ¢] — Pr [LSB(Share(s)) = e‘”
7e{0,1}3
861 = Z E [Lrsp-1 () (@1 X) - Tpgp-1(g)(@2X) - Lpsp-1(g) (a3 X)]
7e{0,1}3
862 - ]])'? []ILSB—l(Zl)(OqX + S) . ]lLSB—l(Zz)(O[QX + S) . ]lLSB—l(ZB)(O@X + S)]‘
(20 (1+ (—1)% sign, (a; X -271)) 3 )% sign, ((a; X +s) - 271))
_ yY 3 3
o - x : T 2
26{0,1}3 Li=1 =1
(Claim 21)
3 3
_ b 81gn (oY) (14 (—=1)" sign,(a;Y +t))
- > B " -5 I >
7e{0,1}3 Li=1 i=1
-1

865 -

3
H - sign,,( Z H (1+( i sign, (oY 4 1))

868

s Observe that

3 3
869 H (1+ (-1)% - sign,, (Y +1t)) =1+ <Z(—1)£i -sign, (oY + t))
i=1 i=1

870 + (—1)4H . sign, (oY +t) sign,(a;Y + 1)
i<y

o2 + (=1 sign (00 Y + t) sign, (a2Y + t) sign, (oY + t)

ICALP 2024
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Since for o;,t,Y € F},, o; - Y +t is an automorphism on F', then for all a;,t € F

Z sign, (oY +1t) = 1.

YEF,
873 Hence,
25D (L§B(5hare(0)) : L§B(Share(s)))
1 f +£;

_ ! Y

#75 5 Z 1<Z Z sign,,(a;Y") sign,, (oY)
£e{0,1}3 Si<y<3 YeF,
o765 - Z (—1)%th . Z sign,, (oY +t) sign,(a; Y + 1)
1<i<j<3 YeF,
g7 + (—1)frttetts Z sign,,(a1Y) sign, (a2Y") sign,, (a3Y’)
YER,
o78 —(—1)h Tttt Z sign,,(a1Y +t) sign,,(a2Y +t) sign, (azY +1)
YeF,

1
&9 =% Z Z (—1)%tt . Z sign, (oY) sign,,(a;Y) — Z sign,,(a; Y +t) sign,(a; Y + 1)

P 7e{0,1}3 |1<i<i<3 YeF, YeF,
880 4 (—1)frttetts Z sign,,(a1Y) sign,,(a2Y") sign,, (a3Y)

YEF,
881 —(=1)atttts Z sign,, (1Y + t) sign, (Y +t) sign,, (azY + 1)
YEF,

1 g . .
S N DI A G e S C L )

8p 0,1}3 1<i<j<3

1 1
883 5 Z ((yol)a] - ((XAD}]) + > ‘2&01’?022’0(3 - Zfﬁ}@’ﬁéﬁ) (Triangle Inequiality)
884 <

where A; ;== (s-271) - (oz-_1 — ozj_l) forall1 <i< j<3and

2

o) = 37 sien, (KT) - sign, (¢(T — A)) - sign, (m(T — &)
TeF

885 Then,

(A1,2,A1,3)

(Aq) (0,0)
‘Zamag - 2061 Ot]] 201,007063 - 201,0070(3

SD(L§B(5hare(0)),L§B(Share(s)))< 3

1<i<5<3 2p 2p
0,0 Ar2,A
DEPNES S
887 = Z ersB (g, o) + %

888 1<i<j<3
Analogously, we define
(A, — — —
z,ﬂm ). > sign,, (kT) - sign,, (((T' — A)) - sign,, (m(T — A")).
TeF
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Consider the following generalization of Claim 22.

> Claim 42. For k,¢,m € {1,2,...} and A, A" € {0,1,...,(p— 1)},

z,ﬁjjj‘n') — ifff) " ( S° sign, (KT) - sign, (U(T — A)) - sign, (m(T — A’))) .

Te{0,A,A’}
Proof.
(A’A/) — a3 : _ A : —A/

Shem = Y sign, (k- X) - sign, (€ (X — A)) - sign,, (m - (X )

X€EF,
= 3 Signy (k- X) -sign, (£- (X — A)) -sign, (m - (X — AY))

X€EF,

+ Z sign,, (k - X) - sign, (€ - (X — A)) - sign, (m - (X — A"))
Xe{0,A,A%}

:i’giﬁl) + ( > sign,(KT) - sign, ((T - A)) - sign, (m(T — A')))

Te{0,A,A"}

< <

> Claim 43. For k,¢,m € {1,2,...} and A, A’ € {0,1,...,(p— 1)},

Son) =0
Proof.
) — S Signy (k- X) - sighy (€ (X — A) - sigip(m - (X — A'))
X€EF,
=3 ok X/p) @t (X~ A)fp) - p(m - (X — A')/p) (sign,(X) = o(X/p))
X€EF,

= > plk-a) @t (z—A/p) - p(m- (z—A/p))

ef,1,..., 2511

Recall the Fourier expansion of ¢(z) is as follows.

4
o(x) = g — -sin(2nmz). (14)
odd n>0
- . . S(an) .
Substituting ¢(z) in the expression for ¥, ,// with Equation 14,
s(8.8)
Zk,l,m
43
= E E ———— -sin(2ny k) - sin(2ngnl - (x — A/p)) - sin(2nzmm - (x — A'/p))
T°Nn1Nang
we{%%“_,i”%l}odd ni,n2,n3>0

Consider the following trignometric identity,

sin A-sin Besin O — sin(A— B+ C) —sin(A— B-C) ; sin(A+ B+ C) +sin(A+ B — C).

ICALP 2024
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Substituting A = 2nywkz, B = 2nanl - (x — A/p), C = 2ngmm - (x — A’ /p), we get

4 -sin(2nymkx) - sin(2noml - (x — A/p)) - sin(2ngmm - (x — A’ /p))
= sin(27x - (n1k — nal + ngm) + 27 - (n2l A — ngmA’)/p)
—sin(27x - (n1k — nal — n3m) + 27 - (nolA + nzmA’) /p)
—sin(2rx - (n1k + nal + nam) + 27 - (—nolA — n3mA’) /p)
+sin(27z - (n1k + nol — ngm) + 27 - (—n2lA + ngmA') /p)

Define a1 = nik — naol + ngm,as = nik — nol — ngm, az = n1k + nol + nym, aqg = n1k +
nol — n3m where ay,as, a3, as € Z and define by = nolA — nzmA/, by = nol A +nzmA’, bz =
nolA + nzmA’, by = —nolA + nzmA’ where by, by, b3, by € Z as well.

Z sin(27 - a1 + 27 - by /p)

= > sin(27 - (y + by /p)) (a1 € Z)
ye{9, L, =11

— > sin(27 - ) (bi/pel/p-Z)
ye{2,1,.. =1}

Note that the last equality holds because for all i € {1,2,...,(p — 1)/2}, we have
sin(27 - (p —i)/p) = —sin(27 - i/p).
Similarly, we can obtain that

Z sin(27 - asx + 27 - be/p) =0

ze{8,1,.. 221}

Z sin(27 - azx + 27 - bs/p) =0

we{d, L, 21

Z sin(27 - agx + 27 - by /p) =0

0 1 p=1
ze{d, 5, 2=}

Combining all terms, we get

Z sin(2nywkz) - sin(2naml - (x — A/p)) - sin(2ngmm - (x — A’ /p)) =0
cel2 525
which implies that
(8.
klm 0.

< <

Apply Claim 43 to Claim 42, we get
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> Claim 44, For k,¢,m € {1,2,...} and A, A" € {0,1,...,(p— 1)},

(a.87)
Zk,f,m,

P>

sign,, (kT') - sign,, (€(T — A)) - sign,(m(T — A"))

Te{0,A,A’}

Claim 44 implies that

E(O»O) _ Z(A1,27A1,3)

1,002,003

Q1,002,003

>

Then

7

Therefore,

Te{A1,2,A1,3}

sign,, (k- T') - sign,, (€ - (T' — Ay 2)) - sign,(m - (T — Ay 3)).

$(0,0) — 2(A1,2,A13) <2.

1,002,003 a1,02,03

5LSB(6Z) :=SD <L§B(Share(0)) ) L§B(Share(s))) < Z €LSB (O‘iyolj) + ]1)

1<i<j<3

E.1.2 Against arbitrary physical bit leakage attack

Let PHYS;: F — {0,1} be defined as in Section 7. PHYS,;: F' — {0,1} is the function that

outputs the i-th least significant bit in the binary representation.

> Claim 45.

For all i € {0,1,...,

A — 1}, we have PHYS;(z) = LSB(z - 27%) for z € F.

XX:41
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25D (PHYsmm(smre(O)) , PHYSi17i2,i3(Share(s)))

- Z Pr [PH_YSilvims(Share(O)) ZZ] —Pr [PH_Ysil,iz,ZS (Share(s)) = E] ’
7€{0,1}3

= Z I)E(: [ILPHYS;;(&)(CHX) . ]]'PHYSI-_;(KQ)(OZQX) . lPHYS;l(@)(aSX)]
7{0,1}3

_ ]g I:]]-PHYS;l(Zl)(QIX + S) . ]]'PHYS;;(EQ)(OKZX + S) . ]lPHYsgl(es)(OQX + S):| ’

= 3 [p s 2
7e{0,1}3

1) Apsp-r(ey) (@2 X - 2772) - Tpgg-1(g,) (asX - 27%)]

— I}E{) I:]].LSB—I(él)((OélX + 5) . Q*il) . ]]-LSBfl(fg)((OZQX + S) . Q*iQ) . ]]_LSB—I(ZB)((agX + S) . 213)]‘
(By Claim 45)

S (14 (—1)% sign,,(a; X - 27%) P
I1 : gz ! Hl 2

2 (L4 (=1) sign, (0, X +5)-275))

I
Gl

(Claim 21)

J51gn (a; X -275))

b sign,, ((o; X + s) - 27%))

Observe that

ﬁ(1+

j=1

—1)% . sign,, ((o; X + s) - 2_”))

& -sign,, ((o; X + ) -274)

3
=1+ (> (-1

j=1

>

1<71<g2<3

+(~1)AHEHs sign (r X + 5) -

(—1)1 %% - sign,, ((a;, X +5) - 27991 ) sign, (0, X + ) - 277%2)
27) sign,, ((a2 X + ) - 2712) sign, ((az X + ) - 2713)
Since for aj,s, X € F,, aj-27% - X + s-27% is an automorphism on F, then

> sign (o279 X 4+5-270) = 1.
XEF,
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Hence,

25D (PHYsil,im (Share(0)) , PHYS;, 4, .1, (Share(s)))

= Z Z (71)57'1 +4j, . Z Signp(ale . 2*1'1'1 ) Signp(aj2X . Q*ijz)

7e{0,1}3 |1<71<j2<3 XEF,

— Z signp((ale +3)- 2_ijl)signp((aj2X +3)- 2_if2)
XeF,

+ (—1)frFetts Z sign,, (a1 X - 27) sign,, (a2 X - 272) sign,, (a3 X - 272)
XeF,

- Z sign, ((1 X + ) ~2_i1)signp((a2X +5)-27%2) sign,, ((a3X + ) - 271s)
XeF,

(15)
At this point, we introduce the following variable renaming.
> Claim 46.

sign,, (aq X - 277 271 ) - sign (ap X - 277 4272 5)
= sign, (Y - 271 g sign,, (azY" - 272 4 4

9—i1 _ 9—iz 9—i19—i2 _
Y =X+ ————7——, and "= - (1 . a2) .
27 — 272 27 — 272

The proof of this claim is by direct substitution. Note that s — s’ is an automorphism over
F* and s’ depends on i;, and i;,. Then, for
241 — Q7 ljp ' 2451 Q%2 (ajl — ong)

Vi=X+_— — , and § = — -5
2 ]laj1_2 720, 2 ]lajl_Q 720,

Z sign,, (aj, X - 27 %) sign,, (aj, X - 27 li2) — Z sign,, ((aj, X +5) - 2_i-71)signp((aj2X +5) - 274iz)

XcF, XcF,
= Z signp(ale .97 ) signp(ajZX . 2_ij2) — Z signp(ajlY S97h s') signp(ajZY ST s')
XcF, YEF,

(By Claim 46)
= Z sign,, (o, X) sign,, (o, X) — Z sign,, (o, Y + ") sign, (o), Y + ")

XEF, YEF,
L9l ! . L9y ’
(aj, - 2791 = o) and aj, - 27%92 = al))
0 A »
=5 B (16
1772 J1’7d2

where A, j, = (s/-27) - ((0},)7 — (af,) 7).

ICALP 2024
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086 Define o) := ay - 271 aly := ay - 272, afy := a3 - 27%. Then,
087 Z sign,, (a1 X - 27 ) sign,, (a2 X - 2712) sign,,(az X - 2712)
X€F,
088 - Z sign,, ((1 X + ) - 27 sign,, ((@e X + ) -27i2) sign, ((a3 X + ) - 2713)
X€EF,
o :E:: . / . ’ . ’
089 = sign,, (o} X) sign,, (a5 X) sign,, (a3 X)
XEF,
900 — Z sign,, (o) X + 5 - 27" ) sign,, (ap X + s - 27%2) sign,, (a5 X + s -27%)
XcF,
_ Z . / . / . /
901 = sign,, (o} X) sign,, (a5 X ) sign, (a3 X)
XEF,
002 — Z sign,, (oY) sign,, (ap(Y — A)) sign, (az(Y — A'))
YEF,
(X +s-274 ()"t Y)
0,0 AWAN
w  =EG Sk (17)

s where A:=5-27"1.(a})"! —5-272 . (af) L and A :=5-274 . (of) "t —5-27% . (af) L.
996 By Claim 44, we get

997 2(0/’0)/ ;= E(/A7A/ ) /

al,an,0n al,an,an
=— Y sign,(af - T)-sign,(ah - (T'— A))-sign,(af - (T — A))
999 Te{A A}

Then,
W
‘ZS,OO)/ al 25/ ,a’ )o/ <2
1272273 1272273

1000 Substituting Equation 16 and Equation 17 to the expression in Equation 15 as follows.

wi 25D (PHYS(Share(O)) , PHYS(Share(s)))

1002 = SL : Z Z (—1)fn s . (ZS) I Zg:‘l{;{.z))

P 7e{0,1}3 |1<1<52<3 M A
AN
- (D) (Egoo;% - El(xg,a;,)agﬂ
1004
ws where Ajl’j? = (s 271) ’ ((O‘;&)il - (0‘;‘2)71), Ai=g-270. (04/1)71 —5-27%2. (cv/2)71 and
ws A= s-270 (af) = s 27 ()

1007 By triangle inequality,

s  5(Bin2)

1% %31 %a

SD(PHYS(Share(O)),PH*YS(Share(s)))g 3 ‘

1009 1<j1<j2<3
Define ¢ := maxigi<j<s{epnvs(a, ;) }. Thus,

. 1
EPHys(Oé) <3-e+ ;
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F Extension to arbitrary Number of Parties and proof

F.1 Proof of Corollary 19

Proof. Choose arbitrary distinct evaluation places ai,as, ay,...,a, € F;. Choose a3
uniformly at random from the set F), \ {@1}. The probability that the evaluation places
(a1, o, ..., a,) are not all distinct is

n—2
P

<

Define §; := (ai(]_[jﬂ(ai - aj)) as in Theorem 18, for ¢ € {1,...,n}. Observe that

choosing @ at random does not necessarily imply that E is uniformly and independently
random over F),. For this paper, we will prove a result that is easy to prove and sufficient for
our context.

» Lemma 47. Forn > 3, the distribution of the equivalence class [51: P2] is 2/(p — 1)-close
to the uniform distribution over the equivalence classes [1:2],[1:3],...,[1:p—1], for

1. Arbitrary aq, o € F; such that oy # ao,
2. Arbitrary ay, ..., an satisfying {a, s} N{ag,...,a,} =0, and

3. The evaluation place as is chosen uniformly at random from the set F, \ {a1}.

Appendix F.1.1 proves this lemma. We use the algorithm in Figure 2 to test whether
evaluation places in the equivalence class [f;: 2] is e-secure, where

85/4 13/2
< — + ——.

e
\\/Zj »

This guarantee is from Corollary 17. The probability of the algorithm in Figure 2 to return
“may be insecure” is also exponentially small

2
<< 1 (Inp) n 5 .lnp>

4m2  p | 2In2 /p

(again by Corollary 17). If no such pair of secure indices exit, then report failure. Otherwise,
if one such pair exists, by Theorem 18, ShamirSS(n,n, &) has insecurity

EPHYS (C_f) < 2e.

By union bound, the failure probability is

<n—2+ 2 1 (Inp)? 5 Inp
S p p—1 \4m2 p 22 p
2
<n—i—l_’_< 1 (Inp) 5 lnp)
p

for p >3
im2  p 22 b (forp > 3)

One can boost the success probability exponentially by repeating this experiment.
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F.1.1 Proof of Lemma 47

Define
Y1 = Qg H(al - Oéj)
J#1
Yo ‘= Qg H(CKQ — Oéj).
J#2

First, we will show that [y;: 72] is a random equivalence class when a3 is chosen randomly
(and everything else is arbitrarily fixed).

Toward this objective, fix arbitrary ai,az € F; such that ay # az, and arbitrary
Q4,Q5,...,0p € Fy, such that {a1, a2} N{ay,...,a,} =0. Consider ag < F, \ {aq}.

[r1:72] = |oa H(a1 —aj) 1 Qg H(ag — ) (by definition)
A1 42

=|1: —%-H Q2% (because ag # 0 and oy € {ag,04,...,0,})
a1 is3 a1 — Oy

_ 1;A.(M)],WhereA::_0@.H<a2—%>
L a1 — Q3 a1 is4 Q] — Qj

_ |y A.<1+M)
a1 — Q3

L r

We make the following observations.

A # 0, because ag # 0 and ay € {ay,...,an}.
(a1 — @) is a uniform distribution over FJ, because a; #+ as.

22=91 g 3 uniform distribution over F¥, because a1 # «s.

*
a1 —a3 P

(1 + w) is a uniform distribution over F}, \ {1}.

a1 —Q3
I is a uniform distribution over F, \ {A}.

o b=

Let I be the uniform distribution over F}, \ {0,1}. Note that

2

D(I, I'") < —.
SD(I', I') < =

Therefore, [1 : T'] is 2/(p — 1)-close to a uniform distribution over the equivalence classes
[1:2],[1:3],...,[1:p—1]. Note that [ : Bo] is identical to [y; ! : 75 !] = [1 : F_l], which is
2/(p—1)-close to a uniform distribution over the equivalence classes [1 : 2],[1:3],...,[1: p—1].
F.2 Proof of Theorem 18

F.2.1 Generalized Reed-Solomon Code

A generalized Reed-Solomon code over a prime field F' with message length & and block length
n consists of an encoding function Enc: F¥ — F™ and decoding function Dec: F™ — FF. It
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is specified by distinct evaluation places & = (aq,...,a,) and a scaling vector @ such that
forall 1 <i< n,u; €F* Given @ and u, the encoding function is

Enc(mq,...,mg) == (u1 - flaq),...,un - flan)),

where f(X) :=my +moX +--- +mpX*1. We represent this code as [n, k, @, i] -GRS.
The following standard properties of generalized Reed-Solomon codes shall be helpful for
our extension to an arbitrary number of parties [13, 26].

» Theorem 48 (Properties of GRS). The dual code of [n, k, &, d|p-GRS is identical to the
[n,n — k, &, U]p-GRS, where for all1 < i< n,

n
vt =y H (i —aj).
j=1
Jj#i
In particular, when k = n — 1, the dual code is the set {8 - (v1,ve,...,vn): B € F}, a
dimension one vector space over F'.

We will apply this theorem to the dual of the code containing all possible secret shares of
the secret 0 in [n,n — 1, @]-Shamir secret-sharing.

F.3 Fourier Basics
F.3.1 Fourier Basics

We use Fourier analysis on prime field F' of order p. Define w := exp(2m/p). For any
functions f,g: F' — C, we define the inner product as

Uﬂ%=%2ﬁ@%ﬂﬂ

zeF

where % is the complex conjugate of z € C. For z € C, |z| := v/2Z. For any a € F, define the
function f: F' — C as follows.

N 1 —Qax
flo) == 3 fla)-we

zeF

The Fourier transform maps the function f to the function f
» Lemma 49 (Fourier Inversion Formula). f(z) =) cp Fla) - wee,

The following propositions will be useful, which follow directly from the definition.

» Proposition 50. Let S,T C F be a partition of F. For all a € F,
Is(a) = ~TIr(a).

» Proposition 51 (Properties of Fourier Coefficients). For all S C F and z,« € F, it holds
that

—

Lo+s(a) = Ls(a) - w7,

—~ —

Is(z - a) = lg. ().
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F.4 Some Preparatory Results

The following result rewrites the statistical distance between two leakage distributions using
the Fourier coefficients of appropriate indicator functions.

» Proposition 52. Consider ShamirSS(n,n) over a prime field F. Let Cg- be the dual code
of Share(0). For any one-bit leakage function, 7: F™ — {0,1}", the following identity holds
for any secret s € F.

25D (7(Share(0)) , 7(Share(s)))

=2" Z <H Lﬂ(@(%)) : (1 - ws'(71+"+7")> .
yeed\o \i=1

Proof. The following identity is known in the literature (see [27] for proof).

2SD (7(Share(0)) , 7(Share(s)))
- 22 (H 11:_?&_)(%0 : (1 —w8'<%+~+vn>)

Ze{0,1}"|7eCy \i=1

By Proposition 50, ]l:?m(%-) = ]lr.‘/l(l\—ei)(%') since 7, ' (¢;) and 7; *(1 — ¢;) are a partition
of F. Using this property, one can verify for every Z Ve {0,1}", it holds that

> (ﬁ 11:7&)(71')) : (1 - w8'<%+"+%>)

yecg \i=1

P> (Hﬂ 1oy () ) : (1 st +vn)> .

yecyt

Therefore, we have

25D (7(Share(0)) , 7(Share(s)))
= 2" (Hi 10y (7 > : (1 —ws'(71+“+’yn)) ,
FJecg\0 \i=1

as desired. < |

» Proposition 53. Let A, As,..., A, C F and p1,082,...,0, € F*. Then, for any s € F,
the following identity holds.

ST (T -0

teF i=1

B pnl—l Z card(Az) — Card<<A2 - P2 + Zl’z —s- Z@z) ﬂAl ~ﬂ1)
i=3 i=1

Tn€An-Bn

r3€A;3-B3
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Proof. We shall extensively use the linear property of Fourier coefficients.

i=1
n
L —t-xz; st . .
= H - Z La,.p () - w oo - w0 (Fourier expansion)
ter i \Paer
1 n
iy Z (H La, .5, (i) - wh WS.tﬂi) (Linearity)
P" ier dern \iz1
1 n
=— H Ta,; s (xz)> Zw_t'(ll*""+%—5'(51+"+5n)) (Linearity)
p FeFm \i=1 tel
1 n
= on—1 Z (H L4, (%)) (Sum of roots of unity)
p S ;
TEF™: i=1

1tz =s (B4 +Bn)

Now, replacing ©1 = s- (f1 4+ + Bn) — (x2 +- - + x,) yields

g Do Las (s (Bite A+ Bn) = (@24 +w0)) - H La,.5,(xi)

n—1
p T9,...,TnE€F

= Z Z ]lAz'Bz(x?)']lAl‘ﬂl(S'(ﬁl +"'+ﬁn)—(l‘2+"'+l‘n))

n—1
p Tn€Apn-Bn T2EF

x3€A3-B3

Let us take a detour and simplify the inner summand using linear properties of sets and
indicator functions as follows.

Z ]]-Az'ﬁz(xQ) . ]]-Al'ﬁl (8 . (ﬂl +--- 4+ ﬂn) - (xQ +-+ xn))
xo€F

= Y Ty 5,(02) - LA,y — (Bt ) (st (—72)
xroEF

D Ly (#2) 1Ay gyt (Bt B) (st ) (T2)
zoEF

=card(Az- o N(—=A1- B — (@3 + ... +xp) +5- (B1+ -+ Bn)))

card(Ag - Bo + (z3 ++ -+ 2p) —s5- (B1++ -+ Bn) N (=A1- P1))

card(As - By) —card(As - Bo + (z3+-+ -+ ) — 5 (B1+ -+ Bn) N A1 - 1)
card(Ay) —card(Az - fo + (x5 +- -+ an) —s- (P14 + Bn) VAL 1),

which completes the proof. < |

F.5 Putting things together and proving Theorem 18

We begin with some notations. Let 7: F™ — {0,1}" be any one-bit physical leakage.

Let A; = 7, *(0) for 1 < i < n. By Imported Theorem 48, the dual code Cy is the set
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1118

1119
1120

1121

1122

1123

1124

1125

1126

1127
1128
1129

1130

1131

1132
1133

1134

1135

1136

1137

1138

1139
1140

1141

1142

1143

1144

1145

1146
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{t-(B1,P2,...,0n): t € F}, where

-1

Bi = aiH(ai—aj) , for every i € {1,2,...,n}.
J#i

Consider the following manipulation.

25D (7(Share(0)) , 7(Share(s)))

=2"- Z H ]1?1\(0) (i) - (1 - ws'(’Y1+"+%)) (Proposition 52)
Fecg\o =1

=9n. Z ﬁ f;(t - Bi) - (1 _ w8~t'(ﬂ1+~+ﬁn))

teF* i=1
n n
=2". Z H La,(t) — Z H Ta,5 () w*th
teFs i=1 teF* i=1
For each s € F and tuple (z3,24,...,2,) satisfying z; € A; - 5; for 3 < i < n, we define
@s,?(iﬂ& Tdy.oy Ty) 1=

Tn€An-Bn  T3EA3-83

Then, it follows from Proposition 53 that

2n—1

25D (7(Share(0)) , 7(Share(s))) = ©0,7(X35 ..y n) — s 7(T3, ..., Tn)|.

pnfl.

It suffices to prove the result when 7 = LSB (the proof for arbitrary physical bit leakage is
similar). In this case, note that A} = Ay = FE = F'* . 2. Therefore, we have

card<<A2-6z+in—s-Zﬁi) ﬂA1~ﬂ1>
=3 =1
:card<<F+-2~52+§:$i—s-§:ﬂi>ﬂF+-2-51>
=3 =1
—Card<<F+'52+21' (Zn:xzsiﬂz)) ﬂF+.51>
1=3 =1

89

-1 -1
By 5B, ’

,,,,,

we have
25D (L§B(Share(0)) : L§B(Share(s)))

2n_2 (A(w%)’ﬂn) (A;b&)van)
= -1’ Z Z (Eﬁll,/gl _Eﬁfl,ﬁgl

Tn€E-Byn r3€EE-f3

2n—2
< ZZ

Tn€E-Bn r3€EE B3

A0) Al
<Zg;3ﬁf") — ng"ﬁf")> ‘ (By triangle inequality)
1 P2 1 P2
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usr  Suppose ShamirSS(2, 2, (51, B2)) have ¢ insecurity against LSB. Then, it follows from Lemma 8
s that

AL e AL .
1149 ‘2211?521 n) 21(31’1?/3;1 ") < 2ep. (18)
1150 Applying the above equation for every term under the summand yields.
= . 2n—2

25D (LSB(Share(O)) : LSB(Share(s))) <t 3 Y 2
Po 0 €B8.  ascBps
2n—2

1152 < pn,1 : (p/2) o (p/2) -2ep

(n—2)-times
1153 = 25,
1154

uss  which completes the proof.

uws G Example of Secure Evaluation places against Physical Bit Leakage

We consider ShamirSS(n = 2,k = 2, (a1, a2)) over the prime field F of order p = 2* — 1
— a Mersenne prime. We deduced earlier that the security of (a,as) is identical to the
security of all (u,v) in the equivalence class [ : az]. Note that [a; : az] is identical to the
equivalence class [1 : o], where o = apa; . The equivalence class [1 : a] is secure if and only
if all the following equivalence classes

{[1:04],[1:21-a],[1:22-a],...,[1:2>‘_1~a]}

us7  are secure against the PHYS leakage.

1158 The elements generated by 2, (2) = {1,2,22,...,2 71}, is a cyclic subgroup of F*. Let
use - (2) denote the coset {a,2-a,...,2 1. a} € F*/(2). Furthermore, the equivalence class
ue [l : @] is secure against arbitrary physical bit leakage if (and only if) the equivalence classes
ue  [1: '] are secure against arbitrary physical bit leakage, for all o/ € « - (2).

So, in the table below, when we mention «, it implies that any (a1, as3) € [1: &'] is secure
against physical bit leakage attacks, where o € «(2).

1162

uss B Remark 54 (Adversarial LLL: A worst-case analysis). For one (a1, as3), there may be multiple
use  (u,v) € [a1, az] that the LLL algorithm can output. The output of the LLL algorithm is
ues crucial in assessing whether evaluation places are secure. The LLL output can change our
ues algorithm’s output in Figure 2 from “secure” to “may be insecure.”

1167 For example, consider the prime p = 127 and (a1, a3) = (1,23). In this case, B =
ues  [23/4,/p| = 19. Note that (—11,1) € [a; : ao] and (6,11) € [y : a]. If the LLL algorithm
uee  returns (11, —1), our algorithm will declare “may be insecure.” If the LLL algorithm returns
un  (6,11), our algorithm will declare “secure.”

un Consider an “adversarial LLL"” algorithm implementation for the worst-case evaluation.

uz  On input (o, as), if there is (u,v) € [@1 : ao] that makes our algorithm in Figure 2 output
uz “may be insecure,” the adversarial LLL outputs that (u,v).

174 Consider an example of secure evaluation places for Mersenne prime p = 213 — 1 = 8191.
us  The example evaluation places are secure even if the “adversarial LLL” algorithm is used.
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1176
1177
1178

1179

1183
1184
1185
1186
1187
1188
1189
1190
1191
1192
1193
1194
1195

1196
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Our code (running on Intel Core i7 7700K) returns all the secure evaluation places in 45.515
seconds.

For example, the element “95” in Table 1 represents the following. Any (ay,as) € [1: /]
is secure against physical bit leakage attacks, where o’ € 95(2). Note that

95 - (2) ={95,2-95,2%.95,...,2'2.95}
—={95, 190, 380, 760, 1520, 3040, 6080, 3969, 7938, 7685, 7179, 6167, 4143}

Corollary 39 presents explicit evaluation places (a1, az) € [1: olA/2) 1] such that for
security parameter A,
4. (QL/\/2J +2[/\/21) -6
’ .

When A = 13 and p = 2! — 1, it implies that [1 : 63] would have epgys(@) < 0.093.
However, 63 - (2) is not listed in Table 1 because the “adversarial LLL” algorithm may pick
(u,v) = (1,63) which is characterized as “may be insecure” by our algorithm in Figure 2.

To generalize to ShamirSS(3,2, (a1, a2, a3)) over the prime field F of order p = 2* — 1,
we consider the equivalence class [1 : a : o] where o = aga; ' and o/ = aza;’. If a,a’ and
o’a~1 all belong to different cosets in Table 1, then the equivalence class [1 : a : o] is secure
against arbitrary physical bit leakage.

For example, [1 : 95 : 103] is a good equivalence class of evaluation places against
physical bit leakage attack for ShamirSS(3, 2, (a1, ag, ag)). Consider o = 95 € 95 - (2) and
o' =103 € 103-(2) which are good evaluation places in Table 1. Then, o/a~! = 6209 € 225-(2)
is also a good evaluation place against physical bit leakage attacks.

Table 2 presents choices of a such that evaluation places in equivalence classes of the
form [1: 95 : a] are secure for ShamirSS(3,2,d). If we choose o € o - (2) from one of the
cosets in Table 1, we only need to check a - 957! is also contained in one of the coset.

epuys (@) <
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95
125
155
183
215
237
275
303
335
369
401
433
465
497
563
599
629
677
719
757
815
863
891
943
979
1183
1237
1323
1373
1447
1503
1709
1775
1901
1983
2927

Table 1 Secure Evaluation Places against Physical Bit Leakage when p = 2! — 1. If an element
a € F appears in the list above, it implies the following. Any evaluation places (a1, a2) € [1: o],
where o’ € « - (2), is secure against all physical bit leakage attacks.

97
131
157
185
217
239
277
305
337
371
403
435
467
499
567
601
633
679
725
759
821
869
893
947
987
1191
1239
1327
1375
1451
1511
1711
1783
1903
2007
2935

99
133
159
187
219
243
279
309
339
373
405
437
469
501
569
603
637
687
727
761
823
871
915
949
989
1197
1245
1333
1387
1461
1515
1717
1787
1909
2011
2939

101
135
161
191
221
245
281
313
349
375
407
441
471
503
573
607
651
693
729
763
825
873
917
951
991
1199
1247
1335
1389
1467
1519
1723
1851
1915
2013
2991

103
137
163
197
223
247
285
317
351
377
411
443
473
505
575
611
653
695
731
795
829
875
921
953
997
1205
1253
1339
1395
1469
1525
1725
1853
1963
2015
2999

107
139
165
201
225
249
287
319
355
379
413
445
475
549
581
613
655
697
735
797
843
877
923
955
1001
1207
1255
1341
1397
1485
1655
1727
1855
1965
2775
3003

111
143
169
203
227
251
291
323
357
391
415
447
477
551
583
615
661
699
739
799
845
879
925
957
1005
1211
1259
1343
1403
1487
1661
1743
1871
1967
2783
3035

113
145
173
207
229
253
293
325
359
393
419
453
487
553
587
617
667
701
743
805
847
883
927
959
1007
1213
1261
1355
1405
1491
1691
1751
1879
1973
2795
3039

119
147
175
209
231
267
295
329
361
395
423
457
491
555
589
619
669
713
747
807
855
885
933
971
1011
1227
1263
1357
1431
1495
1693
1757
1885
1975
2799
3055

121
151
179
211
233
269
297
331
363
397
427
459
493
557
591
621
671
715
751
811
857
887
937
973
1175
1231
1267
1359
1435
1499
1695
1759
1887
1979
2807
3551

123
153
181
213
235
271
299
333
365
399
429
461
495
559
595
623
675
717
755
813
859
889
939
975
1181
1235
1275
1371
1439
1501
1703
1773
1899
1981
2911
3575
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97 99 103 111 113 119 121 125 135 139 143
151 155 159 165 173 175 181 185 187 191 203
207 215 217 225 229 231 233 235 237 239 243
245 251 269 271 275 277 279 281 291 293 295
297 299 305 309 313 317 325 331 335 339 349
351 355 357 361 363 365 371 373 377 379 391
393 395 397 399 403 405 407 413 415 429 435
437 445 447 457 459 461 467 469 471 473 477
487 491 495 497 499 501 503 505 551 553 555
559 575 581 583 603 607 611 613 615 617 621
623 637 651 653 655 661 667 671 679 687 693
695 697 701 713 715 719 725 729 735 743 755
757 797 799 805 807 811 813 815 823 825 829
843 847 857 859 863 869 871 873 877 879 883
885 891 893 915 921 923 937 939 947 951 955
959 973 975 987 989 991 997 1005 1007 1011 1175
1197 1199 1205 1207 1211 1213 1227 1231 1237 1239 1245
1247 1253 1259 1261 1275 1327 1335 1341 1355 1357 1371
1373 1389 1397 1403 1405 1447 1451 1461 1467 1469 1485
1495 1511 1519 1525 1691 1693 1695 1703 1709 1711 1723
1725 1743 1751 1757 1783 1851 1853 1855 1871 1885 1903
1909 1915 1963 1965 1973 1975 1979 1983 2013 2795 2807
2911 2935 2939 2991 2999 3035
Table 2 Secure Evaluation Places against Physical Bit Leakage when p = 2'*—1 and (n, k) = (3,2).

If an element @ € F appears in the list above, it implies the following. Any evaluation places
(o, a2,3) € [1:95: a'], where o € - (2), is secure against all physical bit leakage attacks.
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