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Abstract

Side-channel attacks threaten even foundational primitives such as secret sharing, undermin-
ing threshold cryptography, and masking countermeasures. We study additive secret sharing
over Z/NZ under Hamming-weight leakage, focusing on local leakage resilience: statistical in-
dependence between the secret and the total leakage.

Prior guarantees were limited to Mersenne primes N = 2" — 1 with k > 5, where insecurity
was bounded by n=%/%. For k = 2, the scheme is insecure, while for k¥ = 3,4 and for non-
Mersenne moduli, no guarantees were known.

We remove these restrictions. For all IV sufficiently close to 2", we prove insecurity at most
n~k/2 for every k > 3. This yields the first guarantees for k = 3,4 and for non-Mersenne moduli,
and (after our result) even square-root-sized moduli are less insecure than what previous work
guaranteed. We also prove a matching lower bound, showing that our decay exponent is optimal.

Our proof introduces new analytic and spectral techniques to leakage-resilience analysis,
combining Fourier analysis, complex analysis, and matrix methods. Our intermediate results
resolve the ternary problem for Hamming slices, implying that the associated Cayley graphs of
near-central slices have diameter at most 3.

Keywords. Secret sharing, side channel attacks, local leakage resilience, and Hamming weight leakage.
Technical keywords. Fourier analysis, generating functions, complex analysis, and matrix analysis.
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1 Introduction

Secret sharing provides perfect privacy against threshold corruption: learning fewer than the
reconstruction threshold of shares reveals nothing about the secret [Sha79, Bla79]. This all-or-
nothing guarantee underlies threshold cryptography and a large body of masking-based counter-
measures [ISW03, NRR06, NRS11]. Real implementations, however, are exposed to distributed
leakage: side-channel measurements may reveal a tiny amount of information about many shares
at once, and these weak signals can accumulate. Even extremely coarse per-share statistics, such as
Hamming weight inferred from timing or power measurements, fall outside the classical corruption
model yet may still correlate with the secret [Koc96, KJJ99, Mes00, BCOO04]. Quantitative guar-
antees for secret sharing under such leakage are therefore essential, especially in light of NIST’s
standardization efforts on threshold schemes and related masked circuits [BMV19, BP26, NIS26].

We study a clean model of this phenomenon for additive secret sharing, one of the simplest and
most widely used sharing mechanisms in practice. Let G = Z/NZ, identify each element of G with
its canonical representative in {0,1,..., N — 1}, and write wt(z) for the Hamming weight of the
binary expansion of . To share a secret s € G into k > 2 shares, sample (s, s2,...,5;) € GF
uniformly subject to

81+ 82+ -+ 8 =Ss.

The adversary does not observe the shares themselves, but only the leakage vector

(Wt(sl), Wt(SQ), e ,Wt(sk)) .

This is already a nontrivial model for side-channel threats. The guiding question is: after one forgets
almost everything about each share, can the aggregate leakage still retain a detectable imprint of the
secret?

Security metric. We investigate local leakage resilience [BDIR18, BDIR21]. Let D(s) denote
the distribution of the weight vector for fixed secret s, and let D(U) denote the same distribution
when the secret is uniform in G. Insecurity is measured by the total variational distance'

Bys) = |ps) - D) = % > [PGs)w) - D@)w)|, (1) and By = max Bis)
wewk
where W := wt(G), the set of all possible weights. A small upper bound on Ej rules out every
distinguisher based on the leaked Hamming weights. In this sense, it is stronger than analyzing
only a particular statistic, such as bias, mutual information, or guessing entropy [DDF14, GBTPO0S,
SMY09]. Conversely, a large value of E}, means that the leakage profile for some secret is atypical,
exposing the scheme’s vulnerability.

Even this stripped-down model is delicate. Over Fy vector spaces, there is an immediate ob-
struction: writing = as (x;); in a fixed binary basis, one has wt(z) = >, z; (mod 2). So the parities
of the leaked weights reveal the parity of the secret’s weight. Over cyclic groups Z/NZ, by contrast,
no such general obstruction is known. The problem seems challenging even for N = 2", which is
widely used in practice.

!Total variation distance measures how distinguishable two probability distributions are: it is the largest possible
difference between the probabilities they assign to the same event, so 0 means identical, and values closer to 1 mean
easier to tell apart.



Our main theorem (informal). For every fired k > 3 and every modulus N satisfying |[N — 2"| <
2" /n, we have Ej = n~k/2+00) - Furthermore, E;, — 0 as n — oo, for all k > 3, and Es is a
positive constant.

More precisely, we prove upper and lower bounds of this form. This improves on the only prior result
we are aware of, due to Faust et al. [FMM™24], which treated the highly specialized Mersenne-prime
case N = 2" — 1 and obtained Ej, < n~%/% only for k > 5. Our theorem essentially has the correct
dependence on k£ and shows that neither the threshold & = 5 nor the specific Mersenne moduli are
intrinsic: security already appears at k = 3 and persists over a robust window of moduli around
2",

Additive-combinatorial viewpoint. For w € W, the Hamming slice is S, = {x € G: wt(z) =
G}. These sets are also called digital sum sets [Yat90]; for brevity, “digital sets” here. For digital
set Sy, note:

1

D(s)(w) = NF—1

-#{XGSWI X Swy X o+ X Swy x1+x2+-~+xk:s},

so the leakage question becomes a structure additive-combinatorics problem. How regular are the
representation counts in Sy, + 5,7 What is the additive energy of S,?7 When do higher-fold
sums Sy, + - + Sy, mix across G7 Equivalently, what’s the diameter of the Cayley graphs
Cay(G, Syw)? We adopt this viewpoint: understanding Hamming-weight leakage in additive secret
sharing amounts to understanding the additive geometry of Hamming slices in Z/NZ.

Our structural results (informal). For central weights w (that is, w ~ n/2), we prove that
the Cayley graph Cay(G, Sy) has diameter (at most) 3; that is, Sy, + Sy + Sy = G. At a high level,
although Hamming slices are neither algebraically structured nor pseudorandom, their central layers
flatten rapidly under a small number of additive convolutions. This rapid smoothing is exactly what
determines the exact insecurity.

1.1 Owur Contributions

At present, it remains unclear which mathematical tools are best suited to analyzing leakage re-
silience. We place the problem at the interface of additive combinatorics and Fourier analysis, where
it admits a precise formulation, connects to classical questions, and yields a practically motivated
testbed. As evidence, we also resolve the ternary representation problem for near-central Hamming
slices.

Upper bounds. We prove that there is an absolute constant ¢ > 0 such that the following hold.

1. Theorem 2: If [N — 27| < 2"/n, then the insecurity is at most (cn)—*/2+5/4

2. Theorem 5: If N = 2" — 1, then for odd n, the insecurity is at most (cn)~*/>*1.logn

3. Theorem 1: If N = 2" — 1 and n > 3 is prime, then the insecurity is at most ¢-n=%/2t1.logn

. —l~k+a+b~10g10gn + klogc
The leading terms of all our upper and lower bounds are of the shape: n 2 log n logn ;

here a,c > 0 and b € {0,1}. As we shall see, the maximum gap between our upper and lower

bounds is n3/* for near-dyadic moduli (those N that are close to a power of two).



Before our work, the only nontrivial upper bound was for £ > 5 over Mersenne prime moduli
N = 27 —1, where the insecurity was shown to decay only as n~*/4 [FMM*24]; Appendix J includes
a summary. Our results sharpen this in three ways. We establish security for every k > 3, settling
the previously open cases k = 3,4. We improve the decay exponent from k/4 to k/2, which the
lower bounds below show is optimal. Now, even square-root-sized moduli are less insecure than
previously guaranteed. And, we extend beyond the rigid Mersenne-prime setting to the broad
near-dyadic regime |N — 2" < 2" /n.

Technical approach summary. We introduce Fourier-friendly energy proxies for leakage re-
silience, enabling tools from additive combinatorics, spectral theory, transfer matrices, and complex
analysis. Our opening is a Fourier-analytic gambit: sacrifice one share to pass to more tractable
energy quantities, yet still recover the correct exponent up to constants (compare Theorem 1 and
Theorem 6). This is particularly striking because each share contributes a constant amount to
that exponent; ignoring a share seems self-defeating, particularly for the delicate “small k = 3,4”
cases. Next, our technical follow-up isolates a transfer-matrix/spectral estimate, which is new even
to the digital sums literature in analytic number theory. Finally, the extension to the near-dyadic
regime replaces the rigid cyclic-orbit structure of [FMM™24] with a Bernoulli-shift viewpoint and a
transference argument showing that near-dyadic moduli are controlled perturbations of the dyadic
model. Section 3 and Section 4 have the details.

Structural results. Consider the Cayley graph Cay(G, Sy) on G, where x — y iff y — x € Sy,

Theorem 11: If N = 2" — 1, odd n, and #S,, > N - n~3/5 then the diameter of Cay(G,S,,) is
< 3.

That is, every element in G is expressible as the sum of three elements in S,,, a ternary represen-
tation. The key input is our (additive) energy estimate for the Hamming slice, Lemma 1:

4
ET(S,) < N71. <"> + N3.n73,
w

For near-central w, the second term is lower order, leading to Sy, +S,, covering nearly all of G, and
then
Sw + Sw + Sw =G. (2)

The ternary problem (2) is of independent interest — even in the case of Mersenne primes — since
the symmetry group of the set 9, is tiny compared to the size of S,, itself. To place our result in
context, let p be a prime and I' < F;. The existence form of the ternary problem asks whether
I'+T'+TI =F,. For |T'| = Q(p3/4), despite I' + I" missing only O(|I'[) elements of [, yet this level
of control still does not suffice to resolve this problem; it is a well-known open question (see, for
example, [AB14]). In contrast, for the digital set S,,, we solve the ternary representation problem.
This seems paradoxical: We settled the ternary problem for highly structured 5, yet it remains
out of reach for multiplicative subgroups, often viewed as more “random” objects (see [KS99]). From
this perspective, Lemma 1 is a central contribution; even for Mersenne primes, it strictly strengthens
Loo-bounds by Parseval’s identity or Chang’s inequality [TV06, Section 4.6]. Fourier methods show
that S, + Sy, misses O(|Sy|) elements of G — precisely as in the case of multiplicative subgroups of
size Q(p*/*); and this alone doesn’t give (2). Thus, our Lemma 1 is indeed a much deeper result.
Its proof avoids exponential sums and instead relies on highly sophisticated methods that seem
relatively new within the number theory community (see, for example, [Gel68, MS97, MR09]).



Lower bounds. Our upper bounds are essentially optimal. For an absolute constant d > 0, we
prove the following lower bounds:

1. Theorem 7: If [N — 27| < 217" then the insecurity is > £!/2 - (dn)~*/2+1/2
2. Theorem 6: If N = 2" — 1, n is odd, and k is even, then the insecurity is > (dn)~*/2+1

3. Theorem 8: If [N — 2"| < - 2" and k = 2, then the insecurity is > 1 — O(e + n_1/2).

We also identify a set of Fourier frequencies that provably carry information about the secret,
yielding an explicit, though not necessarily exhaustive, collection of informative modes relevant to
side-channel attacks.

Compare Theorem 1-Theorem 2-Theorem 5 with Theorem 6-Theorem 7; the dependence on
k is essentially sharp. For N = 2" — 1 and n an odd prime, the bounds match up to logarithmic
factors. The lower bounds are particularly notable: such €-results are typically difficult in analytic
number theory [IK21], but here the strong structure of Hamming-weight slices supports a delicate
Fourier analysis, including precise control of signs, yielding both sharp upper and lower bounds.
Lemma 1 indicates that these sets exhibit behavior even stronger than one would usually expect
from multiplicatively rich sets of comparable size.

Closing remark. For even k, Theorem 6 suggests an n~%/2*1 lower bound; for odd k, Theorem 7
suggests n%/2t1/2 Which exponent is correct? Possibly both. For even k, Theorem 1 matches
Theorem 6, showing its tightness. For odd k, Figure 3 supports an n~%/271/2 scaling for E3(0).

1.2 AT Disclosure

Use of AI tools. We used GOOGLE Al ULTRA (Gemini) and CHATGPT PRO in a limited,
auxiliary role.

1. Gemini suggested the carry-automaton viewpoint for Theorem 9.

2. ChatGPT suggested the phase ¢ = exp(—i/y/n) in Theorem 7 and the dispersion lemma
(Lemma 25). It also provided an optimized proof of the compression lemma Lemma 26, which
we adapted in this draft.

3. ChatGPT supported numerical experiments and data generation (see Figure 1, Figure 2, and
Figure 3).

All proofs and exposition were independently developed and verified by the authors.

2 Brief Preliminaries

We begin with some brief preliminaries; Appendix A has a more comprehensive one.

Background. Let W ={0,1,...,n}, where n is the closest power of 2 to N. Note that wt(G) C
W. For Fourier analysis over G, define ey(z) = exp(2m-x/N). Sets are equivalent to their
characteristic functions. For 0 < ¢t < N, the corresponding (normalized) Fourier coefficient of

S C G is: .
S(t) = = > en(—at). (3)



Local leakage resilience of additive secret sharing. Continuing from the notation introduced
in the introduction, the insecurity of the additive secret sharing of a specific secret s against
Hamming weight leakage in the local leakage resilience metric was defined by [BDIR18, BDIR21]
as:

Ey(s) = HD(s)—D(U)HTV: 3 ZeN(—st)ﬁgw\j(t). (4)

weWk | t#0

Asymptotic notation. Standard Vinogradov >, <, <, and asymptotic O(-) and o(-) notations
are used.

3 Upper Bound: N =2"—1

To introduce our new Fourier proxies, it is instructive to begin with our upper bound on insecurity
for N = 2" — 1, where n is an odd prime; N itself need not be a prime.

Theorem 1. Ej(s) < n~*/2tlogn for any odd primen, N =2"—1, k>3, and s € Z/NZ.

To upper-bound FE(s), we introduce a new analytic quantity:

m

2

Our new Fourier proxy: F, = E E H‘Sw]. (t)‘
weWwm \ t£0 j=1

Step 1. Lemma 7 in Appendix B.1 proves that
Ek(S) < Fk—l- (6)

This result holds for arbitrary finite abelian groups and arbitrary leakage, and is best viewed
as a purely functional-analytic statement: it arises from an ¢? operator-norm bound in the Fourier
domain (via Cauchy-Schwarz), independent of any structure specific to Hamming weight.

Conceptually, this bound trades off one share for a more analytically tractable, secret-independent
quantity. Previous works like [BDIR18, FMM™24] instead applied a naive triangle inequality (see
Equation 28), leading to expressions in which each summand is a product of k Fourier coefficients.
In contrast, our reduction yields products of only (k — 1) coefficients, with no direct comparison
between the two bounds. Empirically (and ultimately analytically) this reduction proves decisive,
particularly for small k, where it enables strictly sharper bounds (see Figure 1).

Step 2. Lemma 9 in Appendix B.2 proves that
Fp<n V2. F, 1. (7)

This uses the fact that, for any w € {1,2,...,n—1}, the doubling map x —— 2-z (mod N) induces
length-n orbits on S, when n is a prime. This structural property was also used by Faust et
al. [FMM™24], though in conjunction with the triangle-inequality-based approach mentioned above.
Applying Equation 7 iteratively, this result scaffolds down to:

Fm < n—(m—l)/Q . Fla (8)

thereby reducing the problem to controlling the base case Fj.



Step 3. It remains to estimate:

A=Y [Sfsol =X |(2) 2

weW | t#0 wew

The last relation is by Parseval’s identity. Lemma 12 in Appendix B.3 proves that F} < n'/4, via
standard Gaussian approximations to the Binomial distribution.

Step 4. Putting things together, we get:

Ek(S) <F. < n—(k—2)/2 F< n—(k—2)/2 . n1/4 _ n—k/2+5/4' (9)

Touching base. This yields an insecurity bound of at most < n~*/2t5/4 capturing the correct
k/2 exponent but falling short of the constant in Theorem 1. Nevertheless, it already establishes
security for k = 3,4, resolving previously open cases. Sharpening the constant is particularly
impactful for small &k, where it significantly strengthens the resulting bounds.

Pinpointing the slack. Experiments indicate the primary source of slack to be the Step 2
inequality F» < n~/2. F. Accordingly, we stop the at Fy (rather than F}) and estimate it directly.

In summary,
Ep(s) < Fr_y <n~*3/2. R,

and it remains to upper-bound

D SN S ENCI w0

w1, we €W t#0

‘2

Theorem 9 proves that Fb < n~ /2. log n, which, upon substitution, yields Theorem 1.

3.1 Estimating F5

Upper-bounding F, turns out to be fairly challenging. From Cauchy-Schwarz, we get Fy < A2,
where

1/4
|4
A=Y Y ]8a)] (10)
weW \ t#£0
Theorem 9 proves that A < n~1/4. Vlogn, and (from that) F» < n=1/2. log n.2 We prove:
Lemma 1 (Technical: Energy estimate). For any Sy, we have
|4 5
Z‘Sw(t)‘ <n 3
140
This quantity is closely connected to the (additive) energy of S,,.
ET(Sy) = #{(a,b,c,d)ESﬁ,: a+b=c+d (modN)}. (11)

2This estimate holds for every n, with no primality assumption, in the Mersenne setting N = 2™ — 1.



Using the connection between the energy of a set and its Fourier coeflicients, our technical lemma
yields:
E*(Sw) 4 &
Tgw - M(Sw) = Z‘Sw(t)
t£0
where 1(S) = #S/N denotes the density of the set S in Z/NZ. This estimate is the main quanti-
tative input in the proof of Theorem 9, and it also feeds into the structural result summarized in
Theorem 11.

<n (12)

Energy estimation challenge. The main obstacle is the arithmetic of carries. Addition modulo
N = 2" — 1 induces long-range dependencies across bit positions: the carry propagates and wraps
around, so the constraint a + b = ¢+ d (mod N) does not decompose into independent local con-
ditions. Thus, counting solutions in Equation 12 requires controlling a global constraint generated
by a local finite-state process.

Moreover, it is not sufficient to estimate ET(S,,) at the level of the main term pu(S,)* We
must resolve the deviation N™3ET(S,,) — p(Sw)* to accuracy O(n~%), which forces us to track
lower-order correlation created by the carry process.

Our approach. We encode the carry process using a finite-state automaton and analyze it via
generating functions; see Appendix C.

Step 1: Local transition model. We first construct the generating function for the addition of two
bits with prescribed incoming and outgoing carry bits; see Figure 4a. This yields a local transfer
operator.

Step 2: Coupling two additions. We then construct a joint generating function that enforces the
condition that the sum of the first pair of bits equals the sum of the second pair; see Figure 4b.
This generating function is represented as a 4 x 4 matrix B(u), where the indeterminate u =
(u1,ug,us, ug) tracks the four bits.

Step 3: Global composition. Iterating the transition n times and dovetailing the carry bits yields
a cyclic composition of the automaton. Here, the identity N = 2™ — 1 is essential: The final carry
wraps around and becomes the initial carry. Consequently, for odd n, the energy becomes as the
coefficient extraction problem

E[Sy] = [ufudusuy] tr B(u)", (13)

see Proposition 14 in Appendix C.?

Step 4: Coefficient extraction. We recover the coefficient in Equation 13 using the Cauchy integral
formula on the product contour (in our case, a circle in each coordinate); see Appendix D. This
analysis reduces to upper-bounding the tr B(u)™ uniformly along the contour.

Step 5: Spectral analysis. The key here is a dichotomy based on the spectrum of B(u):

1. Near the base point u = 1. The matrix B(u) has a unique maximum eigenvalue 8, with a spectral
gap to the remaining eigenvalues. By analytic perturbation, this persists in the neighborhood
of 1. In this region, tr B(u)" is dominated by the top eigenvalue, yielding the main term.

w, w

3For even n there is a slight mismatch between E[S,,] and [u}’u¥uy uy] tr B(u)™ because 0 and 2™ — 1 are identical
in G.



2. Away from the base point. Outside this neighborhood, direct control via trace identities is
insufficient. Instead, we prove that the spectral radius of B(u) is uniformly bounded away from
8. This uses structural properties of B(u) together with the Frobenius-Wielandt comparison
theorem (see Theorem 10). Consequently, the contribution of this region is exponentially small.

Combining the local expansion near 1 with the global spectral decay away from it yields the required
O(n*3) control on the energy deviation.

4 Upper Bound: N close to a Power of Two

In this section, we extend the upper bound to near-dyadic moduli N, beyond Mersenne primes.
Our argument works uniformly for all [N — 2" < 2" /n.

Theorem 2. There is an absolute positive constant ¢ such that Ej(s) < (cn) %/215/4 for any N
satisfying [N — 2" < 2"/n, k € {3,4,...}, and s € {0,1,...,N — 1}.

At a high level, we again follow the scaffolding-down strategy from the proof of Theorem 1.
However, nearly every step now requires a substantial rework. The first obstruction is that, for
general N, the arithmetic of carries modulo NV is no longer described by a small automaton. Because
of this, the method from Section 3 does not yield a satisfactory estimate for F,. We therefore push
the recursion one step further, down to Fj. This is exactly where the loss of 1/4 in the exponent
reappears.

Next, the central difficulty is to recover an analogue of the F),, < n~Y2F,,_1 reduction of
Lemma 9. In the Mersenne case, that estimate relied crucially on the fact that the doubling map
x +— 2z (mod N) has orbits of length n, for prime n. For a general near-dyadic modulus N, this
exact orbit structure disappears. The heart of our proof is therefore to build a robust substitute
for this orbit-averaging argument that survives under perturbations of size N/n.

Analysis inspiration. Our arithmetic takes place on the N-grid, namely in Z/NZ. On the other
hand, it is natural to work with Hamming slices on the full dyadic cube, which we identify with
{0,1,...,Q — 1}, where Q = 2" (read, @ for “qiibe”). The guiding idea is therefore to sample
this cube along the N-grid; Equation 14 elaborates it. We first analyze the model version of our
quantities on the cube, where the combinatorial structure is cleaner, and then transfer the resulting
estimates back to the N-grid by a perturbative argument. Since N is close to ), our transference
introduces only mild slack, and the main term remains dominant.

Model quantities. Introduce the auxiliary function B, : Zy — C, for w € W, defined below:
By(x) = #{0 <y<Q:y=z (modN), and wt(y) :w}.

To see our accounting, note that eachy € {0,1,...,Q—1} contributes +1 to the counter By, (y mod N).
Since [N — Q| < @Q/2, we have Q/N < 2. Therefore, By (-) can receive at most 2 contributions
(possibly from y = z and y = N + x); hence, B, (z) € {0,1,2}. In particular, for a fixed = € Zy,

1. If N > @ (that is: @ < N < 3Q/2), then B, (z) =1 if wt(z) = w; otherwise By, (z) = 0.

2. If N <@ (that is: Q/2 < N < Q), then only for z € {0,...,Q — N — 1}, the counter By ()
may get an additional contribution from y = (z + N)



Next, consider its Fourier transform:

Bu(t) = % 3 Bw(a:)-eN(a:t):% ) (14)

0<z<N 0<y<Q: wt(y)=w

This right-most expression is the “full cube” (sum over all 0 < z < @) sampled at the “N-grid”
(evaluation of the function ey(-)). Next, define the companion model quantities: For 0 < s < N
and k € {3,4,... }:

k
EJ(Ns) = > ZeN(st)HE\Wj(t). (15)

weWk | t#0 Jj=1
For m € {2,3,...} define:

. 1/2
Ry = Y (ST 0]

weWm \ t£0 j=1

Scaffolding in model cube. These model quantities support the previous scaffolding strategy,
albeit incurring constant slacks.

Lemma 2. For every 0 < s < N, we have EZ(N,s) <2 F (N).

Appendix G.1 proves this lemma, an analog of Lemma 7. The slack of 2 arises from the fact that
By, (z) < 2.

Lemma 3. For every m € {2,3,...} FJ(N) < (Q/N)V2-aB(N)/2. FY | (N), where

aD(N) = rg?gc ‘f;((tj\il (17) puw(N) = ;(Z) (18)
wew 7V

Appendix G.2 proves this lemma, the analog of Lemma 9. The slack Q/N < 1, so it is innocuous.
A key technical challenge is to upper-bound o”(NN); here, there are no doubling orbits to help us.

Lemma 4 (Key technical lemma). o(N) < n™L.

Appendix G.4 proves this lemma. Previously, when N = 2" — 1 and n is prime, it follows from
a rigid structure: the doubling map x +— 2z partitions .5, into length-n orbits. For general N,
this exact orbit structure is no longer available. We replace it with a dynamical system viewpoint.
Specifically, we study the system on the torus R/Z induced by the Bernoulli shift (see Figure 5 for
an example)

{t/N} — {2t/N},

where {-} denotes the fractional part. This map serves as a soft substitute for the discrete orbit
structure: while exact periodicity is lost, the iterates are sufficiently equidistributed to recover the
necessary averaging.

Together, Lemma 3 and Lemma 4 yield the correct desired asymptotics FI(N) < n~1/2 .
FS | (N), just like Lemma 9. Finally, at the foundation of our scaffolding, we have the analog of
Lemma 12:

Lemma 5. FP(N) < n'/4.



This lemma is proven in Appendix G.3. From these results, upper-bounding EE(N ,§) is straight-
forward:

E(N,5) < FiLy(N) (by Lemma 2)
<n 2. FE,Q(N) (by Lemma 3 and Lemma 4, and because Q/N < 2)
< n~ 2720 FH(N)
< n~k=2)/2  1/4 (by Lemma 5)

So, we have the upper bound in the model cube.

Theorem 3. For k€ {3,4,...} and s € {0,1,..., N — 1}, we have: EE(N, s) <p nR/245/4,

Transference theorem. Here, the takeaway will be that the transference theorem acts like a
highly economical union bound. The only loss comes from the perturbation created when one
transfers between the cube model and the N-grid, and that loss is governed by |[N — 2"|. A direct
union bound would only tolerate |N — 27| < 2" - n=*/2 to retain the final n=*/2-type bound. The
transference theorem avoids this waste and extends the admissible regime to [N — 2" < 2" -n~!.
Appendix F proves the following:

Theorem 4. Let N satisfy [N — 2" < P. Consider any k € {3,4,...} and 0 < s < N, the
following upper bound holds: Ex(s) < EkD(N, s) + Z?;ll (];)(P/N)Z/QFEJ(N) + (P/N)k/Q\/ﬁ.

We can use Lemma 3, Lemma 4, and Lemma 5 to upper bound FE_Z(N) < n~k—t=1/2 p1/4,
When the perturbation is small, namely P/N < 2n~!, using Theorem 3, we have the following
specialization:

k—1
E(s) <k Ek (N, s +Z( > —(k—/—l)/2+1/4+n—k/2+1/2 < nk/2+5/4
(=1
This derivation proves Theorem 2.

4.1 Another Upper Bound: Statement and Proof of Theorem 5

Next, we state and prove Theorem 5, a specialization of our upper bound to moduli N = 2" — 1,
where n is an arbitrary positive integer (not necessarily a prime).

Theorem 5. Ej(s) < (cn) %2t logn for any oddn >3, N =2"—1,k >3, ands € {0,1,...,N—
1}.

Note that G and the cube {0,1,...,2" — 1} differ only in one element that has weight n, and it
occurs with probability 1/N, which is exponentially small. So, we will transition from one to the

other using naive union bound and pay with a 1/N slack per share. Below, additive k/N terms
account for the union bound.

Ei(s) < EZ(N,s) + k/N (union bound)
<2 -FZ (N)+k/N (by Lemma 2)
<2 (en) V2. FJ ,(N)+k/N  (by Lemma 3 and Lemma 4, and because Q/N < 2)
<2 (en)~*=3/2 ED(N) + k/N (stopping at F§'(N), instead of F{7(N))
<2 (en) /2 By(N) 4 2k/N (union bound)
<2 (en)~*=3/2 712 10g n + 2k/N. (by Theorem 9)

10



5 Lower Bound: N =2"—1, even k

Lower-bounding insecurity is threat assessment of side-channel attacks. This section will serve as
a warm-up for our lower-bounding strategies, which are the first of their kind in this field.

Theorem 6. E}(0) > (1/10)% - n=*/2*1 for any odd n, N = 2" — 1, and k € {4,6,...}.

We use a dual phase-selection argument: rewrite Fj(0) as a supremum over phase choices, and
then restrict attention to product phases that are coherently aligned with the canonical dyadic
Fourier modes. Using this alignment and the doubling-orbit structure, the problem reduces to

estimating a single frequency Zwew‘g;(—l)’, which is the f1-mass of an associated product; see

Equation 19. In cryptographic interpretation, these canonical dyadic modes correspond to explicit
distinguishers that break the scheme.

Proof of Theorem 6. Recall E(0) = > cpy»
P = ((I’W W E Wk) Then, by duality, we have the identity

> 40 H;?:l §W\J (t) ‘ Consider arbitrary phases

Er(0) = max Z w Z H Sw, (t)

weWwk t#0 j=1

Restrict to product phases ®y, = H§:1 ¢w, Where the appropriate phases ¢,, are defined below:

Su(=1/|Su(-)|. it Su(-1) #0

1, otherwise.

¢w:

Restricted to such phases, we have:

k
CICERE= NP ob ) | CHESTIENE) ol O oENERC)

weWk t#£0 j=1 t#£0 \weW

Recall, S/n:u(t) = g;(t) (because x € Sy, implies —x € S;,—y). So, qbwg;(t) + qbn,wéi,\w(t) € R.

—~ k
Furthermore, since k is even, (ZMGW DwSw (t)) > 0. As a result, we conclude that

k

t#£0 \weW

k
Zn- max : <Z d)wg';(—l)) (because 5’;(2%) = g;(t), for all j €{0,1,...,n—1})

weW
k
—n (S [e])
weW
> 107F . k2 (by the technical Lemma 6 mentioned below)

Lemma 6 (Technical: Lower bound). Zwew’g;(—l)‘ > (1/10) -n~ Y2,

11



Appendix H proves this result. For w # n, we begin with the observation:

n—1
Sult) = 1 > ex(-t)= 3 BT (1 = en(-2) (19)

So, the technical lemma is equivalent to a lower bound on the sum of the absolute values of
the coefficients of this product when ¢ = —1. This lower bound matches the upper bound from
Theorem 1. A subtlety is that S,,(—27) are not the only dominant Fourier modes; other frequencies
can contribute comparably. For example, any frequency ¢t whose binary representation contains
a short block of consecutive ones may carry significant spectral mass. Figure 2 illustrates this
phenomenon by comparing the t = 3 and ¢ = 1 cases.

6 Lower Bound: |N —2"| < 9(1—e)n
Now, we will prove a general lower bound for any NV that is close to a power of 2.

Theorem 7. For any N satisfying [N — 2"| < 2™, where m < n and n > 4, the following bound
holds.

1

Ep(s) > | = Ep(s)2 > LY2 . (1/25)F . nk/2

Jmax Ei(s) N0<§<N k(5) (1/25)% - n="7,
<s

where L = (n —m — %logQ n— (’)(1)). In particular, when m = (1—¢)n, then (for sufficiently large
n, as a function of €) max Ei(s) > el/? . (1/25)% . n=k/241/2,
<s

Appendix I proves this result. Theorem 7 does not claim that Ej(0) is large; it proves the
existence by demonstrating that the (L2-)average of Ej(s) is large. Theorem 8 provides evidence
that some non-zero secret may witness the maximum insecurity.

Like the proof of Theorem 6, restrict to a specific type of product phases ®,, = H?Zl %V —
this choice is different from that in Theorem 6. For this restriction, the lower bound turns out to
be

2k

ST 6 Su(t)

weW

2

140

(t)
We will identify a subset H of candidate frequencies H C {—2j 07 < n} such that #H =¢-n
and T'(t) > n~12, for every t € H. To this end, because N is very close to 2", we argue that
instead of the spectral properties of Sy, it suffices to investigate the “idealized set” of all weight-w
elements of {0,1,...,2" — 1}. The analog of T'(t) for these idealized sets admits a closed-form
expression:

I (14 6-ex (20).

We make a careful choice ¢ = exp(—1/,/n) and prove that these idealized quantities are > n~1/2.
Finally, we present an attack on the k = 2 case.

Theorem 8. Consider [2" — N| < &N and s =2"—1 (mod N). Then, Ea(s) > 1-2e—0(n~/2).

12



Proof. Consider shares s, s2 of the secret s =2" —1 (mod N). Let w1 = wt(s1) and wa = wt(s2).
All but an ¢ fraction of the shares satisfy w; + wo = n. Hence,

N —eN 1 (2n _1/2
B> Z)W2D<s><w1,w2>—D(U)(wl,w)>N—Nz(n>=1—e—o(n 2. 0
w1,w2)E

wi+wa=n

7 Open Problems

Our framework, based on generating functions, complex analysis, and matrix analysis, demonstrates
significant potential for addressing general leakage problems and more sophisticated secret-sharing
schemes. At the same time, even within additive sharing, several fundamental questions remain
open; a few immediate ones are elaborated below.

General modulus. Extend the analysis beyond near-dyadic N. A candidate entry point is
using the MSB-fixing decomposition of Z/NZ into cube-like subsets [MNP21]. For example,
consider N = 20; the set Zy = {0,1,...,19} partitions into two cubes {0,...,15} U {16,...,19},
all elements in the first cube have MSB 0 and all elements in the second cube have MSB 100.
Restricted to each cube, the Hamming weight neatly splits into the sum of the Hamming weights
of the prefix and the suffix (referred to as the g-additive property). This reduces the insecurity
analysis to these structural components, yielding a recursive, smaller Hamming-weight leakage on
the cube. Developing Fourier-analytic control for cubes in this non-uniform setting will be the
natural path ahead.

F, estimation. Remove the logarithm loss in F» < n~'/2.logn. This appears to be entirely
an artifact of our contour-based argument. A refined saddle-point analysis, capturing Gaussian
concentration near the saddle point, should yield the sharper n~1/2 upper bound.

Analyze N = 2™ and N = 2" + 1 within the generating function framework. These cases are
sufficiently structured that our analytical pathways developed for N = 2™ — 1 could accommodate
them. The starting point will be to extend the generating function to account for the final carry
in these cases. Overall, these may serve as a bridge to general .

Tighter lower bounds. Eliminate the 1/2 loss in the exponent of Theorem 7. The current L?
averaging is too coarse. A weighted construction via Riesz products, concentrating spectral mass
on controlled frequencies, may recover the optimal exponent or yield a tighter overall lower bound.
Extending control beyond dyadic modes is a key obstacle.

Vulnerable witness. Identify the secret s € G maximizing Ej(s), Experiments have been in-
conclusive here. Some suggest that s = 0 is the global witness, but Theorem 8 indicates a possible
non-zero maximizer.

Exact insecurity for small k. Determine E3(s), starting with, say, E3(0). Tightness of insecu-
rity estimation is particularly essential in the small-k regime, where the slack has a more pronounced
impact. Empirically, n - E3(0) appears affine in 1/n, suggesting

E3(0)~a-n"'+b-n"2

13



Figure 3 illustrates this phenomenon. This matches the lower bound n~! proved in Theorem 7 and
highlights the slack in the upper bound of Theorem 1. Either s = 0 isn’t the witness (unlikely,
according to us), or our odd-k upper bound is off in Theorem 1.

14



Appendix

A A Unified Preliminaries and Notations

Basics. We work over the group G := Z/NZ; also represented by Zy for brevity. Let W =
{0,1,...,n}, where n is the closest power of 2 to N. The weight of an element = € G, denoted by
wt(z), is the number of ones in its binary representation. Note that wt(G) C W. For w € W, let
Sw C G denote the set of all weight-w elements of G.

Boldface variables are vectors, for example w € W*, and w; represents the j-th element of this
vector.

Fourier analysis. A phase is a uni-modular complex number, and Z denotes the complex con-
jugate of z. We proceed by Fourier analysis over G. We define ey (x) = exp(2m-z/N). Sets are
equivalent to their characteristic functions. For 0 < ¢t < N, the corresponding (normalized) Fourier
coefficient of S C G is:

S(t) = % Z en(—xt).

The energy of a set S C G, denoted by E(S), is the number of solutions to the equation
a+b=c+d, where (a,b,c,d) € S*. Tt connects to (normalized) Fourier coefficients through the
equation:

‘4

E(S) = N*- 3 |Su()

Cryptography. The additive secret sharing of a secret s € G into k shares chooses random
(s1,82,...,8,) € GF satisfying Z;‘le s; = s. The adversary receives the leakage (wt(s1), ..., wt(sg));
let D(s) denote this conditional distribution over W*. For brevity, D(U) denotes the leakage dis-
tribution when the secret is chosen uniformly at random € G. The insecurity of a specific secret s
is the total variational distance:

By(s) = HD(s) - D(U)HTV.
By [BDIR18, BDIR21], it is known that

k
Ex(s) = Z ZeN(—st)Hg;j(t).

weWk [t#0

To prove security, one has to demonstrate an upper bound on all Ej(s), for every s € G.
Identifying an attack needs a lower bound on Ej(s) for some s € G.

Asymptotic notations. We use standard Vinogradov notation >, <, <, and asymptotic nota-
tions O(-) and o(-).

B Proofs for Analytical Proxies

B.1 Reduction to F,_;

Lemma 7 (Ej to Fi_q reduction). For any integer N, k € {2,3,...}, and s € {0,1,...,N — 1},
we have:
Ex(s) < Fi-1.

15



Proof of Lemma 7. Recall that

= 31> entst H = > 3 D enst) JHI wy (1) - Su(t).

weWk|t#0 weWk-1  weW |t#0

To prove Ex(s) < F,_1, it will suffice to prove the following statement for any w’ € W1

k-1 9
Zzwﬁﬂ<w%mzzm$w.

weW | £0 t£0 j=1

Ct ‘=
This, in turn, will follow immediately from the technical Claim 8 below, instantiated with f,, = S,,.
Since (Sw), e Partitions Z/NZ, we have || 3, cwlful HLOO =1.

Claim 8. Forw € W, consider functions fy,: Z/NZ — C. For any complex numbers (z;: 0 <t < N),

we have
2l I
L2 t#0 oo t#£0

Proof of Claim 8. Consider the dual characterization. We remind the reader that phases are uni-
modular complex numbers. Over phases ® = (®,,: w € W) we have the following guarantee:

Z Zzt Fu(®)

weW [ t#£0

> 1l

weW

> 1 ful

weWw

Z Zzt - Fu(t)| = sup Z @wZzt Ful(t)
weW | t£0 ® weW t£0
= sup Zzt . (Z @wﬁ,(t)>
® 120 weEW
=sup|>_ z - fa(t) (define fo = Y @y - fu)
® 1ix0 wew
sup Z\zt Nf®l 2 (by Cauchy-Schwarz and Parseval’s)
40

By the triangle inequality, the first inequality of the lemma follows. The second inequality follows
from the monotonicity of norms. O

B.2 Reduction from F,, to F,,_;

Lemma 9 (F,, to F,,_; reduction). For primen, N =2"—1, and m € {2,3,...}, we have:

F < n_1/2 m 1-
Proof of Lemma 9. We begin with two technical claims.

2
Claim 10. For any t # 0, EwEW‘S’LU(t)‘ /pw <Y, where py, = |Sy|/N.

16



Proof. Consider the function f;: G — C defined by fi = Y i 2w, - Sw, Where 2,3 = Su(t)/puw.
- _— ~ 2
Note that fi =), cyy 2w, - Sw. In particular, fi(t) = Zwew‘sw(t)‘ /pPw € Rxp.
By rotation symmetry and n being prime, we have #{t,2t,..., 21t} = p and ﬁ(t) = ]?t(Qt) =
.-« = fi(2"71t). By Parseval’s, we get

nfe? = Y @ < Y[hw)|

0<g<n

- ;;%:\ft(x)\g = waze;vaN'!zw,t\Q = Z ‘E‘;(t)‘z/pw = Ju(t).

weWw

From the extreme LHS and RHS expressions, we conclude that ﬁ(t) <n L O

Claim 11. Consider arbitrary

1. non-negative real numbers a;, for 0 <t < N,
2. non-negative real numbers by, ¢, for 0 <t < N and w € W,
3. positive real numbers i, for w € W, and

4. a>= > byt/py forall0 <t < N
weW

Then, the following bound holds:

Zat'bw,t<a1/2' Z#w' Zat-

weW || t#0 weW t#0
Proof.
Do 2o e =Y Vi [ Y arbug/i
weW || t£0 weWw 0<t<N
< Z o Z at Z bu.t/ tw (by Cauchy-Schwarz)
weW O<t<N weWw
1/2
< (Ogagv bw,t/uw> : Z P - \/Zat.
weW weW t£0
whence the claim follows. O

Now, we use these two technical claims.

D YD 31 | (A0

wewm™ \| t£0 j=1

‘ 2

m—1
DD )38 | (RO 8 ROl
wewm—1 —weW | t#0 j=1 ——
S— bay,t

a; =

m—1
—-1/2 T
SV S T Se @
weWwm—1 t£0 j=1
(by Claim 11 and ji,, = #S,,/N and a = n~! from Claim 10)

This completes the proof of Lemma 9.

= n_1/2 . mel-

N

‘ 2
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B.3 Estimating F)
Lemma 12 (Estimating Fy). For any integer n € {2,3,...} and N =2" —1 or N = 2", we have

F < nl/4,
Proof of Lemma 12.
— 2
Fi= 3 3050
weW | t#0
= Z <n) -27n (Parseval’s identity and accommodating some edge terms)
wew w
(w—n/2)?
1/4 Z exp 1 (see [BHMY?25, Corollary 4])
weW n
< n*/4,

C Generating Function for Carry Automata

Refer to Figure 4a for the presentation below. For a,b,c,d,0 € {0,1} and indeterminate uy,ug,
let us construct the generating function for the finite automata for carry addition. Suppose the
incoming carry is ¢. Suppose a and b are two bits at the current position. The resulting output is
o, with outgoing carry ¢’. Therefore, these bits satisfy the following equation over Z:

a+b+c=o0+2c.

Towards constructing the generating function, we construct a 2 x 2 matrix M) as follows:

MO uwe,d] = Y ugub,
a,b: a+b+c=o0+2c

So, for example, we have:

(0) _ (1 wmue (1) _(wtu O
MY (uy,ug) (0 u1+u2)’ and MY (uy, ug) ( 1 R

Next, our objective is to construct the generating function of the following “collision-in-addition”
automata (see Figure 4b): Suppose we have two incoming carry bits ¢,d € {0,1}. Suppose there
are two pairs of bits (a,b), (g,h) € {0,1}2. The addition of a,b, ¢ produces output o and outgoing
carry bit ¢/. The addition of g, h, d produces the same output o and outgoing carry bit d’. We want
to construct a 4 x 4 generating function matrix B in indeterminate u = (uy,us, us, uq) with the
following semantics:

B(u)led, dd'] = Z u§ubudul.
a,b,g,h,0€{0,1}

a+b+c=o0+2c
g+h+d=o+2d’

Here cd € {00,01, 10,11} and ¢d’ € {00,01,10,11}.
Proposition 13.

B = M(O)(ul, ug) ® M(O)(U3, ug) + M(l)(ul,ug) ® M(l)(U3,U4).

18



Specifically,

1 U3U4 ULUL ULUY - UU4
B(u) _ 0 wus—+uy 0 ULug - (U3 + U4)
0 0 (ug + ug) (ug + ug) - usuy
0 0 0 (u1 + u2) - (us + uyq)
(u1 + u2) - (us + uq) 0 0 0
n (u1 + ug) (uy + ug) - usuy 0 0
(ug + uq) 0 urug - (ug + uq) 0
1 U3 U4 UL U UL U - UUL

Note that B(u)™ denotes the generating function of the additions of n-bit strings with the
semantics that B(u)"[ed,dd'] = > 41/(W) ~ul "t uy *uyPuyt, where v(w) denotes the number of
weW
n-bit strings a, b, g, h € {0,1}" such that

1. Their respective Hamming weights are wy, wo, w3, and wy.

2. Starting with carry bit ¢, the addition of a and b produces some output o € {0,1}" and
outgoing carry bit .

3. Starting with carry bit d, the addition of g and h produces the same output o and outgoing
carry bit d'.

Fix arbitrary weights w € W*. For brevity, u% will denote u}'uy?uy>uy*. Our objective is to

count the cardinality of the following set:
{ (a,b,g,h) € Sw, X Swy X Swy X Swy : a+b=g+h (mod N) }

Since N = 2" — 1, note that here the starting and outgoing carries must be identical, i.e., cd = ¢d’.
So, we are interested in the quantity
[u%] tr B(u)".

However, [u%¥] tr B(u)" may not be identical to the cardinality of the set above; there is a subtle

disconnect.
Note that in Z/(2™ — 1)Z there are two representations of 0, one is 00- - - 0 and another is 11--- 1.
~—— ~——

n-times n-times

However, if 11---1 & (Sw, + Sw,) N (Sws + Sw, ), then this disconnect is entirely circumvented.

n-times
Keeping our downstream applications in mind, consider the special case w = (w,w,w,w) for

some w € W. Let u" represent u@wwww)  Note that S, + S, cannot contain 2" — 1 when n is
odd. In this context, we have

Proposition 14. [u%] tr B(u)" is identical to the energy of the set Sy, denoted by E(S,), when
n is odd.

The plan ahead. Our objective is to prove that

[u®] tr B(u)" = % : (“)4 +O(N?.n?).

w
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To that end, note that

] (; (1) (1 +u)(1 +ug)(1 + u4)>n S (")4 (20)

=: Ap(u)

Interpret Ag(u) as the “ideal baseline polynomial” and our aim is to prove that the “actual poly-
nomial” B(u) only deviates slightly from it. In other words, for any w € W, our target objective
is to prove:

[u“] (tr B(u)” — Ag(u)") | <« N3 .n73,

We will proceed using Cauchy’s coefficient estimation technique by integrating along the torus
u = (exp(e61),...,exp(10;)), where 8 = (01,...,0,4) € [—7,7]*. Of specific interest would be the
behavior of our polynomial in a small disc around 8 = 0. Keeping this end objective in mind, for
brevity, we introduce a slight abuse of notation: tr B(€)™ — A¢(8)™ will denote the polynomial with
u; = exp(10;) substitution, for every i € {1,2,3,4}.

D Tighter F;, Upper Bound

Theorem 9. Let N =2" — 1 for an odd n.

1/4

<n 4. v/logn.

A=Y (Slsnf

weW \ t#0

In particular, as a consequence, Fy < n~1/2. log n.

Proof. From the upper bound on A, the bound Fy < A? < n~1/2.logn is straightforward by the
Cauchy-Schwarz inequality.
For the first bound, we will use the following technical lemma:

Lemma 15 (Technical lemma). For any w € W
T 5
Z‘Sw(t)‘ <n73.
40

Appendix D.1 proves Lemma 15. From this technical lemma, the proof of the theorem follows di-
rectly. Consider the contribution to A by the central weights Weeny = {w eW: |n/2—w| < +/nlog n}

1/4

4
’ < H#Weens -0 ¥ < n~4. y/logn.

a= Y X5

wWEWeent t;’éo
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The contribution from the remaining weights is

1/4
|4
Q=Y >[5
weW\chnt t760
s )
’LUGW\chnt
< Z lo <§;> (£(+) norm decreases with increasing k)
wGW\chnt
< Z VPw (by Parseval’s, where p,, = (') - N~! is the density of S,)
’LUGW\chnt

(<*<) n~l/4. % -v/n/logn = o<n73/4).

The (%) inequality follows from the following derivation:

-2
n 2
Fact 1:  N~! —1/2 —2 .
ac <n/2+i><<n exp ]

Fact 2: Zexp(—ﬁ/m) < exp(—iu?/m) (1 + %) .

r>Uu

(because Y exp(—22/m) < exp(—u?/m) + @ -erfc(u/y/m))

rx>u

(and erfe(z) < exp(—z?)/z/T)

1/2 2
9—n/2 " —1/4 B v
So, Z(n/2+z) <«n exp{ =73

=

After this, A = Q1 + Q2 < n~ /% . /logn upper bound is immediate. O

D.1 Proof of Lemma 15

In this section, we will prove:

4
Ey — (”) N7 <« N3.p73, (21)
w
which is equivalent to Lemma 15’s upper bound
|4 5
>[Su| <.

t£0
One innocuous modification moving forward: Instead of proving ’Ew — (2)4 -N _1‘ < N3 .n73, it

1977 « N3.n3 because N = 2" — 1. Let us proceed with

would suffice to prove that ‘Ew — (Z)

this estimation now.
We have set up a generating function

G(u) = tr Bw)" — Ao(u)”,

where u = (uq, ug, us, ug), the matrix B is defined by Equation 23 and Ay is defined by Equation 20.
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Claim 16.

4
E, — <Z> 27" = [ufuyuguy|G(a).

This claim was proven in Appendix C as Proposition 14 for odd n. By the Cauchy integral
formula (or, in this specific case, the orthogonality relation), we have:

4
n N | _
E, — <w> 2T = @) /[mﬂ4 G(0) exp (—w (01 +-- -+ 04)d0,
where 8 = (01, 02,0s3,04) and G(0) = G (exp(161), . ..,exp(18y)). By the triangle inequality, we have

n\ 4
Ba-(0) 2
w

We split the contour into two different parts and estimate this integral separately. Let us partition
the set [—m, 7]* into two sets.

< / 1G(6)|d6.
[_ﬂ—’ﬂ—}él

Oclose = {0 € [_71')77']4 : |01‘7 ‘92|> |03‘7 ‘94| < T} and Org, = [_7['777]4 \ Oclose
for some parameter 7.

Claim 17.
/ 1G(6)]d0 < N® - n .
(C]

close

Claim 18. For some positive constant ¢ = ¢(T)
/ |G(6)|dO < N3 - exp(—cn).
Otar

Below, Appendix D.2 proves Claim 17 and Appendix D.3 proves Claim 18. From these two
claims, we immediately conclude Equation 21.

D.2 Proof of Claim 17

We will show that there is a function A(0) such that
G(O)] < IAB)" = Ao(8)"| + O(5") < - [AB) — Ao()] - (JA@)" " + [40(O)" ") +O(5™).

Then, we will claim (proven in Appendix D.4):

Claim 19.
IA8) — Ao(8)] < |6} (for 6 € O ioxe)
[A0(0)] < 8exp (—I16]3/7?)
AB)] < 8exp (~cll6]3). (for 6 € Ocose)

From this claim, we get

/ |G(0)]|d0 < N3/ n-110|3 - exp(—cn0]|3)d0 < N3 .n.-n~t = N3 .73,
®close ®Close
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D.3 Proof of Claim 18

This claim will be immediate from |tr B(0)"| < N3 - exp(—cn) and |[Ag(0)|" < N3 - exp(—cn).
These are argued below.

Smallness of Ag. Suppose |0;| > 7. Then,
11+ exp(20;)| < 2cos(61/2) < 2cos(7/2) < 2 - exp(—72/8).
From this, it is immediate that
Bo(O)" < N* - exp (—(2/8) -n).

This argument works for any 6 € Oy,,.

Smallness of tr B(#)". We will prove the following claim in Appendix D.5:

Claim 20. For 0 € Oy, there is a positive constant ¢ = ¢(1) such that the spectral radius is
upper-bounded:

p(B(6)) < 8- exp(—c).
After this claim, we know that
tr B(0)" = pf + py + ps + g

where, for all eigenvalues, one has |u1|, |p2|, |3, [pa] < 8exp(—c). So, we conclude [tr B(0)"| <
N3 - exp(—cn).

D.4 Proof of Claim 19
Part 1. From Equation 22, we have

W~

|A(6) —

||':]_>

4
(1 —exp(:0;))| < 16 [ [ sin(0,/2) < ] 6; < 16]]5-
j=1

Part 2. Note that |1 + exp(20)| = 2cos(6/2) < 2exp(—0?/72), because cost < exp(—4t%/7?). So,
we have

[Ao(8)] < 8- exp(~|6]13/7%).
Part 3. From Parts 1 and 2, we know that
A(0)] < [A0(0)] +]A(B) — Ao(6)] < 8- exp(~[0]13/7*) + O([0]]2).
Given the threshold 7, ||]|3 is radially-symmetric and bounded. So, we can upper-bound the RHS

by < 8-exp(—c||0]|3), a sufficiently weaker Gaussian with parameter ¢ that depends on the threshold
T.
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D.5 Spectral Properties
In this section, we will prove spectral properties of the matrix B(8).

1. When 0 € O, its largest eigenvalue behaves as:
4
IA(B) — H (1 — exp(46; ) (22)

2. Its spectral radius is separated from 8 when 0 € g, (that is Claim 20).

In the sequel, we use u = (uy,...,us) defined by u; = exp(:0;), for j € {1,2,3,4}. Recall from
Appendix C, we have:

(u1 4+ u2) - (ug + ua) + 1 U3UL U1 U2 ULU2 - UU4
B(u) = (u1 + u2) (u1 + u2) - ugua + (us + ua) 0 uruz - (us + u4)
(us + ua) 0 urug - (uz + ua) + (w1 + u2) (u1 + u2) - uzug
1 U3 UL UTU2 urug - ugua + (w1 + uz) - (us + ua)
(23)

Our objective is to investigate the dominant eigenvalue A(u) of this matrix.
Consider a sufficiently small neighborhood parameterized by 7 > 0:

N = {u: |1 —u;| <, foreveryj€{1,2,3,4}}.

Note that B(1) has eigenvalues 8, 4,4, 2. There is an analytic function A(u) such that its magnitude
is > 7 and is the largest eigenvalue of B(u), for any u € N. All other eigenvalues of B(u) are < 5
in magnitude.

Consider the auxiliary polynomial P(u;z) := det(diag (z, z, z,2z) — B(u)), the roots represent
the eigenvalues corresponding to u. Note that P(u;z) is a function such that the partial derivative
with respect to z at (1,8) is not equal to 0. Therefore, by the implicit function theorem, there
exists an analytic function A(u) such that

P(u; A(u)) =0, and A(1) =

in a small neighborhood of 1.
Let us choose two contours:

Thigh = {z: |2 —8| =1}, and I'tesy = {z: |2| =5}

Now, on both these contours, |P(1;z)| = |(z — 8)(z — 4)*(z — 2)| > 0. Therefore, for u very
close to 1, since P(u;z) changes continuously with w, we can make

[P(u;2) — P(1;2)] < |P(1;2)]

on each contour. Then, by Rouché’s theorem, inside both the contours, P(u;z) and P(1;z) have
the same number of roots, counted with multiplicity. Therefore, together with the continuity of
spectral radius and the fact that A(1) = 8, we can assume, without loss of generality, by contracting
the neighborhood of u around 1 appropriately (if necessary) that

1. We have an analytic function A(u) denoting the largest eigenvalue of B(u) which remains in
the proper interior of I'yigh.

2. All remaining eigenvalues of B(u) are in the proper interior of I'jegt.

24



Therefore, we get that tr B(u)™ = A(u)™ + O(5").
Recall that Ag(u) = %H?:l (1 +u;). Define u’ as u restricted to u; = 1. Note that we have
the identity:
B(u')-1=Ap(1)-1.

So, Ap(u’) is a eigenvalue of B(u’). At u’ =1, we have Ag(1) = 8, which coincides with A(1). In
the neighborhood N, because A(u) is the only eigenvalue, it must be the case that A(u’) = Ag(u').

From this, we conclude that (1 —u;) divides A(u) — Ag(u). Likewise, by symmetry H?:l (1—uy)
divides A(u) — Ag(u). So, we conclude that

4

A(w) = Ao(u) = | [T —wy) | - H(u),

j=1

for some analytic function H(u). The maximum magnitude of H (u) is bounded in the neighborhood
N, whence we get Equation 22.
Next, we will prove the spectral gap when u € Oy,,. For this, we will need the following result.

Theorem 10 (Frobenius-Wielandt comparison theorem, [BP94, Theorem 2.14, p. 31] ). Let A be
an irreducible non-negative matriz, and let B be a complex matriz satisfying | B; ;| < A; ;, entrywise.
Then

p(B) < p(A).

More generally, every eigenvalue v of B satisfies |y| < p(A). If equality holds for some eigenvalues
v of B, that is, if |y| = p(A), then there exists a diagonal unitary matriz D and a real number ¢
such that

B = exp(19)DAD ™!, and exp(1¢) = v/p(A).

In particular, if p(B) = p(A), then B = exp(1¢)DAD™" for some real ¢ and diagonal unitary D.

We emphasize that this result proves that p(B(u)) is far from 8 for any u far away from 1.

Let A := B(1). Note that A is non-negative and irreducible (because A% has all non-zero en-
tries). So, p(B(u)) < p(A) = 8. If the inequality becomes strict in a sufficiently small neighborhood
around 1, then the proof of Claim 20 is complete.

So, it suffices to prove that it is impossible to achieve equality for u # 1. If possible, let
the equality hold in the theorem at u # 1. Then, B(u) = exp(1¢)DAD™!, for some real ¢ and
D = diag (d1,d>, ds, ds). In particular, |B(u); ;| = A; ;.

Comparing (2,1) elements of A and B(u), we conclude that u; = uy. Likewise, comparing
(3,1) elements, we conclude that us = uy. Next, comparing (1,1) elements, we conclude that
u; = up = Uz = Uy. From this, we conclude that B(u); 4 = 1.

After that, observe that

1=B(u)4= exp(z¢)d1d74A1,4 = exp(19)didy
1=B(u)s = exp(z¢)d4d71A471 = exp(zgzﬁ)d4d71.

These two constraints imply that exp(:¢) € {£1}; i.e., exp(:2¢) = 1.

Now, compare (1,2) and (2,1) elements of A and (u). We have B(u)12 = ui* and B(u)z; =
2u;. We also have B(u)12 = exp(1¢)didaA1 2 and B(u)a; = exp(1¢)dadi As . Multiplying them,
we get: U] = exp(12¢), which we know is 1.

This proves that u;y = 1 = ups = U3 = uy; i.e., u = 1, a contradiction.
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Next, for a positive constant 7, we need to upgrade this strict inequality into a spectral sepa-
ration. For simplicity, let us revert to the 8 notation. Consider the set

S, = {6¢ [—m, 7t 2 )0, = T}.
Note that because [—7,7]* is compact, the set S, is also compact and does not contain 0. Since
the spectral radius is a continuous function, the spectral radius of B(0) on S; is strictly smaller
than 8. This continuous function attains a maximum at some point in the compact set S.. Denote
this maximum spectral radius in S, by 8 - exp(—c), for some positive constant c. This completes
the proof that p(B(u)) < 8 - exp(—c) for 8 € Oy,

E Structural Results

This section proves the following theorem:
Theorem 11. diam Cay(G, Sy) < 3, where G =Z/NZ, N = 2" —1, odd n, and #S,,/N > n=3/5,

The proof is immediate from Lemma 1 and Claim 21 (stated and proved below); Lemma 1
proves ¢ = 3 in Claim 21 for our case.

Claim 21. Consider a group G of order N and ¢ > 0. If S C G satisfies
(#5)*
#S8 > al/>. Nn=/® and E(S) < T+G-N3n_c,
then S+ S+ S5 =G.

Proof. Suppose not, then there is € G such that xt ¢ S+ S+ S. Thatis, T == x— S and S+ S
are disjoint. Let rg(x) denote the number of pairs (u,v) such that v +v = z and u,v € S. From
elementary definitions, we have that >, . rs(z)? = E(S) and

> ((#]?2 - Ts($)>2 = N[5

’4
zelG t#0

< aN3n~°.

On the other hand, we know that rg(y) = 0, for y € T. So, we get

4 2 2 2 2
#T](\ﬁS) <y <(#]§) —Ts(y)> <y <(#]§) —rs(x)) < aN*n—c,

yeT zeG

Comparing the extreme LHS and RHS, we have
#S < a1/5Nn_C/5,

a contradiction. Therefore, S+ S+ 5 =G. O

F Transference: Proof of Theorem 4
Our aim is to express Sy, the actual Hamming slice restricted to {0,...,N — 1}, as a mild per-

turbation of B, a function that samples the N-grid at the Hamming slice restricted to the model

cube {0,...,Q — 1}.
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1. First, suppose N > . Consider the set P, = {Q <y < N : wt(y) = w}. By =
Swn{0,1,...,Q — 1}. Therefore, Sy, = By + Py.

2. Next, suppose N < Q. Consider the set P, = {N <y < Q : wt(y) = w}. y € P, gets
accounted at x = y — N. Therefore, S,, = By — Py.

As a result, in general, we have S,, = By, + o - P,. And, the sets (P, : w € W) are pairwise
disjoint and their cumulative density is

Z #Py < 5
N N
weWw

Now, for w € WP, let us compute the product of the Fourier coefficient that appears in our
target quantity Ej(N,s). Recall that

k
Ey(N,s) = 3 D en(st) [ Sw, (8)

weWk | t#£0 Jj=1
The terms in the summand can be expanded as:
k

=11 (Bu, () + - P (1))
j=1

7j=1

= > o IBw® | [ T]Pw,®
JC{1,2,...k} 2 jeJ

For J C {1,2,...,k}, define the restriction:

Ey(N.s)l; = D0 D entst) | [T Bw, ) | - | T] P, ®)

weWk|t#£0 J¢J jeJ

By the triangle inequality, we have Ey(N,s) < Y ; Ep(N,s)|;. So, it will suffice to upper bound
the individual Ej(N,s)|; contributions from the restrictions.

Case J = (). Note that Ey(N,s)|; = EJ(N,s)

Case J ={1,2,...,k}. In this case, we have

k

B (N.s) = 30 1Y entst) [] Po, )

weWk| 10 j=1

We will use the L? version of the Claim 8’s upper bound. Fix w € W*~! (the first (k — 1) indices)
and we will perform summation over the last index wy € W with the following setup:

L. fw:Pw

2.z =-en(st)  [Ticjcp Pw; (1)
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After this use, we will have:

BN Y | P -\/Z 1 |7
L2

‘ 2

weWk—1 wreW t#0 1<5<k

VPN > TT [Re)
weWwk—1 \| t£0 1<i<k
(because P, are pairwise disjoint and ), ;s P has density < P/N)

‘ 2

Roughly speaking its the density-sensitive version of Lemma 7.
Next, we plan to use Claim 11. Fix w € W*=2, the first (k — 2) indices, and we will perform
summation over the last index wi_; € W with the following setup:

L oa= Hléj<k—1‘ﬁw\j(t)‘2
2. byt = ‘ﬁl\v(t)r

3. pyw = #Py/N, ie., P,’s density
4. a=1

After using Claim 11, because ),y pw < P/N, we have the inequality:

BN, 5)l, < (BN (Y2 S ST OTT (R

weWk-2 \| 0 1<j<k—1

Repeatedly applying this step eliminates one index from the end. We stop when we have one index
left over.

(N, s)l, < (P/N)E2 5 S| Ban)|

weW | t£0
< (P/NYF=D/2 /. \/P/N. (by Parseval and Cauchy-Schwarz)
— (PN

Case ) # J C {1,2,...,k}. This case covers all remaining cases. In this case, we have
Ey(Ns)l; = Y Y en(st)- | []Bw, () | - [ IT Pw; @)
wEWk | 140 J¢J Jjed

Next, we use the upper-bounding strategy we used above for J = {1,2,...,k}. Denote J =
{1,2,...,k}\ J. We will get the inequality:

Ey(N,s)l, < (P/N#2 30 ST Bw, )] | = (PrNy#72 e B (V).

wg eWk=#J \ t#0 \je T

’ 2
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After this, Theorem 4 is immediate:

E(Ns)< S BNl < BN,y BNl + Y. BNl
Jg{17277k} ®¢Jg{17277k}

<B4 (PN Y ()0 PR ),

0<tl<k

This completes the proof of Theorem 4.

G Cube Model

G.1 Proof of Lemma 2

We will use Claim 8 with f,, = B,,. In that claim, we will use the fact that || > |By] < 2.
weWw [,
Lemma 2 is immediate at this point:
k —_—
EY(N,s)= > > en(st) [[ Bw, ()
weWk | t£0 j=1
k=1 e
= Z Z ZeN(st) H By! (t) - Bw, (1) (rearranging)
w/eWh—1 wiEW | ££0 j=1
Zt =
b1 - , 1/2
< ¥ 2- (Y H’BW;_ (t)‘ (by Claim 8)
w/eWwk—1 t#0 j=1
=2 FkD—l(N)'
G.2 Proof of Lemma 3
ml e 2 i
0
Fo(N) = > S (ST Bee] - [Beo)
w/ewm—1 WmEW \ t£0 j=1 ——
S— Wit

at

me1 1/2
< ¥ aD<N>1/2-<@/N>1/2-(ZH\BTV;@)\Z)

w/eWwm—1 t#0 j=1
(By Claim 11, with uy, = pu(N), a = a"(N), and 3, ey pu(N) = Q/N)
= (Q/N)"2 - (N)/2- Fl Ly (N).
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G.3 Proof of Lemma 5

1/2
2
FEN) =30 [ S2[Butt)]
weW \ t#0
1/2
1 2 b .
< Z N Z By () (by Parseval’s identity)
weW 0<z< N
9 /m\\ /2
< — because By(z) = () and By (z) < 2
= (> () (because 5 Bu(e) = (1) and Bu(x) <2)
1
< N2 QY 2nt/t < pl/4, (see [BHMY25, Corollary 4] and because Q/N < 2)
G.4 Proof of Lemma 4
Recall that our target is to prove that
2
0 Bw(t)’
a~(N) = max <
0 puw(N) n

First, we will reduce the target to proving this result when the summation is restricted to w € Weent

defined below
Weent = { weW : Jw—n/2| <y/2nlogn }

To that end, consider any w & Weent. For such a w, we have

‘BAw(t)‘ <N <n> <« L. %

w n n
Moreover,
But)]  |Bu)
pu®) SN ST
From this observation, we conclude that
2
Bu(0) 1

D

w Qchnt

m <3 (W \ chnt) : W < n~ 1% — O(nil)'

Therefore, for any ¢ # 0, it will suffice to prove that

We will prove the following technical claim.

Claim 22. For any 0 <t < N, we have:

‘]_f?;(t)‘ < N1<Z> : <‘n_n2w| + %) .



This is a Krawtchouk-type upper bound over Zy. First, let us demonstrate that starting from
this claim, we can prove our target Equation 24.

‘Bw(t)‘ N—2 n\2 —_9 2 1
3 < 3 _1((%)) ,<(n n2w) +n>
WEWeent pw wWEWeent w
—2w)? 1
<) (e
w n n
WEWeent
_1(n n—2w)? 1
- 2 o) ()
w n n
wEWeent
<L Var(x)+ - <t (X ~ Bin(n,1/2))
NS n2 T n n. 1 :

This concludes the proof that a”(N) < n~!. All that remains is to prove Claim 22; below
Appendix G.5 does that.

G.5 Proof of Claim 22

Recall that 1
Bu(t) = > en(at).

0<z<Q: wt(z)=w

Note that this expression is identical to the following coefficient.

n—1
Bo(t) = % (2 IT (142 en(@9).
j=0

We will estimate this coefficient using the Cauchy integral method. Let us set up the machinery.
Define p := w/n and r = p/(1 — p). We will integrate along the contour of radius r centered at
0. We have the following upper bound:

)| < %pr(ll_p)n_w /ff (1-p)+p-exp ( (eﬂﬂj'\f”)) ‘de.

-7 520

~~

I:
We will prove the following technical lemma in Appendix G.6.

Lemma 23. For w € Weent we have:

I <

[1—-2p] 1
vn s

Once we have this lemma, Claim 22 is immediate:
. 1 1—2p| 1
Bt ’ : :
’ wlt)] < 2rNp® (1 — p)n—w ( vn + n>

&) (e )
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G.6 Integral Estimation: Proof of Lemma 23
Recall that Weent = {w € W : |w — n/2| < v/2nlogn}. Here p = w/n. Recall that

7 n—1

I:/ H‘l— ) +pexp(sl +1 - 2m¢;)|db,

-7 20
where ¢; = 2/t/N. We are going to pick two parameters o = %logQ n and 6y = ﬁ (a small angle

less than 1/107).

Case: Arc |0]| > 0g. This arc will contribute negligibly to the integral. This is because:

n—1

j
H‘(l —p)+pexp(ed + 1 - 2#(15])‘ exp | —= Z sin < w2 t) (by Claim 24)
=0
2 .2
< exp ~ g5 Sin (0/2) - (n—1)) < exp(—cn).
(by the Dispersion Lemma 25 and sin?(6/2) > sin?(6p/2) > 0)

The integral on this arc is < exp(—cn).

Case: Arc |0| < 6p. Recall that ¢o = t/N and ¢; = {2/t/N} (mod 1), where {z} denotes the
fractional part of z. Write down the (possibly infinite) binary representation of ¢/N. The indexing
of the bits after the decimal place starts with 0,1,2,.... Two definitions are required for our case
analysis:

1. We say that the head has length h if the binary representation begins with 0”1 or 1*0. Among
the first n bits, the remaining bits are called the tail; its length is denoted by h' = (n — h).
In our case, h < n because t/N > % <27,

2. We say a run of length ¢ starts at j if the binary presentation at the j-th position after the
decimal point is either 01¢ or 10°. Roughly speaking, if a long run starts at j in ¢g, then ¥
is < 27¢ close to 1/2.

Without loss of generality, we can assume that

= — < = —.
A0) = [1=2p| +10] <A = {5

This is because, when |n/2 —w| < v/2nlogn and |0] < 6y, A(0) < 6y + O(\/n*1 Iogn>.
Next, by symmetry, we can assume that the binary expansion of ¢y starts with a 0. This is
because we can replace the variable ¢t with (N —t), and the integral remains unchanged.

Summary of our sub-cases.
1. Short tail: A’ < 4y
2. Medium tail: ¢y < b’ < n/2

3. One long run: A run of length > £,
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4. Long tail with no long run: A" > n/2 and all runs have length < 4.

These cases are exhaustive. Cases 3 and 4 together cover the long tail case. After that, the remaining

cases for short and medium tails are covered in 1 and 2, respectively. The choice of £y ensures that
2l = n=1/2,

1. Short tail: »' < £y. Write t = 2 - b, for an odd b. Here, the binary expansion of ¢, starts
with h = (n — k') zeroes. Observe that b <t < N -27" < 2/ < n!/2. Define j* =n —a — 1. Now,

¢+ is close to 1/2.
27"t 27 1p
U )

After that - )
—-1/2
165 = 1725y = g = b2z < 5|37 — 1] < & <2
So, we get
1
(1—p) +pexp(el +1-2m¢;+)| < A(0) + NG (by Claim 24.3.)
Now, we proceed to upper-bound the product:
n—1 .
1 4 0 27t
jl;[o‘(l —p)+pexp(0 + - 27r¢j)’ < <A(0) + n> - exp —QJ; sin? <2 + 7TN>

(by Claim 24.1.)

< <A(0) + > - exp(4/9) - exp <—425 sin2(0/2) - (n — 1)>
(by Lemma 25)

< (A(e) - \/15) - exp(—cnb?)

By integrating over the arc (and adding the exponentially small contribution from the arc |6| > 6y),
we get [ < % + %

2. Sub-case: Medium tail: ¢y < h' <n/2. The integral I will be very small in this case.
First, observe that if there is a run of length ¢ starting at ¢;, then the following bound holds:

(1—p)+pexp(ed +1- 27r¢j)‘ <I1—2p| + 0] +27¢ < A(B) + 27

(by Claim 24.3., because 27 - ¢; is (27 +6]) close to )
Suppose the lengths of the maximal runs in the tail are £q, ..., £.. Note that ¢; +---+/£, = h’. Now
consider the product restricted to the tail*

n—1

H ‘(1 -p) +pexp(z€+z~27r¢j)’
j=h—1

4A clarification: Suppose the binary representation of ¢o is 0.000110... The head consists of zeros at indices 0, 1,
and 2. The head length is h = 3 here. The first run (011) in the tail begins at index h — 1 = 2.
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The indices that witness the start of the maximal runs contribute

,
<I] (A(e) + 2*’%') <2 (A(e) + 2—h’) .
i'=1
(by our compression Lemma 26 proved in Appendix G.7)
Next, all remaining terms are trivially upper-bounded by 1. Therefore, we conclude with the
following upper bound:

n—1

H ‘(1—p)+pexp(z0+z.2ﬂ¢j)’ <2. (A(9)+2*h'>.
j=h—1

Next, let us look at the remaining contribution from the head

h—2 )
H‘(l —p)+pexp(eh + 1 - 271'(;5])’ exp | —= Z sin ( + 7r2t> (by Claim 24)
=0

2
< exp (—45 sin?(0/2) - (h 2)) exp(—ch?).
(by the dispersion Lemma 25 and sin?(6/2) > 6?)

Putting the head and tail contributions together, we have:

n—1
[T|(1=p) + pexp(e0 + - 2m;)| < 2- (A(6) +27") - exp(—cho?)
7=0

< (A(0) +n~1?) - exp(—dnb?).

Just like in the previous case, integration of this Gaussian gives I < % + %

3. Sub-case: a run of length > /3. Let the run start at j*. In this arc, we have:

(1= p) +p-exp(u-0+1-2mgy)| < [1 - 2p| + o] +27%.
(by Claim 24.3., because 27 - ¢;« is 2% + |6] close to )

The rest of the contribution is bounded by

4 0 + 2w,
H ‘ (I1—p)+p-exp(r-0+1- 271'@)‘ exp | =3 Z sin? <+27W¢J) (by Claim 24.1.)
J#J* J#J*

-1
< exp(4/9) - exp Z <9 * 27T¢]>
5=0

4 —1
< exp <—9 . nlO sin2(9/2)> (by Lemma 25)

< exp(—c'nd?).
(because sin? x > 22 when z € [~7/2,7/2])
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After this, we have

90 90
/9 H’(l —p)+p-exp(r-0+- 27r¢j)’d9 < /0 (!1 —2p| + 0] + 2750) -exp(—c'nh?)db
—0p ] —vo

1—2 1 2
1-2pl 1,

vnooomo o Vno

So, overall, this sub-case also leads to I < % + %

NG

<

4. Sub-case: Long tail i/ > n/2 with no length-/; runs. In this case, ¢y has runs of length
(£p — 1) or shorter, and ¢ has a long tail, b’ > n/2. Break the tail bits into £y-bit blocks. Within
each block, there must be at least one occurrence of 01 or 10. If 01 or 10 occurs at the j-th position
of ¢o’s binary representation, then ¢; € [1/4,3/4]. Therefore, there are at least B > n/{ indices
Jj satisfying ¢; € [1/4,3/4]. In this arc, using the fact that |§] < 6y < 7/3, we have

0+ 27
%mf € [r/12,117/12).
For such angles
0+ 27
sin? <+2m¢]) > sin?(7/12)
Next, the product is upper-bounded as follows:
H|(1 —p)+pexple-0+1- 2w¢j)‘ < exp(—dB) (by Claim 24.1)
J
1
< -
n

So, the integral on this arc is < 1/n. Again, for this case, I < 1/n.

G.7 Technical Results for Integral Estimation

Define:
L(p.¢) = |(1=p)+p-exp(p)| (25)

Claim 24. For 1/3 < p < 2/3 and every ¢ € [—7, x| the following bounds hold:
1. L(p,¢) < exp (—3 sin?(¢/2)).
2. L(p, ) < |1 —2p|+ cos(/2).
3. If |m — ¢| < e, then L(p, ) < |1 —2p| + €.
Proof. We have:
L(p,¢)* = (1 =p)* +p* +2(1 — p)p - cos

= 1—4p(1 —p) - sin*(p/2)
< exp (—4p(1 —p) -sin2(¢/2)) (because 1 —t < exp(—t))

exp <_S . sin2(<p/2)> . (because 1/3 < p < 2/3)

N
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We rewrite

L(p,¢)* = cos*(p/2) + (1 = 2p)* - sin®(¢/2)
< cos?(p/2) + 1 — 2p|°.

2

By Minkowski, the second bound follows. For the last one, note that cos?(¢/2) = sin?((r —)/2) <
g“. O

Lemma 25 (Dispersion Lemma). The following bound holds for any n, o,

n — ]. .92
S Q.
10

n—1
Sn(a, B) = Z sin® (a +278) >

J=0

Proof. Define ; = o + 273. Note that 6;11 = 20; — a (mod 7). So, |sin(a)| = [sin(26; — 6;41)].
Next, note that

|sin(29j — 9]'4_1)’ < |Sin(29j)| + |Sin 9j+1| < 2|Sin Gj\ + ‘Sin 0j+1|.
From this, we conclude that
Sin2(29j — 9]'_;,_1) <4 sin? Oj + sin? 9j+l + 4sin 9]' sin 9]'-1—1 < 5(sin2 9]' + sin? 9j+1)~

We conclude:
sin(@) < 5 (sin” 0, + sin® 0,11)

Adding over all j € {0,1,...,n — 1}, we get:

n—2 n—1
(n—1) sina <5 Z (sin2 0; + sin? 9j+1) <10 Z sin? 0. O
§=0 §=0
Lemma 26 (Compression). Let 0 < A < %. Consider arbitrary integers €1, ..., 0, = 1. Then, the

following bound holds.
I1 (A n 2—“) <2. (A + 2—25:1“) .
u=1

Proof. The case of r = 1 is trivial.

Consider the remaining case r > 2. Suppose there is one index u such that £, > 2. In this case,
for any index v # u, we have:

(A+ 2—eu> , <A+ 2—@) _A24 A (2—eu n 2_zv) L9 tu—t

A 1 1
< . A _ _ Q_Eu_fv
10 <4 * 2) *

<A+ 2 bty

Because £y +£, > £, > 2, we can continue this process and upper-bound the product by A42~2ufu,
thereby proving the compression lemma.
The only remaining case is that ¢, = 1, for all u. Since r > 2, we consider the first two indices:

1 1 1 1 o
— . )< = Z<92.
<A+2> <A+2>\10 A+ A+ <2 (A+272)

So, we got a term of the form “A plus a > 2-power of two,” this can now help us jump-start the
previous process. We can now proceed along the £, > 2 case to complete the proof. O
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H Lower Bound: Proof of Technical Lemma 6

Note that N - Sy(—1) = [2%] H?:_& (1+z-en(27)). Denote ¢,y = [2*] H?:_& (1+z-en(27)). So,
our target is to prove:

1
E lcw| = — - N -n~Y2,
10
weW

We will handle the two (exhaustive) cases n = 3 and n > 5 separately.

Case 1: n=3: Let ( =e7(1) and set s := ¢ + (> + (* = ¢1. Then
= EH2ACHCH ) =21 =P =) =2,
Thus s? + s + 2 = 0, and hence |s| = /2. Therefore,

7 1 N
ol > a1l = V2> — = — - —.

Case 2: n > 5 : We first introduce the following auxiliary variables:

Ay = Z en(x).

0<z<2n—1: wt(z)=w

Note that
Cy = Ay + eN(Q”_l) cy—1 =y —en(1/2) - ay—1 = (aw — aw-1) + (1 —en(1/2)) - aw—1.
So, we get the following lower bound:

> el > (Z @ aw_u) - (u —en(1/2)] Y r)

weWw weW weW

main term perturbation
First, we will show that the perturbation is small. Note that
1. 1 —en(1/2)| <7/N

2. |aw,1| < (nil)

w—1

From these, the perturbation is upper-bounded as follows:
: m n—1
perturbation < N 2 < .

Next, we lower bound the main term. Let ¢ := "T_l Note that a,, is the sum of ey (z), where

0 <z < 2" L. For these values of x, the argument of ey (z) lies in [0, 7). So,
‘aw - aw—l‘ > ‘%aw - %aw—1|.

Using the triangle inequality, we have

t
Z law — aw—1| > |az — a_1] > Say,
w=0
n—1
Z law — aw-1| > |ag — an—1]| > Say — Sap—1 > Say — 1.
w=t+1
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Therefore,main term > 28a; — 1. So, it will suffice to lower bound Sa;. Let us denote the j-th

octant we mean the interval
(j—Dm jrm .
4 1) J

Our strategy will be to show that the & ey (z) contributions whose arguments are in octants 2 and

3 already help us reach our target lower bound. We proceed with the following observations.We
record the following observations.

1,....8.

2 3 L
T < % < f, and therefroe we have Sey(x) > NG

e The total number of such z with wt(x) = ¢ is exactly 2(’?;5’)

e If the binary representation of x begins with 010 or 001, then 2”3 < z < 3 - 2773, Hence
s

2
Therefore,

-3
%at Z \/§<nn_3 >
2

Hence, considering the perturbation, we have

> Jewl > 2\@(””;33) (1) > 2\/§<”ng33> 29

- (Since m <= %)
weW

Now, we will use the exact value for the binomial coefficient for n = 5,7 and then for n > 9 we

will use the general lower bound for the binomail coefficient to obtain the desired result. From the
above bound, for n = 5, we have

29 31 1 N
Z‘Cw|>4f—7> —

weW 10\/5 10 \/ﬁ
For n =7, we obtain
29 127 1 N
S e > 12vE - 2 s 121 N
S 77 107 10 /n
Now, consider the cases where n > 9. Since,
-3 2n—3 1 2" — 1
<nn_3 > Z =5 (see [BBM*21, Section J.2.2])
2 1 1 Q 1 1
\/7r (" palin 16(n73)> \/(” +tit 16(n—3)>
> 10 N (since 1 > V10, L)
32y/m /n 4 Vn

N

A
et 16V/11 /n 7

where the last inequality true for n > 9.
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I Lower Bound: Proof of Theorem 7

Recall W = {0,1,...,n}. Since m < n, this will capture all possible weights. Let § =
|2 — N|/N < 2™/N denote the distortion from the ideal behavior. In our proof, in fact, we
will use the quantity

L = #{0<j<n: 2j5<(1/107r).n—1/2}‘

Note that set above is an interval and that its cardinality L > (n —m — % -logyn — O(1)).
For phases ® = ( b, weWh ), we know that

k
= max Z 'I’wZeN(st)ng\(t)

wewk t£0 j=1

We will restrict to ®y, = H§:1 ¢%i for some appropriately chosen phase ¢. Then, for this
restriction, we have

k
> |2 D enlst) waswg =12 (Z ¢w5:,<t>> als)

weW t£0 t£0 \wew
= f
Note that X
f(t) = (Z <z>wsw(t>> :
weW
Define the set H = {—Qj 10K < L}. We have:
Ei(s) >
Jmax Fy(s) > max |f(s)]
Z 1£(s)]? (monotonicity of norms)
0<s< N

2
= /Z’f(t)‘ (Parseval’s identity)
t

S|l

teHd

Ll/2 ?1111‘ ) — Y2 mln
€H

20" Sult

So, to prove Theorem 7, it will suffice to show that: There is a choice of phase ¢ such that for
all 0 < j < L, the following estimate is satisfied.
1 1
>(— ) -n /2. 2
(35) (26)

3 65 (-2)
weW

Let us begin towards lower-bounding this target expression. We begin by observing that our

target expression (inside the | - |) is the following polynomial.

() = 3 0°Sult) = 1 3 0 Y enlat) = 1 30 6" Pen(ar).

weW wEW €Sy 0<e< N
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We will compare this expression against an ideal baseline:

n—1

I(t) = % Z P @en (2t) = % H (1 +¢-en <2€t> ) .

0<z<2n =0
By the union bound, we have
2" — N|
N

Thus, it would suffice to choose ¢ such that for every t € { 271 0<j <min{L,n—1} }, we have
—-1/2

T = [1(t)] - = [I(t)] = .

[1(t)| > % -n~Y2 and it can absorb ¢ into it, which has magnitude at most ﬁ ‘n
Let us substitute ¢ = exp(—10), where 0 = n~1/2 is a positive angle. Fix j and let us begin on
our new target of proving the lower bound:

21
- . n_1/2_

275 (27)

. 1 =t A
[1(27)| = N H‘l—l—exp (—19—1—2m-2£+]/N>’ >
=0

Our aim is to lower-bound the RHS terms separately based on which of the three conditions it
satisfies below.

Case 1: /4 j > n. Define the gap g = ¢+ j —n. Note that 0 < g < j. For this analysis, we will
need the signed version of § defined as

Using this, we can write:

ol+j on+g
exp <2m- N ) = exp <2m- N > = exp (27rz 229 (14 A)) = exp (271'1 . QgA)

Note that the magnitude of this angle

; 1
|2 - 29A| <7 - 275 < 10 n~2,

because g < j and 27§ < ﬁ -n~1/2 by the definition of the quantity L. These angles will be
significantly small in magnitude compared to § = n=1/2. As a consequence, we will have:

, 124 1 p-1/2
’1 + exp (—26 + 2m2”3/N) ’ > 2cos (n %0 n )

Now, we estimate the cumulative contribution of all j satisfying £ + j > n.

7j—1
H )1 + exp (—20 + 27r12€+j/N> ‘ = H‘l + exp (_19 + ngnJrg/N) ‘
0<l<y: 9=0

l+ji>n
) 1102\ \’
= —_—
COS 20
: 2 (11}’
>97. _Zo =) o1
exp( T <20> " ]>

(using technical Lemma 27, a Gaussian lower bound on cosine)

o4
>2. 5 (because j < n and exp(—1/5) > 1—-1/5.)
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Case 2: {4+ j=n—1. In this case, we have

2Z+j 2n—1 on
exp (2772‘ N) = exp <2m- I > = exp <m‘ N) =exp(m-(14+A)) =—exp(m-A)

Our concern is that the magnitude of the term ‘1 + ¢ -en(2617 )} may become too small. However,

—-1/2

the magnitude of A being much smaller than § = n will save us. Indeed,

‘1 + exp (—19+27r12e+j/N> ) = ‘1 —exp(—zG—HrrA)‘

0 —mo
2‘1—exp(—19+m-(5)’:2sin< 27T>
12 _ 1 ,-1/2

22Sin<n ;0 n )

9
> . n12, (because sint > 2 - t)

Case 3: (+j <n—1. Again, we write the gap g =n — (( + j). Note that 2 < g <n—j. As
before, we rewrite:

2E+j on—g on
exp <2m : N> = exp <2m N > = exp <2m -279. N) =exp (2m-279- (1+ A))

Now, we will lower-bound the magnitude of the term

—0+2m-279(1+ A)
2

. 0
‘1 + exp (—29 + 27rz2€+]/]\7> ‘ = 2cos < ) = 2cos (—2 + 7279 + 7r2_9A> .

Now, let us consider the cumulative contributions of these terms:

n—j
; 0
H ’1 + exp (—19 + 27r22E+J/N> ‘ = H 2 cos <—2 + 7279 + 7r2_9A)
0<l<y: g=2

l+j<n—1

n—j—2
onj1 T g 0 _d
=2""J |/|OCOS(4-29—<2—4A-29>>.
g:

Note that 7279 € (0,7/4]. The angle 71279A = TA - 279" will have magnitude < 76/4, which will
be much smaller than /2. The argument of the cosine is always < 7/4 (in magnitude) and is the
difference of two positive angles. We will use the fact that for positive u, v, we have (u—v)? < u?+v2.
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We continue simplifying the RHS.

ne? 2 /7 2 2 [0 w 2
_ l+j n—j—1 _2 (L o=y 2 [Z_ LT A0d
I1 ‘l—i—exp( 0+ 2m2 /N)‘}Q I1 eo |- (4 2 ) - (2 A2 )
0<l<y: g'=0 | —
l+j<n—1 u? ;g

(by the Gaussian lower bound on cosine, Lemma 27)

n—j—2 2
; 2 ™ N 2 2 0 s /
> on—i—1 _Z. (f .279 ) S I
HO P ( 7 \1 - \271
g =

- 1 6o T 4
> on—i-1 T2 Py T2 2
PN T T §° '3
O(n—1)
> on—j . 1
4

(Used calculation: exp(—n/6 — 1/27) > 1/2 and the bound holds for n > 4)

Putting together the three pieces. We can substitute the three lower bounds to obtain a
lower bound on our ideal polynomial.

. 1 =t .
1) =+ T1 (1 + exp(—10 + 2m0 - 2079 /N)
£=0
L2491
N 5 br 4
2 9 21
> 3 %n n~t?% > 775 n1/2, (because 2" /N > 2/3 and w < 22/7)

This is what we set ourselves out to achieve in Equation 27.

Conclusion. We have proved that ‘I (2j)‘ > % -n~Y/2, This implies the following lower bound
for our target polynomial:
; 21 1 12 1
TN > (2 - — ) V2> 2 712 — 712
7)) (275 107r> S R - R

Here we use m > 3.1. This was our target from Equation 26. So, overall, we proved that

k

1 1

E > = Ep(s)2>LY2. [ =) .n7*2

2 Bl 2 77 2, Bele) %) "
0<s< N

This proves the theorem.

I.1 A technical result

Lemma 27 (Gaussian Lower bound on Cosine). For all |x| < w/4, we have
(=)
cosr zexp| ——z° | .
™

42



Proof. We need to prove that the following function is non-negative for = € [0, 7/4].

2
f(z) =Incosz + = - 2%
0
The result follows from the fact that f/'(z) = —tanz + 2 -2 > 0 when z € [0,7/4]. The equality

holds at = 0 and x = 7/4, and between those extremes tanz < %x. O

J Broader Context of our Research Question

Additive secret sharing is best viewed as an operational primitive for splitting trust, extending be-
yond its traditional role in cryptography and privacy. It is a cornerstone of threshold cryptography
and secure computation, and increasingly serves as a system-level tool for privacy-preserving data
use, federated learning, large-scale telemetry, and browser measurements. Across these settings,
whether the underlying data are gradients, counters, health data, or records, the core question
remains the same: what information is revealed by simple functions of all the shares?

The groups. In practice, additive/arithmetic secret sharing is most commonly instantiated
over two kinds of algebraic domain. Over prime fields F, (or small extensions), as in Shamir’s
scheme [Sha79] and its descendants in threshold cryptography and MPC [Des88, BGWS88, DF92,
Sho00, CDNO1, DPSZ12, BDOZ11, DPSZ12]. Or, over rings Z/2"7Z, which align with native word
arithmetic and enable highly efficient implementations [CDN01, ADEN21, DEF*19, CDE*18]. The
latter setting is also standard in masking and mixed Boolean/arithmetic countermeasures against
side-channel leakage, where arithmetic shares modulo 2" interact naturally with machine-word op-
erations and conversion routines [CG00, ISW03, CPRR14, CGV14, CGTV15, Corl7, CGMZ22].
This ambient group choice is tightly coupled to concrete design tradeoffs in real systems.

Small number of shares. While asymptotics in the number of shares arise in virtualization
techniques (for example, MPC in the head, cut-and-choose, or watchlists), practical deployments
overwhelmingly operate in the constant-party regime. For example, aggregation and telemetry
may involve millions of clients, yet only a few servers hold the shares. This is the dominant
setting in secure computation, threshold cryptography, or (software/hardware) masking counter-
measures [NRR06, GM11, NRS11, GMK16, CGV14]. Thus, whether driven by efficiency or trust
boundaries, the small-party regime is the norm, and analysis must capture the exact combinatorics
of a few correlated shares rather than depend on asymptotic smoothening.

Hamming weight leakage. Since the foundational work of Kocher and of Kocher—Jaffe—Jun,
side-channel attacks have shown that cryptographic devices can leak secret information through
runtime behavior and power consumption [Koc96, KJJ99]. A central leakage model posits that
measured power correlates with the Hamming weight, or with the Hamming distance from a ref-
erence state, of manipulated data; this is the basis of classical DPA/CPA attacks and of much of
the modern masking literature [Mes00, CG00, BCO04, MOPO7]. So, the goal is to keep the shares
uninformative even under leakage [ISW03, CPRR14, CGV14, Cor17, CGZ20, CGC*21, CGMZ22].
Hamming-weight leakage more is not merely convenient, but a mathematically tractable proxy for
a central engineering constraint.
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Leakage resilience. Leakage resilience is a broad area; we refer to [KR19] for a comprehensive
overview. There is extensive literature on protecting computation from leakage [ISW03, MR04,
DP08, Rot12, PR13, MV13, FRR"14, GR15, GIM*16, GIW17, BIS19, IS24, 1S25]. For secret
sharing, a large portion of the literature is devoted to the construction of new schemes that are built
to be resilient to leakage attacks [BPRW16, GK18, KMS19, BS19, BIS19, ADN*19, CGG'20, FY19,
SV19, FY20, HVW20, MSV20, CKOS22]. Here, we instead characterize the inherent resilience of
standard, linear schemes, such as additive and Shamir secret sharing [BDIR18, BDIR21, MNP 21,
MPSW21, MNP*22a, MNP*22b, MNPCW22, KK23, MNPY24, Ngu25, HMNY25].

Summary of [FMM?'2/] analysis. For completeness, let us summarize the analysis pathway of

[FMM™*24] below. Their analysis will only use the fact that the doubling map z — 2z induces

length-n orbits in Sy, and the densities of the sets Sy, in Z/NZ. Recall N is a Mersenne prime

and N = 2" — 1. Define p,, == N~} (Z) Note that max#o‘gq\u(t)‘ < v/ pw/n because of Parseval’s
w

identity and §;(t) = S,(27t), fort #0 and j € {0,1,...,n—1}, when N = 2" —1 and n is a prime.

k
Ei(s) < Z Z H ’Swj (t)‘ (triangly inequality proxy of Equation 28)
weWwk t#£0 j=1

2 k
< @) Pw; /M (£2-£> interpolation)
S SIS | (TT o/

weWk \ t#0 j=1

2 k-2
<n_(k_2)/2.<zm) (ZM)
weWw weWw
(by Cauchy-Schwarz on j = 1,2 product part, followed by Parseval’s itentity)

< n~k=2/2pk/4 (by standard Gaussian upper bound °, oy /Pw < 1n'/4)
_ . —k/4+1
=n .

Therefore, their insecurity — 0 only for k£ > 5.

Connection with code repair literature. A similar challenge arises in the code-repair liter-
ature [GW16], a conceptual dual in which one seeks to reconstruct a secret from small pieces of
information across many shares, whereas here we aim to ensure that such distributed leakage re-
mains uninformative (see also [CT22a, Section 6]). Non-linear repair strategies have only recently
emerged there and remain technically challenging to design and analyze [CT22b, CT22a, CSTW24],
foreshadowing the difficulty of our research questions.

K Collection of Useful Figures

K.1 Comparison of our Proxy
The triangle inequality proxy is defined as follows:

k
Triangle proxy: Ty, = Z ZH‘gw\](t)‘ (28)

weWk 0 j=1

We know that Ej(s) < Tx. However, it is unclear how our proxy Fj_; compares to Ty. Figure 1
illustrates this comparison.
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Exact values for N =2" — 1
| | | | | | |

-8- F3(0)
1.2 ol -
ATy
1 i
0.8 | i
[<D]
=
£ 0.6 -
0.4 | i
0.2 | i
0 A T T T T T T T T T T :
3 5 7 11 13 17 19 23 29 31

prime n

Figure 1: Comparison of F3(0), F», and T3 for primes 3 < n < 32 and
N=2"—-1.

K.2 Comparison of Zwew‘gl\u(l)’ and Zwewlg\w(g)‘

Define . L
A= Z‘Sw(l)‘ B = Z‘Sw(i%)‘

weWw weW

Figure 2 plots the ratio of B/A for moduli N = 2" — 1, and prime n < 31. It illustrates that the
ratio does not decay as n grows, it tends to a constant, remaining comparable.

K.3 Plot of E5(0)

Experimentally, it seems that F3(0) behaves like a - n=!, where a = E [ ‘ U(X,Y.2) ! } where
X,Y,Z are i.i.d. N(0,1) distributions, and ¥(z,y, z) = > (22 — 1)yz.

cyc

Figure 3 indicates that n - F3(0) is an affine function of 1/n. For N = 2" — 1 and primes
41 < n < 256, we have the plot for n - E3(0) versus 1/n.

K.4 Upper Bound Figures

Figure 4a represents a bit-wise addition a 4+ b as an automaton that takes the incoming carry bit
¢, then returns the output bit o along with the outgoing carry bit ¢’ such that a + b+ ¢ =0+ 2.
Figure 4b then shows the automaton that represents a+b = g+h as the composition of two automata

45



1 |
0.8
<
~
R 0.6 |
0.4
 —o— —C o °
I I I I I I I I I I
3 5 7 11 13 17 19 23 29 31
n

Figure 2: For N = 2" — 1 and prime 3 < n < 31, plot of ‘3’;(3)‘/)5;(1)’

(Figure 4a), one for a + b and the other for g + h. Figure 5 provides an example illustrating that
multiplication by a power of 2 is equivalent to bitshifting.
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1.23 ‘ i =l
e data: nFEs3(0) for odd prime n > 41 °
1.22 4 —lower bound: a + b/n, a = 1.163229, b = 2.380638 ° -
--- a = 1.1632287202593 . ..
1.21 +
1.2
S
m"’ 1.19
<
1.18
1.17
T T T T
0 0.005 0.01 0.015 0.02 0.025
1/n
Figure 3: For 41 < n < 257 and N = 2" — 1, plots n - E53(0) versus 1/n plot,
along with an asymptotic lower bound line.
c c d
Ny P
d d d’
(a) Bitwise addition as an automaton (b) Composition of two automata

Figure 4: Carry automata

0.001011 ... =5 = 011

Figure 5: Bernoulli shift (multiplication by a power of 2) as a bitshift
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