On the Power of Public-key Encryption in Secure Computation

Abstract

We show that there is a computational primitive which can be used (in a blackbox manner) to
securely implement certain 3-party SFE tasks which do not have secure protocols otherwise, but
is “useless” for any finite, deterministic 2-party SFE: that is, the only finite, deterministic 2-party
SFE that have a secure protocol using this primitive are those which have a secure protocol uncon-
ditionally.

This leads to a qualitative separation between computational complexity assumptions inherent to 2-
party secure function evaluation (SFE) and those inherent to 3-party SFE. More precisely, consider
the universe of assumptions of the form “f has a semi-honest secure protocol” (in the PPT setting,
over a public discussion model); we show that this universe of assumptions corresponding to 3-party
functions is strictly larger than that corresponding to 2-party functions (when the elements of this
universe are considered distinct unless they are black-box reducible to each other). This answers an
open question of Maji et al. (ITCS’10).

Technically, we show that there is an oracle with respect to which public-key encryption (PKE)
exists, but is useless for all semi-honest 2-party finite, deterministic SFE tasks. This subsumes a
result of Gertner et al. (FOCS’00) which showed that PKE is useless for Oblivious Transfer (and
hence, for any complete SFE task). This builds on a recent result by the authors [MMP12| which
showed that random oracles (with respect to which PKE does not exist either) are useless for such
2-party SFE. As in [MMP12], this extends to security against active adversaries (in which case PKE
is only as useful as being given access to the commitment functionality).

Apart from our main results, this work significantly advances (and conceptually simplifies) several
state-of-the-art techniques in the field of black-box separations:

1. We introduce a general common-information learning algorithm (CIL) which extends the
“eavesdroppers” in prior work [IR89, BM09, HOZ13]|, to protocols whose messages can depend
on information gathered by the CIL so far.

2. With the help of this CIL, we show that in a secure 2-party protocol using an idealized PKE
oracle, surprisingly, decryption queries are useless.

3. The idealized PKE oracle with its decryption facility removed can be modeled as an image-
testable random-oracle. We extend the analysis approaches of prior work on random oracles
[IR89, BM09, DLMM11, MMP12, HOZ13| to apply to this class of oracles; this shows that
these oracles are useless for semi-honest 2-party SFE (as well as for key-agreement).
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