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Challenges

*Detect global heavy hitters or global iceberg flows eLarge volumes of flow data for monitoring

*Example applications: Network volume anomalies, DDoS Sampling and sketching methods are lossy and have
attacks, port scannmg attfs\cks, SLA V|olat|c?ns and worms query agnostic parameters

*Example query: Destination IPs that receive more than 1% of *Tradeoff between accuracy and monitoring overhead
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Comparison of Monitoring Paradigms
.Use Of in‘nEtWOrk proceSSing units (blades) NetFlow MIND Pegasus OpenFlow  ProgME
*Adaptive aggregation: Send lossy summaries with on-demand recovery Programmable/Feedb / / /
ack based monitoring
*Query and traffic aware network monitoring Support Offline v v v
Queries
On-demand query v v
processing
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