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Abstract—Routing stability and correctness in the Internet work assumes BGP messages remain unchanged among iBGP
have long been a concern. Despite this, few theoretical frame- peers, i.e., no iBGP policies are deployed. However, iBGP

works have been proposed to check BGP configurations for jicies enable network operators to perform traffic engine
convergence and safety. The most popular approach is based.

on the Stable Paths Problem (SPP) model. Unfortunately, SPP ing [5], and pr_lvate dlsc_u_55|ons with operators have corfitm

requires enumeration of all possible control-plane paths, which that complex iBGP policies are used in larger networks.

is infeasible in large networks. One heuristic to check iBGP configurations for guaranteed

" |nBt2iS WOF:f_, Wet_StUdyth\lf(\{ to appbl?/ a'Q‘\elb)raiC frameworkstto routing convergence has been proposed by Cittadinal.

e configuration checking problem. We propose an exten- : i ;

sion of the Stratified Shortest Path Problem (SSPP) model that in [5]. This technique checks the .Con.vergence of a BGP

has a similar expressive power to SPP, but enables more efficientnewv.c’_rk separately for each combination of egress pomts

checking of configuration correctness. Our approach remains '€ceiving an eBGP announcement to the same Internet destina

valid when BGP policies are applied to iBGP sessions — a casetion. Unfortunately, for each of these checks, the enurizarat

which is often overlooked by previous work, although common of all iBGP paths is required in the worst case. Depending on

in today’s Internet. While this paper focuses mainly on iBGP the iIBGP topology, this may take a long time. For example

problems, our methodology can be extended to eBGP if operators . > . ) . '

are willing to share their local-preference configurations. checking -the cgnﬁguratlon of @0 !"09'9 network by appllylng
the technique in [5] to each prefix in a fulD0, 000 routing

I. INTRODUCTION AND RELATED WORK table would take more than one day. This makes the approach

The Internet is a composition of Internet Service Providefdfeasible to use in an online tool for conducting stabiliggts
(ISPs) that exchange routing information about Internetide aftér configuration changes, e.g., changes to optimizearitw
nations via the Border Gateway Protocol (BGP). BGP has tA§'formance using traffic engineering [6]. _
parts: eBGP, used to exchange routing information betweerln this paper, we extend the SSPP algebraic model described
different ISPs; and iBGP, used within each ISP to distributB [7], and propose algorithms to check iBGP convergence
eBGP routes. In this paper, we focus on iBGP. properties in the resulting model. To the best of our knogted

The iBGP behavior can be as complex and non-intuiti@rs is the first attempt to leverage routing algebras to mode

as eBGP. As a result, several factors have to be carefdf§GP Policies. Previous work on routing algebras has foduse
taken into account when configuring iBGP, including: i) th@" ©BGP, proposing approaches to build provably correct
deployment of route reflection, which involves a partialued outing protocols [8], or to revise the current protocol§ [9
tion in route visibility; ii) the dependency between BGP anq;
IGP, which makes routing and forwarding decisions potdégtia i i i o i
inconsistent; and iii) the configuration of iBGP policiesyigh 1€ Primary role of iBGP is to distribute eBGP routing
allows custom iBGP route ranking and filtering at somi@formation to all routers inside an ISP. However, configgri
routers. These factors make iBGP configurations prone to bdgCP t produce a given dynamic behavior is not straightfor-
routing and forwarding anomalies [1]. Most critical are t@u ward, as severql mteractl.ng factors have to be cop5|dered;
oscillations, which can prevent convergence to a stabte.sta Xoute reflection [10] is commonly deployed in today's
The correctness of the IBGP configuration can affect titworks. Every iBGP router can either be a client, peer or
core business of ISPs, namely packet delivery. For this réQute-reflector. The propagation rules [10] limit eBGP eout
son, significant research has been devoted to studying iB&BPIlity to be partial, i.e., not all routers will know theBGP
configuration correctness. iBGP routing correctness has pdoutes received by all egress points in the network__
formalized in [1], where previous theory [2] developed for Beyond route reflection, the dependency among iBGP and
eBGP convergence is re-applied to iBGP, and sufficient col@P Must be considered. Indeed, one criterion that iBGP
ditions for iBGP convergence are defined. Practical teatesiq routers use to select the best route to a given destinatitme is

based on graph-based formal models (e.g., [3], [4]) hawe alGP distance to the egress point (i.e., the closest iBGRerout

been developed. With a few notable exceptions [5], all e that receives the eBGP route) [10]. It has been shown that the
dependency among iBGP and IGP, combined with the partial

This work has been sponsored in part by Cisco Grant 570873. route visibility introduced by route reflection, can trigge

THE NEED FOREFFICIENT CONVERGENCECHECKING
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the egress points need to be evaluated.

Even worse, slight modifications to any part of the configu-
ration can change the answer to the question above. Suppose,
for example, that the link between ande; starts to become
overloaded at a given time In order to react to the congestion
threat, one tempting option is to re-balanegs traffic by
forcing ¢y to preferes overe;. A reasonable approach is to
increase the weight of the IGP link,e;). However, this
is not harmless, as; and c, form a potentially oscillating
structure callebISAGREE [2] in the iIBGP configuration.

Indeed, bothe; and ¢, de-prefer the route fromb, by
iBGP policy. Moreover¢; prefers the route froma, which it

receives only from,, and symmetrically, prefers the route
received frome; and propagated hy;. Again, observe that the
DISAGREE s due to the combination of iBGP policies, partial
route visibility, and IGP weights. Detecting this kind ofutong
anomaly is difficult for network operators without the sugpo

f an automatic tool to check convergence, especially i the

dminister large networks and have to make quick decisions
(such as in this case where a sudden increase in traffic levels
occurs). A tool may also be valuable to evaluate configunatio
t\ﬂgeaking alternatives to prevent congestion (or reactn& li
failures and eBGP events) while ensuring iBGP convergence.

(b) IGP (left) and BGP (right) configurations after an attertptprevent
congestion of (C1,E1).

Fig. L A case in which an efficient stability checker helps to avoi
BGP convergence problems due to traffic re-balancing.

different kinds of routing and forwarding anomalies in e@rt
configurations [1], [11]. Such anomalies are exacerbated
iBGP policies are deployed.
Consider the configuration depicted in Fig. 1. The IGP [1l. THE MODELING POWER OFSSPP

configuration is represented by a simple weighted grapth wit \y,e start by reviewing the basics of the SSPP model and
an IGP link weight assot_:iated with each edge in the graph.'!’&gcuss how it can applied to operational networks in the
graph represents a Point-of-Presence (PoP) and a simplifigdsence of iBGP policies. We will highlight cases in which
backbone encompassing a single routefThe link weights e straightforward application of SSPP is insufficient for
can be assigned proportionally to link capacities. Based gRcyrately modeling iBGP configurations. We assume that the

link weights, egress point; is used by botfr, andc; only ocq) preference values have the same semantics netwolk-wi
as a backup. The iBGP configurations form a two-layer rouf@, 5| iBGP routers use the same set of local preferences.
reflection, in which router$, ¢; andc, are in the top layer,

while e; and e, are in the bottom layer. For simplicity, weA. Original SSPP

restrict our analysis to the prgfixes for whighe;, ande, are The Stratified Shortest Path Problem (SSPP) [7] is an
egress points (hence, selecting the eBGP route). The rouigsepraic model that provides a sufficient condition foresaf
reflector rela.tio'nships are indicated by directed edgeth wiys protocols which resemble BGP. In this model, paths are
the arrow pointing to the route-reflector. characterized by two metrics (both non-negative integ¢ts)
Suppose that a primary traffic engineering goal for thige stratumlevel, and (2) the length of the path. When a node
network is to enforce locality of the traffic, so that routergompares two paths, it compares their metrics lexicographi
in the PoP always prefer sending Internet-destined traffic ¢ally. The resemblance to BGP stems from the fact that the
an egress point in the same PoP. Instead of setting ad-Hoc Kratum and the path length are similar to the local prefaen
weights and losing their semantics, a simple iBGP policy caittribute and the AS path length in BGP, respectively. Tke le
be enforced: each router prefers BGP routes received fromiadgraphic comparison of the two attributes in SSPP matches
egress point in the same PoP over any other. This iBGP polige first two steps in the BGP decision process. One differenc
can be configured by increasing the local preference valueigthat higher local preference in BGP means a more preferred
intra-PoP routes. route, whereas the opposite is true for the stratum ate&ibut
A first question may be: “Is iBGP guaranteed to reachia SSPP. For instance, among the local preference values
stable state in this configuration, whatever eBGP routes )0, 100,80}, 200 corresponds to the most preferred route,
received by the egress points in the network?” The answait among the strata valug$), 1,2}, stratum0O corresponds
in this case is yes, as it is possible to show that bath to the most preferred route.
and ¢, always select the same best eBGP route. ObserveThe policies on BGP sessions are viewed as functions on
however, that the question is not trivial in general, as tHmks in SSPP. These functions operate on the stratum and the
interaction between partial route visibility, IGP topojognd path length as a route is announced from one node (router) to
iBGP policies must be taken into account. Specifically, fadl t another. Assuming that the path length always increaseésgiur
scenarios corresponding to different eBGP routes receatedpropagation in SSPP, a sufficient condition for safety ig tha



the function operating on the stratum of a routeni$ationary. to peer routes and0 to provider routes, if such routes are
In other words, the stratum of a route should never decredsarned from their own clients. Otherwise, they use the same
as the route propagates from one router to another. local preference rules as the border routéf®) (100, and50).
) o ) o The set of local preference values used throughout the iBGP

B. Straightforward Application of SSPP is Insufficient Qenyork in this case ig220, 200, 120, 100,70, 50}. The first
Check iBGP Policies attempt to model this network with SSPP is with six strata

Fig. 2 presents an example where the AS under consid; 1,2,3,4,5). For instance, the functiorf(1) = 0 on the
eration uses route reflection. Routers A and B act as ro@®, A) link of Fig. 3 captures the fact that a route which is
reflectors, while C is the client of A, and D the client ofassigned local preferen@90 from the client border router C
B. Assuming that AS1's neighbors can be classified inteceives local preferenc®0 from the route reflector A. The
customers, peers and providers, the border routers of ASuhctions on the (A, B) link are the same as the functions on
assign local preferencg200 to customer routes}00 to peer the (B, A) link.
routes and0 to provider routes. The local preference attribute
is only modified on the iBGP session between A and B, so

. . AS 1
that each of the reflectors prefers routes from their owmtdie
over routes from the other reflector (e.g., to keep the traffic
local).
f(l)=1
g s 3
= f(5) =5 =
AS1 -4 \y f(5) = 4
lower local preference by 20
f(x) =1 f(x) =5
AS 2 AS 3 AS 4
Customer Peer Provider

Fig. 3 The functions on the (C, A) and (D, B) links seem to violate
the inflationary property that strata functions need to follow in SSPP.

Fig. 2 Routers A and B are reflectors, while C and D are clients. The With this strata assignment, the functions on the (C, A)
arrows show the direction of BGP announcements. Local preferer@ed (D, B) links are not inflationary, since the stratum of a
is not modified along the links between A and C or B and D. route is decreased across these two links. We now discuss the

options to make the link functions inflationary by adjusting
he strata value assignment. Consider the funcfiéh) = 0

P the (C, A) link. To make this function inflationary, two
options are available, that is, either stratum O (which i th

lue of the function) is replaced by a value greater thaor
stratum1 (which is the argument of the function) is replaced
%/ 0. Suppose we replace the function Ifyl) = 1. Then,

8 have changed the preferences of A into equally preferring
a customer route from B or C, which unfortunately does not

If the inflationarity property holds when the iBGP policie
are modeled with SSPP, then the policies are guarantee
be safe. The inflationarity property requires all the fuoicsi
on the links (which have strata values as input and outp
to be inflationary. Since there are six local preferenceeslu
used across the iBGP netwofk00, 180, 100, 80, 50, 30), one
can start the modeling process by mapping them to six str.
(0,1,2,3,4,5) respectively. Verifying that the functions on
all the links of Fig. 2 are inflationary is straightforwardorF reflect the original local preference semantics. Alteweiyi
instance, the function on the (C, A) link i§s) = s, because replacing f(1) = 0 with f(0) — 0 does not change the
local preference does not change when a route is announggd - iics If C replaces functiof(z) = 1 with f(z) = 0

fror_n C_to A. The fu_nction on the (A, B) linkig(s) =s+1, 5 tne (AS 2, C) link, then the replacemefid) = 0 on the
which is also inflationary, because local pr_eference ch’an%, A) link is valid: C still prefers most the route from AS 2
from 200, 100 or 50, to 180, 80 or 30, respectively. and the better stratun®) it assigns to it does not affect its

Unfortungtely, the_ analysis of an iBGP cor_1figuration Is NQiher preferences. However, these changes will then make th
always so simple using SSPP. For example, in order to enforge vions on the (A, C) link non-inflationary resulting in a

the same prefer-client rule as before, AS 1 can manipulegg .
. D ) 3 emingly endless cycle of stratum changes.
the local preference attribute inside its network in a défe gy y 9

way. Namely, it can enforce that route reflectors increase th V. USING STRATA DEPENDENCIES TOMODEL BGP

local preference of routes from their own clients with regpe PoLICIES

to those announced through other route reflectors. For thisWe design a data structure, t&¢rata Digraph to capture
reason, the reflectors can assigfid to customer routes,20 the dependencies among the strata values that are assigned t



routes across a network. The existence of a particular typepmssible that initial cycles disappear. We consider thee cas
cycle in this graph means that there is no set of strata valuelsere the eBGP routes have equal AS path length. We can
which can satisfy all the requirements placed by both tlieen model the “prefer routes learned from eBGP over iBGP”
iBGP policies and the sufficient conditions for safety. Weoal step without adding features to the SSPP model. Fig. 4c
show how the “prefer routes learned from eBGP over iBGRiresents the new strata digraph for Fig. 3. We replace each
rule of the BGP decision process can be modeled withastratum of the border routers (C and D) with two strata. For
complicating the SSPP algebra. example, stratum C1 is now split into strata Cle and C1i to
i denote that although routes learned from eBGP sessions may
A. Requirements receive the same local preference as routes learned from,iBG
From the configuration file of each route;, we con- the eBGP routes will be preferred over the iBGP routes. For
struct the setL; which consists of all the local prefer-each stratum X that is split, the Xe stratum is strictly pnefd
ence values that the router uses, including the defaultevalover the Xi stratum.
We sort L; = {l;1,li2,l;3,...} in decreasing order so that The new strata digraph for Fig. 3 has no cycles that involve
li1 > lip > l;3 > .... We map each valug; to a stratums;; a strict inequality. This means that although the given iBGP
in the SSPP model. The strata values associated with a roytelicies are not guaranteed to be safe, the combinatioreskth
need to respect the order imposed by the values, i.e.: policies and the “eBGP over iBGP routes” rule results in & saf
si1 < si2 < s;3 < .... Note the difference in the direction of configuration.
the inequalities between the local preferences and theastra
In addition to respecting the local preference rankings of V. HYBRID SSPP MDEL
each router, the strata functions need to follow the infletiyg Algorithmically, the SPP model [12] requires (inefficient)
property of SSPP. The inflationary property requires thagnhpath enumeration in order to determine whether a given
a route which has stratumy, in routerr; is announced t@;; instance is safe, since we can assume nothing about the
and has stratuns;,, thens, > s,. This type of inequality preferences. We would, however, also like to avoid overly-
is enforced on every BGP session across which the loehborate algebraic definitions of routing instances, eher
preference attribute changes value. many BGP nuances may be represented, but not necessarily
) in a way that is conducive to analysis or understanding.
B. The Strata Digraph Our proposed hybrid solution, an extended SSPP model,
We encode the requirements that the strata values neeadmbines ‘arbitrary’ path ranking in its first attribute, tvi
follow in the Strata Digraph A node in the graph representsadditional shortest-path structure in the second at&iblhis
a stratum. For each inequality > s, or s, > s,, we add an means that more effective encodings of BGP preference can
arc froms, to s,. If the graph has a cycle in which at leasbecome possible. We can still, in the manner of SPP, encode
one of the arcs corresponds to a strict inequality, then ¢he sarious preference in the strata, but we can also make more
of inequalities is impossible to solve. Otherwise, theaysits parsimonious encodings (using fewer distinct stratumaeaslu
guaranteed to be safe since it satisfies the sufficient donditby making use of the second component.
of SSPP. Naturally, BGP has high complexity, and this simple two-
Fig. 4 depicts examples of strata digraphs. Fig. 4a correemponent picture is insufficient for capturing some of the
sponds to the topology of Fig. 2. We observe that there is features of particular interest to us. In this section, weppse
cycle in this digraph, therefore strata values can be asdigrappropriately modified versions of SSPP that enct@@
and the iBGP policies are guaranteed to be safe. In contragéights iBGP routepropagation rulesand BGPcommunities
the digraph in Fig. 4b contains cycles where at least one ofRecall that an IGP weight is calculated for the component
the arcs corresponds to a strict inequality. of a path that traverses the internal routing domain of an AS.
We examine the strata dependencies in one such cycle: K4 other links contribute to the total weight of a path. If we
— Al — A2 — C1. The (C1, Al) arc indicates that a routeonsider the propagation of a path through iBGP, we see that
which has the highest local preference in border router t8e IGP weight ‘starts’ at zero (at the border), and is insegla
(customer route) is assigned the highest local prefereficewdth each traversed link. Meanwhile, the AS path length is no
route reflector A. The (Al, A2) arc denotes that customémncreased, because no AS boundary is being crossed. Under
routes learned from C1 are assigned higher local preferereericographic attribute comparison, IGP weight is onlyeiak
by A than customer routes learned from reflector B. Finalljpto account if AS path length and a few other attributes
the (A2, C1) arc shows that customer routes that A learns frdincluding the notorious MED) were indecisive.
B are announced to C, then C assigns to them the same localVe argue that a single distance metric is insufficient to
preference used with customer routes it learns from eBGP.capture both AS path length and IGP weight, under any
A key observation is that the dependencies captured encoding (that is, any method of computing a single number
the strata graph so far only model the iBGP policies thaut of both values). It is tempting to try a simple lexicognap
are expressed through the local preference attribute oFsactencoding. For example, given an upper bound on IGP
that come later in the BGP decision process are not takeeight, which is the case in reality (it is32-bit field), we can
into consideration. However, by modeling further stepgsit try to use distance values where the inter-AS links have kteig
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Fig. 4. Strata digraphs where solid line arcs represent strict inequalities, whileddiines represent non-strict inequalities. The value in
the rectangular boxes on the left is the value that each stratum in the pmordisg line has. If there exists a cycle that includes a strict
inequality, then there are no strata values that can satisfy the inequalities.

W. Then, the computed path weights becoife: + y if = routes are propagated. This is done by configuring routers to
AS boundaries were traversed, ands the total IGP distance. recognize particular community values and take correspgnd
Comparing these path weights is equivalent to lexicogmphactions—for example, excluding the route from export to a
comparison of pairgz,y). The problem with this encoding given neighbor, altering the local preference value, ofiregli
is that it propagates IGP weight information across ASds: ththe set of attached communities. The possible semantics are
does not happen in reality, and leads to different pathsgbeimcredibly diverse, and we will not try to capture all possi-
selected. The crucial issue is that the IGP weight should bdities in a uniform way within the model. However, given
resetto zero for each new AS, because the attribute is meahe importance of community-based mechanisms for BGP, we
to measure distance to the egress point only. This cannotveant to support the key feature a€tion at a distancen the
done if all link traversals correspond to adding a singledixdocal preference value. Since our SSPP model includes the
number to the path weight. special ‘top’ stratum for routes that are forbidden, thidl wi
Therefore, we must add another path weight metric in ordeuffice for community-based control of export as well. That
to simultaneously model AS path length and IGP weight. Theechanism replaces the loop-prevention feature of AS paths
resulting algebra associates each path with a trigle,w), (since we only have an AS path length, the identity of the
wheres is the stratum leveld is the AS path length, and> traversed ASes must live elsewhere, in order to stop paths
is the IGP weight within the current AS. On inter-AS arcs, from visiting the same AS more than once).
« The stratum value may change according to a function, It is straightforward to augment the path tuple with a set
« Thed value will increase, and of numeric values (drawn from some finite range). Thus, the
« The w value will be set to zero. path data is(s,d,w,C), whereC is the set of communities
I associated with the route. Since we do not want@hsets to
Within an AS, for each arc, . .
affect route choice, we must now allow the path comparison
« The stratum value may change according to a functionte|ation to be other than a total ord¢, 3,5, {7}) is just as
« Thed value will not change, and good as(2, 3,5, {11}). Paths will now be ranked according to
« Thew value will increase by some non-zero value. g preference relationor total preorder where there are several
For correctness, thar component must be strictly infla- preference levels but multiple inhabitants of each levek- F
tionary, in addition to the previous criterion on theandd tunately, the strict inflationary property on the inital, d, w)
values. This is achieved by requiring the IGP link weight a)omponents remains sufficient for convergence, becausg eve
to be strictly greater than zero, and b) to increase when tligk traversal strictly increases the level of preferendeao
iBGP path becomes longer. We plan to tackle more complpath.
cases in which (b) does not hold in future work. In order to allow for communities to affect local preference
BGP decision-making is also affected, indirectly, btym- the functions that govern strata values must now be condi-
munities These are numeric tags attached to route annountiened on communities, as well as on the input stratum. Fig. 5
ments; they take no part in the BGP decision process, lgites an example of the use of communities to encode the
they can affect the values of other attributes, and the waly thBGP behavior that routes learned from one iBGP peer are not



propagated to another iBGP peer. Here, we use a commumityanced, then we do not need the communities to be globally
tag comme-ibgp) to mark when a route has already traverseghique. For example, we can have a community that means “I
an iBGP link in this AS. If the tag is present, then the route isaversed an iBGP link in AS 1,” attach it to all of the iBGP
filtered out by mapping the stratum value to infinity; othesyi links in AS 1, and add policy as in Fig. 5 to filter out routes, on
the stratum value is preserved. Similarly, Fig. 6 shows aBGP links, that already have this community applied. TBis i
example of filtering behavior that depends on which ASes haperfectly sufficient to support the iIBGP mesh semantics, and
been visited. does no harm in terms of theodelfor that community to
remain as the route is propagated.

VI. CONCLUSIONS

Verifying the safety of an iBGP network with the SPP model
requires complete path enumeration — a task of exponential
f(s) = inf, if comm-ibgp cOMplexity. More efficient algebraic approaches have been

proposed, but they do not account for iBGP policies. In this

paper, we propose a systematic method to efficiently verify
Fig. 5. On the (1,2) and (3,2) arcs, routes learned from iBGP neé%GP safety with a previously proposgd a'gebfa'F model:
to be filtered while routes learned from eBGP are propagated, everPP. We extend SSPP to capture functionality similar to tha
if such routes are assigned the same local preference. We use “i@f’BGP communities. Additionally, we model the IGP weight
for infinity. step of the decision process for cases when there is cormguen
between the iBGP and the IGP paths. We plan to consider the
remaining cases in our future work. Our theoretical frambwo
can be applied in a tool to be used by ISPs to safety-check
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union) when the path is propagated along that arc. There is
no mechanism for communities to be removed or rewritten,
conditionally or otherwise.

As with the stratum encoding, it is possible to support arbi-
trary policyif greatly increasing the size of the representation
is acceptable. Suppose that each arc has only one community
attached, and that no two arcs have the same community. Then,
each route tuple will end up with a representation of its exac
path through the network, and this can be used as a ‘hook’ for

any kind of policy we like. Now, if our policy is not quite so



