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Abstract. *

The arms race between copyright agencies and P2P usersig@ing@and evolv-
ing struggle. On the one hand, content providers are usiweyaetechniques to
stealthily find unauthorized distribution of copyrightednk in order to deal with
the problem of Internet piracy. On the other hand, P2P usereetying increas-
ingly on blacklists and anonymization methods in order toiédetection. In
this work, we propose a number of techniques to reveal cgpiyrmonitors’ cur-
rent approaches and evaluate their effectiveness. We dpgde techniques on
data we collected from more than 2.75 million BitTorrent swa containing 71
million IP addresses. We provide strong evidence that icertades are indeed
copyright monitors, show that monitoring is a world-wideespbmenon, and de-
vise a methodology for generating blacklists f@ranoid andconservativeP2P
users.

1 Introduction

Peer-to-peer (P2P) applications possess fundamentahiadys over the traditional
client-server model and fixed-infrastructure contentritistion networks like Akamai.
Specifically, P2P systems offer increased performancéaaility, and scalability by
leveraging resources (e.g., bandwidth, storage, and ctimgppower) contributed by
each peer. As aresult, P2P systems enable a wide range iokEsssuch as data sharing,
voice-over-IP (MolP), and video streaming. Popular aians that use P2P systems
include file sharing systems such as BitTorrent [1] and Gtauf2], VolP systems such
as Skype [3], and video streaming systems such as PPLiv&@ral studies have
indicated that P2P systems contribute towards more thand@ Qe overall network
traffic [5].

Users exchange content via P2P file sharing networks for meeyons, ranging
from the legal exchange of open source software to the llgahange of copyrighted
material. The latter activities, however, are perceived #geat to the business models
of the copyright holders. To protect their content, coptigolders monitor P2P net-
works and the sharing behavior, collecting evidence ofrigigment, and then issue any
infringing user a notice. In the United States, this notiedlled aDigital Millennium

1 Entry for PAM Award: This paper contributes a noéverse Infohastatabase containing
more than 1.75 million infohashk- title mappings. The dataset and more information can be
obtained at: http://omnify.info/
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Copyright Act (DMCA) [6] takedown noticd he notices are formal requests to stop
sharing particular data, and are typically sent to the aittes responsible for the IP
addresses of the infringing users. These authorities travafd these notices to the re-
spective users inside their network. Unfortunately, timspde approach of monitoring
is prone to a wide variety of errors. Piatekal.[7] describe techniques for implicating
arbitrary network endpoints in illegal content sharing] @emonstrate their effective-
ness by experimentally attracting real DMCA complaintsdievices such as IP printers
and wireless access points.

Our work was motivated by our recent experience of beingakésily implicated
for copyright infringement, when in fact we were performipgrformance measure-
ment experiments on the PlanetLab testbed [8], an overlayamk for developing and
accessing a broad range of network services. This problenbeapartly solved by
using existing blacklists [9], consisting of IP subnet rasgf clients suspected of mon-
itoring activities. However, blacklists such as those tamtsed by iBlocklist [9] use
help from various user communities and no empirical re$earists to prove their
integrity or effectiveness. In this paper, we derive a methogy for constructing dif-
ferent types of blacklists. It is important to note that we ot encouraging unlawful
sharing of copyrighted material, but rather showing thatghtterns we reveal can be
useful in designing conservative research experimensjasexperiments are critical
for improving the BitTorrent ecosystem. Our results can ks leveraged by copyright
monitors to improve their detection accuracy, thus enattlem to reduce the rate of
false positives.

Contributions: Our work reveals a number of findings, confirming known typlasm
desirable behavior in the BitTorrent network, and uncowgriew patterns that provide
strong evidence of monitoring. Our contributions include:

— We develop a systematic methodology for obtaining the filmedor a given in-
fohash (a SHA-1 identifier for a BitTorrent file that is glolyalinique), thereby
constructing the firsdReverse Infohastiatabase containing mappings for 1.18 mil-
lion infohashes. This dataset has several applicationls asaunderstanding the
extent of swarm redundancy (how many swarms share the saeafild current
trends in file sharing. We are making this data publicly akdé for the benefit of
other researchers.

— We introduce thef2-factor that utilizes the BitTorrent crawls we collectedrfr
more than 2.75 million BitTorrent swarms and tReverse Infohastlatabase to
distinguish normal peers from suspicious ones in a P2Prayste then leverage
the 2-factor to identify copyright monitors.

— We reveal a number of patterns in the activity of differenstsqidentified by IP
addresses), which we use to establish strong evidence dingpitve existence of
copyright monitors. For instance, we show instances whemiodP addresses par-
ticipate in hundreds of swarms serving the same file. Lewegabese observations
and the2-factor, we design and present the methodology for creatindplacklists
of suspicious IP addressgzaranoid useful for users who are privacy-conscious
andconservativeuseful for users who are more lenient.

The rest of this paper is organized as follows: Section 2 ides/relevant back-
ground on our data collection process and the methodologgdnstructing theRe-



verse Infohasklatabase. We then use this database to calculate the jpatitici extent
of each IP address using the novel metric we introduce céfled?2-factor. We use
two threshold schemes to derive two blacklists. In Sectiowe examine the black-
lists in detail and give insights on the effectiveness ofycimht monitors. Finally, we
summarize related work in Section 4 and conclude in Section 5

2 Methodology

We seek to study peer activity patterns to identify possitjypical behavior, with the
ultimate goal being to derive blacklists consisting of IRI@$ses belonging to suspi-
cious clients. To achieve this, we rely on measuring thengxd&participation of each
IP address in swarms so that we can filter out normal usertsifesm the list of active
IP addresses. We make the key observation that a normat tligically participates
in at most one swarm to download a certain file, whereas a @igymonitor would
want to participate in as many swarms (that serve the sameaéilpossible to increase
its effectiveness. In order to determine whether multiplarsns are serving the same
file, we utilize ourReverse Infohastlatabase to groups similar swarms together. We
then, to distinguish normal clients from those exhibititigparmal behavior, introduce
the 2-factor that captures these groupings and the activityepatif a client.

We first present the background on our data collection metlogg. Next, we ex-
plain how we construct thReverse Infohasthatabase and use this database to calculate
the £2-factor for each IP address in our dataset. Finally, we usetimeshold schemes
on thef2-factor to derive two blacklists.

2.1 Data Collection

The methodology oftentimes used for crawling BitTorrentagws is to find torrent
metafiles by first crawling a BitTorrent aggregator webdiat thosts them, and then
querying the associated tracker for clients [7, 10]. Howeae aggregator websites
usually only attract users associated with a particulaglage, this technique would
result in only revealing copyright monitoring in certainrgsaof the world. Therefore,
we do thereverse we first crawl a tracker that is not associated with an aggjoeg
website and is highly popular all over the world, called “@BéTorrent” [11], and
afterwards we discover the content that the swarms we findexréng. We note that
while we use a particular tracker, our methodology is extdaso multiple trackers.

When crawling the tracker, we extract a list containing tifeliash and number of
seeders and leechers for every swarm it is tracking. In Bi€Fd lexicon, the infohash
is a 20-byte SHA-1 hash of information contained intaor r ent metafile. In May
2010, for every hour over 8 days, we obtained this list andig@deach swarm that had
at least one leecher. Typically, a single crawl consistsvelr @ million IP addresses
in one million swarms. We discovered 71 million unique IP @ddes in 2.75 million
swarms over the 8-day period.
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Fig. 1. Schematic overview of the proposed methodology: Startiomg four BitTorrent crawls, we
use a number of techniques to derive Reverse Infohastiatabase which is used for computing
2, a metric for distinguishing a normal peer from undesiradaers.

2.2 Building the Reverse Infohash Database

We now focus on finding the file name associated with an infolzal then group
similar file names together. We apply a number of heuristiosonstruct théReverse
Infohashdatabase. Figure 1 gives an overview of how we accurategrihite the file
name associated with an infohash. Our initial step is toyaesearch engine for the
infohash, giving a rough approximation of the file name. A®©@e rate-limits search
queries, we use the Yahoo! Search BOSS API [12], which impteses stringent con-
straints on their API usage. We consider the top five reselisrmed by each search
query, and use thHeongest Common Subsequei€eS) algorithm [13] for constructing
a single title using the five search results. Our heuristifopms an exhaustive compar-
ison to find the best possible match. For instance, the dlgomutputs “Iron Man 2 D”
for an input of{“Iron Man 2 DivX”, “Iron Man 2 DVD”, “Iron Man 2 DirectSubs}.

At this stage, we leverage the Shingling technique [14] tieiheine the syntactic
similarity of the strings in our database. Intuitively,g2hinethod helps us determine
if two strings are “roughly the samaé’e., for determining when they have the same
content except for modifications such as lost charactersvégcview each string in
our database as a set of subsequences of tdkéfisw). A contiguous subsequence
contained inS is called ashingle Given a stringS, we define itav-shingling7’(.S, w)
as the set of all unique shingles of sizein S. For instance, th@-shinglingor the
character bigram shingles of the strifippn man” is the following set:{"“ir", “ro”,
“on”, “n”, “m”, “ma”, “an” }.

Given two strings, we build ahinglingset for each, and then use a distance metric
to measure the similarity. As a distance metric, we use tbeadd Index [15] which is
a measure used for comparing the similarity and the diyeasisample sets. It is the
ratio of the size of the intersection of the sets to the sizéhefunion of the sets. For
instance, ifJ (A, B) is the Jaccard Index between sets A and B, then:

|AN B

|AU B| @

J(A,B) =



We build a similarity index represented by an adjacency isndr the list of strings
in our database, and use a threshold of 0.8 (determinedghmmanual inspection and
represents only those strings which are nearly similar ¢t @her) to prepare the final
list. At this stage, we have reduced the string groupingleratio an instance of finding
connected subgraplfi6]. From the result, we can determine if two different inéshes
served the samentity. We defineentityas all torrents sharing the same file. For instance,
all torrents sharing Iron Man 2 constitute a singletity. To verify the accuracy of
our methodology, we manually checked 1330 infohashes whiate suspected to be
serving the same file, “Iron Man 2.” We searched Google faviimiation related to an
infohash and matched it with ours. We were able to manuallicimd265 out of the
1330 05.1% accuracy). The false positives were for entries saciriaa,” a fictional
vampire character in the Twilight Saga.

2.3 ldentifying Activity Patterns

Our ultimate goal is to distinguish normal P2P users fromycgt monitors. Due to
the vast number of IP addresses we collected, we do not atsetiye measurements or
probing of clients, but rely solely on analyzing the datdexikbd. Since oftentimes the
IP address, port number, and AS number are not revealing, et isentify patterns
that would be indicative of an organization monitoring coglited material. We now
outline a list of identifiable patterns and why we considenth

An IP address participates in a large number of swarms:The vast majority of IP
addresses seen in our crawls participate in very few swarmdemonstrate this, we
plotin Figure 2(a) a CDF of the number of swarms every IP agkiparticipates in (over
our eight-day crawl). For example, 84% of IP addressesqiaatie in 10 swarms or
fewer. However, some IP addresses appear in hundreds, anth@usands, of swarms.
We suspect that since monitors aim to observe the transfesmfrighted material in
the BitTorrent community, they would participate in evegjevant swarm.
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Fig. 2. (a) CDF of the number of swarms every IP address participatger our eight-day crawl.
Observe that 84% of the IP addresses participate in 10 swarfesver. (b) CDF of the2-factor
for IP addresses and subnets. Most IP addresses(haxe 1, meaning they only participate in
a single swarm corresponding to a particudatity.

An IP address participates in multiple swarms that correspand to the sameentity:
As mentioned earlier, we discovered over a thousand swdratsorresponded to the
same “Iron Man 2" movie. We would expect a normal user, if degito download such



a movie, to simply participate in one of these swarms. In st a copyright moni-
tor would participate in many swarms, attempting to obsawvenany downloaders as
possible by utilizing all its available resources. Thus,imteoduce thef2-factor, which
intuitively measures how effective a host (with a certaiatiéiress) is at monitoring en-
tities, carefully adjusting for entities with a fewer/l@mghumber of swarms. We define
the f2-factor as follows:

Diqlisi

QIPAddress = Zn L (2)
i=0 "2

wheret; is the total number of torrents correspondingiuity:, ands; is the total num-
ber of torrents corresponding mtity : where the IP address is actually seen. Let us
consider an example of a user downloading “Iron Man 2” andeéktine’s Day” from
two swarms. In our dataset, the number of distinct torremtotserved for the former
swarm was 1526 and for the latter, 431. Ths= 22502810 — 1. A copy-
right monitor, in contrast, typically aims to monitor mpli torrents corresponding to
anentity. For the same entities, assuming that the monitor partespia 120 swarms
related to “Iron Man 2” and 100 swarms related to “ValentinBay”, we would get

0 = 1526020)+2510100) 115.59. Thus, by using the number of swarms an IP ad-
dress is participating in as the weight for the total numb¢owents corresponding to

anentity, we are able to detect the outliers.

We evaluate the?-factor for every IP address that appears in our database and
present the results in Figure 2(b). Unsurprisingly, mosadidresses have a factor of
1, meaning they only participate in a single swarm corredp@nto a particulaentity.
However, there are several outliers that have values griatie 40, implying suspicious
behavior.

2.4 Generating Blacklists

We now leverage the values of tfizfactor to derive two blacklists. The first blacklist,
called theparanoiddataset, is useful for users who are privacy-conscious anubdl
want to be bothered by any kind of a monitor including a coglyrimonitor, spambot, or
researchers conducting measurements. The second biagkleonstructed, called the
conservativeis a restrictive subset of tigaranoiddataset that comprises IP addresses
that are all highly likely copyright monitors.

The paranoid dataset is obtained by applying a threshold scheme orf2tli&c-
tor, and then filtering out all the IP addresses that pagieipn fewer than 100 dis-
tinct swarms. We choose this threshold as most IP addresstsipate in fewer than
100 swarms; otherwise, they would seem ineffective as égptymonitors. From Fig-
ure 2(b), we chosé& to be 5.0, therefore including many suspicious IP addre3s$es
total number of IP addresses in this blacklist is 53,752. ddreservativelataset is ob-
tained in a similar manner by settifg to 20.0 to only select highly suspicious clients
participating in more than 100 distinct torrents. The tataber of IP addresses in
this blacklist is 5,719 — much smaller th@aranoid We have verified that these IP
addresses do not belong to a known botnet and are not in a sgafvede.



3 Evaluation

In this section, we show that using our methodology, we caonaatically generate
blacklists that are able to effectively identify copyrighbnitors. We also identify in-
teresting characteristics of these monitors and discusstihey can avoid detection in
the future.

Identifying Monitors To evaluate if theonservativelataset accurately reflects behav-
ior consistent with a copyright monitor, we manually vedftbe 100 IP addresses with
the largest values . We provide a snapshot of the details of the entities theyane-
itoring in Table 1. In this table, we provide the AS number aodntry where the IP
address is located, and also the entities that they arelh@awhitoring. We determine
their effectivenesat monitoring copyright infringement by calculating thergentage
of swarms that they participate in that correspond to a @adientity.

For example, in the first entry in the table, we find that a patér [P address in AS-
9167 is heavily monitoring swarms related to tiercy Jackson and the Olympians:
The Lightning Thief” entitywhich is a popular movie distributed by 20th Century Fox.
Using our reverse infohash database, we map 310 differengints to thisentity. We
observed that this IP address in particular monitors 17émifit torrents, giving it an
effectiveness of 55.10%. While we do not dig into the detaflthe other ASes, we
show a few more in Table 1.

AS Number|Effectiveness 94 Country Entity
9167 55.10 Denmark Percy Jackson & the Olympians
9167 53.54 Denmark Percy Jackson & the Olympians
9167 36.5 Denmark |Alvin & the Chipmunks 2 The Squeakqyel
33650 84.94 United Statep Alex Jones Show
1213 5.4 Ireland Iron Man 2
30023 17.45 United Statep Iron Man 2
30023 15.65 United States  Iron Man 2, Princess and The Frog
30023 6.26 United Statep Iron Man 2, Valentine's Day
558 5.81 United Statep Iron Man 2, Valentine’s Day
9167 49.27 Denmark Jennifer's Body
Table 1. Using the{? factor to pinpoint a copyright monitor: The AS numbers shawithis

table had IP addresses that exhibited higjfactors. Upon further inspection, they were found to
participate in a large number of torrents serving the santity.

Pervasiveness of Monitoring-or every swarm we find how many monitors are partic-
ipating and also the fraction of monitors in that swarm arat gIDFs of these values
in Figure 3(a) and Figure 3(b), respectively. We find that (P%%6) of the 2.75 mil-
lion swarms are being monitored in the conservative (padirdataset. We also find
that sometimes hundreds of monitors are used and that in (B&8p of swarms the
majority of participants are monitors.

Geolocating Monitors We geolocate the IP addresses in comservativeataset using
the MaxMind database [17], and plot the results in Figure g.cAn be seen, most
countries in Europe are densely populated with monitoraddition, several Asian
countries, such as Japan, South Korea, and the Philippieeleasely populated. While
we are not legal experts, we suspect that copyright andgyrikavs in each country
highly influence the number of monitors there.

Monitors Exhibit Temporal Patterns From theparanoid datasetwe find that copy-
right monitors do indeed own subnets and use them in integestays. To illustrate
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Fig. 3. CDF of the number and fraction of IP addresses classified astons participating in
each swarm in our eight-day crawl.

Fig. 4. Map showing the geolocated positions of all IP addresses &or conservativalataset.

this, we choose two suspected monitors that have multifdeets, and give each IP
address an identifier in the order of the first time it is obsdrin the crawls. We plot
a point for every crawl where we observe the IP address. Tédtseare depicted in
Figure 5. As there is large overlap in the swarms each IP addsemonitoring, we

suspect that this type of pattern can be attributed to amaattd monitor that, when
crawling, uses a different subset of IP addresses every Eoreexample, the monitor in
Figure 5(a) seems to use several different IP addresseslewer, while the monitor in

Figure 5(b) has a more diurnal pattern, using approximdat@@different IP addresses
to crawl once a day.
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Fig.5. An instance when multiple IP addresses belonging to the samgaet exhibit similar
activity patterns.



Spammers Utilize BitTorrent We note that theparanoid dataset captures behavior
beyond that of a copyright monitor. We found several conseesubnets in AS-5384
which contained IP addresses that were participating im 686000 swarms, which
were some of the most often seen. We checked Project Honejl8Jptwhich is a
database of known email spammers, and found that many of Wena contained in
that list. We suspect that these clients are harvestingrirdtion about BitTorrent users.
Thus, while they are not necessarily copyright monitorspeteve most that privacy-
conscious users would prefer to avoid contact with sucmidie

Comparison with Real-World Blacklists We investigate several blacklists of IP ad-
dresses that are suspected to be owned by copyright monitbese are collected
from an aggregator of blacklists [9] and include IP addresdeorganizations that are
involved with trying to stop file sharing (e.g., MediaDefendMediaSentry). These
blacklists are P2P community-driven and accepted; howé#wey are usually only ex-
tended after users have received a DMCA takedown or simiéices We find that
our conservativeandparanoid datasets overlap with 2,051 and 2,507 IP addresses in
these blacklists, respectively. This indicates that aigoric techniques for determining
copyright monitors can be effectively used to supplemeistieg blacklists.

Improving Stealth and Effectiveness of MonitorsWe now present a few suggestions
for copyright monitors that can improve their stealth arfeafveness. First, they can
use our methodology for finding torrents and not rely on ciragvbggregator web-
sites. This increases their effectiveness, because theyanable to find more entities.
Second, to improve their stealth, they must utilize moreh@® addresses) and in-
telligently use them by distributing among them the swarhs belong to the same
entity. This will obscure them from most pattern-mining algorithrhird, using better
measurement techniques by leaving a swarm immediatelygdteng the list of peers,
their IP addresses can remain below a detection threshetidglies on hours of activity
or the number of times an IP is seen.

4 Related Work

Copyright monitors and the techniques they use to infer dghyinfringement in Bit-
Torrent have been studied by Piatetkal. [7]. They discover that copyright monitors
use indirect and thus inconclusive evidence to serve DM®&dawn notices, and show
that it is possible to frame arbitrary IP addresses of igiiment. The authors also crawl
popular torrent aggregation sites and crawl tens of thalsahswarms. They evaluate
the potential of blacklists to identify copyright monitpend find that there are suspi-
cious IPs participating in many swarms. Our work takes thitep further by crawling
millions of swarms, identifying suspicious activity patts, and narrowing down the
list to the most suspicious clients.

Deviant client behavior in BitTorrent swarms was studied3iganoset al. [10].
They implement a client that exchanges control messagésotier BitTorrent clients
to discover if they exhibit suspicious behavior. They cr&@®0 popular torrents over 45
days, and find behavior indicative of copyright monitors peérs involved in botnets.
In contrast, our work introduces metrics that can be usedfr icopyright monitor
behavior.



5 Conclusions

In this paper, we have reported our findings on the effecégemf monitoring agencies

in the wild. We constructed a novel reverse infohash databémch we used in com-
puting what we refer to as th@-factor, a measure that differentiates entities in a P2P
system, to shortlist potential copyright monitors. We agplour techniques on data
we collected from more than 2.75 million BitTorrent swarnestaining 71 million IP
addresses, and discussed our methodology for arrivingiat aflpotential copyright
monitors. In particular, we prepared two datasefsamnoiddataset that contains a list
of copyright monitors along with hosts that could be potrgpambots, and eonser-
vativedataset that contains hosts that are suspected to be dafjayidgitors with a high
probability.
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