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It is easy to understand that for higher layers, the layering principle applies end-
to-end, and that at the lowest layer, it applies to a single machine transfer. It is not as
easy to see how the layering principle applies to the internet layer. On the one hand,
the goal of the Internet design is to present a large, virtual network, with the internet
layer sending packets across the virtual internet analogous to the way network hardware
sends frames across a single network. Thus, it seems logical to imagine an IP packet
being sent from the original source all the way to the ultimate destination, and to imag-
ine the layering principle guaranteeing that the ultimate destination receives exactly the
IP packet that the original source sent. On the other hand, we will learn that an IP
packet contains fields such as a time to live counter that must be changed each time the
packet passes through a router. Thus, the ultimate destination will not receive exactly
the same IP packet as the source sent. We conclude that although most of the IP packet
stays intact as it passes across a TCP/IP internet, the layering principle only applies to
packets across single machine transfers. Therefore, Figure 4.7 shows the internet layer
providing a machine-to-machine service rather than an end-to-end service.

4.11 Layering In Mesh Networks

The hardware technologies used in most networks guarantee that every attached
computer can reach other computers directly. However, some technologies do not
guarantee direct connections. For example, the ZigBee wireless technology described in
Chapter 2 uses low-power wireless radios that have limited range. Consequently, if
ZigBee systems are deployed in various rooms of a residence, interference from metal
structures may mean that a given radio may be able to reach some, but not all other ra-
dios. Similarly, a large ISP might choose to lease a set of point-to-point digital circuits
to interconnect many sites. Although each ZigBee radio can only reach a subset of the
nodes and each digital circuit only connects two points, we talk about a ZigBee “net-
work” and say that an ISP has a “network.” To distinguish such technologies from
conventional networking technologies, we use the term mesh network to characterize a
communication system constructed from many individual links.

How does a mesh network fit into our layering model? The answer depends on
how packets are forwarded across the links. On the one hand, if forwarding occurs at
Layer 2, the entire mesh can be modeled as a single physical network. We use the term
mesh-under to describe such a situation. On the other hand, if IP handles forwarding,
the mesh must be modeled as individual networks. We use the term IP route-over,
often shortened to route-over, to describe such cases.

Route-over. Most ISP networks use route-over. The ISP uses leased digital cir-
cuits to interconnect routers, and an individual router views each circuit as a single net-
work. IP handles all forwarding, and the router uses standard Internet routing protocols
(described in later chapters) to construct the forwarding tables†.

Mesh-under. The IEEE 802.15.4 technology used in ZigBee networks can be con-
figured to act as individual links or as a complete network. That is, they can organize
themselves into a single mesh network by agreeing to discover neighbors and form a
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†As Chapter 9 explains, it is possible to use an anonymous link mechanism that does not assign an IP
prefix to each link; using unnumbered links does not change the layering.


