OUTERIP HEADER

AUTHENTICATION HEADER

INNERIP DATAGRAM (INCLUDINGIP HEADER)

OUTERIP HEADER ESP HEADER

INNERIPDATAGRAM (INCLUDINGIPHEADER) ESP TRAILER ESP AUTH

(a)

(b) encrypted authenticated

Figure 29.4 Illustration of IPsec tunneling mode for (a) an authenticated datagram and (b) an encapsulated security payload. The entire inner datagram is protected.