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PORPUE Bad Actors in IR
« Search Engine Optimization
— Can be good
— Can be bad

» Fake News
— And other fake content
» Bots acting as human
— Fake content
— Fake behavior

e Others?
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PURDUE What is a Bot?

Department of Computer Science

» Automated program interacting with a system designed for humans
— Interact through interface provided by humans

+ Can be benign
— Information gathering agents
— Accessibility

» Can be malicious

— “A hijacked or adversary-owned account controlled by software” (Boshmaf
et al. Computer Networks 2013)

— Misrepresent information
— Click fraud
* Where would deep web search fall?
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PURDUE Modern Click Fraud

Department of Computer Science

« Honathan Crussel, Ryan Stevens, Hao Chenc
MAdFraud: Investigating Ad Fraud in Android Applications
MobiSys’14

 Srijan Kumar, Francesca Spezzano, V.S. Surahmanian
Identifying Malicious Actors on Social Media
ASONAM’16
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http::/web.cs.ucdavis.edu/~hchen/paper/mobisys2014.pdf
https://web.cs.ucdavis.edu/~hchen/paper/mobisys2014.pdf
https://www.cs.umd.edu/~srijan/badactorstutlrial/ASONAM-2016-Tutorial-final.pptx
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Z. Chu, S. Gianvecchio, H. Wang and S. Jajodia.
Detecting Automation of Twitter Accounts: Are
you a Human, Bot, or Cyborg? IEEE
Transactions on Dependable & Secure
Computing, Vol 9, Nr. 6, pages 811-824, 2012
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V. Kagan, A. Stevens, and V.S. Subrahmanian. Using Twitter Sentiment to Forecast the
2013 Pakistani Election and the 2014 Indian Election. IEEE Intelligent Systems, pp. 2-
5, Jan-Feb 2015.
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SS(d,u,t): sentiment score in [-1,+1] for topic t
averaged across all u’s tweets on t for day d
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Using Sentiment to Detect Bots on Twitter: Are Humans more Opinionated than Bots?,
J. Dickerson, V. Kagan, and V.S. Subrahmanian.
ASONAM 2014
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Can extend agreement rank and dissonance rank similarly
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(a) Scatiment flip-flop score.
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(d) Negative seotiment streagth.
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(¢) Dissonance rank.
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The DARPA Twitter Bot Challenge
V.S. Subrahmanian et al.
IEEE Computer, June 2016, pages 38-46
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Classify
Accounts

Bots vs. Non-
Bots
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Classify
Influence Bots
those on topic t
vs. those not on

topic t

Classify Bot
Accounts —
Influence Bots
vs. Other Bots
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Classify
Influence Bots
on topic t
those with
positive
sentiment vs.
others
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Identify
Initial Cluster Classic
Bots Outlier Machine
(Training Dete Learning
Unknown Set] et o
bot 5
nriuence Eliza-Like
mode Bots

WDIXVPO0OPITVIEO

Clustered
Bots

Human in the loop process used to identify bots used in new social media
influence campaigns including adversary tegis never seen before.
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http://en.wikipedia.org/wiki/ELIZA
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AVA: Adjective Verb Adverb Combinations for Sentiment Analysis
D. Reforgiato and V.S. Subrahmanian
IEEE Intelligent Systems, Vol. 23, 4, pp. 43-50, July/Aug 2008.
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