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Several recently proposed program logics have incorporated notions of underapproximation into their design,
enabling them to reason about reachability rather than safety. In this paper, we explore how similar ideas
can be integrated into an expressive type and effect system. We use the resulting underapproximate type
specifications to guide the synthesis of test generators that probe the behavior of effectful black-box systems.
A key novelty of our type language is its ability to capture underapproximate behaviors of effectful operations
using symbolic traces that expose latent data and control dependencies, constraints that must be preserved by
the test sequences the generator outputs. We implement this approach in a tool called Clouseau, and evaluate
it on a diverse range of applications by integrating Clouseau’s synthesized generators into property-based
testing frameworks like QCheck and model-checking tools like P. In both settings, the generators synthesized
by Clouseau are significantly more effective than the default testing strategy, and are competitive with
state-of-the-art, handwritten solutions.
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1 Introduction

Unlike program verifiers, symbolic execution [3, 16], bounded model checking [7, 12, 14], or
property-based testing [5, 19, 25, 32] frameworks underapproximate a program’s behavior, with a
goal of generating only true positives (i.e., every reported bug is a real bug), but admitting false
negatives (i.e., not all real bugs may be reported). To place such tools on a more formal footing,
several new underapproximate program logics have recently been proposed [26, 33, 37, 48] for
reasoning about incorrectness properties of a program, i.e., a characterization of the conditions under
which a particular error state is guaranteed to be reached. As one example, O’Hearn defines [33]
incorrectness triples of the form [P] ¢ [Q], which assert that for any post-state of a command c sat-
isfying assertion Q there must exist a pre-state satisfying P. This interpretation underapproximates
c’s behavior because it requires a witness pre-state to justify every valid post-state.

While these underapproximate axiomatic proof systems have focused on imperative first-order
state-based specifications, other recent efforts have instead explored notions of incorrectness and
underapproximation using the language of types [38, 43, 45]. Ramsay and Walpole [38], for example,
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introduces a two-sided type system that allows for the refutation of typing formulas, guaranteeing
that not only do well-typed programs not go wrong, but also that ill-typed programs don’t evaluate.
Zhou et al. [45], on the other hand, leverages notions of underapproximation in the form of coverage
types to represent the set of values guaranteed to be produced by a test generator.

These type systems consider compositional underapproximate reasoning techniques for pure
functional programs, and thus cannot be directly applied to impure functional programs that,
e.g., interact with effectful libraries. To address this important limitation, this paper introduces
Underapproximate Hoare Automata Types, or uHATs, a type abstraction for underapproximating
effectful computations. A uHAT type judgement has the form + e : [H] t [F] where H and F qualify
type t with pre- (H) and post- (F) conditions. Both conditions are expressed as symbolic regular
expressions (SREs) that capture the trace of effects performed before and by e, similar to the HaTs
proposed by Zhou et al. [47]. Unlike their overapproximate predecessors, uHATs underapproximate
program behaviors: the judgement above states that for every trace of effects @ accepted by F,
there exists a trace accepted by H under which e must produce a. Intuitively, a uHAT captures the
sufficient conditions (i.e., H) that guarantee a set of effects (i.e., F) can be realized by executing e.

To illustrate, consider a program that interacts with a key-value store that provides get and put
operations. The following uHAT underapproximates the behavior of get with respect to a context
(i.e., trace) of previously performed puts:

get : k:Key.t — [o*-(put k v)-e"]{v:Value.t | v = v}"[(get k v)]

This uHAT asserts that a get operation is guaranteed to produce a trace consisting of a single event,
(get k v), provided that some put operation binding k to v (i.e., ®*-(put k v)-e*) was executed
before. The underapproximate interpretation given to uHATs encodes a form of reachability and
data dependence between the effects that have occurred prior to executing an operation, and the
effect produced by the operation — in this case, the execution of a get operation on a key k depends
on the execution of a previous put operation on k.!

In this paper, we show how uHATs can be used to guide a synthesis procedure for the property-
based testing (PBT) domain. PBT is an increasingly popular framework for automated testing of
user-specified properties. A key component of PBT frameworks are test generators, nondeterministic
functions that supply input values to the system under test (SUT). To be effective, a generator
needs to produce inputs that are relevant to the property of interest, e.g., they should satisfy the
preconditions of the SUT. The need to manually write effective generators is a well-known pain
point [19] to wider adoption of PBT, and developing generators for properties that impose deep
structural or semantic constraints on inputs remains a publication-worthy exercise [18, 20, 34].

The challenges with writing PBT generators are further exacerbated when the SUT is effectful
and includes opaque components, e.g., libraries whose source code may not be available or amenable
for inspection. In this setting, tests are typically comprised of sequences of inputs that induce effects
in a particular order to expose latent data and control dependencies relevant to the property being
checked, indirectly manipulating library-managed state. Some examples of scenarios where tests
are naturally expressed this way include:

(1) Library API invocations: The SUT is a library implementing an effectful abstract data type
(ADT) equipped with a set of APIs. A test consists of a sequence of API calls that could lead
the implementation to an error state (e.g., a violation of a representation invariant [29, 47]).

(2) Serialized inputs: The SUT is a procedure that processes serialized input data whose effects
are tokens used to reconstruct an AST which is then evaluated. The test generator creates

INote that an overapproximate interpretation of this judgement is not sensible, as it would require that a get operation on
k be able to simultaneously observe every value v previously put into k. This would mean that after performing (put k; 2)
and (put k; 3), the result of (get k;) would be both both 2 and 3, which is obviously impossible.

Proc. ACM Program. Lang., Vol. 10, No. PLDI, Article 186. Publication date: June 2026.
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(serialized) inputs that produce semantic dependencies among nodes in the corresponding
AST that could violate a property of interest (e.g., evaluation errors due to incorrect treatment
of variable scoping or binding).

(3) Database transactions: The SUT is a database supporting transactional read and write oper-
ations under various isolation levels. A test consists of a sequence of transaction operations
whose interleaved order is chosen to expose potential violations of isolation or consistency
guarantees the database is supposed to provide.

(4) Distributed protocols: The SUT is a distributed system whose components are expected to
adhere to protocol invariants. A test is a sequence of message invocations that can lead the
system to a global state in which these invariants are not maintained.

Despite being drawn from diverse domains, all these examples share the requirement that an
effective test generator needs to be cognizant of how dependencies between the events in traces are
(or are not) meaningful to manifesting a property violation. To capture this information succinctly,
we use uHATs as a formal specification language to precisely describe latent dependencies among
effectful operations, and to ensure that effectful generators adhere to these specifications by
conforming to those dependencies. We develop a custom DSL for writing such generators. For
example, using the specification given above, a well-typed program written in our DSL would
only generate test sequences in which every get operation is preceded by at least one put on
the same key, while placing no other constraints on the operations that might occur between
the two. While this use of uHATs enables us to check whether a manually-written generator
explores traces relevant to a target property, the burden of writing such a generator still remains. To
alleviate this overhead, we connect these two elements by defining a type-guided program synthesis
technique that automatically constructs DSL generator programs using uHAT specifications. The
resulting generators are guaranteed to produce traces that violate a target property when executed
angelically [2], and can thus evince a concrete bug assuming the SUT provides responses conforming
to provided specifications when performing effects.

— Fig. 1 depicts the workflow of our system,
UHAT Types <—— APIs [(Error |—

—, System UnderTes > named Clous.eau. T}.1e relevant APIs of the
i | SUT are specified using uHATs. Along with
the property of interest, these specifications
drive the synthesis of a test generator in
Clouseau’s DSL, which is then transpiled
into different testing frameworks; thus far, we have implemented QCheck [35] (OCaml) and P [12]
targets.? Synthesized test generator programs are guaranteed to produce test sequences that respect

the underapproximate interpretation of the uHAT API specifications.

This paper makes the following contributions:

§ Quickcheek, |
Synthesizer —> Test Generator —’{ P.. <
Clouseau

Fig. 1. Clouseau workflow

(1) We present a new type abstraction, uHAT, that ascribes an underapproximate interpretation
to an effect history trace used to justify the effects produced by an expression.

(2) We develop a DSL for writing test generators typed using uHaTs. The DSL, an extension
of a typed A-calculus with support for (asynchronous) effects, nondeterministic choice, and
recursion, is sufficiently expressive to be applicable across a diverse range of applications,

(3) We describe a trace-guided synthesis procedure that uses uHAT specifications associated
with SUT-provided effectful operators, along with an SRE specification of the property to be
tested, to generate well-typed test generators. We evaluate this procedure by comparing the
generators synthesized by Clouseau to state-of-the-art baselines on benchmarks whose bugs
require deep (effectful) semantic and structural properties of the target SUT to surface.

2For P, the generator replaces the default (random) scheduler.
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The rest of the paper is organized as follows. Sec. 2 provides additional motivation and ex-
amples. Sec. 3 presents the operational semantics and type system for the Clouseau DSL. Sec. 4
describes the synthesis algorithm. A detailed evaluation study over a broad range of diverse bench-
marks drawn from the domains given above is given in Sec. 5; these include generating tests for
semantically complex data structure properties such as well-typed simply-typed lambda calculus
terms using de Bruijn indices, as well as real-world distributed protocols deployed in industry.
Sec. 6 presents related work and conclusions.

2 Overview

We propose a trace-based type-guided synthesis framework for generating effectful input test
sequences in a PBT system interacting with a SUT comprised of opaque, potentially concurrent
and/or distributed, components. Before formalizing our underapproximate type system and detailing
our synthesis algorithm, we first present the key features of our approach, followed by illustrative
examples from multiple domains.

2.1 Trace-based Specifications

We capture the inputs and observed outputs of an effectful operation (e.g., put or get in our earlier
example) as an event in a trace, which is simply a sequence of events. To reason compositionally
about dependencies between the effects performed by a generator program, we rely on local
specifications of operations in the form of uHATs. Our type system uses these specifications to
capture the constraints of individual operations in a modular fashion, delegating the burden of
managing the event and data dependencies of effectful operations from top-level trace specifications
to the underlying type system.

Concretely, we model these local specifications as a collection of uHAT-based signatures like the
one for get from the introduction: parameter types constrain the payloads of events, while return
types capture relationships between events. We employ symbolic regular expressions (SREs) to
qualify trace-based properties within a type, following prior work on trace-based type systems [23,
31, 47]. However, our formulation is distinguished from these other efforts by how it generalizes
beyond history-sensitive specifications of effects or state, additionally allowing types to express
latent dependencies among arbitrary events.

2.2 The Clouseau DSL

To support test generators across diverse application domains, we introduce a domain-specific
language (DSL) that extends a typed lambda calculus core, with recursion, nondeterministic choice
(®), and effectful operations (op). This language serves as the basis for writing (and, in our case,
synthesizing) effectful test generators. The DSL further allows (angelic) random value generation
and property checking via assume and assert statements. Concretely, an assume(¢) expression
constrains all the program variables at the point at which it appears to satisfy the formula ¢, while
assert(¢) halts program execution if the formula ¢ fails to hold.

2.3 Examples

In order to bias test exploration toward desirable execution paths within a huge search space,
test developers typically embed domain knowledge about the SUT into specialized test generators.
This knowledge includes not only basic correctness properties SUT operations must respect, but also
incorporates features of the SUT that can help a test generator focus on interesting configurations.
While similar observations guide the design of prior PBT frameworks [20], uHATs allow this
knowledge to be stated formally and compositionally. These specifications inform our automated
synthesis procedure and ensure conformance by the generators it synthesizes, without the need
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to manually craft and tune generation strategies directly into test generator implementations. The
following three examples, drawn from different domains, highlight this point. We show both weak
uHaTs that express only basic correctness properties as well as more precise specifications that are
sufficient to guide the synthesizer to produce more effective generators.

Read Atomicity. Database transactions allow concurrent transactions to operate on database
state. To mask latency, client-issued read operations are typically implemented as asynchronous
request and response event pairs. It is desirable, however, that read operations be logically atomic,
i.e., the response to a client-issued read request on a key k always returns the last committed value
of k at the time of the request, regardless of writes that may have been committed between the
request and response. The following trace captures an execution that violates read atomicity>:

(write 3); (write 4)
(readReq i1); (readRsp (; 3); (readReq 1,); (readRsp 1, 4)
Here, issues two consecutive asynchronous read operations. A readReq event indicates
that an asynchronous read request effect has been issued by the client on the single key managed
by the database; the asynchronous response from the database is recorded by the readRsp event in
the trace. Requests are matched to responses using the tag . In this trace, however, the second read
response witnesses the value of a write performed by another transaction that was issued after its
matching request. We are interested in surfacing executions like these from uHAT specifications.
The following uHAT type on readRsp operations admits executions that satisfy read atomicity:

readRsp : [LAST({write v)) - (readReq ) - " ]{v:int|v = v}"“[(readRsp : v)]

This type specifies that the response to a previously issued asynchronous readReq operation can
return a value v, if the last committed write prior to the request wrote the value v. (Here, ¢ and v
are treated as implicitly quantified ghost variables; we make this notion precise in Sec. 3.) Note
that this specification also encodes a simple correctness property requiring read responses to
correspond to a prior read request with the same tag i and to reflect a write operation that occurred
before the request. A store that enforces read atomicity further constrains the write operations
visible to a response. Because this specification is interpreted as an underapproximation of the
possible behaviors of the SUT, it establishes a clear dependence between write and asynchronous
readReq/readRsp operations that should be respected by any trace which contains these events.
This uHAT uses LAST({op v)) as an alias for the following regex:

LAST({op v)) = & - (0p v) - (e \ {op))” (1)
An implementation of readRsp that does not satisfy this type could yield a trace in which a response
to a request yields a different value than previously seen by the transaction, thus exposing a read
atomicity violation. This safety property is captured by the following SRE:*
LAST({(write v)) - (readReq :) - ®*-(readRsp ( v)-e" (Aatomic)
A violation of this property can be manifested by a test generator that performs sequences of
synchronous write and asynchronous read effects in search of an offending trace similar to the
one given above.

Asynchronous effect pairs like readReq/readRsp allow our DSL to support a form of interactive
test generation, instructing the SUT to perform effects via opReq, and later observing the results via
their opResp counterparts. For instance, the test generator shown below is automatically synthesized
from the above uHAT specification and A,tomic. The presence of the readResp i operation at line 6

3For simplicity, we assume the database manages a single key that is elided from event arguments, and that write operations

are synchronous and commit their value to the database immediately.
4SREs are implicitly universally quantified over any free variables occurring in them.

Proc. ACM Program. Lang., Vol. 10, No. PLDI, Article 186. Publication date: June 2026.



186:6 Zhe Zhou, Ankush Desai, Benjamin Delaware, and Suresh Jagannathan

corresponds to the last effect present in A,iomic. The uHAT associated with this operation admits
arbitrary operations between it and the matching request, captured by “e*” in the specification,
following the (readReq:) event in the history trace of

readRsp. This behavior is subsumed by the recursive call to

1 let rec transaction_gen () =

2 () @ let x = int_gen () in
transaction_gen at line 5. The readReq effect at line 4 matches 3 let _ = write x in
the (readRsp 1) event and the write operations on line 3 are syn-  * 1‘“ ! :tfeadReq 2')‘
. N 5 ransaction_gen H
’.chesueq from the (wr.'lte U} event that Precet‘des the (rgadeeq) ) let y - readResp i in
in the history trace; since v is unconstrained in the specification, assert (x == y)

it is instantiated by a call to the int_gen primitive generator at
line 2. The choice operator at line 2 determines if more recursive calls are required, i.e., if more
readReq and writeResp events are generated. The assertion comparing y with x determines if a
violation (i.e., if the read result is different from the first written value) occurs.

Alternatively, we can provide a weaker specification that encodes the more basic correctness
property that read responses can only return values written before its matching request, making
no assumptions about which write the response is paired with:

readRsp : [¢" - (write v)- " - (readReq () - o [{v:int | v = v}“[(readRsp  v)]
This specification only requires that the value v returned by the read response is some value

written before the read was requested: it need not be the last value written before the correspond-
ing request. The following generator is also type-safe with respect to this weaker specification:

This generator issues two writes followed by aread, | 1et x = int_gen () in let _ = write x in

and asserts that the read value must be one of the 2 1let y = int_gen () in let _ = write y in

two previously written ones. Notably, although this 3 1et 1 = readReq in let z = readResp i in
4 assert (z ==x || z==y)

program is type-safe according to the weaker uHAT,
it is not allowed by the original specification, which requires the read value to be the last one.
Because this weaker specification does not capture the core property of read atomicity, generators
synthesized from this specification may produce benign test cases that would not surface read
atomicity violations. Nonetheless, the generator transaction_gen can also be derived from this
weaker specification. Thus, an imprecise specification simply means that our synthesis algorithm
has less guidance on the structure of the generators it produces. In the limit, a specification that
places no constraints on the operations of the system under test results in synthesized generators
that simply perform random testing.

Information-Flow Control. Hritcu et al. [20] applies the PBT methodology to a secure information-
flow control (IFC) abstract machine meant to enforce end-to-end noninterference (EENI). This
property captures the notion that secret inputs should not influence public outputs: any two
executions starting initial states that are indistinguishable (i.e., states in which all “low” security
values are the same) should terminate in final states that are also indistinguishable. Hritcu et al.
[20] encode the IFC machine input as a sequence of stack machine commands. For instance, the
following serialized input corresponds to two IFC programs that both store value 1 from stack into
memory, but at different addresses; the only difference is the pointer address which is labeled H
and thus not visible to an observer:

push(L, (1, 1)); push(H, {0, 1)); store =
Program 1:  pushq (L, 1); pushy(H,0);store and Program 2: pushy(L,1);pushy(H, 1); store
Memory 1: [(L, 0); (L,0)] § [(L, 1),(L,0)] Memory 2: [(L,0); (L,0)] § [(L,0),(L,1)]
Here, L and H are the low (public) and high (secret) security levels, with L £ H. To ensure indis-

tinguishability, public commands (level L) must use identical argument values in both programs,
whereas secret commands (level H) may choose different address values (0 and 1). Since IFC is a
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property that holds over pairs of executions, the trace specification push(L, (1, 1)) identifies two
programs performing a push operation with the same security label (L) and value (1); in contrast,
push(H, (0, 1)) captures a push operation with security label H that pushes value 0 in one execution
and 1 in the other. Although both executions start from the same initial memory state ([(L, 0),
(L, 0)]), the IFC machine may yield different final states ([(L, 0), (L, 1)] and [(L, 1), (L, 0)]) after
performing the store which uses the H secret pointer (either 0 or 1) to store the L value (1). The
goal of a PBT generator is to generate input sequences like these to determine if an IFC machine
implementation will fault prior to the store being executed.

To avoid synthesizing generators that produce uninteresting test programs, we would like
the executions they induce to: (1) exercise a noninterference correctness property — two input
programs must be indistinguishable at the low security level (e.g., push(L, 1) and push(L, 2) are
distinguishable); (2) bias the search to avoid programs that expose uninteresting secrets, for example
by storing a high security value at the same address in both executions (e.g., push(H, (1, 1))), or
pushing values to invalid addresses (e.g., push(L, (—1,—1))). The following uHAT specification
addresses both concerns:

push : [e*] unit [{push Wl x y| Wl =L & x =y)]

store :[e" - (push vl x; y;))- (o \ (store))*: (push IVl x; y; | isAddr(x;) A isAddr(y,))] unit [store]

The post-condition SRE for push enforces that its arguments should only be equal if they are
intended to be public, while the pre-condition SRE of a store event describes stacks containing at
least two elements (i.e., there must be at least two push operations with no intervening store),
with the top element of the stack referencing the memory location to be updated. The desired
global property that a generator needs to test can be expressed as o* - store: o* that ensures store
can be safely performed. The following test generator generates effect sequences consistent with
this property and the uHAT specifications for push and store given above:

1 let push_gen () =

2 let (x: int) = assume(isAddr x) in let (y: int) = assume(isAddr y) in
3 (assume (x = y); push L (x, y)) & (assume(x !=y); push H (x, y))

4 in push_gen (); push_gen (); store;

On the other hand, the following specifications only guarantee that tests exercise noninterference,
and do not impose any additional constraints on the diversity of secret inputs or address validity:
push :[e*] unit [{push Wl xy| Wl=L = x =y)]
store : [o" - (push IVl x; y;)- (o \ (store))”- (push vl x; y, | true)] unit [store]

This weaker specification can synthesize generators that produce uninteresting secret values
(push’s post-condition weakens the bi-implication found in the stronger specification given earlier)
or invalid addresses (stores no longer constrain the arguments supplied to a previously executed
push to be addresses); in either case, overall test efficiency is reduced.

STLC Terms. Our final example applies our approach to the well-studied [18, 25, 45] problem of
using PBT to test the correctness of an interpreter for simply-typed lambda calculus (STLC) terms.
The SUT in this example is an STLC interpreter, and the synthesized test generator produces a
family of serialized STLC terms, i.e., sequences of string tokens, using a single effectful operation,
token : String — unit. Unlike these earlier efforts, we consider terms in which variables are
represented by their de Bruijn index [9]. Consider a SUT that fails to correctly increment the index
during substitution under a lambda abstraction, leading to incorrect variable capture.

REDUCTION RULE: (At.e) v < e[0 > 0]
INCORRECT SUBSTITUTION: (At.e)[n+> v] = At.(e[n > v]) X shouldben + 1

The following term will trigger a bug in our SUT, as this well-typed term will, in fact, get stuck:
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(Aint.(A(int — int).[0] [1]) (Aint.[0])) 3 (estLc)
— (A(int —int).3 [1]) (Aint.3) (wrong substitution “[0] > 3”)
— 3 [1] (stuck!)

Here, our buggy implementation mistakenly substitutes the bound variable “[0]” with the argument
value 3 in the two inner abstractions, instead of “[1]”.

Guiding test generation for interpreters over serialized STLC terms is challenging, as the gener-
ated token sequences must contain nested function abstractions with appropriate de Bruijn indices;
otherwise, errors involving incorrect variable substitution with non-zero bound variable indices
cannot be detected. To enforce the correct use of de Bruijn indices we need to express the relation
between indices and abstraction depth. To do so, we introduce a ghost event depth that tracks the
current abstraction depth; as we describe in the following sections, ghost events carry a payload
that enables establishing additional dependencies with other events beyond those involving the
effects parameters and result that can still be efficiently checked using our type system. Here,
token is an effect that appends its argument to a serialized string that is eventually passed to the
interpreter being tested. A uHAT specification to track depth can now be given as follows:

[LAST({depth d))- (token - {(depth d + 1)- "] unit [(token|) |)- (depth d)]
As shown above, upon entering a function abstraction, we retrieve the last tagged depth (assumed
to be initialized to 0), increment it at the start of the body, and restore it upon exiting. Leveraging
depth, we can specify a correct de Bruijn index safety property using the following SRE:

LAST((depth d | n < d))- token | [7] }o* (A1)
The bound variable index n is required to be less than the current depth d; the notation 7 signifies
that n’s value must be substituted in the string output produced by token. The following code
snippet shows a test generator for nested abstractions synthesized by Clouseau based on the above
specification and safety property:
1 let rec abs_gen (d: depth) =
2 (let (i: int) = assume (0 <= i & & i < d) in token ) (]

3 (let t = random_stlc_ty () in token ; abs_gen (d + 1); token

Observe that the ghost event used in A, and the specification for token | ) |is not present in the
code; instead it acts as a hint to the synthesis procedure to construct a recursive function abs_gen
parameterized by the current depth d, ensuring correct tracking of abstraction nesting.

In order to facilitate test exploration, token sequences should correspond to STLC terms that
are both: (1) well-formed: all opened lambda abstractions need to eventually be closed and all
variables in a term should be bound, so that terms are not immediately rejected by the parser;
and (2) well-typed: to avoid terms that are discarded by the type checker. The specification given
above encodes only the first property, and thus permit a synthesized test generator to produce
well-formed but ill-typed STLC terms. A more precise specification that encodes both conditions
is provided in the technical report [44]. Although this weaker specification does not prohibit the
generation of ill-typed terms, it nonetheless correctly encodes the structure of Bruijn indices, using
the ghost variable d to track abstraction depth.

In the following, we present a procedure to synthesize generators that only produce traces
consistent with uHAT-based specifications and SRE-given safety properties. We emphasize that
because these specifications are used primarily to constrain the search space of terms used to
synthesize a test generator, they give developers significant leeway on the level of precision
captured: less precise underapproximations simply lead to (potentially) less effective generators.
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3 Language
Variables X, Y, 2, V...
Base Types b= unit|bool | nat|int | id...
Basic Types su= b|s—s
Pure Operations op:= +|—|==|<]|<|rand_int...
Constants cx= ()|B|Z]|IL..

Qualifiers pu= clx|opo|L|T|-p|dAP|dVP|p= ¢ |Vx:b. ¢
Effectful Operations op == put | get | readReq | readRsp | write | push | pop | ...

Values vi= c|x|Axis.e| fixfis.Ax:s.e
Expressions ex= v|le®e|vv|opov|opv|letx:b=eine|assume ¢ | assert ¢
Events m:= (op0)
Traces ax= []|m:alatta
Notations ej;e; = let_=e; ine,
let x:t = assume ¢(x) ine = let x:t =rand_int() in assume ¢(x);e

Fig. 2. Syntax of A expressions

We formalize our approach using a core language, AC, for expressing trace generators— non-
deterministic programs that probe the behaviors of a black-box system under test via a set of
(effectful) operators that the system provides. This calculus is equipped with a type system that
characterizes the set of traces that a program must be able to produce, if the system under test
produces appropriate responses. The syntax of A is shown in Fig. 2; the calculus includes both pure
and effectful operations (op and op), nondeterministic choices (&), recursion (fix), and assume and
assert statements in the style of solver-aided languages [2]. As seen in Sec. 2, asynchronous effects
can be modeled as a pair of opReq/opResp operations, where the former generates an id (given
as 1 in the syntax) that can then be subsequently referenced when performing a corresponding
response operation.

A€ is equipped with a small-step operational
semantics similar to other calculi for trace- Operator Semantics ‘ Eop(c)lc arop(c) c ‘

based type systems [47]; selected reduction »
rules are shown in Fig. 3.° The reduction re- Operational Semantics

a/
lation « F e=— €’ constrains the output trace Fop(c) | ¢ akopel ¢
, . . STPOP STEFOP
a’ produced by executing e based on a history T _ lopze’]
akEopcC—c akopc———c

trace a. The evaluation of pure operations (rule
STPOP) makes no use of trace, either history or Fig. 3. Selected reduction rules

output. The result of an effectful operation, in

contrast, can depend on the events that preceded it, and it produces an output trace containing an
event whose payload contains both the arguments and return value of the operation.

3.1 Type System

The syntax of types in AS is shown in Fig. 4. Types include pure refinement types, which
describe pure computations, and underapproximate Hoare Automata Types (uHATs), which describe
effectful computations. Pure refinement types are similar to those found in prior underapproximate
refinement type systems [45], and allow base types (e.g., int) to be further constrained by a logical

5The full reduction rules; complete definitions of the auxiliary typing relations (including well-formedness); the full typing

rules beyond Fig. 5; further denotational details; and proofs of the theorems in Sec. 3.3 are all given in the technical
report [44].
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Symbolic Regex H,F, A :

O)e|(opX| ) |AVA|AA|A |A\A|ANA]

Pure Refinement Types tu= {vb|@} | xit—t|xt—>1|x:b->t|ops—t
Underapproximate HATs ru= [H|x:t[F]|rnt
Type Contexts IFa= 0|xt,T

Type Aliases (op | ¢) = (opX | §) (opD) = (opX |Xx=0) (op) = (opX | T) A1Az = A;-Az b={v:b|T}"
Fig. 4. A€ types

formula or qualifier. In contrast to traditional type systems where a pure type qualifier {v:b}°
constrains every value a pure expression may evaluate to; the type qualifier {v:b | #}" constrains
a subset of the values it must evaluate to. For example, the constant value 1 can be assigned the
types {v:int }* and {v:int }° - the value 1 satisfies the constraint in both overapproximate qualifiers
- but, 1 cannot be assigned the type, {v:int |v =1V v = 2}", since it cannot evaluate to both 1 and
2 as required by this underapproximate qualifier. The term 1 & 2 & 3, in contrast, does have this
underapproximate type.

Underapproximate Hoare Automata Types. Similar to other recent trace-based type systems [47],
A€ uses Symbolic Finite Automata (SFAs) [8, 17, 42] to qualify the traces generated by effectful
computations; in contrast to those prior works, the uHATs in A€ use SFAs to underapproximate
the set of effects that a program must produce. A uHAT [H] x:t [ F] consists of a pure refinement
type t and two SFAs: a history SFA H that constrains the history trace under which a term is
executed, and a future SFA F that describes a subset of the events that it must generate as a result.
uHATs represent SFAs using symbolic regular expressions (SREs), but in principle could support
any encoding of SFAs, e.g., Symbolic LTLy [10]. SREs support symbolic events, (op X | ¢), atomic
predicates that describe an effectful operation op whose arguments x satisfy the qualifier ¢. SREs
provide a convenient language for writing SFAs, supporting versions of the standard regex operators
shown in Fig. 4, including union A V A, sequence A-A, and Kleene star A* operators.

The figure also gives the definition of the type aliases that Sec. 2 used to limit user annotation
burden. When the fields of a symbolic event are clear from context, we omit its arguments X, e.g.,
(push | v > 0) means {(push v | v > 0). We omit quantifiers with equality constraints, e.g., writing
(push v | v = 3), as (push 3), and the top (T) qualifier in symbolic events and types.

Example 3.1 (Ghost Events). Consider an effectful stack library implemented as a fixed-size array
whose elements grow monotonically. An incorrect implementation that fails to grow the array
when the stack is full may cause push operations to be dropped. To detect this violation, we need to
explore traces of the following form, where the last pop operation raises an “empty stack” exception:

push(1); push(2); push(3); pop(2); pop(1); pop(?)

Because we would like the uHAT specifications for push and pop to guide the synthesis of a test
generator, they should be interpreted as underapproximations, consisting of nested pairs of push
and pop events. This can be expressed by the following uHAT specifications, using ghost events
pushI and popI as shown below:

push : n:int--> y:int - x:{v:int |y < v} — [Last({pushI n y))]unit [{push x)-{pushI n+1 x)]

pop : n:int--> m:int --»
[Last({popI m _)) A Last({pushI n _)) A ("-(pushI (n—m) x)-e*)] x:int [{pop x)-(popI m+1 x)]

Intuitively, the pushI and popI ghost events are simply push and pop events equipped with indices
that record the number of push and pop operations. As seen here, ghost events allow uHaT
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Auxiliary Typing TtWFr THACA Trr<it Typing IF'top:t Tro:t Tre:t

Trty<ity, ToxtyvF CF Thop: xitx = [H]z[F]

I'FWF 7[x > o] I,xity+H CH
: C R
SusG T,x:t; - H C Hy SusHF O,xiy ¥ H C0
Trxb-->7<:it[x 0] T r [Hy] xity [Fy] <: [Hy] xits [Fy] — , TOPHis
Trop:x:ity— [H']t[F]
Tro:t A(op) =t Trop:xit;—~>[H]t[{opx;)-F] Vi.Troi:t;
——————— TReT — " TOrCrx - ' =~ TErrOpP
Tro:[H]t[e] Trop:t T+opo;:[H]t[{op ;) F]
Trei:ry Tre:n TCHOICE Trep:[H|x:itx[F1] T,xitxtrey:[H-F|t[F;] TLET
Trei®e:rMNn Trletx=¢e inezi[H]t[F1'F2]
I it ) I+ fixfAx.e:t
e S TFIXBASE T, fit+ Ax.e:t'
T+ fixf.Ax.e : xis— [H]{v:b | L} [0] TFixIND

T'F Ax.e: x:t
e xhem T T+ fixfAx.e:t/

Fig. 5. Selected typing rules.

specifications to capture latent data dependencies between effectful operations. The signature for
push requires that the new pushed value (x) is greater than the last pushed value (y), and adds a
new ghost event pushI with an incremented index (i.e., (pushI n+1 x)). The signature for pop also
records the number of pop operations in the same way (i.e., {(popI m+1 x)); additionally, it requires
the last popped value (x) to be equal to the (n—m)" pushed value, reflecting the “last-in-first-out”
property of the stack.

3.2 Typing Rules

A€ is equipped with a pair of typing judgments on pure and effectful expressions, I + v : t and
I+ e: [H]x:t[F], respectively. Both judgments rely on a type context, I, that maps from variables
to pure refinement types (i.e., t). As in prior work [45], typing contexts are not allowed to contain
uHATs— doing so breaks several structural properties (e.g., weakening) that are used to prove type
safety. Both rules are parameterized over an additional context A, which provides types for pure
and effectful operators.

Auxiliary typing relations. Our type system also relies on three additional auxiliary relations.
The first is a well-formedness relation T' -WF 7 that ensures, among other things, that all qualifiers
appearing in a type 7 are closed under the current typing context I' and that the verification
conditions generated by the synthesis algorithm presented in the next section can be encoded as
effectively propositional (EPR) sentences [39], which can be efficiently handled by an off-the-shelf
theorem prover such as Z3 [11]. We also require the history regex H to not be empty, which
guarantees that it represents a meaningful underapproximate precondition.

The type system also uses a semantic subtyping relation tailored for underapproximation; Fig. 5
presents the key subtyping rule for uHats. The rule SuBG allows the instantiation of a ghost
variable in a uHAT into well-formed types. The rule SUBHF uses an auxiliary inclusion relation on
SREsT + A; C A; to relate the history and future regexes of two uHATs under the current type
context I', as well as the return type using the standard subtyping relation on pure refinement
types. Notably, because our typing judgements are underapproximate, this subtyping relation is
covariant in the history regex and contravariant in the future regex, yielding behavior similar to
the reverse rule of consequence found in Incorrectness Logic (IL) [33]. Like that rule, SUBHF allows
us to strengthen a postcondition (i.e., shrink the future trace), and weaken the precondition (i.e.,

Proc. ACM Program. Lang., Vol. 10, No. PLDI, Article 186. Publication date: June 2026.



186:12 Zhe Zhou, Ankush Desai, Benjamin Delaware, and Suresh Jagannathan

enlarge the history trace). Since the future automata in a uHAT can refer to the pure value it returns,
the inclusion check between the future automata extends the typing context with a binding for the
return value.

A subset of our typing rules is shown in Fig. 5. All our rules assume any types they use are
well-formed, so we elide the corresponding well-formedness judgments from their premises. The
TRET rule requires the future regex of a pure term (€) to only accept the empty trace. The operator
type is retrieved from the global operator context A using the TOpCTx rule. For a given event, there
may be multiple reachable history traces (underapproximate preconditions) that can be allowed by
an operator that is determined by the context in which the operator executes, and by the operator
type alone. We, therefore, expect that the operator type found in the operator context is the most
precise one, i.e., it doesn’t allow any unreachable history traces, and admits underapproximation
specialization. The rule TOPHIs can then freely choose a non-empty subset of the reachable history
traces to align with the actual calling context. The application rule TEFFOP requires the arguments
of an effectful operator to be well-typed against its parameter types; it records the effect as an
event in the future trace along with any additional ghost events (F). The nondeterministic choice
operator is typed using the TCHOICE rule, which merges the uHATs of the two branches. The
TLET rule requires the binding expression e; to generate the first part of its future trace F;, with
the rest of trace produced by the body expression e, under a new history that includes F;. The
typing rule for functions (TFuN) is standard, while the rule for recursive functions is modeled
after the corresponding IL rule, unrolling the recursion as needed. The FixBAsE rule types any
recursive function with a uHAT lacking reachability constraints (i.e., [H] {v:b| L}" [0]). In contrast,
the FIxXIND rule permits typing a recursive function with type ¢’ by requiring it to have another type
t, and by checking that its body can be assigned type ¢’ under the assumption that the function
itself has type t.

Example 3.2 (Operator Application Typing). We present a typing derivation for a simple generator
that generates push and pop operations using the signatures from Example 3.1. Consider how we
might type check the following expression:

O+ let x:int = assume 0 < x in push x; pop :
[{pushI 0 0)(popI 0 0)]x:{v:int|0 < v}" [(push x){pushI 1 x){pop x){popI 1 x}]
The signature of the generator is a uHAT that assumes a history trace in which the stack is empty
(i.e., the ghost events pushI and popI both hold a 0 index and a dummy value). The body of the
generator generates a positive number x using assume; the underapproximate refinement type of x
signifies that it must evaluate to every positive integer. The generator then is expected to pop the
same value. We can thus type check its two effectful operation applications using the following
judgement:
x:{v:int |0 < v} + push x; pop :
[{pushI 0 0)(popI 0 0)]x:{v:int|0 < v}* [{push x)(pushI 1 x){pop x){(popI 1 x}]

Using the TEFrOP rule to type the first push effect, we retrieve the operator’s types from the
operator context A:
...k push: mint--»>y:int --»

xfviint |y < v} - [Last({pushI n y))]unit [{push x){pushI n+1 x)] (by TOPCTX)

We can then apply the subtyping rule (SUBG) to instantiate the signature’s ghost variables (e.g.,
n+— 0andy— 0):

... kpush : x:{v:int | 0 < v}* — [Last({pushI 0 0))]Junit [{push x){pushI 1 x)] (by SuBG)
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The rule TOPHis can then be used to specialize its history trace to align with that of the actual
calling context ({(pushI 0 0){(popI 0 0)). Note that we do not need to also specialize the future regex,
since it is already a prefix of the future trace of the target type:

... kpush : x:{v:int | 0 < v}* — [{pushI 0 0)(popI 0 0)] unit [{push x){pushI 1 x)] (by TOPHIs)
The rest of program is now typed via the following judgement:

x:fviint |0 < v} + pop: [{pushI 0 0){popI 0 0){push x)(pushI 1 x)]x:{v:int|0 < v}" [{pop x){popI 1 x)]

As before, after looking up the type of pop using TOrCtx (@), we can instantiate the ghost variable
n as 1 and m as 0 via SUBG (@), align the return type via SUBHF ((®) and refine the history regex
via the rule TOPHIs (®):
... Fpop: mint--»>mint-->

[Last({popI m _)) A Last({pushI n_)) A (e*(pushI (n—m) x)e*)] x:int [(pop x){popI m+1 x)]
... Fpop: [Last({popI 0 _)) ALast({pushI 1_)) A (e*(pushI 1 x)e*)]x:int[(pop x)(popI 1 x)]
... Fpop : [Last({popI 0 _)) A Last({pushI 1 _)) A (e*{pushI 1 x)e")]x:{v:int|0 < v}* [{pop x){popI 1 x)]
... Fpop : [{pushI 0 0){popI 0 0){push x)(pushI 1 x)]x:{v:int |0 < v}* [{pop x){popI 1 x}]

® ® ® 0

3.3 Metatheory

Although ghost events constrain uHATs, they do not appear in actual traces produced by the
operational semantics. We define an erasure function [a] to remove ghost events from a trace a.

Type denotations. Similar to other refinement type systems [22], types in A are denoted as
their inhabitants (i.e., [t] and [z]). The type context I is denoted as a substitution o (i.e., [x; >
v1, X2 > 0v2]) that provides the assignments for binding variables in I' and the denotation (the
denoted language) of SREs is a set of traces. Then, trace inclusion under a type context is defined
asTFACA =Vo € [I.[o(A)] € [o(A”)]. The type denotation of [H] x:{v:b | #}" [F] is:

[af]
{e|0rse:bAVub.d[x > v] = Vay € [F[x = v]].3ay € [H[x = o]].[an] & e_ff‘v}
A term e inhabits [H] x:{v:b | ¢} [F] iff, for trace af accepted by F, there exists history trace aj,

accepted by H, such that the execution of e under a;, produces ay. Our formulation constitutes a
trace-based analogue of IL [33], in which effects are modeled as program state transitions:

[P]e[Q] = Vspost € [[Q]]-Hspre € [[P]]-(spre, e)l Spost

A notable distinction between these two presentations is that we characterize F as the set of newly
produced traces rather than the full post-execution trace, reflecting our trace-based type rules. This
formulation additionally avoids redundant prefixes inherited from the execution history.

We expect the uHats provided by the operator typing context A to be consistent with the
corresponding auxiliary operator semantics:

Definition 3.3 (Well-formed operator typing context). The operator typing context A is well-formed
iff the semantics of every operator op is consistent with the type x:b, --> y:t, » [H] z:t [F] provided
by A, and H does not specify any unreachable traces.

Vx:by. Vy € [ty]. VH ' H # O AH' € H = (op¥y) € [[H'] z:t [F]]

THEOREM 3.4 (FUNDAMENTAL THEOREM). A well-typed term, i.e, I e : [H]t [F], generates traces
consistent with its uHAT: Yo € [I'].o(e) € [o([H] t [F]].

CoROLLARY 3.5 (TYPE SOUNDNESS). A generator e that satisfies O + e : [e]unit [F] must produce

all traces accepted by F, i.e,Va € [F].[] E e ﬂ* 0.
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4 Synthesis

Given an SRE A describing some property of a black-box system under test, Corollary 3.5 ensures
that a well-typed test generator program 0 + e : [e] unit [F] must be able to produce every trace
a that is consistent with both F and A, i.e. « € F A A. Thus, the high-level goal of our synthesis
procedure is to find a generator that a) uses effectful operators in a way that is consistent with
the temporal and data-dependency constraints captured by their specifications in A, and b) has
a uHAT whose future automaton shares a meaningful overlap with A. Our synthesis algorithm
simultaneously solves both problems by using a loop, depicted in Fig. 6, to iteratively refine the
target SRE into a set of more concrete SREs, each of which can be directly mapped to a well-typed
generator program. Each iteration of this loop targets a single event in an element of this set and
adds events before and after that event so that its dependencies are satisfied, ensuring that the
corresponding operator in a synthesized program is well-typed. Our loop also employs a regex
non-emptiness check to ensure that each element of this set represents a generator that produces
at least one feasible trace. After the refinement loop has finished, a well-typed generator program
can be mechanically extracted using the refined property as a template.

all events in A are consistent with A . generator e
Derive Generator
Select Event (op | ¢)

let Ai{op | #)A2=A  backtrack:

global property A

A’ « merge( A;{op | ¢)As,
[H][(op | ¢")F-*])

[H][(op | ¢)F] € A Merge

Fig. 6. Clouseau’s high-level test generator synthesis algorithm

operator specification A

Select Operator Type
« = 0@ = 7

4.1 Synthesis Algorithm

The main refinement loop in our synthesis algorithm operates over abstract traces — sequences
of symbolic events (op | ¢) plus alternatives defined by the following grammar:

Abstract Trace 7 =€ | (op | ¢}’ | m-x | [{op | $)°]*

Each symbolic event (op | ¢)” in an abstract trace is tagged with a boolean b indicating whether the
surrounding context satisfies its constraints. Operating over abstract traces helps our synthesizer
easily identify events with unresolved dependencies. Every SRE can be normalized into a set of
abstract traces via an algorithm that applies a standard minimization algorithm and then decomposes
unions into abstract traces: (opy | ¢1) U (opz | ¢) becomes {(op; | $1)*, (opz | ¢2)"}, for example.®

Example 4.1 (SRE Normalization). The set of abstract traces corresponding to the history regex
of pop from Example 3.1 includes the following abstract trace:

Original SRE: Last({popI m _)) A Last({pushI n_)) A (*(pushI (n-m) x)e")

One normalized trace: T3, -(popI m _)*II; oo 1 (pushI (n — m) x)*-Tppopr (PushI n _)*-I0; (7pop1)
where Ilany = [(pushI)* | (popI)* | (push)* | (pop)"]
nopopr = [{pushI)* | (push)* | (pop)™*] Mot = [(push)* | (pop)~]

This abstract trace imposes an ordering on the three intersected symbolic events in the origi-
nal SRE; other traces correspond to different orderings. The alternatives after (popI m _) and
(pushI (n —m) x) in the trace disallow (popI) event and (pushI) events, respectively. The mini-
mization step also produces traces that merge these intersected events: the procedure automatically
considers the case where m = 0, which unifies the two pushI events, resulting in the inclusion of
the following abstract trace in the normalized set:

I, (PopI 0 )" -T0; popr-(pUshI n x) 10y (Mpop2)
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Algorithm 1: Test Generator Synthesis

Inputs : Operator context A, variables x:b, and target trace property A
Output : Generator e, such that x:{v:b | T} Fe: [eJunit [A']Ax:{y:b | T} A" C A
1 T —x{v:b| T} ; // initial type context
2 C— {(T,n) | € Norm(A)};// initialize set of abstract traces
3 while 3(T",7) € C. & = mp-(op | ¢>)L-7rf do // events still need to be refined
+ | T Refine(A, T, m, (op | $)*, 7)) UC - {(I", m)}

5 return DeriveTerm(C) ; // synthesize recursions and derive generator program

Algorithm 2: Abstract Trace Refinement (Refine)

Inputs : Operator context A, typing context T, abstract trace m,-(op | ¢)* ¢

Output : Set of refined abstract traces IT where the dependencies of (op | ¢) are satisfied
%-%E% [H] x:tyx [(op | ¢")-F] < A(op); // retrieve uHat of op

2 IV « T, z:{v:b|T}",E, x:ty ; // add ghost variables and parameters types to type context
3 (op|¢”)«—(op|pA¢’');// refine target operation

4« H « m, NH; // merge history regex

-

5 F' < mp A (F-0");// merge future regex
6 P« Norm(H'-{(op | ¢")"-F’'); // normalize refined trace
7 return {(I", ") | 7’ € PAT' v+’ ¢ 0} ; // filter empty abstract traces

Our top-level synthesis algorithm is shown in Algorithm 1. Given a target trace property A whose
qualifiers only contain the variables x:b, this algorithm synthesizes a well-typed A€ generator.
The algorithm maintains a set of candidate abstract traces, C, each of which is a refinement of A;
this set is initialized directly from A (line 2). Each trace in C is paired with a typing context that
the synthesizer uses to filter out refinements that do not correspond to well-typed programs. The
algorithm first uses a loop (lines 3 — 4) to refine C until it only contains abstract traces that are
consistent with the operator context A, and then uses the resulting set of traces to derive the final
(recursive) generator (line 5). Each iteration of this loop nondeterministically chooses a target event
in one of the current abstract traces (line 2) whose tag indicates its dependencies are not satisfied; it
then uses the Refine subroutine to insert the required operations before and after the target event.

Abstract trace refinement. The abstract trace refinement subroutine, Refine, is shown in Algo-
rithm 2. It first retrieves the uHAT of the target operation op from A (line 1), and adds its parameters
to the type context (line 3). Refine then merges the selected uHAT with the current abstract trace
(lines 4 — 6) and normalizes the result to produce a set of refinements of the input trace that are
consistent with op (line 7). Line 6 effectively applies the SUBHF rule to drop any states that are
unreachable after the target operation; while line 4 effectively applies TOPHIs to ensure the trace
that precedes the target operation satisfies its specification. Before returning the refined trace,
Refine checks it corresponds to a meaningful test generator by filtering out empty traces (line 7).

Example 4.2 (Abstract Trace Refinement). We illustrate the refinement process by showing how it
derives a trace corresponding to the generator from in Example 3.2. Assume the refinement loop
begins with the following (singleton) set of abstract traces:

HZny'<p°p | T)’H;ny
®The full definition of our SRE normalization procedure is provided in the technical report [44].
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where the user requires that the test generator performs at least one pop operation. In the first
iteration, the symbolic event (pop | T) is selected for refinement using Ref'ine. The algorithm first
retrieves the uHAT of pop from A:

A(pop) = n:int --» m:int - [mpop1 U Mpopz U ... ] x:int [{pop x)-(popI m+1 x) -1,

We have normalized the history regex to illustrate that merging this uHAT with the current abstract
trace and normalizing can result in multiple new abstract traces. For example, property 7pop; in the
history regex can yield the following trace:

(mAviint | v = O}, n:{vrint | TV, ye{veint | T, x:{viint | T},
Iy POPT m y) I popr PUSHT 1 x) 07 (pop x) T (popI m x)™)

The new variables in the type context require m = 0, as mentioned in Example 4.1. Although
the uHAT of pop does not explicitly add any new push or pop events to the abstract trace, it does
require multiple ghost events, which will recover corresponding concrete events during further
refinement. For example, the uHAT of pushI is given below; it requires that a pushI event always
occurs after a push event, unless it is an initialization event (i.e., i = 0):
A(pushI) = i:int —»x:int — [e*(push)]unit [{pushI i x | i > 0)] M [(e\ (pushI))*Junit [(pushI ix |i=0)]
A(popI) = i:xint — x:int — [e*(pop)]unit [{(popI ix |i> 0)]r[(e\ (popI))*Junit[{popIlix|i=0)]

On the other hand, the (popI m y) event in the abstract trace has index m = 0, and the algorithm
can smartly determine that there is no previous pop event in this case. It is because the merge
result of the first intersected type of popI fails the non-emptiness check, where m > 0 Am =0
is unsatisfiable. Finally, this trace will be refined to one consistent with the program shown in
Example 3.2:

(m{viint | v = O}, n:{viint | v = m+ 1}, y:fviint | T, x:{viint | v > 4},
I o1 -(pushI m y)*-(popI m y)*= Iy -(push x)*-(pushI n x)* I -(pop x) "-(popI n x)* I}, ) (Tstack)

Deriving a Generator. The second component of our synthesis algorithm, DeriveTerm, derives
generators for each abstract trace in the set produced the refinement loop and then combines them
using @ to construct the final generator. This process relies on a subroutine, DeriveTrace, that
generates straightline programs without recursion by dropping by all ghost events and variables
and then mapping each symbolic event to a corresponding effectful operation with appropriate
arguments. So, given the following context and abstract trace:

(m{viint | v = 0}, n:{viint | v = m+ 1}, y:f{viint | T}, x:{v:int | v > gy}, (push x)-(pop x))

DeriveTrace will synthesize the following program:
1 let (x: int) = assume (dmnym=0An=m+1Ax > y) in push x; (* equivalent to assume true x)
2 let (z: int) = pop () in assert (x == z)
DeriveTerm applies a sketch-style methodology to synthesize a recursive generator, it iteratively
uses DeriveTrace to fill in the holes of a template recursive function definition. It does so by
associating each of the holes in the template with a subsequence of the abstract trace, treating each
occurence of a Kleene star in an abstract trace as a candidate placeholder for a recursive call. In
order to ensure a particular partitioning is sensible, the algorithm simulates a bounded number of
loop iterations to ensure a completed sketch is well-typed.

Example 4.3 (Recursion Template). Consider the following template which defines and uses a recur-
sive function f that calls itself once: T = let f = fix f.A(). () & ;f (); in (;f ();).
This template includes a pair of holes before and after the recursive call in the definition of f, and
another pair around the top-level call to f. We can build the following two program sketches by
mapping portions of 7s¢ack from Example 4.2 to the four holes in T:
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I}, (pushI m y){popI m y)II; ; (push x)(pushI nx) II;; (pop x)(popl nx) II; ;
—_—— — —
es el fo e eq

I;.; (pushI m y){popI m y)II; ;(push x)(pushI nx) TII;; I ; (popx){popInx) II;

nol
—_— —_—. —— —

e e f0 €2 e
We can then simulate unrolling the recursive call in a solution to each sketch by duplicating the
subtraces labeled e; f () e; a bounded number of times and checking whether they are consistent
with 7gtack: doing so reveals that the second sketch would not yield a valid solution, as the recursive
call would repeatedly perform pop events without any push events. The first sketch, in contrast, is
consistent with 7stack; using DeriveTrace to synthesize generators for each e yields the following:
letrecf () =0 &
let (x: int) = int_gen () in push x; (* e; *)
f0;
let (z: int) = pop () in assert (x == z) (* ey *)
in (x e %) £ O (% eq %)

THEOREM 4.4 (ALGORITHM 1 Is SOUND). Every generator synthesized by Algorithm 1 is type-safe
with respect to our declarative typing system.

5 Implementation And Evaluation

We have implemented a tool based on the above approach, called Clouseau, that synthesizes
effectful test generators from user-provided uHAT specifications and property. The output program
in our DSL can be transpiled to OCaml (QCheck) or P. Our experiments use the OCaml transpilation
to test effectful abstract datatype libraries, serializers, transformers, and interpreters, concurrent
data structures and databases; we use the P target to test reactive distributed system models (i.e.,
message-passing systems defined as a collection of actors) by using the synthesized generator as a
property-directed scheduler that replaces P’s default random one. Notably, the same specification
and synthesis strategy is used in both cases. Clouseau consists of approximately 14K lines of OCaml
code and uses Z3 [11] as its backend SMT solver.

Evaluation setting. Clouseau takes two inputs: a target property, expressed as an SRE, and an
operator context that contains uHAT specifications for the operators used in the SUT. During
synthesis, Clouseau decomposes the target property to build a generator consistent with the traces
that the property accepts, but constrained to respect the history and future traces of any effects it
references. Because operator types are interpreted underapproximately, there are potentially many
valid candidate programs that are consistent with the uHAT specifications of the operators they use.
Our implementation considers a union of well-typed synthesis candidates, the number of which is
bounded by the amount of time allotted for synthesis (3 minutes in our experiments). Synthesized
generators use assume statements to ensure that data dependencies among effectful operations are
respected and use assert statements to flag property violations. Like other PBT setups that rely
on precondition-style filtering, our evaluation adopts an angelic reading of assume: when the SUT
or runtime rejects a candidate trace (e.g., when the interpreter aborts on an ill-typed expression),
we treat that run as uninformative and retry with a fresh sample rather than counting it toward a
found violation. This matches how generators are typically used in practice and avoids conflating
specification imprecision with genuine safety failures.

Our experimental evaluation addresses four research questions:

Q1: Is Clouseau expressive? Can it synthesize generators for a diverse set of benchmarks with
interesting non-trivial structural and semantic safety properties?
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Q2: Is Clouseau effective? Do synthesized generators enable more targeted exploration of the
state space to witness violations of provided safety properties than existing techniques?

Q3: Is Clouseau efficient? Is it able to synthesize meaningful generators reasonably quickly?

Q4: Is Clouseau robust? Is it able to synthesize meaningful generators for benchmarks even when
provided with weaker specifications than necessary?

We have evaluated Clouseau on a diverse corpus of programs’ drawn from a variety of sources
(described in the captions of Table 1 and Table 2) (Q1). Our benchmarks are grouped into four
categories. The first are data structure benchmarks (Stack, Set, Filesystem) where the test generator
probes for violations of structural invariants. The second are evaluators - programs that input
serialized data, transform them into an internal AST representation, and then interpret them;
we consider evaluators for data structures like graphs and automata (Graph, NFA), information
flow control machines, and simply-typed lambda-calculus, the latter two both described in Sec. 2.
The third are concurrent and database benchmarks (Transaction, Shopping, Courseware, Twitter,
Smallbank) that test properties related to consistency and synchronization. Property violations in
any of these categories only manifest in specific configurations (e.g., a violating test case for NFA
involves constructing an automata containing multiple nodes with more than two outgoing edges).
We evaluate these three classes of benchmarks by transpiling synthesized generators into OCaml,
leveraging its QCheck library as needed. The SUT for each of these benchmarks is known to be
buggy; in all cases we use implementations either available from prior sources directly (if the OCaml
source was available), or by directly translating them into OCaml. The fourth group of benchmarks
shown in Table 2 considers applications involving various kinds of distributed protocols; these
are executed using the P runtime environment, by transpiling synthesized generators written
in our DSL into P’s state machine modeling language. Here as well, the protocol being tested is
known to be faulty from the sources they were adopted from. The IFCLoady, DeBruijnHOy, and
Transactiony benchmarks are variants of other benchmarks that use the weaker specifications
described in Sec. 2; the end of this section discusses these results in more detail (Q4).

Table 1 divides the results of our experiments into four categories, separated by double bars.
The first measures the complexity of benchmarks with respect to the number of distinct effectful
operators (#op) and the number of qualifiers (i.e., symbolic events) used in uHAT specifications
and the property being tested. For the benchmarks in Table 1, our results show that writing
underapproximate specifications require anywhere from 6 - 22 different operators and include over
100 symbolic events in our most complex examples. The second group of columns characterizes
Clouseau’s ability to discover a violation compared to the baseline (Q2). To make the comparison
objective, we execute generators in the two systems 10K times, and count the number of runs in
which a fault was uncovered. For example, for Stack, using QCheck to generate random sequences
of push and pop effects, resulted in an erroneous execution every 31.9 times on average; in contrast,
every execution of the generator(s) synthesized by Clouseau manifested the bug. Notably, even for
benchmarks in which there is a sophisticated customized generator available® (e.g., IFC or de Bruijn),
uHaT-guided synthesis leads to significantly better outcomes. We use MonkeyDB [1], a mock storage
system that can be used to find violations of database isolation properties, as the baseline for a
number of the concurrency benchmarks. Although it is specialized for this particular application
class, and Clouseau is not, evaluation results are comparable, with Clouseau yielding generators that
identify weak isolation violations modestly more effectively than the baseline. Similar conclusions
apply to the P benchmarks shown in Table 2. For simple benchmarks, P’s default scheduler, which
performs enumerative state exploration to construct schedules, independently of the behaviors of

"The technical report [44] includes additional details about our benchmarks.
8When these custom generators are available, we use them as the baseline in our experiments.
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Table 1. Using Clouseau to synthesize effectful test generators in OCaml. Benchmarks from prior work
are annotated with their source: HAT [47], the OCaml multicore PBT framework [28], QuickCheck on IFC
machines [20] and well-typed De Bruijn STLC programs [45]; as well as OLTP-Bench [15], an extensible
testbed for benchmarking relational databases, and MonkeyDB [1], a mock storage system for testing weak
isolation levels. The baselines used for comparison are taken from the original sources when they exist (these
are labeled with T), otherwise we use QCheck’s default random generator. Clouseau synthesized correct-
by-construction test generators for all benchmarks within 3 minutes; the number of generator variants
synthesized is bounded at 3. We set a 30-minute bound for the baselines to find a property violation.

Benchmark | #op #qualifier | [# Num. Executions| [ttotal (s)#evt #refine#SMT
Name | Property || uHATgoal||Clouseau Baseline || |
Stack[47] ‘ Pushes and pops are correctly paired. ‘ ‘ 6 12 3 ‘ ‘ 1.0 31.9 ‘ ‘ 0.60 ‘ 15 4 98
Set[47] IMembership holds for every element inserted into[| 7 22 3 1.0 22.1 1.28 |12 12 255
the set.
Filesystem[47] ‘A valid file path only contains non-deleted entries.‘ ‘ 7 67 4 ‘ ‘ 1.3 2812.1 ‘ ‘ 6.02 ‘ 13 14 853
Graph[47] |A serialized stream of nodes and edges is restored|| 6 24 4 1.0 Timeout || 16.61] 16 16 2114
to form a fully-connected graph.
NFA[47] |An NFA reaches a final state for every string in the|| 8 50 4 1.0 Timeout |[21.85|26 6 5080
language it accepts.
IFCStore[20]  |A well-behaved IFC program containing a Store|| 8 37 2 2.8 4811.77|] 1.02 | 8 8 160
command never leaks a secret.
IFCAdd[20] A well-behaved IFC program containing an Add || 8 37 2 1.6 3383.47| 0.96 | 8 8 154
command never leaks a secret.
IFCLoad[20] A well-behaved IFC program containing a Load || 8 37 2 15.4 11293.7]| 5.76 | 16 18 930
command never leaks a secret.
IFCLoadw[20] |  IFCLoad without search bias (cf. Sec.2). || 8 33 2 || 115.4 11293.77|| 4.83 |16 18 754
DeBruijnFO[45] An STLC interpreter correctly evaluates a 10 117 4 1.5 63407 ||40.38]18 26 4765
well-typed first-order STLC program that uses a de
Bruijn representation.
DeBruijnHO[45] An STLC interpreter correctly evaluates a 10 118 4 1.4  Timeout' [[91.73]18 31 9034
well-typed higher-order STLC program that uses a
de Bruijn representation.
DeBruijnHOw[45]|DeBruijnHO with untyped higher-order programs|| 10 107 4 || Timeout Timeout' || 3.23 | 7 22 957
(cf. Sec. 2).
Shopping[1] | Allitems added to a cart can be checked-out. |[[10 60 3 || 1.0  20.07 |[22.10|17 30 1269
HashTable[28] ‘No updates to a concurrent hashtable are ever lost.‘ ‘ 13 38 4 ‘ ‘ 1.0 2.5" ‘ ‘ 0.76 ‘ 6 6 57
Transaction Asynchronous read operations are logically 8 45 3 1.2 Timeout || 2.89 | 15 16 423
atomic.
Transactiony |Transaction without read atomicity enforcement || 8 40 3 || Timeout Timeout || 2.24 | 15 15 372
(cf. Sec. 2).
Courseware[1] | Every student enrolled in a course exists in the |[16 106 3 1.0 57.57 ||27.7118 33 1479
enrollment database for that course.
Twitter[1] |  Posted tweets are visible to all followers. |16 99 3 || 1.0 63" ||61.96|24 24 2339
Smallbank[15] |  Account updates are strongly consistent. ~ |[22 162 3 || 1.9  Timeout |[163.55| 28 29 10263

the actors under test or the target property, or handwritten ones which inject additional actors to
control input message generation and prevent uninteresting message orderings (e.g. Simplified2PC
or Heartbeat), are effective and Clouseau’s performance is comparable to these. As in the previous
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Table 2. Experimental results of using Clouseau to synthesize property-directed schedulers for reactive
distributed systems. Benchmarks from prior work are annotated with their source: P [12]("), ModP [13](°)
an extension of P with support for modules, and MessageChain [30](*), an automated verification tool for
P. We also include a real-world model of a two-phase commit protocol (AnonReadAtomicity™) used by a
major cloud vendor. The components under test are written in P, and handler specifications for the SUTs
components (message-passing actors) are given as uHATs. Clouseau synthesizes a set of schedulers, each of
which specifies a distinct scheduling order for messages, all consistent with provided specifications. We set a
3 minute time bound for the synthesis procedure (tiotal is the average time to find a single controller.) We set
a bound of 30 minute time bound for the P baselines to generate a faulty execution.

Benchmark ||#0op #qualifier ||# Num. Executions || toa1(s)|#evt #refine #SMT
Name | Property [l uHAT goal||Clouseau Baseline || |
Database The database maintains a 4 15 3 1.0 5.6 0.32 6 6 49
Read-Your-Writes policy.
Firewall[30] Requests generated inside the firewall || 5 26 4 1.0 10.0 0.59 | 10 10 222

are eventually propagated to the outside.

RingLeaderElection[30]‘ There is always a single unique leader. H 3 14 2 H 1.0 17.7 H 0.83 ‘ 8 8 100

BankServer[12] Withdrawals in excess of the available || 6 42 1 1.0 2.2% 0.17 | 5 5 27
balance are never allowed.
Simplified2PC[12] ‘ Transactions are atomic. H 9 32 5 H 2.1 5.8 H 1.03 ‘ 8 8 88
HeartBeat[12] All available nodes are identified by a || 7 31 3 1.0 6.0 1.10 | 14 14 145
detector.

ChainReplication[13] | Concurrent updates are neverlost. || 7 72 4 || 1.0  500.07 || 19.24 | 12 169 2054
Paxos[13] | Logsarecorrectly replicated. || 10 110 2 || 1.0 66777 || 23.70 | 14 77 1763
Raft ‘ Leader election is robust to faults. H 9 39 6 H 1.0 Timeout H 26.84 ‘ 12 78 1262
AnonReadAtomicity ‘ Read Atomicity is preserved. H 17 113 3 H 1.0 53.37 H 18.35 ‘ 16 16 1909

set of experiments, however, for more complex benchmarks (e.g., ChainReplication, Paxos), even
manual specialization to generate interesting test sequences is significantly less effective than
Clouseau’s trace-guided synthesis approach. Moreover, as indicated by the Raft numbers, a random
exploration procedure, without manually engineered guidance, is too naive to find a violating
execution. It is notable that here too, Clouseau’s performance on these P benchmarks is competitive,
and in several cases, superior to handcrafted P schedulers, even though Clouseau has no built-in
knowledge of P’s underlying programming model.

The last group of columns in both tables provide details on the cost of our synthesis procedure.
The first column presents total synthesis time (tiota1), Which takes anywhere from .6 to 165 seconds
(Q3); synthesis time is roughly proportional to benchmark complexity, as reflected in the #op and
#qualifier columns. The last three columns additionally analyze the characteristics of Clouseau’s
synthesis procedure with respect to the number of events in the abstract refined trace (#evt), the
number of SMT queries (#SMT), as well as the number of refinement steps (#refine); recall that the
synthesis procedure uses a refinement loop to construct a more specialized underapproximation
from uHAT specifications that are consistent with the provided safety property. In general, these
numbers correlate with each other, and serve as rough proxies for benchmark complexity. They
indicate that even for the most challenging benchmarks, Clouseau is able to synthesize an effective
generator in a reasonable amount of time.

Case study. To demonstrate that Clouseau can be effective in real-world scenarios, we have
applied it to AnonReadAtomicity, a distributed transaction system in use at a major cloud provider,
where asynchronous reads are expected to execute atomically, as discussed in Sec. 2. The property to
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be checked requires that if there exists a key k updated within an active transaction, any successful
read response asking its value should return the value last written to k made by that transaction.
Generating a fault-inducing scenario requires (a) initiating a new transaction with transaction id tid,
(b) successfully performing a write within that transaction, and then (c) subsequently performing a
read within tid that yields a different value than the one last written. As the example in 2 implies,
using uHAT to express the behavior of readRsp enables the synthesis of a test generator that can
strategically request a new transaction to initiate triggering the intended violation. A version of
the benchmark in which this sequence structure is enforced manually discovers the violation in 53
executions, while Clouseau’s version can uncover the violation on all of its executions.

Robustness to Specification Quality. As discussed in Sec. 2, Clouseau’s effectiveness depends on
the quality of user-supplied uHAT specifications. To quantify Clouseau’s robustness to specification
quality, we conducted an additional study using variants of the benchmarks in Tables 1 and 2 that
keep the SUT and the global property fixed while weakening the uHAT specifications of individual
operators provided by the SUT. Specifications were weakened in a similar manner to the examples
described in Sec. 2: the variant of the IFC benchmark (IFCLoady), for example, eliminates the
“valid address” constraint (i.e., isAddr) used in the original specification. Broadly speaking, the
weakened specifications can be categorized as either relaxing basic correctness properties of the
SUT or removing search biases. Both categories of specifications are lower-quality because they
provide less guidance to Clouseau and thus increase the risk that it will synthesize generators
misaligned with the SUT’s intended behavior.

Table 1 includes the results of this experiment for the three examples from Sec. 2 (Transactionyy,
IFCLoady, and DeBruijnHO).” Under these weaker specifications, average synthesis time (t;otal)
improves by 18.18%, and by 78.07% in the extreme case (CHAINREPLICATION). This comes at the cost
of decreased testing effectiveness, however: 26.9% (7 out of 26) of the benchmarks now time out;
the remaining benchmarks show an elevated retry rate (#Num. Executions), 1.9X on average, and
7.5% in the worst case (IFCLoADy). In general, weakening basic correctness properties significantly
impacts Clouseau’s effectiveness, as the resulting generators regularly yield executions that do
not align with the intended behavior of the SUT: DeBruijnHOy, for example, generates a large
number of “useless” untyped STLC programs that are immediately discarded by the type-checker.
Obtaining an informative witness from such a generator may thus require generating many more
inputs, and can quickly exhaust the testing time budget. In contrast, weakening the search bias was
comparatively benign in our experiments (e.g., the synthesized generator for IFCLoadyy still finds
EENI violations relatively quickly), and primarily manifested in an increased number of retries
before a bug was found. Of course, since weaker specifications can lead to shorter synthesis times,
the loss of testing efficiency may sometimes be an acceptable trade-off.

Discussion. We have anecdotal evidence that the cost to write uHATs is relatively low; the uHATs
for the HAsHTABLE and COURSEWARE benchmarks in Table 1 were written by an undergraduate
student, and those for SMALLBANK and TWITTER by two first-year PhD students. None of the
students had prior exposure to the uHAT specification language or Clouseau’s synthesis algorithm.
Nonetheless, each was able to independently encode their knowledge about the SUT as uHATs,
requiring only a few person-hours to complete all the benchmarks.

One potential area for future work is to provide better developer-facing feedback when synthesis
fails. Because our algorithm consists of a refinement loop that maintains a set of candidate generators
(see Fig. 6), integrating a refinement and debugging phase as part of the synthesizer and test
execution pipeline would be a natural extension.

9The experimental results for the full set of benchmarks are provided in the technical report [44].
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6 Related Work and Conclusions

Underapproximate Reasoning. A number of recently proposed logical frameworks provide pro-
gram reasoning principles based on under-, rather than over-, approximate abstractions. Incor-
rectness Logic [33] and related variants [26, 36, 48] present compositional proof rules that enable
verification of reachability (aka incorrectness) properties of first-order imperative programs; their
primary motivation is to enable formal reasoning of (unsound) program analysis tools such as In-
fer [16]. Ideas related to these notions have also been incorporated into type systems [21, 27, 38, 45]
for functional languages, but none of these efforts have considered their application to the synthesis
of effectful test generators of the kind proposed in this paper. For example [45] uses underapprox-
imation to typecheck that a PBT generator is complete with respect to the functional inputs it
generates to the SUT, while [24] considers an enumerative repair strategy to patch incomplete
generators so that they become complete. In contrast, in this paper, we show how interpreting type
specifications from the lens of underapproximation can guide a synthesis procedure to construct
bespoke effectful test generators tailored to the property of interest, informed by the behavior of
the operators provided by the SUT. As a mechanism to characterize underapproximate behavior,
types identify sufficient effectful constraints that any test input sequence produced by the generator
must satisfy based on these specifications.

Specializing PBT Generators. There has been significant prior work to make PBT implementations
more effective, by providing tools that enable reasoning and customization of effect traces produced
by a test generator. For example, Claessen et al. [6] describes a customizable user-level scheduler that
uses Quviq QuickCheck’s support for state machine models to implement deterministic replayable
test inputs to an Erlang SUT. Concuerror [4] systematically explores process interleavings in a con-
current Erlang program via program instrumentation and preemption bounding. Quickstrom [32]
uses specifications of possible actions expressed in its Specstrom specification language, a dialect
of LTL, to dynamically choose the next input that the generator should provide for interactive
applications. In contrast, Clouseau’s type-guided synthesis strategy yields generators influenced
by both the global property of interest and the local uHAT specifications of the operations used by
the SUT. Importantly, the synthesis procedure is guided by the history and future SREs of provided
specifications to determine a semantically meaningful ordering of effectful actions.

Type and Effect Systems. Type and effect systems that target temporal properties on the sequences
of effects that a program may produce is a well-studied subject. For example, Skalka and Smith [41]
presents a type and effect system for reasoning about the shape of histories (i.e., finite traces) of
events embedded in a program. Koskinen and Terauchi [23] present a type and effect system that
additionally supports verification properties of infinite traces, specified as Biichi automata. More
recently, Sekiyama and Unno [40] have considered how to support richer control flow structures,
e.g., delimited continuations, in such an effect system. Closest to our work are Hoare Automata
Types (HATs) [47], which integrate symbolic finite automata into a refinement type system. HATSs
enable reasoning about stateful sequential programs structured as a functional core interacting with
opaque effectful libraries. uHATs revise HATs by viewing them as underapproximate specifications
— every trace accepted by the future regex in a uHAT is justified by a trace accepted by its history.

Conclusions. This paper proposes Clouseau, a trace-guided synthesizer of effectful PBT genera-
tors. Its key innovations are (i) the adaptation of SREs, expressed as types, that define traces of
effectful actions that occur before and after the execution of an expression, as underapproximate
specifications, and (ii) the synthesis of bespoke test generators derived from these specifications.
Experimental results on a wide range of applications show that Clouseau is significantly more
effective in identifying test input sequences that falsify a property than the existing state-of-the-art.
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