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Abstract. Hoare-style program logics are a popular and effective tech-
nique for software verification. Relational program logics are an instance
of this approach that enable reasoning about relationships between the
execution of two or more programs. Existing relational program logics
have focused on verifying that all runs of a collection of programs do
not violate a specified relational behavior. Several important relational
properties, including refinement and noninterference, do not fit into this
category, as they also mandate the existence of specific desirable exe-
cutions. This paper presents RHLE, a logic for verifying these sorts of
relational V3 properties. Key to our approach is a novel form of function
specification that employs a variant of ghost variables to ensure that
valid implementations exhibit certain behaviors. We have used a program
verifier based on RHLE to verify a diverse set of relational V3 properties
drawn from the literature.

1 Introduction

Hoare-style program logics are a popular and effective verification technique.
Starting with Hoare’s seminal paper [18], this approach has been adapted to cover
a variety of programming languages and assertions [3, 19, 30, 32, 26]. These logics
typically feature several pleasant properties: they can be declaratively specified
via a set of rules over the syntax of the target programming language, they permit
compositional reasoning over individual program components, and they often
admit effective automated verification procedures. Most of these logics focus on
proving safety properties of single programs, i.e., that executing a program in a
valid initial state never results in a state violating a postcondition.

Not all program behaviors fall into this category, however. As one example,
consider the common scenario where a developer decides they want to migrate a
hand-rolled implementation of a function to one that uses a third-party library.
Figure 1 gives a concrete example of this situation. The program on the left,
sampleq, uses a random number generator to directly sample a subset of an array.
The program on the right, samples, opts to delegate the task to an external list
library which supports shuffling and constructing sublists. While sample; works
with replacement (the same elements may be sampled multiple times), sampleq
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int[] sample; (int[] arr,
int size) { int[] samples (int[] arr,
assert (size <= arr.length); int size) {
int[] samp = new int([size]; assert (size <= arr.length);
for (i1 in [0..size]) { list = new List (arr);
int j = randB(arr.length); perm = list.permute();
samp[i] = arr[]]; samp = perm.sublist (size);
} return samp.toArray();
return samp; }
}

Fig. 1. An example migration of a function which randomly samples a list of integers
with replacement to a function which samples without replacement. The original program
(sampleq) uses a function which generates random numbers, while the migrated program
(samplesz) uses a list abstraction with a permute operation.

works without replacement (an element may be sampled at most once). In order
to ensure that this change does not break things, the developer may wish to
verify that samples does not do anything that sample; could not, i.e., that the
updated function refines the original. Notably, this refinement property relates
the behavior of multiple programs. In addition, it does not have the form of a
standard safety property. The developer does not want to enforce that samples
produces every permutation that the hand-rolled implementation does; rather,
they wish to ensure it does not start returning previously impossible samples.

As another example, consider the
encode function on the right which
performs a simple xor cipher. This func-
tion takes a single high-security argu-
ment, msg”, and returns a pair of high- }
security and low-security results, key”
and enc”, respectively. The function encodes its argument by first generating a
random key (randB returns a random value between 0 and its argument), taking
the xor of the key and the message, and finally returning the key along with the
encoded message. The developer may wish to guarantee an attacker can learn
nothing about the secret message given only the encoded message. Whether or
not encode meets this generalized noninterference [24] property crucially depends
on the behavior of randB: if the attacker knows this function always returns 3,
for example, they can decipher any encoded message. We can again frame this
behavior as a relational property between the executions of two programs (in this
case calls to encode with arbitrary arguments msgf and msg}): every execution
of encode (msg}) must have a corresponding execution of encode (msgj) that
returns the same low-security encoded value.

In both examples, the desired behavior has the shape for all executions
of some program, there exists a corresponding execution of a second program
that is somehow related. Thus, we call these properties relational V3 properties.
While several relational program logics have been developed for reasoning about
the behavior of multiple programs [34, 9, 8], all have focused on relational
safety properties, i.e., that all the final states of multiple programs satisfy some

int encode (int msg®) {
int key” = randB (MAX_INT);
int enc® = msg" xor key";
return (keyH, ench);
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neN z,y €V su=skip | s; s
figeN ceV—N | if b then s else s
ax=n|z|at+ala—alaxa | while b do s end
b= true | false | z:=a | z:=havoc | z := f(a)
la=ala<a|-b|bAD FD ::= def f(z) {s;return a}

Fig. 2. Syntax of FUNIMP.

relational postcondition. Unfortunately, in the presence of nondeterminism, none
of these logics are capable of verifying relational V3 properties such as refinement
and generalized noninterference. The need to reason about nondeterminism
naturally arises in the presence of external functions like permute in Figure 1,
where specifications are used to approximate the behavior of multiple possible
implementations.

This paper addresses this gap by introducing RHLE, a relational program logic
for reasoning about V3 properties. Key to our approach is a novel form of function
specifications which approximate the set of behaviors a valid implementation
must exhibit. These specifications use a novel variant of ghost variables, which we
call choice variables, which guarantee the existence of required behaviors. RHLE
admits a modular reasoning principle, where any properties verified against a
set of function specifications continue to hold whenever the program is linked
to any satisfying implementation. While techniques based on Constrained Horn
Clauses [36] and model checking [23] have recently been developed that are
capable of reasoning about V3 properties, RHLE is, to the best of our knowledge,
the first Hoare-style program logic for doing so. We have used a verifier based on
RHLE to verify a range of V3 properties including refinement, noninterference
(with and without delimited release), semantic parameter usage, and flaky tests.

We begin by defining a core imperative language with function calls (Sec-
tion 2) equipped with semantics for both over- and under-approximating function
behaviors (Section 3). We next present RHLE, and a corresponding verification
algorithm for verifying V3 properties (Section 5). We evaluate our approach by
applying an implementation of this algorithm to verify a diverse set of relational
properties (Section 6). We conclude with an examination of related work (Sec-
tion 7). We have formalized the details of our approach in the Coq proof assistant;
this development is available in the supplementary materials of this paper.

2 The FunIMP Language

We begin with the definition of FUNIMP, a core imperative language with function
calls z := f(a) and nondeterministic variable assignment x := havoc. The full
syntax of FUNIMP is presented in Figure 2. The calculus is parameterized
over disjoint sets of identifiers for program variables V and function names
N. Functions have a fixed arity. Function definitions consist of a sequence of
statements followed by an expression that computes the result of the function. For
brevity, we denote sequences x1,...,T, as T. For ease of presentation, we treat
functions as returning a single value, although it is straightforward to extend
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FUNIMP to allow for multiple return values: (z,y,...) := f(@). Our verification
tool, ORHLE (see Section 6), uses such an extension to model functions which
mutate their arguments.

The semantics of FUNIMP programs are defined via a standard big-step
evaluation relation from initial to final program states. States are mappings
from variables to integers, and are usually notated as 0. We write [ — a]o to
refer to state o updated with a mapping from x to a. The evaluation rules are
parameterized over an implementation context, a mapping I € N — FD from
function names to their definitions, which is used to evaluate function calls:

I(f) = def f(T){s;return e}
IFo,alv I-[Z—7],slo IFo' elr
IFay =@y o

ECALL

We use |} for the evaluation relation of both expressions and statements; o, e || o’
holds when executing e on state o can result in state ¢’. Since programs may be
nondeterministic, there may be multiple final states related to a single initial state
for a given program. Note that havoc is the only source of nondeterminism when
evaluating a FUNIMP program. The remaining evaluation rules for FUNIMP are
standard and can be found in Appendix A.

3 Approximating FUNIMP Behaviors

In order to modularly reason about relational V3 properties, we first present
semantics for capturing the possible executions of a FUNIMP program in any
valid implementation context. In order to account for both “for all” and “there
exists” behaviors of functions, we rely on two kinds of specifications. To reason
about all possible executions of a valid implementation, i.e., a standard safety
property, we use a universal specification. For guarantees about the existence of
certain executions, we use an existential specification.

3.1 Universal Executions

Both kinds of specifications are parameterized over an assertion language A on
program states and a mechanism for judging when a state satisfies an assertion.
We write o |= P to denote that a state o satisfies the assertion P. The universal
specifications used to reason about programs on the “for all” side of V3 properties
are written as FA := axy f(Z) {P}{Q}, where P € A is a precondition with free
variables in T and @) € A is a postcondition with free variables in T U {p}. The
postcondition uses the distinguished variable p to refer to the value returned by f.
Universal specifications promise client programs that the valid implementations of
a function will only evaluate to states satisfying the postcondition when evaluated
in a starting state that satisfies the precondition.

Definition 1 (V — Compatibility). A function definition def f(Z){s; return r}
is Y-compatible with a universal specification axy f(Z){P}Q} if only values
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satisfying Q@ may be returned whenever f is called with arguments satisfying P:
Vo,o'.(c EP) N IFo,slo’) A (d/,rv) = ([p—v]o EQ)

We say that an implementation context I is V-compatible with a context of
universal specifications Sy € N'— FA when every definition in I is V-compatible
with the corresponding specification in Sy.

To characterize the set of possible behaviors of a program under any V-
compatible implementation context, we define a new overapprorimate semantics
for FUNIMP, |}y. The evaluation rules of this semantics are based on |}, but they
use a universal specification context, Sy, instead of an implementation context,
and replace ECALL with the following two evaluation rules:

Sv(f) = axy f(z){P}{Q}
SyFoalyv [Z—7 =P p—rT—7EQ

Sy bkoy:=f@) v y—rlo

Sv(f)=axv f@){PI{Q} Svtoalyv [T—0]FEP
Sy boy:=f@) v y—rlo

ECALLy1

ECALLy2

The first rule states that If a function is called with arguments satisfying its
precondition, it will return a value satisfying its postcondition; otherwise, the
second rule states that it can return any value. The latter case allows the
overapproximate semantics to capture evaluations where a function is called with
arguments that do not meet its precondition. Appendix A includes a complete
listing of the |y relation.

Any final state of a program evaluated under an implementation context [
which is V-compatible with Sy can also be produced using |}y and Sy. Appealing
to this intuition, we call the evaluations of a FUNIMP program p using |}y the
overapproximate executions of p under Sy.

Theorem 1. When run under an implementation context I that is V-compatible
with specification context Sy and an initial state o, a program p will either diverge
or evaluate to a state o’ which is also the result of one of its overapproximate
executions under Sy.

3.2 Existential Executions

Universal specifications approximate function calls on the “for all” side of V3
properties by constraining what a compatible implementation can do. Existential
specifications approximate the “there exists” executions by describing the required
values a valid implementation must be able to return. In order to flexibly capture
these behaviors, existential pre- and post-conditions are indexed by a set of choice
variables ¢ C V. Each instantiation of these variables defines a particular behavior
that an implementation has to exhibit. The syntax for writing an existential
specification is: FE = ax3 f(%) [¢] {P}{Q}.
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def randB(x) { def randB(x) { def randB(x) {
skip; r := havoc; r := havoc;
return 0 while (x < r) dor:=r — x end; return r

} return r } 3

Fig. 3. Implementations of a function which returns an integer within a bound.

We write A[z/y] to denote the predicate A with all free occurrences of z
replaced with y. Intuitively, for any instantiation v of choice variables ¢, an
existential specification requires an implementation to produce at least one value
satisfying the specialized postcondition Q[v/¢], when called with arguments that
satisfy the corresponding precondition P[v/¢]. This intuition is embodied in our
notion of compatibility for existential specifications:

Definition 2 (3-Compatibility). A function definition def f(T){s; return r}
is 3-compatible with an existential specification axg f(T)[c][{P}{Q} if, for every
selection of choice variables v, calling f with arguments that satisfy P[v/¢] can
return at least one value satisfying Q[v/¢c):

Vo,v. (6 = Pv/e]) = Jo’. (It o,sl ') A (o', §v)A([p— v]e = Qv/d)

Ezample 1. To see how universal and existential specifications work together to
describe a function’s behavior, consider a function randB(x) which is intended
to return some integer between 0 and its argument x. We can write a universal
specification requiring all return values to be within the desired bound: axy
randB(z) {0 < z} {0 < p < z}. This does not, however, guarantee every value
in this range is possible. To express this requirement, we reify the choice of the
random value using an existential specification: ax3 randB(z) [¢] {0 <z A0 < ¢ <
x} {p = c}. Figure 3 lists a variety of possible randB implementations; the first
implementation is compatible with the aforementioned universal specification and
the third definition is compatible with the existential specification, but only the
middle one satisfies both. Note how ¢ acts as a ghost variable which constrains
the choice of the random number. Thus, when reasoning about a client of randB,
we can select a concrete value for ¢ that forces the desired result.

Equipped with a context of existential specifications S5 € N'— FE , we char-
acterize the set of behaviors a program must exhibit under every 3-compatible
implementation context via an underapproximate semantics for FUNIMP pro-
grams. The judgements of this semantics are denoted as S5 F o,p {3 X, which
reads as: under context S3 and initial state o, the program p will produce at least
one final state in the set of states Y. The evaluation rules of this semantics are
given in Figure 4. Most of the rules in Figure 4 adapt the FUNIMP evaluation
rules to account for the fact that commands now produce sets of states from an
initial state. For example, the evaluation rule for sequences, ESEQ3, states that
so produces a final state corresponding to every state in the set produced by s;.
The rule for function calls, ECALL3, is the most interesting: it chooses one of the
behaviors guaranteed by the existential specification of a function and produces
a set of final states for every return value consistent with that choice.
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ESkip EHavoc
S3 ko, skip {3 {0} ? S5 F 0,2 = havoc |3 {0 | Fu.[x > v]o'} ?
: SsFoslsy xcCs
sadv EAssNg abosds — EConsqQs
Szt o,z :=al3{[z— v]o} Ssko,s3 X
Ssko,s1la X Vo' €X.S3ko s la X
- ESEQ3
Sa |— ag,81, S2 »ug 2
o,b true Satko,cla X
VYo' € X. S5 F o', while bdo c end |5 X’
, k ELPT5
S3 t o,while bdo cend |3 X
b | fal bt S5 F o, b
9,b§ false ELPF5 o.btrue  SsPosmls X oo
S5 F o, while b do c end |5 {c} Sk o,if b then s1 else 52 {3 X

o,b| L Sstko,s2 3 X

- EIrF3
S3 F o,if b then s1 else s2 |3 X

S3(f) =ax3 f(@) []{P}{Q} Satoalv [z—7]F Plk/]

- 7 — — CaALL3
Stk o,y:= f(a) s {o"|TIr.c’" =y—rloc A [p—r,T— 7] EQlk/c}

Fig. 4. The existential evaluation relation.

Every set of final states for a program p produced by these semantics under
S3 includes a possible final state of p when evaluated under any 3-compatible
implementation context. For this reason, we term the evaluations of p using {3
the underapproximate executions of p under S3.

Theorem 2. If there is an underapproximate evaluation of program p to a set
of states X from an initial state o under S3, then p must terminate in at least
one final state o’ € X when it is run from o under an implementation context I
that is 3-compatible with S3.

3.3 Approximating V3 behaviors

Taken together, the over- and under-approximate semantics allow us to relate
the V3 behaviors of multiple client programs under every V- and 3-compatible
implementation context. This admits a modular reasoning principle, where if a set
of clients can be shown to exhibit some behaviors using the overapproximate and
underapproximate semantics, linking the client with any compatible environment
will continue to exhibit those behaviors. The key challenge to ensuring these V3
behaviors is identifying, for every overapproximate execution, an appropriate
selection of choice variables that cause the underapproximate executions to
evaluate to a collection of final states satisfying a desired V3 property.
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Ezample 2. Consider the second example from the introduction, and assume
that randB has the universal and existential specifications from Example 1. To
ensure that encode does not reveal anything about its secret input via its public
output, it suffices to establish that for any universal execution of encode on
a specific input, every other possible input to encode could produce the same
encoded message under the existential semantics. The first execution begins
with the statement int keyy= randB (MAX_INT) (for convenience, we annotate
program variables from the first and second executions with the subscripts V and
3, respectively). By ECALLy;, this statement will update keyy, to hold a value
between 0 and MAX_INT. The function then encodes the message using this key,
and returns the result. In order to show this leaks nothing, we need to establish
a corresponding execution of encode that returns this same result regardless
of the value of its argument. In effect, this amounts to finding a strategy for
instantiating the choice variable in ECALL3 to assign an appropriate value to
keyl3. In this case, the choice is straightforward: we need a c¢ such that ¢ xor
msgj =ency. Using msgh xor ency for ¢ in ECALL3 achieves the desired result.
Using this strategy, we can construct an appropriate execution in response to
every execution of encode. In contrast, if our existential specification were axg
randB(z) [ ] {0 < 2} {0 < p < z}, it would only guarantee the existence of a
single result, and there would be no workable strategy. Indeed, the first definition
of randB in Figure 3 satisfies this specification, and encode will always leak the
full message when using this implementation!

4 RHLE

We now present RHLE, a relational program logic for proving that a collection
of FUNIMP programs exhibit some desired set of V3 behaviors. As a conse-
quence of Theorem 1 and Theorem 2, this entails that properties established in
RHLE will continue to hold when the programs are linked with any compatible
implementation context.

RHLE specifications use relational assertions (denoted @,¥ € A) to relate
the execution of multiple programs. As normal assertions are predicates on a
single state, a relational assertion is a predicate on multiple states. Each program
in a RHLE triple operates over a distinct state space. To disambiguate between
variables that occur in multiple copies, shared variable names are annotated with
an identifier unique to each program. Following existing convention [34, 9], we
use a natural number to identifying which state a variable belongs to. As an
example, the relational assertion x1 < x5 is a binary predicate over (at least) two
states. This assertion is satisfied by any set of two (or more) states where the
value of z in the first state is less than or equal to the value of x in the second.

RHLE triples have the form Sy, S3 = (®) Py ~, D3 (¥) and assert that for
all universal executions of the programs py, there exist existential executions of
the programs p3 satisfying the relational pre- and post-condition @ and ¥:

32.83+53, p3la X AVobe X.al, oL W
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Property RHLE Assertion

Refinement Sy, 53 = (71 = 7a) y1 = J(@1) ~s 42 = (@) (1 = )
Noninterference Sy, S3 | (lowi = lows) p1 ~5 p2 (low1 = lows)

Injectivity Sv, S3 = (x1 # z2) y1 1= f(x1) ®y2 1= f(z2) ~5 skip (y1 # y2)
Nondeterminism Sy, S5 |= (z1 = x2) skip ~5 y1 = f(z1) ® y2 := f(x2) (Y1 # y2)

Table 1. Example RHLE assertions. In the second row, low, refers to the low security
state in program p,; note the V3 relationship must hold for any pair of initial high
security values, so highs is not constrained in the precondition.

We use ® to delineate different programs on the universal and existential sides of
~ so that, e.g., a sequence of n programs D is also denoted as p; ® ... ® p,,. For
example, to assert the program x := havoc is nondeterministic, we write a RHLE
triple with two copies of the program, adding a subscript to the variable x in each
for clarity: - = (T)skip ~, 1 := havoc ® x := havoc (z1 # x2). This triple says
that, for all starting states and all executions of the trivial program skip, there
exist executions of the programs x; := havoc and x5 := havoc such that z; # x5
after both programs have executed. Note that ® is not a concatenation operator;
it does nothing more than delineate multiple programs in a RHLE triple. Table 1

gives some additional examples of RHLE assertions.

FinisH Sy, S3 F (@) py; skip ~5 p3; skip (&)

S, S3 - (@) skip ~ skip (&) Sy, S5 F (D) By ~, D3 (F) SKIPI

V& 53. S F{®|: 7, 53} si {P' |: 7, 73}
Sy, S F ()Y p1®..®s;®...® 8, ~5 p3 (¥)

7 — STEPY
Sv,S3E (D) p1@...® S $; B ... ®pn ~g D3 (¥)
Vov 7. 53 [®|iav, 7] si [P |iov, 7],
S, SaF (DY Py~ p1® ... ® S B ... ® Dy (T)
STEP3

S, S3F (D) Py ~yP1® ... ®5Si 5, ® ... ® py (¥)

Fig.5. Core RHLE proof rules.

The core logic of RHLE is given in Figure 5. Relational proofs are built by
reasoning about the topmost statement of either one of the universally quantified
programs via the STEPY rule or one of the existentially quantified programs
using the STEP3 rule. Once all program statements have been considered, final
proof obligations can be discharged using the FINISH rule. The SKiPI rule is
used to ensure that all programs end with skip, so that FINISH can be applied.
Both STEP rules rely on non-relational logics for reasoning about the universal
Sy F{P} p {Q} and existential S5+ [P] p [Q]5 behaviors of single statements;
we will present the details of both logics shortly. The STEP rules employ a
projection operation, &|;%, which maps a relational assertion to a non-relational
one. Given a collection of n states, ¥ |; 7 is satisfied by any state o’ which satisfies
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¥ when inserted at the ith position:
odEV;Tt = o01,...,0i1,0,0011,...,0, E¥

In effect, this operation ensures the states of the other programs remain unchanged
when reasoning about the ith program in the triple.

Universal Hoare Logic The program logic for universal executions has a standard
partial correctness semantics:

Sy E{P} p{Q} = Vo,0/.c EPASyFoplve = o EQ

The rules of this logic are largely standard’, except for the rule for function calls,
which uses a context of universal function specifications:

Sy(f) = axv f(@){PHQ}

Sy F { Plaz) } y .= f(a) {R}
Yu.Qv/p;a/T] = Rlv/y]

VSPEC

Ezistential Hoare Logic The assertions of our program logic for existential
executions say that, for any state meeting the precondition, there ezists an
execution of the program ending in a set of states meeting the post-condition:

SsEPlpQy = VooEP = 3X.S5Fo,plzaX AN Vo eX o E=Q

These rules are largely standard total Hoare logic rules?, augmented with a rule
for calls to existentially specified functions:

53(f) = aaf(7) [¢] {P} {Q}

JSPEC
Jk. ([ — a] = P[k/7]
Ssk| A Fulp—vz—a EQK/d| y:= f(@ [R5
A Yo [p 0, T al EQlk/d
= Rlv/y))

The precondition of this rule is quantified over instantiations & of the specifica-
tion’s choice variables. The first of the three conjuncts under this quantifier ensures
that the statement is executed in a state satisfying the function’s precondition.
The next conjunct ensures that the function’s post-condition is inhabited. The
final conjunct requires that every possible return value satisfying the function’s
post-condition also satisfies the triple’s post-condition.

1 Appendix B gives a full listing of the rules of this logic.
2 The full existential logic is presented in Appendix C.
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Ezample 3. Given the existential specification axg zeroOrOne() [c] {c =0V ¢ =1}
{p = ¢}, we can use ISPEC (along with the rule for while loops given in Ap-
pendix C) to prove the existential assertion S3 F [k = 0] while k <4 do k =k +
zeroOrOne() end [k = 4]5. This loop could loop forever by choosing to add 0 to
k at every iteration. Nevertheless, by using measure 4 — k with the well-founded
relation < and instantiating the choice variable with 1 at each iteration, we can
prove a terminating path through the program exists.

4.1 Synchronous Rules

While the rules in Figure 5 are sufficient to reason about relational properties, it
is possible to lessen the verification burden for structurally similar programs by
employing synchronous rules which exploit structural similarities between the
programs being verified [25]. Reasoning over similar control flow structures in
lockstep can reduce the space of states verification must consider and simplify loop
invariants. This is particularly useful when reasoning about hyperproperties [12],
or relational properties on multiple executions of the same program. In order
to more easily reason about structurally similar programs, RHLE also includes
synchronous rules inspired by the Cartesian loop logic presented by Sousa and
Dillig [34]. Appendix D includes a full listing of these rules.

Ezample J. Consider proving that while (x < 10) do y := y + randB(9) end
refines while (x < 10) do y := y + randB(5); y := y + randB(6) end. Intu-
itively, the first program refines the second because the bodies of the loops are
themselves refinements. A proof using only the rules in Figure 5 is unable to take
advantage of this intuition, however. Instead, the proof requires a sufficiently
strong invariant characterizing the behavior of the entire loop on the left, and
then an invariant for the righthand program that accounts for the behavior of
individual iterations of the lefthand loop.
The SYNCLOOPS rule is designed for this situation:

Sy, Sz (@IA N\ b)) s0® - ® s~y 5541 ® - ® 5y ()
0<i<n
]I/\/\—\bi:>W I[/\"/\bi:> /\—\bl
0<i<n 0<i<n 0<i<n
Sy, S3 F (I) while by do sg end ® - - - ® while by, do sj, end
~_ while bgy1 do sk41 end ® - - - ® while b,, do s,, end (¥)

SyncLooprs

The first premise of this rule says that executing all loop bodies preserves some
invariant I, the second ensures the invariant is strong enough to imply the
postcondition, and the third requires all loops to end on the same iteration. Since
this invariant is reestablished after the execution of every loop body; the invariant
that y; and y, are equal at each iteration suffices to verify this example.

4.2 Soundness

The combination of the core and synchronous rules provide a sound methodology
for reasoning about V3 properties:
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Theorem 3 (RHLE is Sound). Suppose Sy, S3 b (®) Dy ~, 3 (¥). Then,
for any function context I compatible with Sy and S3, any set of initial states
oy and 03 satisfying @, and every collection of final states OTV of Pv, there must
exist a collection of final states produced by p3 that, together with 0'79, satisfies
the relational post-condition ¥.

5 Verification

We now turn to the relational veri-

Algorithm 1: RHLEVerify fication algorithm based on RHLE,
Inputs : @, relational precondition presented in Algorithm 1. The al-
Dv, universal programs gorithm is implicitly parameterized

p3, existential programs over a pair of universal and existen-

¥, relational postcondition tial contexts, and Verify, a deci-

Output: (?) pv ~, p3 (¥) validity sion procedure for checking validity

1 begin of a formula in the underlying as-
2 V< (9,9,9) sertion logic. The bulk of the work
3 (@,e,¥') « is delegated to VCGen, presented in
VCGen (skip; py, skip; p3,¥) Algorithm 2, which builds a weak-

4 return est relational precondition for the
Verify (Vade. ® — V') input RHLE triple. The algorithm

then checks that the RHLE triple’s
precondition entails the calculated weakest precondition.

The body of VCGen builds a formula by recursively generating verification
conditions for the input programs statement by statement. This loop tries to
maximize opportunities to apply synchronous rules at each step, as these rules
allow us to simultaneously generate proof obligations for multiple subprograms,
as discussed in Section 4.1. After establishing there are still program statements
to step over (lines 3-4), VCGen looks for and processes any trailing program
statements which are not loops (lines 5-8), as such statements are not subject
to synchronous rule applications. To process individual program statements,
VCGen relies on a pair of verification condition generators, VCy and VCg, for
the non-relational program logics. These functions are largely standard weakest
precondition generators extended with support for existential function calls. The
consequents of VSPEC and dSPEC immediately yield weakest precondition rules,

so that if Sy(f) = axy f(Z){P}H{Q} and S3(f) = axaf(Z) [¢] {P} {@}, then:
Veu(@,y = f(@)) = Pla/z] AVo.Qlv/pia/s] = lo/y)
ves(W,y = f(@)) = 3k. ([ —~a] = P[k/e] A Fv]p— v, 7 —a] = Q[k/T
A Yo lp— 0, T al = Qlk/d = Plv/y])

If the first three cases fail, the final statements of all the remaining programs are
loops. In this case, VCGen attempts to simultaneously process the loops (lines
9-19) a la the SYNCLOOPS rule in Example 4. To be eligible for fusion, loops
must execute in lockstep. This condition is checked (line 16) before returning; if
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Algorithm 2: VCGen

Inputs :py, a set of universal programs

p3, a set of existential programs

¥ = (Qv,Q3,¥), ¥ a postcondition with quantified variables Qv, Q3
Output: ({vo,...,vn},{wo, ..., wy},P) such that v;, w; free in & and

(P) pv ~5 p3 (¥) is valid if Yvo, ..., v, Jwo,... wn. & = ¥

1 begin
2 match py ~ pa:
3 case skip ~ skip do
4 L return ¥
5 case ]7v® (s1;82) @pi(; ~5 p3 where s3 not a loop do
6 VCGen (pl, ® s1 ® p{J,p3, VCy(s2,¥))
7 case py ~g p?,@ (s1;82) @pi’a’ where sz not a loop do
8 | vCGen (py,ph ® s1 ® pZ, VCs(s2,¥))
9 case pl, ® s1; if b then s; else s. ® p{, ~, p5 do
10 (Qv, Q3,¥r) < VCGen (p, ® s1;5t ® pJ,p3,b = ¥))
11 (Qv, Q5,¥E) + VCGen (pl, ® s1; Se ® plf, p3, b = ¥))
12 L return (QvUQ’V,QEUQa,'I’T/\WE)
13 case po; while by do so ® -+ ® p;—1; while bi_1 do s;—1 ~4
p%; while b; do s; ® - - - ® p),; while b, do s, do
14 I + FindInvariant (while by do so ® --- ® while b1 do si_1 ~4
while b; do s; ® - - - ® while b,, do sy)
15 (QY, Q5, Whoay) < VCGen (8o ® -+ ® Si—1 ~5 Si @ -+ @ sp, 1)
16 inductive <IN Ny, <., bi = WPhody
17 lockstep <~ TN = Ngcicnbi = Ngcicn i
18 post <IN Nycjc,, 7bi = &
19 (Qv,Q3,¥) < ¥
20 if Verify (Qv U QY, Q3 U Q5, inductive A lockstep A post) then
21 L VCGen (57]7/7 (QV7Q37H))
22 else
23 L next case
24 case E@(susﬂ@?@wa p3 do
25 L VCGen (pl, ® s1 ® pl, p3, vev(s2, ¥))
26 case py ~g %@(51;52) @ do
27 L VCGen (pv, ph ® s1 ® p4,ves(s2,¥))

loops may execute different numbers of times, the algorithm proceeds to the next
match case. If no synchronized reasoning is possible, VCGen defaults to stepping
over an arbitrary loop in one of the programs (lines 20-23).

VCGen is parameterized over a procedure called FindInvariant, which
acts as an oracle for relational loop invariants. Our prototype implementation
of Algorithm 1 currently requires requires loops to be annotated with their
invariants; these annotations are used to implement FindInvariant. We have
experimented with adapting both purely logical [17, 16] and data-driven ap-
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proaches [28, 29] for invariant inference, but have yet to discover one that is
effective for our larger benchmarks. Unlike traditional loop invariants, which
must be re-established on every possible execution of the loop body, invariants
in existentially quantified executions need only be re-established on a subset of
the possible execution of the body. A robust invariant inference approach thus
requires finding not only the invariant itself, but a strategy for instantiating choice
variables that consistently re-establish the chosen invariant. Scalable invariant
inference for existentially quantified executions is an important and interesting
future direction.
Appendix F includes an example application of Algorithm 1 to RandB.

6 Implementation and Evaluation

To evaluate our approach, we have implemented ORHLE, an automatic program
verifier based on Algorithm 1. ORHLE is implemented in Haskell, and uses Z3 as
a backend solver to fill the role of Verify. As previously mentioned, invariants
are provided by the programmer via annotations in the code. Input to ORHLE
consists of a collection of FUNIMP programs, a declaration of how many copies
of each program should be included in the universal and existential contexts,
and a collection of function specifications expressed using the SMT-LIB2 format.
Functions can have both universal and existential specifications, with the latter
containing declarations of choice variables. Appendix G has example ORHLE
input listings. ORHLE outputs a set of verification conditions along with a
success or failure message. When a property fails to verify, ORHLE outputs a
falsifying model.
Our evaluation addresses the following questions:

(R1) Is RHLE expressive enough to represent a variety interesting properties?

(R2) Is our approach effective, that is, can it be used to verify or invalidate
relational assertions about a diverse corpus of programs?

(R3) Isit possible to realize an efficient implementation of our verification approach
which return results within a reasonable time frame?

To answer these questions, we have developed a suite of 42 programs over 5
kinds of relational specifications drawn from the literature. We have also compiled
an additional set of 12 benchmarks over two non-relational existentially quan-
tified properties in order to evaluate similar questions about the non-relational
existential logic from Section 4. Both sets of benchmarks contain a mix of valid
and invalid properties.

Our benchmarks for the non-relational existential logic from Section 4 fall
into two categories:

Winning Strategy Programs in this category play a simplified version of the
card game twenty-one. Players start with two cards valued between 1 and 10,
and can then request any number of additional cards. The goal is to get a hand
value as close to 21 as possible without going over. The property of interest is
whether an algorithmic strategy for this game permits the possibility of achieving
the maximum hand value of 21 given any starting hand.
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Branching Time Properties Our next set of benchmarks are taken from [14],
which considered verification of properties of single programs expressed in CTL.
The programs in this category are adaptations of the subset of those benchmarks
which assert the existence of desirable final states and are thus expressible in
RHLE.

Our set of relational benchmarks cover program refinement in addition to:

Noninterference Generalized noninterference is a possibilistic information
security property which ensures that programs do not leak knowledge about
high-security state via low-security outputs. Our formalization of this property is
based on Mclean [24] and requires that, for any execution of a program p whose
state is divided into high security py and low security p; partitions, any other
starting state with the same initial low partition can potentially yield the same
final low partition, regardless of the high partition.

Delimited Release Delimited release is a relaxation of generalized noninter-
ference which allows for limited information about secure state to be released.
For example, given a confidential list of employee salaries, it may be acceptable
to publicize the average salary as long as no other salary information is leaked.
We formulate delimited release as a noninterference property with an additional
condition requiring that the programs agree on the values of the released infor-
mation. For the previous example, we would add a precondition asserting the
average salary across all executions is equal.

Parameter Usage Our parameter usage benchmarks check whether a function
parameter is semantically unused, in that the existence of the parameter does
not affect the program’s reachable final states. For example, the f1ag parameter
in f(flag) = if flag then return 1 else return 1 issyntactically
used in f, even affecting its control flow, but does not have any effect on f’s
possible outputs; we therefore consider f1ag to be semantically unused. For an
n-ary function f(pi,...,pn), we say parameter p; is semantically unused if

(v; #wi/\/\vj =w;) a = f(vi,...,vn) ~5 b= f(wr,...,w,) (a=10)
j#i

Flaky Tests Tests of program behavior which can nondeterministically pass or
fail pose a significant hazard as they can trigger false alarms or allow regressions
to go undetected. We modeled representative nondeterministic tests in FUNIMP
based on examples from The Illinois Dataset of Flaky Tests (IDoFT)[33, 22|,
framing flakiness as a V3 property containing only existential executions. We
consider a test verifiably flaky when there exists both a test execution that
succeeds and one that fails. We model nondeterminsitic system behavior (e.g.,
getCurrentTimeMs () or the results of network calls) as function calls. For
example, to model the imprecision of thread s1eeps, we give the verifier leeway to
sleep within a £20 ms window around the requested interval: axg sleep(interval,
currentTime) [sleepTime] {0 < sleepTime A interval — 20 < sleepTime <
interval + 20} {p = currentTime + sleepTime}.

The variety of properties we were able to represent in ORHLE provides
evidence that it is sufficiently expressive (R1). To show that ORHLE is both
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Property Shape Pos Neg Unk Med(ms) Max(ms)
Delimited Release Vpidp2 7 6 0 213 248
Flaky Tests Ipip2 2 0 0 221 230
Generalized Noninterference Vpidp2 5 5 1 214 232
Parameter Usage Vpidp: 4 2 0 210 215
Program Refinement Vpidp2 4 4 1 212 1349
Winning Strategy dp 1 2 0 214 219
Branching Time dp 7 2 0 212 219

Fig. 6. ORHLE verification results over a set of relational and non-relational properties.
The Shape column gives the execution quantification pattern for the property; each
property is of the form Vpg .. .pn3qo - . . gn, where p;’s and ¢;’s are (possibly empty) sets
of executions. The Pos and Neg columns give the number of benchmarks over which
the property holds or does not hold, respectively. The Unk column gives the number
of benchmarks whose verification conditions could not be decided by the SMT solver.
The Med and Max columns give (respectively) the median and maximum verification
times in milliseconds over each set of benchmarks.

effective and efficient (R2)-(R3), we have used it to verify and/or invalidate
examples of the benchmark properties described above. All of these experiments
were done using an Intel Core i7-6700K CPU with 8 4GHz cores. Figure 6 presents
the results of these experiments. ORHLE yielded the expected verification
result in all cases except for one noninterference and one refinement benchmark,
where the backing SMT solver (Z3) was unable to determine the validity of
the verification conditions. While most benchmarks’ verification conditions fell
within the theory of linear integer arithmetic, verification conditions fell in a
non-decidable fragment of arithmetic in both benchmarks where Z3 was unable
to decide validity. One of these undecidable instances accounts for the outlier
maximum verification time in the refinement benchmarks. Overall, these results
offer evidence that ORHLE is both effective and efficient for verifying a variety
of existential and V3 properties.

7 Related Work

Relational Program Logics Relational program logics are a common approach to
verifying relational specifications. Relational Hoare Logic [9] (RHL) was one of
the first examples of these logics, and is capable of proving 2-safety properties.
Relational Higher-order Logic [2] is a higher-order relational logic for reasoning
about higher-order functional programs expressed in a simply-typed A-calculus.
Probabilistic RHL [8] is a logic for reasoning about probabilistic programs in
order to prove security properties of cryptographic schemes. The relational logic
closest to RHLE is Cartesian Hoare Logic [34] (CHL) developed by Sousa and
Dillig. This logic which provides an axiomatic system for reasoning about k-
safety hyperproperties along with an automatic verification algorithm. RHLE
can be thought of as an extension of CHL for reasoning about the more general
class of V3 properties. Nagasamudram and Naumann [25] examine alignment
completeness for relational Hoare logics, which classifies the ability of these logics
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to reason about programs in lockstep. Banerjee et al. [4] introduce a relational
Hoare logic capable of reasoning about encapsulation and invariant hiding, but
which is confined to 2-safety properties.

Underapprozimate Program Logics Several program logics have been proposed
to reason about the existence of particular executions of a single program,
similar to the non-relational existential logic presented in Section 4. Reverse
Hoare Logic [15] is a program logic for reasoning about reachability over single
executions of programs which have access to a nondeterministic binary choice
(1) operator. Incorrectness Logic [27] is a recent adaptation of Reverse Hoare
Logic to a more realistic programming language. While these logics express
the existence a satisfying start state for all satisfying end states (Vo'3Jo), the
existential logic presented in Section 4 requires there to exist a satisfying end
state for all satisfying start states (Vo3o’). Reverse Hoare Logic and Incorrectness
Logic both reason about reachability over single executions, but properties in
these logics are pure underapproximations: every state in a given postcondition
must be reachable. In contrast, our reasoning over existential specifications is
underapproximate with respect to the choice variables only. While every valid
choice value must correspond to a reachable set of final states, each of these sets
are still overapproximate. This feature of our existential specifications enables a
natural integration with standard Hoare logics.

First-order dynamic logic [31] is a reinterpretation of Hoare logic in first-order,
multi-modal logic. For a program p, the modal operators [p] and (p) capture
universal and existential quantification over program executions. Our universal
Hoare triple - {P}p{Q} corresponds to P = [p]Q, and our existential Hoare
triple F [P]p[Q]3 corresponds to P = (p)@. In contrast to RHLE, dynamic
logic reasons about properties of single program executions.

Prophecy Variables Prophecy variables were originally introduced by Abadi and
Lamport [1] in order to establish refinement mappings between state machines.
Choice variables in our existential specifications are similar to prophecy variables
in that they capture the required value of some “future” state, although we use
them as part of a program logic rather than to reason about refinement mappings
between state machines. Jung et al. [20] incorporate prophecy variables into a
separation Hoare logic to reason about nondeterminism in concurrent programs,
but differ from our approach in that the program logic operates in a non-relational
setting and is designed for interactive and not automated verification.

Relational Verification The concept of a hyperproperty was originally intro-
duced by Clarkson and Schneider [12], building on earlier work by Terauchi and
Aiken [35]. The initial work discusses verification but it does not offer an algo-
rithm; numerous program techniques have been subsequently proposed to verify
hyperproperties. Product programs are an alternative approach to relational ver-
ification [5]. This approach can leverage existing non-relational verification tools
and techniques when verifying the product program, but the large state space of
product programs can make verification difficult in practice. Product programs
have been used to verify k-safety properties and reason about noninterference
and secure information flow [7, 21]. Barthe et al. [6] have developed a set of
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necessary conditions for “left-product programs”; these product programs can be
used to verify hyperproperties outside of k-safety, including our V3 properties,
although the work does not address how to construct left-product programs.

Unno et al. [36] have developed a technique for verifying V3 properties in-
cluding program refinement, generalized noninterference, and cotermination by
encoding a constraint satisfaction problem expressed using a generalization of con-
strained Horn clauses. The approach solves constraints using a stratified CEGIS
approach, and can synthesize non-trivial alignment predicates for interleaving
executions of loop bodies. This work is not based on a Hoare-style program logic,
but rather develops per-property embeddings of V3 verification problems in a
novel adaptation of constrained Horn clauses.

There exist several modal logics which support a similar style of existential
reasoning as our existential logic. Temporal logics like HyperLTL and Hyper-
CTL [11] can be used to reason about hyperproperties, although verification
tooling [10] is focused on model checking state transition systems rather than
program logics. Coenen et al. [13] examine verification and synthesis of compu-
tational models using HyperLTL formulas with alternating quantifiers. Cook et
al. [14] examine existential reasoning in branching-time temporal logics by way of
removing state space until universal reasoning methods can be used. Lamport and
Schneider [23] examine using TLA to verify V3 properties including refinement
and GNI. While the above approaches are capable of reasoning about the kinds
of liveness properties we consider in this paper, they all focus on model checking
state transition systems rather than using a Hoare-style logic to reason directly
over programs as in our approach.

8 Conclusion

This paper presented RHLE, a novel relational Hoare-style program logic for
reasoning about V3 properties. These properties can capture a variety of inter-
esting behaviors of multiple program executions, including program refinement
and information flow properties. Key to our logic is a novel form of function
specifications which constrain the set of behaviors that a valid implementation of
a function must exhibit. We have developed an automated verification algorithm
based on RHLE, and we demonstrated that an implementation of this algorithm
is able to check the validity of a variety of V3 properties over a benchmark suite
of programs.
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A  Semantics of FuNIMP

The semantics of FUNIMP is given as a big-step reduction relation from initial
to final states. This relation is parameterized over an implementation context
I € N — FD, a partial mapping from function names to definitions. FUNIMP
program states, 0 € V — N, are mappings from variables to their current value.
The reduction relation is also parameterized over an interpretation used to
determine the validity of assertions; we write o = P to denote that the assertion
P holds in state 0. We condense sequences of repeated expressions in similar way
to function arguments, writing the sequence I - o0,a; y v1 --- I Fo,a, | v, as
I+o,alvand [z; — vy,...,2, — v,] as [T — 7], for example.

The evaluation rules of FUNIMP are presented in Figure 7.

o,allv
—— ESkip EAssGN
I+ o,skipl o Ito,z:=al[z—v]o
I+ o, ’ IF /7 "
EHavoc seato U,,Cllla ESEQ
I+ o,z ::=havoc || [z — v]o Ito,ci;c2 o
bltrue ko, ' byl IFo, '
o0t 7 Clug, EConDT idLh g2 o ; EConDF

It o,if bthen ¢y else c2 || o

o,b |} true IFo,clo
I+ ¢, while bdo ¢ end | o’

I+ o,while bdo cend |l ¢”

EWHILET

It o,if bthen c; else c2 || o

o,b || false

- EWHILEF
I+ o,whilebdocend| o

I(f) = def f(T){s;return e}
Itoalos  IF[@E—7t,slo  ITkoelr

ECALL
Itoy:=f@dlly—rlo

Fig. 7. Big-step evaluation relation of FUNIMP with a concrete implementation context.

A.1 Overapproximate Executions Semantics

The big-step operational semantics for overapproximate evaluation is given in
Figure 8. These semantics are nearly identical to the evaluation semantics over
concrete implementation contexts given in Figure 7, but is instead parameterized
over a universal specification context Sy € N'— FA and replaces the ECALL
rule with the ECALLy rule. The latter rule allows a call to a universally specified
function to step to any state with a return value consistent with the function’s
specification.
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o,a v v
- ESKIPy
Sy o, skip v o Sybkoz:=aly[z—v]o

EASSGNy

EHavocy
Sv F o,z := havoc Jv [z — v]o

/ / "
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1
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o,b v true Sy ko, clyo’
Sy o', while b do ¢ end |}y o”

Sy F o, while b do ¢ end |}y ¢”

EWHILETY

o,b v false
Sv F o,while b do c end |y o

EWHILEFY

Sv(f) = axv f(z) {P}{Q}
Sykoalvo Z—7v]EP p—=rT—7EQ

Svkoy:=f@dvly—rlo

ECALLyy

Sv(f) =axv f(z) {P}{Q} SykFoalvo [x— 7] =P
Sytoy:=f(@) v [y—rlo

ECALLVQ

23

Fig. 8. Overapproximate execution semantics of FUNIMP with a universal specification

context.
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B Universal Hoare Logic

EP =P EQ = Q S/F{P}c{Q}
SVF{P}C{Q}

Sy {P} skip {P} VSKIP SuF (Plajall = =a (P} VAsSsSGN

VCONSEQ

VHavoc

Sv F {Yv.P[v/z]} = ::= havoc {P}

S¢e{P} et {P'}  SvF{P'} 2 {Q}

Sy = {P} c1; c2 {Q} 7S

Sy {PAb} a1 {QF Sy {PA-b} 2 {Q}

vC
Sy F {P} if b then ¢ else c2 {Q} o

Sy {P A b} ¢ {P}

YW
Sy (P} while bdo cend (P A b} "

S(f) =ax f@{PHQ} VSPEC

St {P[E/f] A Yo.Qu/pa/E] = Q[v/y]} y == f(a) {Q}

Fig. 9. Proof rules for a universal Hoare logic for FUNIMP.
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C Existential Hoare Logic

EP = P EQ = Q S:t[P] s [Q]

3
ST Pl s QL JCONSEQ

5= F [P] skip [Pl FSwe 52k [Qla/z)] © = a [Ql; FASSGN

Sz [31}. Q[U/CL‘” = havoc [Q]H JHAvoc
SakF I[Pl s1 [Pl Sk [P] s |

Q5
Sa b [P] s15 82 [Q5 o

SsF[PAL 51 [Qs  Ssk[PA-B s [

- s dCoND
S3 b [P] if b then s1 else s2 [Q]5

Ris well-founded ~ SsH[P A b A Ma]l s [P A 3d.Ma A d Ra]
S3 [P A3a. M a] while bdo s end [P A —b|g

2 JWHILE

53(f) = axaf(z) [ {P} {Q}

dSpPEC

3k. ([T — a) = P[k/d]
SaF | A Fup—oT—allE Q[%/E] y = f(@) [R5

A Yu.pr—0,T—a) = Q[k/T]
= R[v/y])

Fig. 10. Existential Hoare logic rules.

25



26 Robert Dickerson, Qianchuan Ye, Michael K. Zhang, and Benjamin Delaware

D Synchronous Rules

Sy, S3 = (P) skip; pv ~5 skip; p3 (¥)
Sy, 83 F(P) pv ~5 P3 (¥)

SKIPINTROL

Sy, Sa b (®) 57 ~3 53 (x)  Sv,S3k (X) sl ~5 s5 ()

SYNCSEQ
Sy, S3 (D) sv; sl ~5 s3; s5 ()
Sy, 83 (IA /\ bi) So® -+ @ Sk ~g Skt1 ® - B sp (D)
0<i<n
In N b= ¥ Ia- N b= N\ b
0<i<n 0<i<n 0<i<n
SyNcLooprs

Sy, S3 F (I) while by do sp end & - - - ® while by, do si end
~5 while by41 do sk11 end ® - - - ® while b, do s, end (¥)

R is well-founded
Sy, S (IA /\ biAMa)skip~syso®---®s, (IATa. Ma' A d Ra)

0<i<n
IA /\ b, — ¥ IA- /\ by — /\ —b;

0<i<n 0<i<n 0<i<n

== == == SyNcLoopPss
Sy, S3 F (LA Ja. M a) skip ~ while by do so end ® - - - ® while b,, do s, end (¥)
Sy, S5 (A /\ bi) s0® - ® sn ~ skip (I)
0<i<n
IA /\ by — ¥ IA= /\ by — /\ —b;

0<i<n 0<i<n 0<i<n
— — — = SyNcLooPsy

Sy, S5+ (LA Ja. M a) while by do sg end ® - - - ® while b, do s, end ~ skip (7)

Fig. 11. Synchronous RHLE proof rules.

E Proofs

Theorem 4. When run under an implementation context I that is V-compatible
with specification context Sy with an initial state o, a program p will either diverge
or evaluate to a state o’ which is also the result of one of its overapproximate
executions under Sy:

I':vSv A I|_U7pll0'/ — Sv}—O}pU,vU/

Proof. By induction over the derivation of I + o,p || ¢’. The only interesting
case is ECALL, where we must consider whether ¢ meets the precondition of f
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in Sy. If not, the proof is immediate from ECALLys. If so, the proof follows from
the fact that the definition of f in I is compatible with its specification in Sy
and ECALLy;.

Theorem 5. If there is an underapproximate evaluation of program p to a set
of states X from an initial state o under Sz, then p must terminate in at least
one final state o' € X from o under every implementation context I that is
3-compatible with S3:

SakoplaX AN IE3S3 = 3Fo'Ikoplo N eX

Proof. By induction over the derivation of S3 F o,p {3 2. Once again, the
interesting case is ECALLg, which follows immediate from the fact that I is
J-compatible with S3.

Theorem 6 (RHLE is Sound). Suppose Sy, S3 b (®) Dy ~; 3 (¥). Then,
for any function context I compatible with Sy and S3, any set of initial states
oy and o3 satisfying @, and every collection of final states ol, of Py, there must

exist a collection of final states produced by p3 that, together with 07\’, satisfies the
relational post-condition W:

Sv, 53 (®) Pv ~5 P3 (¥)
AVI.TESyAT E S3
AYoy 73.0v,03 = P
NVol,. I3y, py | o, =
JoL. I+ 03,3 | o4 A o, oL EVW
Proof. We first prove a stronger property by induction on the triple Sy, S3 F
(@) Py ~5 D3 (¥): namely, that there exist appropriate existential executions

of p3g for every collection of final states of py produced by an overapproximate

execution, for any set of initial states satisfying the precondition @:
Vovos.ovo3 =D A Vol.Sytov,py v ol = W
Szt 03,93 43 {05 | oL, 05 E W}

By Theorem 1, the fact that I is V-compatible with Sy, and our assumption that
I+ov,py | o, it follows that:

SV |_0'7V7piv Uv;/v (2)

Armed with (1) and (2) and the assumption that I is 3-compatible with S, by
Theorem 2 we can conclude the desired result, i.e. 305.1 F 03,p3 | 05 A o), 05 =
v.

[RD: TODO: Add statements of soundness of the non-relational
universal and existential Hoare logics to the appendix.]|
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F Verification Example

To illustrate the operation of VCGen, consider proving the following simple
refinement assertion, where the contexts Sy and S5 contain the specifications for
randB from Example 1:

Sy, Sz (T) y1 := randB(4) ~, y2 := randB(10) (y1 = y2)

RHLEVerify begins by calling VCGen with:

py = {skip;y1 :=randB(4)}  p3 = {skip;y2 := randB(10)} ¥ =(2,9,y1 = y2)

VCGen matches the randB call in py (line 5), and recurses with the new postcon-
dition built by wpy (omitting the trivial precondition for brevity):

py = {skip}  p3={ys :=randB(10)} ¥:({v1},9,0<v; <4 = v; =)

VCGen now chooses the existential call to randB (line 7), and recurses again with
a postcondition built by wps:

py = {skip} p3 = {skip} U ({v1}, {v2},0 <wg < 10A(0 < v <4 = vy = 13))

Since both programs are now skip, VCGen terminates, returning ({v;}, {v2},0 <
vg < 10N (0 < vy <4 = wv; = vg)). RHLEVerify uses this formula to
construct the following query:

VU1302.0§02<10/\(0§’01<4 — ’U1:’U2)

which it hands off to the Verify. Note how this formula encodes the essence
of the V3 question posed by the original triple; for all allowed randB return
values v; in the universal execution, we want to know if there exists an allowed
instantiation of the choice variable vy in the existential execution that brings
both programs to the same final state. In this case, the V3 formula is valid, and
verification succeeds.

G Example ORHLE Input

The following listing verifies a noninterference property, namely that the program
never leaks any information about the variable high. Note that the underapproxi-
mation of f1ipCoin is required. If linked to a f1ipCoin implementation that
always returns 0, for example, attackers could always know whether or not the
initial value of 1ow was less than high by observing low.

forall: run[1];

exists: run[2];

pre: (= run!lllow run!2llow);
post: (= run!lllow run!2!low);
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aspecs:
flipCoin() {
pre: true;

post: (or (= ret! 0) (= ret! 1));

}

especs:
flipCoin() {
choiceVars: n;:
pre: (or (=n0) (=n1l));
post: (= ret! n);

}

fun run(high, low) {
if (low < high) then

low := 0;
else

low :=1;
end

flip := call flipCoin();
if (flip == 0) then

low := 1 — low;
endif

Conversely, ORHLE identifies a violation of noninterference in the listing
below. The program might leak the value of high, depending on the outcome of
flipCoin.
forall: run[1];
exists: run[2];

pre: (= run!lllow run!2!low);
post: (= run!lllow run!2!low);

aspecs:
flipCoin() {
pre: true;

post: (or (= ret! 0) (= ret! 1));

}

especs:
flipCoin() {
choiceVars: n:
pre: (or (=n0) (=n1));
post: (= ret! n);

fun run(high, low) {
flip := call flipCoin();
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if (flip == 0) then
low := high + low;
endif
ks
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