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Abstract

Action frauds constitute largest part of all Internet frauds. Cheating is a kind of fraud that does not have direct evidences of its occur-
rence. We conduct theoretical studies as well as simulation experiments to find out the effect of cheating in three important types of auc-
tions: English auction, first-price sealed-bid, and second-price sealed-bid auction. Our cheating environment consists of shill bidding, bid
shading and false bidding in English, first-price and second-price auction, respectively. In the experiments ordinary bidders, bidders with
the equilibrium bidding strategy, and cheaters compete with each other. Both theoretical and experimental results confirm that the equi-
librium bidding strategies indeed increases the bidders’ expected utility. Therefore, it can be concluded that adoption of rational bidding
strategies can combat cheating. It is found that most of the auction sites intuitively prefer English auction to other auction mechanisms.
There is not much theoretical or experimental evidence to support such an intuition. We use honest bidder’s expected gain and honest
seller’s revenue loss as a basis to compare these three important auctions types. The analysis of the results reveals English auction to be
the most preferred mechanism from both honest buyer’s and honest seller’s point of view. This result can be used as an experimental
evidence to explain the popularity of English auction over the Internet.
� 2006 Elsevier B.V. All rights reserved.
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1. Introduction

Online auction has emerged as a popular Internet busi-
ness model. It is no wonder that alongside auction frauds
constitute the largest part of all Internet frauds [1,3,4,24].
Internet Fraud Complaint Center (IFCC) classifies auction
frauds into six categories: non-delivery of goods, misrepre-
sentation of the items, triangulation, fee staking, selling of
black-market goods, multiple bidding and shill bidding
[2]. The last two categories of fraud can be termed as cheat-
ing. Firstly, cheating unlike other fraud categories leaves no

direct evidence of its occurrence. For example, when a shill

competes with honest bidders, the bidders can only intui-
tively feel shill’s presence with no direct evidence to validate
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the fact. On the contrary, other types of frauds, such as non-
delivery of goods, have concrete evidence. Secondly, the
financial loss resulting from cheating behavior cannot be
precisely measured. Consequently it is difficult to punish
the cheater via law enforcement. Some of the reasons that
encourage cheating over the Internet are: (1) cheap pseud-
onyms [14], (2) greater information asymmetry [16], (3) lack
of personal contact [15], and (4) the tolerance of bidders [3].

Although there are millions of auction mechanisms,
three most popular ones are: English auction (also known
as open outcry auction), first-price sealed-bid auction and
second-price sealed-bid auction (also known as Vickrey
auction [8]). In English auction, the price of the product
increases as bidders compete with each other. At the end
of the auction the highest bidder can take the item after
paying the price he bids.

In case of sealed-bid auction each party sends a closed
enveloped bid for the item to a seller who opens all the bids
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after a predefined time period. The highest bidder gets the
item. The two variations, the first-price and the second-
price sealed-bid auction are differentiated by the settlement
price policy. In the former the highest bidder pays exactly
the amount he bids whereas in the latter the highest bidder
pays the amount of the second highest bid. In the real
world most of the important auctions are sealed-bid in nat-
ure. On the contrary most Internet auctions are English
auctions or its variations. According to [6], about 88%
Internet auctions are English auction and its variants.
Other forms of auctions, such as Vickrey auction and dou-
ble auction, account for the rest 11%.

In this paper we present the equilibrium bidding strate-
gies of a rational agent in the above three types of auction
mechanisms in cheating environments from game theoretic
models. Our cheating environments consist of shill bidding,
bid shading and false bidding in English, first-price and sec-
ond-price auction, respectively. We theoretically evaluate
the bidder’s expected utility and the seller’s expected reve-
nue loss under different probability of cheating for three
different distributions of reservation values (defined later)
– uniform distribution, exponential distribution and some
arbitrary polynomial distribution. We find the efficiency
of these strategies through the simulation experiments
and relate this with the theoretical result. We also compare
the bidders’ expected utility and seller’s expected revenue
loss in three types of auction mechanism. The analysis of
the results shows English auction performing better from
both bidders and sellers point of view.

The rest of the paper is organized as follows. First we
discuss on various types of cheatings in electronic auctions.
In particular we discuss the types of cheating possible in
three important auction mechanisms. Next the equilibrium
bidding strategies for the auctions are introduced. In the
subsequent sections we present the theoretical findings fol-
lowed by the results of a simulation experiment and relate
them. Before concluding the paper, we present a survey of
the related works.

2. Cheating in electronic auction

In auctions, sellers try to sell the item in a price as much
as possible to increase their expected revenue. The interest
Cheating in A
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Fig. 1. Cheating in e
of a buyer is just the opposite; they want to buy the item in
a price as low as possible. Cheating occurs if they adopt
unfair practices to achieve these goals. Cheating may be
induced either by a bidder (buyer) or an auctioneer (seller)
as shown in Fig. 1.

Multiple bidding. A bidder can place multiple bids on the
same item using different aliases [14].

Bid shading. Some mechanisms, such as first- and sec-
ond-price sealed-bid auctions, do not reveal the bids before
auction clears. Under such circumstance, a bidder’s best
strategy is to bid according to his valuation of the item.
A bidder may adopt some unfair ways to examine the bids
and revise his bid to win the auction at a minimum price far
below his valuation. This practice is called bid shading
[7,9].

Rings. A group of bidders form a coalition called the
ring. These ring members collude not to compete with each
other and do not raise the price of the object [13].

Shill bidding. A corrupt seller appoints fake bidders
(shills) who place bids to increase the price of the item with-
out any intention of buying it [16,17].

False bids. A seller cheats in a second-price sealed-bid
auction by looking at the bids before the auction clears
and submitting an extra bid just below the price of the
highest bid. Such extra bids are often called false bids [7].

Type of cheating is auction mechanism specific. We now
present the types of cheating possible in the three impor-
tant of auction mechanisms under consideration.

2.1. Cheating in second-price sealed-bid auction

Theoretically second-price sealed-bid auctions have
many advantages over other types of auction mechanisms
[8]. This mechanism is not widely adopted due to the fear
of a cheating seller [9]. In this auction, a winner who offers
the highest bid gets the item with the second highest price.
However, if a dishonest seller secretly opens the bids before
the auction clears, he can submit a false bid whose value is a
little less than the highest offer [7]. The winner has to pay the
phony second highest price, which decreases his expected
gain. For example if the highest bid is $1000 and the second
highest bid is $800, then a cheating seller can introduce a
false bid of value $999. So the winner has to pay $999
uction
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(Almost same as his bid) instead of $800, and thus decreas-
ing the expected gain of the winner. Rothkopf and Harstad
[12] have shown that if the cheating of a seller is found the
buyers start shading their bids and in the long run the sec-
ond-price auction becomes less profitable than any other
auction.

2.2. Cheating in first-price sealed-bid auction

In first-price sealed-bid auction the highest bidder gets
the item with his declared bid value. So the seller does
not have a scope to cheat. A bidder can however adopt
unfair ways violating the auction principle to examine
other bidder’s bids and shade his bids. He can go on revis-
ing his bids with multiple identities.

2.3. Cheating in English auction

Cheating in English auction can take place either in the
form of shill bidding or multiple bidding [16,17]. An seller
cheats by appointing shills. A bidder cheats by adopting
multiple bidding practices.

A shill tries to escalate the price without any intention of
buying the item. Occasionally the shill wins the auction if no
other higher bid comes before auction ends. The item to be
sold remains with the seller. Such items are re-auctioned at a
latter time. If the item is auctioned in a site that does not
charge any transaction fee then the seller neither loses nor
gains in the process of shill bidding. If there is some entry
fee then the seller has to bear the loss. Most auction sites
in practice charge a listing fee for all the auctioned items.
In addition, the site may also charge a commission fee on
the winning auctions. If these fees are low, they cannot deter
shill bidding. However, increasing fees may result in loosing
sellers to other sites. Cheatings conducted by sellers in Eng-
lish auction and second-price auction are different. In case
of second-price auction the seller manages to increase his
profit up to the declared highest bid price. The goal of the
cheating in English auction is to induce the bidders to reach
their maximum valuations.

In case of multiple bidding a cheating agent submits
many bids adopting multiple (fake) identities. Some of
these bids are higher than his personal valuation of the
product. The fake bidders drive their bids to such an extent
that other participants prefer to withdraw. Towards the
end of the auction the cheater also withdraws all his bids
except the one, which is just above the second highest bid
and acquires the product in the lowest possible price. This
kind of cheating is possible in the sites that allow bid
withdrawal.

Several approaches have been proposed to detect and
deter cheatings in online auction [17]. These counter mea-
sures are to be enforced by auction sites and the bidders
and the sellers are to abide by these rules. In this approach
the auction site’s intermediation is necessary to deter fraud.
We propose that if a bidder adopts an equilibrium bidding
strategy then he can reduce the effect of cheating without
the intermediation of the auction site. The following sec-
tion elaborates the idea.

3. A model to understand the impact of cheating auctions

Consider auction for a single indivisible item. Each bid-
der associates two values with the item – a reservation
value and a bid. Reservation value is the maximum price
a bidder is willing to pay for the item based on his personal
valuation. This information is private to each bidder. A bid
on the other hand is the publicly declared price that a bid-
der is willing to pay. In order to understand the impact of
cheating and to compare the cheating auctions we consider
only one type of cheating that is prevalent in each auction
mechanism. We consider shill bidding, bid shading and
false bidding in English, first-price and second-price auc-
tions, respectively.

N bidders and a seller participate in the auction. Each
bidder has a reservation value hi(i = 1, 2, . . . N) for the item.
Without loss of generality we assume hi 2 [0,1]. Each agent’s
reservation value is independently drawn from a cumulative
distribution function (CDF) F over [0,1], where F(0) = 0 and
F(1) = 1. We assume F(.) is strictly increasing and differen-
tiable in the interval [0,1]. The derivative of CDF, f(h) is then
the probability density function (PDF). Each bidder knows
his reservation value and the distribution F of other agents.
A bidding strategy bi: [0,1]! [0,1] maps a bidder’s reserva-
tion value to its bid. As we mention earlier h = (h1,
h2, . . . ,hn) is the vector of reservation values of all the agents
and b(h) = (b1(h1),b2(h2), . . . ,bn(hn)) is the vector of bids.

3.1. Bidder’s expected gain (utility)

The expected utility (gain) of a winner is the difference
between his reservation value and his expected payment.

The expected gain of a buyer is defined by Riley and
Samuelson [10] as follows:

Expected bidder’s gain ¼ Probability of winning

� ðReservation value� BidÞ
¼ Probability of winning

� ðhi � biðhiÞÞ ð1Þ

It is assumed that the bidders are rational and risk neutral.
A bidder is indifferent between loosing the auction and
winning it in his reservation value. He quits the auction if
the price goes beyond his reservation value and try to max-
imize his utility. The equilibrium bidding strategy of an
honest agent in cheating auction can be found by taking
the derivative of the equation with respect to bi(hi), and set-
ting it to zero.

3.2. Probability of winning in cheating auctions

In order to calculate a buyer’s expected gain (Eq. (1)),
we find the probability of winning for each type of auction
in this section.
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In English auction an honest bidder wins the auction if
his bid value is greater than that of the bid value of the shill
and the reservation value of other honest bidders. Let the
seller have a reservation value hs, which is a constant for
a specific auction. The shill’s bid is greater than that of
the seller’s reservation value. It is also less than that of
the reservation value of the winner (an honest bidder).
The probability that an honest bidder i beats a shill j is then
Prob(hs 6 bj(hj) 6 hi) = F(hi) � F(hs). It is not profitable for
a seller to accept any bid below his reservation value [10].
So we can assume F(hs) = 0. The probability that bidder i

has a higher bid than a cheater can be represented by
F(hi). The probability that bidder i beats any other honest
bidder is F(bi(hi)) because each honest bidder’s reservation
value has to be less than that of the bid value of the winner.

The probability that an honest bidder’s bid is higher
than that of any other bidder is the weighted average of
these two probabilities, the weights being the probability
of cheating (Pb) and non-cheating (1 � Pb), respectively.
We raise this probability to the power N � 1 to get the
probability of winning the auction because the winner’s
bid is higher than other N � 1 bidders:

½P b.F ðhiÞ þ ð1� P bÞ.F ðbiðhiÞÞ�N�1 ð2Þ
In second-price sealed-bid auction an honest bidder i wins
if his bid is greater than the bids of the other bidders
including the false bid of the seller [7]. Equivalently, the
reservation value hj of any other agent j is below than that
of the reservation value hi of the winner. Formally,
Prob(hj 6 hi) = F(hi). So the probability that it is higher
than that of the all N � 1 bidders is this probability raised
to (N � 1)th power. So the probability of cheating in sec-
ond-price sealed-bid auction is:

F N�1ðhiÞ ð3Þ
In first-price sealed-bid auction an honest bidder i wins the
auction if and only if his bid exceeds every other honest
bidder’s bid and every cheater’s reservation value [7]. The
probability that the winner’s bid bi(hi) is greater than that
of another honest bidder js bid bj(hj) is
Prob(bj(hj) 6 bi(hi)) = Prob(hj 6 hi) = F(hi). The probabil-
ity that the winner’s bid bi(hi) is greater than that of a chea-
ter j’s reservation value hj is Prob(hj 6 bi (hi)) = F(bi(hi)).
Let us assume that each bidder cheat with the probability
Pa. So the probability that the winner beats any other bid-
der is the weighted average of these two probabilities. Now
the probability that the winner beats every other bidder is
this probability raised to the power (N � 1). So the proba-
bility of cheating in first-price sealed-bid auction is:

½P a.F ðbiðhiÞÞ þ ð1� P aÞ.F ðhiÞ�N�1 ð4Þ
3.3. The equilibrium bidding strategy

In this section we present the equilibrium bidding strat-
egy in three types of auctions. The detailed derivations of
these are available elsewhere. Therefore we just refer the
equations for our work. The interested readers may refer
the original work for more detail. Following our work in
[5] we consider: an English auction in which each bidder
cheats with the probability Pb, it is a Bayes Nash equilib-
rium for each non-cheating bidder i to bid according to
the strategy that is a fixed point in the following equation:

biðhiÞ ¼ hi �
R hi

0
ðP b.F ðxÞ þ ð1� P bÞ.F ðbiðxÞÞÞN�1 dx

ðP b.F ðhiÞ.þ ð1� P bÞ.F ðbiðhiÞÞÞN�1
ð5Þ

Following the work of Porter and Shoham [7] we consider:
In a second-price sealed-bid auction in which the seller
cheats with the probability Pc, it is a Bayes Nash equilib-
rium for each non-cheating bidder i to bid according to
the following strategy:

biðhiÞ ¼ hi �
R hi

0
.F

N�1
pc ðxÞdx

F
N�1

pc ðhiÞ
ð6Þ

In a first-price sealed-bid auction in which each bidder
cheats with the probability Pa, it is a Bayes Nash equilib-
rium for each non-cheating bidder i to bid according to
the strategy that is a fixed point in the following equation:

biðhiÞ ¼ hi �
R hi

0
ðP a.F ðbiðxÞÞ þ ð1� P aÞ.F ðxÞÞN�1 dx

ðP a.F ðbiðhiÞÞ.þ ð1� P aÞ.F ðhiÞÞN�1
ð7Þ
4. A framework for understanding the impact of cheating

auctions

Cheating brings short-term benefits to the cheater. The
ease of adopting fake and multiple identities boosts the
cheaters’ confidence. It is also difficult to prevent cheating
in Internet auctions. Law enforcement is also difficult over
the Internet. Therefore, it is worth evaluating which type of
auction is better in potential cheating environment. ‘‘Bet-
ter-ness’’ is measured from honest participants (bidder or
seller) points of views. For a bidder, a good mechanism
leads to large expected gain in the presence of cheaters.
For a seller, the goodness is expressed in terms of expected
revenue loss.

4.1. From honest bidder’s perspective

Suppose an honest bidder has the option to choose from
three type of auction in potential cheating environments. It
is desirable that he has fair idea about his expected gains in
each case. We consider the definition of expected gain of a
buyer by Riley and Samuelson [10] presented in Eq. (1).
The probability of cheating in each type of auction is given
in Eqs. (2)–(4), respectively. The equilibrium bidding strat-
egies for an honest bidder are given in Eqs. (5)–(7),
respectively.

Some authors consider the expected gain of the winner
as the expected revenue loss for the seller [7]. As specified
earlier the expected gain is the difference between the win-
ner’s reservation value and the final bid. Thus, if we assume
the expected revenue loss as defined by [7], in turn we
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assume that when there is no cheating the bidder would
place the final bid equal to that of his reservation value -
which is not realistic. So in the following paragraph we
present a different approach for evaluating the expected
revenue loss of a seller.
4.2. From honest seller’s perspective

We define expected revenue loss to be the difference
between the maximum possible expected revenue in the
non-cheating environment and expected revenue in cheat-
ing environment. The expected revenue for a seller is
defined by Riley and Samuelson [10] to be N times the
expectations on the expected payment of a typical buyer.
Assuming that the seller knows the distribution F(hi) of
the reservation values, his expected revenue is:

R ¼ N
Z hi

0

P ðhÞF 0ðhÞdh ð8Þ

where P(h) is the expected payment by a single buyer and
P(hi) = Prob{b(hi) is high bid}·b(hi). The expected revenue
in case of three types of cheating auctions can be evaluated
using this formulation.

We use the fact that the optimal auctions maximize a
seller’s expected revenue [11]. According to revenue equiv-
alence theorem the expected revenues from all the optimal
Table 1
Expectations on buyer’s expected utility and seller’s expected revenue loss

Distribution Probability of cheating Buyer’s e

N = 2

Uniform

Second-price sealed-bid auction 0.2 0.0564
0.5 0.1125
0.9 0.1598

First-price sealed-bid auction 0.2 0.1656
0.5 0.1335
0.9 0.0933

English auction 0.2 0.1030
0.5 0.1335
0.9 0.1765

Exponential

Second-price sealed-bid auction 0.2 0.0375
0.5 0.0806
0.9 0.1207

First-price sealed-bid auction 0.2 0.1420
0.5 0.1092
0.9 0.0683

English auction 0.2 0.0782
0.5 0.1092
0.9 0.1531

Polynomial

Second-price sealed-bid auction 0.2 0.0817
0.5 0.1492
0.9 0.2013

First-price sealed-bid auction 0.2 0.1893
0.5 0.1585
0.9 0.1200

English auction 0.2 0.1293
0.5 0.1585
0.9 0.1998
auctions are same. The expected revenue in a non-cheating
environment for any optimal auction can be computed
using the following formula [10]:

R ¼ N
Z hi

0

½hF 0ðhÞ þ F ðhÞ�F N�1ðhÞdh ð9Þ
4.3. Results

In this section we present the theoretical results of com-
parison of three types of cheating auction. We consider
three distributions: uniform distribution (F(hi) = hi), nor-

malized exponential distribution F ðhiÞ ¼ ehi�1
e�1

� �
and an

arbitrary polynomial distribution F ðhiÞ ¼ � 1
2
h2

i þ 3
2
hi

� �
.

Table 1 shows expectation of buyer’s expected utility and
seller’s expected revenue loss over all the hi (reservation val-
ues) in three auction types. We consider the cases while
probability of cheating is 0.2 (low), 0.5 (moderate) and
0.9 (high).

From honest bidder’s perspective it is observed that:

1. Irrespective of the distribution of the reservation price
and the number of bidders participating in the auction
process, buyer’s expected utility in second-price and
English auction increases with the increase in the prob-
ability of cheating. However, it decreases in first-price
xpected utility Seller’s expected revenue loss

N = 10 N = 25 N = 2 N = 10 N = 25

0.0021 �0.1401 �0.0137 �0.0026
0.0049 �0.1120 �0.0113 �0.0021
0.0084 0.0014 �0.0883 �0.0083 �0.0016
0.0105 0.0020 �0.0689 0.0110 0.0092
0.0068 0.0012 �0.0572 0.0274 0.0187
0.0038 �0.0422 0.0414 0.0259
0.0044 �0.0459 0.0385 0.0245
0.0068 0.0012 �0.0572 0.0274 0.0187
0.0121 0.0023 �0.0728 0.0039 0.0048

�0.1269 �0.0071 �0.0012
0.0023 �0.1045 �0.0059
0.0040 �0.0839 �0.0044
0.0065 0.0011 �0.0566 0.0152 0.0096
0.0034 �0.0447 0.0292 0.0170
0.0014 �0.0293 0.0391 0.0212
0.0018 �0.0331 0.0373 0.0205
0.0034 �0.0447 0.0292 0.0170
0.0080 0.0014 �0.0606 0.0084 0.0056

0.0052 0.0010 �0.1398 �0.0253 �0.0066
0.0117 0.0025 �0.1073 �0.0203 �0.0054
0.0191 0.0042 �0.0815 �0.0146 �0.0039
0.0174 0.0038 �0.0692 0.0022 0.0066
0.0132 0.0029 �0.0577 0.0207 0.0183
0.0093 0.0020 �0.0430 0.0389 0.0293
0.0101 0.0021 �0.0466 0.0349 0.0269
0.0132 0.0029 �0.0577 0.0207 0.0183
0.0191 0.0042 �0.0731 �0.0052 0.0018
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auction. This fact explains the bidders are more cautious
towards sellers cheating in English and second-price
auction than the cheating by the fellow bidders in first-
price auction.

2. Irrespective of auction mechanism, probability of cheat-
ing and the distribution of reservation price the utility
decreases when the number of bidders increase in the
system in all three auction types. This indicates as the
competition gets more intense the bidders shade their
bids less and less.

From honest seller’s perspective it is observed that:
3. The expected revenue loss in case of second-price auc-

tion is always negative. This means that the expect rev-
enue of an honest seller in a cheating environment is
never less than that of a non-cheating optimal auction
if second-price auction is adopted. When the numbers
of buyers increase in the system they shade their bids less
and the revenue loss tends to be zero. A seller can cheat
in a second-price auction by introducing a fake bid. If he
chooses to do so then he can increase his revenue.

4. Revenue loss is negative in all auction types when num-
bers of bidders are less in the system. Therefore, we can
say that the effect of cheating is worst when numbers of
bidders are less in the system. Observation 2 also sup-
ports this fact.

Table 1 show that above four observations is invariant
of the underlying distribution of the reservation values.
Therefore, our simulation experiment considers uniform
distribution only.

5. A simulation experiments to understand the impact of

cheating

Three separate experiments for each auction type are
conducted. N bidders participate in the auction processes.
Each member of the bidder population draws its reserva-
tion value from the uniform distribution. The reservation
value is private to the corresponding bidder. Each bidder
is randomly assigned one of the two bidding strategies –
equilibrium bidding strategy or ordinary strategy. In ordin-
ary strategy the bidder bids up to his reservation price
where as in equilibrium strategy the maximum bid value
of a bidder is determined using Eqs. (5)–(7) for the three
auction mechanisms, respectively. Each auction continues
for a duration T. This can be discretized into T periods
of equal length. Time t between the arrivals of bids is rep-
resented by an exponential distribution with mean (1/k)and
cumulative distribution function 1 � e�kt where the arrival
rate of the bids is k. Buyer’s expected utility and the sellers
expected revenue loss is the expectation over 1000 run of
each experiment.

In English auction out of the N bidders participating in
the auction process; one of the bidders is a shill. Without
loss of generality we assume the Nth bidder is the shill.
Since a shill is appointed by the seller we assume the valu-
ation of the product by both the seller and the shill are the
same. Therefore, the reservation value of the shill is used as
the reserve price of the seller. This value is declared as the
initial listing price of the item. A bidder is randomly
selected from the population after t time units and submits
a bid following the corresponding bidding strategy. All bid-
ders except the shill bid less than or equal to their reserva-
tion values. A shill is activated after a fixed interval and
tries to escalate the price. The system minimizes the prob-
ability of shill winning the auction by stopping it few inter-
vals before the auction ends. In spite of this, if shill wins she
is allowed to withdraw her bid.

In first-price auction cheating is initiated by the bidders.
Some of the bidders act as the cheaters (bid shaders). The
cheaters (by some illicit means) have the knowledge of all
the bids submitted before them violating the rule of the
sealed-bid auction. They bid multiple times with a mini-
mum increment on the highest bid. In second-price auction
the cheating seller submits a fake bid just before the auc-
tion closes. A fake bid is a minimum increment lower than
the highest bid.
5.1. Results

Fig. 2(a)–(c) shows the bidder’s expected utility for dif-
ferent bidding strategies for English, first-price sealed-bid
and second-price sealed-bid auctions, respectively, when
the probability of cheating is high (0.9). In English auction,
the ordinary bidder bids up to his reservation value. There-
fore, he can get exploited by the shill and his expected util-
ity (Fig. 2(a)) becomes zero. The bidders adopting shill
counteracting (equilibrium) bidding strategy has a positive
utility. In first-price auction the cheating bidders (bid shad-
ers (BS)) modify their bids many times by illegally knowing
others’ bids. Naturally they have highest expected utility
(BS, Fig. 2(b)).

Out of the honest bidders – ordinary bidders end up get-
ting zero expected utility where as bidders with bid shading
counteracting (equilibrium) bidding strategy (BSC) get a
positive utility. Fig. 2(c) shows the expected utility values
for ordinary and false bid counteracting (equilibrium) bid-
ding strategy (FBC). The expected utility of an ordinary
bidder is not zero in this case because he has to pay the sec-
ond highest price – the false bid, which is a minimum
amount less than the highest price. The equilibrium bidding
strategy derived theoretically is also found to be the best
bidding strategy through these experiments.

Following observations can be made from the compara-
tive plots for bidder’s expected gain and seller’s expected
revenue loss for different probability of cheating shown in
Fig. 3.

� Plots (a), (c) and (e) confirm the prime of English auc-
tion in the cheating environment from bidder’s point
of view. This result is stronger in the experiment com-
pared to the theoretical observations. Therefore, we



Fig. 2. Bidders’ expected utility in three important auction types (a) English auction. (b) First-price sealed-bid auction. (c) Second-price sealed-bid
auction.
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may argue that in reality English auction is likely to be
better than the other two types of auctions from bidders’
point of view.
� Confirming the theoretical findings the expected revenue

loss found experimentally in case of second-price auc-
tion is never positive (Fig. 3b, d and f). This means that
the expect revenue of an honest seller in a cheating envi-
ronment is never less than that of the non-cheating opti-
mal auction if second-price auction is adopted. When
the numbers of buyers increase in the system they shade
their bids less and the revenue loss tends to be zero.
� Surprisingly the second-price auction in spite of its rarity

is found to be most preferable type of auction from sell-
er’s point of view. We refer to the work of Rothkopf and
Harstad [12] to explain this rather strange result. They
have shown using a dynamic model that if a seller
adopts cheating in second-price auction his revenue will
continue to decrease over the time and reach a stage
where it will be less profitable than a first-price auction.
Since our model is static in nature, we can assume that
that as the time passes the second-price auction will be
no more profitable for the seller.
� Though the revenue loss in English auction is more com-

pared to second-price auction, it performs better than
the first-price auction. Based on the above observations
and particularly the assumption of decreasing profit in
second-price auction in the last observation, English
auction emerges as the most preferable mechanism for
both honest buyers and the honest seller. It provides
the highest expected gain for the winning buyer and very
little revenue loss for the seller in the cheating environ-
ment. This result can be used to explain the popularity
of English auction over the Internet where there is fear
of cheating.

6. Related work

Lately, the popularity of online auctions have drawn the
attention of computer and information scientists [18–20].
Their work is supported by the volume of the literature
available from economists and management scientists.
The study of bidder’s behavior is an interesting field of
research in the auction literature. Riley and Samuelson
[10] present a framework for generating equilibrium bid-
ding strategy for a large class of auctions. They also pro-
vide a methodology for comparing all types of auctions
in terms of bidder’s and seller’s gains. A comprehensive
review of the auction literature can be found in [11].

Literature admits cheating is a common phenomenon in
the auction process. Graham and Marshal [13] model the
collusive bidder behavior in second-price and English auc-
tion. In this type of cheating the bidders form a coalition
called ring. Ring members never compete seriously against
each other. When one of the ring members wins, the gain is
divided equally among ring members. The authors extend



Fig. 3. Bidders’ expected utility and seller’s expected revenue loss in three important auction types with different probability of cheating.
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the revenue equivalence of the second-price and English
auction to accommodate such cooperative behavior. They
conclude that both the seller’s reserve price and the
expected payoff to a ring member is an increasing function
of the size of the coalition.

Rothkopf and Harstad [12] present two models – a sta-
tic game-theoretic model and a dynamic bid-taker reputa-
tion model, to exhibit that Vickrey auctions will be driven
out by first-price sealed-bid auctions when there exists
possibility of cheating. They consider in Vickrey auctions,
a seller may introduce a fictitious bid just below the high-
est submitted bid after observing the submitted bids such
that the payment of the winner will be increased. Their
game-theoretic model shows if cheating exists, only the
most dishonest type prefers Vickrey auction to first-price
auctions. The dynamic reputation model indicates that
in the setting of repeated Vickrey auction, a dishonest
bid-taker has no reason to conduct this kind of auction
because he will be caught eventually and loose his reputa-
tion afterwards.

In a combinatorial auction, multiple goods are sold
simultaneously. Bidders bid on any combination of goods.
A dishonest bidder may submit false bids under fake iden-
tities, which is called false-name-bid. A protocol is false-
name-proof if truth-telling without using false-name bids
is a dominant strategy for bidders. Yokoo et al. [14] prove
that Vickrey–Clarke–Groves (VCG) mechanism is not
false-name-proof. They conclude that when surplus func-
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tion is concave over bidders the VCG mechanism is false-
name-proof.

Chua and Wareham [24] present a study on types of
online auction frauds, existing mechanisms to combat
them. Porter and Shoham [7] derive the equilibrium bid-
ding strategies for an honest bidder who is aware of cheat-
ing in online sealed-bid auctions. They consider two forms
of cheating. In case of second-price auction a seller inserts a
fake bid to increase the payment of the winner. In case of
first-price auction a bidder examines the competing bids
and submits a bid to win the auction with minimum pay-
ment. They also find the expected revenue loss for an hon-
est seller due to cheating is more in first-price auction than
in the second-price auction.

Auction sites like eBay use reputation mechanism that
can be used to encourage honest behavior. Kauffman and
Wood [16] distinguish between two different types of shil-
ling that exhibit different motivation and behavior: shilling
can be used to make the bidders pay more for an item (i.e.,
competitive shilling) and shilling that can be used to avoid
paying auction house fees (i.e., reserve price shilling). Their
results show that with reserve price shilling, bidders tend to
repeat their behavior, book value and starting bids are
indicative of reserve price shilling.

Wang et al. [17] shows private-value English auctions
with shill bidding can result in a higher expected seller
profit than other auction formats, violating the classical
revenue equivalence theory. Roth and Ockenfels [18]
observe substantial late bidding in both eBay and Ama-
zon’s site. They propose late bidding may be a strategy
to avoid incremental price war especially from the shill bid-
ders. This strategy however carries the risk of a bid not
being transmitted successfully at the last minute (due to
network delay) which may cause lower expected revenue.
We have found the experimental evidence to support this
intuition in an eBay like simulation environment [21].

Resnick and Zeckhauser [22] study eBays reputation
system and find that the reputation ratings are almost
always positive. They conclude though reputation profiles
are predictive of future performance, the profiles cannot
be used as the best predictor available. Dellarocas [23] finds
that eBay-like mechanisms can induce high average levels
of cooperation that remain stable over time. The theoreti-
cal outcomes predicted by his paper are consistent with
empirical observations and offer new, theory-backed,
explanations to poorly understood phenomena such as
the remarkably low fraction of negative feedback on eBay.
Finally, it provides concrete suggestions on how eBay’s
current mechanism can be improved.

Ba et al. [15] propose to reduce online fraud through the
use of reputation mechanism maintained by a trusted third
party. According to their proposition a trusted third party
not only issues a certificate but also maintains reputations
associated with the certificate holder. They define a trusted
third party system stage game to formalize the online trans-
action process with aid of trusted third parties and propose
a symmetric sequential equilibrium strategy.
7. Conclusions and scope for the future work

In this paper we briefly discuss different kind of cheating
possible in online auctions. We use theoretical models as
well as a simulation experiments to study the impact of
cheating in online auctions. Our cheating environments
consist of shill bidding, bid shading and false bidding in
English, first-price and second-price auction, respectively.
We propose a framework that uses bidder’s expected gain
and seller’s revenue loss to compare three important types
of auctions.

We theoretically evaluate the bidder’s expected utility
and the sellers expected revenue loss under different
probability of cheating for three different distributions
of reservation values – uniform distribution, exponential
distribution and some arbitrary polynomial distribution.
The results are invariant of the underlaying distribution.
Therefore, in the simulation experiments consider uni-
form distribution only. In each experiment the two types
of bidders – ordinary bidders and the bidders with equi-
librium bidding strategy and cheaters compete with each
other. The English auction provides highest average
expected utility to the bidders. Hence it can be said the
English auction performs better from bidder’s point of
view.

Surprisingly the second-price auction in spite of its rarity
is found to be most preferable type of auction from seller’s
point of view. Since our model is static in nature, the
assumption of decreasing profit in second-price auction in
dynamic models [12,9], can be used to explain that a cheat-
ing second-price will perform worse than that of the first-
price auction as time progresses. We find through the
experiments that the revenue loss in English auction is less
than the first-price auction. Therefore, English auction
emerges as the most preferable mechanism for honest sell-
er’s point of view. Both theoretical and experimental
results confirm the equilibrium bidding strategies indeed
increase the bidders’ expected utility. Therefore adoption
of rational bidding strategies can combat cheating.

The present work can be extended in many ways. The
result of multiple bidding can be studied in an environ-
ment where bid withdrawal is possible. A multistage
gaming model can be used to see the effect of bid with-
drawal at certain stage. While the purpose of shill bid-
ding is to increase the seller’s revenue, the multiple
bidding is for decreasing the revenue. It will be interest-
ing to observe the effect when both types of cheatings
exist. Our model assumes that the shill never wins the
auction. But in real-life sometimes the shills win. This
model can be extended to accommodate this situation.
The auction process over the internet involves three par-
ties- the buyer (bidder), the seller and the site that hosts
the auctions. Much work has been done to see the repu-
tation effect of sellers. We plan to investigate the impact
of reputation on the auction sites. Automated bidding
agents can be developed that uses the bidding strategy
discussed in the paper to counteract cheating.
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