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Initial Setup

Supported OS: Linux

1. Create a <Project_Folder>, go to that folder
$ cd Project_Folder

and clone the source code from the repository:
$ git clone https://code.google.com/p/absoa/

2. go to folder absoa/console and install npm:
$ cd console
$ sudo npm install

node_modules folder must appear in the project directory. Then do the global update of “Express”
framework :
$ npm update -g express

3. Go to Project_Folder/absoa/scenarios , then go to every particular scenario and run 'install' script. It
will install npm for every service. For example, for healthcare scenario, go to folder
absoa/scenarios/healthcare and run 'install' script, which will install npm for 5 services: doctor,
hospital, laboratory, paramedic, pharmacy.

$ /install

4. Install mysql :
$ apt-get install mysql-server-5.6

5. Set up MySQL database:
$ mysql -u root -p < db/db.sql

6. Install Java Runtime Environment. The project was tested under JRE version 8.

7. Run the project:
$ /start

8. Open the browser, go to http://localhost:3000/ (default port for Node is 3000).
Internet connection is required. You should see the following page:
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 ActveBundl Conol

& localhost ~@ B~ qQ @

Active Bundle Console

Welcome to Active Bundle Censole

RAID Lab, Purdue University

localhost:3000/scenario_list

Fig.1. Active Bundle Console

9. Press “Scenarios” button. Then you will see the following page with scenarios:
<# Active Bundle Conscle %

&~ C | [ localhost:3000/scenario_list @ o @

n {[ve]

i apps [ News (i Popular @ Apple [¢ Cric @ cret P cs HN (D) otos J Deals ¥ Maps [ Prod @8 v¥Tube FyTrans [l Free [ NDTV [5] Gshark  [Y Bboard  [Y Wref » [ Other Bookmarks

Scenario List

Applications

Action Scenario Description
ek Healthcare Scenario Data updated/retrieved by Doctor, Laboratory, Pharmacy and Paramedic
at/from Hospital service.
Online Shapping Scenarioj, Online shopping service with a composition of seller, payment and shipping
service.
Emergency Response Scenario UAV service with a composition of ground services - Fire control, Ambulance,

Weather for a search & rescue mission.

Data Dissemination Models

Action Scenario Description

Immutable Information flow in an immutable model.
Mutable Information flow in a mutable model.
Peer to Peer Information flow in a peer to peer model.

Publish Subscribe Information Flow Information flow in a publish subscribe model.

Fig.2. Scenario List

10. Choose the scenario you want to try and press the corresponding “Launch” button.
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Emergency response scenario

In this scenario, there are 4 services: UAYV, Fire Control, Ambulance, Weather. Their composition is a
basis for “search and rescue” mission.

If the scenario is launched in an insecure browser then the Active Bundle (AB) is considered to be
untrusted because it was created in an insecure browser. Therefore, AB is sent to the cloud for an

execution. AB can't be executed in a service's domain due to privacy concerns, because browser was
detected as an insecure one.

-
Emergency Response Scenario

Scenario Topology Access Endpoints

http://localhost:4301/ab_mission

Cloud Platform
Scenario Configuration
-1 uAv
-1 Fire Control
-1 Weather ( ]
)

‘ -1 Ambulance |

Fire Control

-1 Cloud Platform (N T
‘ Start Update AB Viewer

/ \ J Tamper Attack Off

Ambulance Weather ‘

‘ k ‘

Fig.3. Initial state of 'Emergency Response' scenario in an insecure browser

To start the services, press 'Start' button. Button text will change from 'Start' to 'Stop' and the ID for
every service will change from -1 to a new service ID, assigned by an operating system.

As you can see in the 'Scenario Topology' section in the figure 4 below, the cloud platform has received
an AB: message 'AB received' appeared for the cloud platform.
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Scenario Topology

Cloud Platform
AB received

| L]

Weather 1

S R

Ambulance

Emergency Response Scenario

Access Endpoints
http://localhost:4301/ab_mission

Scenario Configuration

31561 UAV (EEEe—
31562 Fire Control
31563 Weather )
31564 Ambulance )
31565 Cloud Platiorm NN )

Tamper Attack Off

Update AB Viewer

Fig.4. Services have been started in 'Emergency Response' scenario in an insecure browser

Now to start a 'search and rescue' mission we need to press "Try It' button. After that the pop-up
window with message “Search & Rescue started” will appear. Press 'OK' button in this pop-up window.

B

Emergency Response Scenario

Scenario Topology

ai hitp://localhost:3000
a Search & Rescue started
A 4 b
uAv l

J - l
| L]

Ambulance 1

Weather l

S N

31561 UAV

Access Endpoints
http:/Alocalhost:4301/ab_mission

Scenario Configuration

L
31562 Fire Control
31563 Weather |
31564 Ambulance l

31565 Cloud Platform NN 00

Tamper Attack Off

Update AB Viewer

Fig.5. 'Search & Rescue' mission has been started in an insecure browser
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As a result, each service interacts with a cloud platform to access only those data from AB for which
the service is authorized.

Emergency Response Scenario

Scenario Topology Access Endpoints

http://localhost:4301/ab_mission Ty it

Cloud Platform

1. AB Execution

2. Computation g Scenario Configuration

over encryted
AB data (3

31561 UAV [
31562 Fire Control [
31563 Weather ( T

31564 Ambulance |
UAV

40.479649,
-86.989218

*1 s

Ambulance Weather
150 people 22101
approx.

Fig.6. Data dissemination between services in 'Search & Rescue' mission in an insecure browser

Fire Control
30 story building

31565 Cloud Platform (NN "

h 4

‘ m Update AB Viewer

Tamper Attack Off

AB can be executed on a cloud platform depending on a trust level of the platform. Data from AB can
be disclosed to services according to policies. As you can see from Fig.6 above, 'UAV' service gets
access only to geographical coordinates of an area that needs help. 'Fire Control' service gets access
only to the building-related information, e.g. how many levels are there in the building. "Weather'
service gets access only to ZIP-code of an area which needs to be served by the mission. 'Ambulance’
service gets access only to the number of people that need help in the corresponding area.

If the same 'Emergency Response' scenario is launched in a secure browser then AB can be executed in
a service's domain.

Purdue University, 2015



ot

Emergency Response Scenario

Scenario Topology Access Endpoints

http://localhost:4301/ab_mission Tyt

UAV ‘ Fire Contral ‘ Scenario Configuration
T 4 uay —
‘ ‘ -1 Fire Control (N
L3

-1 ‘Weather |

-1 Ambulance |

Start Update AB Viewer

e W e M
Ambulance l Weather ‘

S I

Tamper Attack Off

Fig.7. Initial state of 'Emergency Response' scenario in a secure browser

To start the services, press 'Start' button. Button text will change from 'Start' to 'Stop' and the ID for
every service will change from -1 to a new service ID, assigned by an operating system.

o

Emergency Response Scenario

Scenario Topology Access Endpoints
http:/Alocalhost:4301/ab_mission

uAv ‘ Fire Contral ‘ Scenario Configuration

i 31666 UAV [ ]
‘ ‘ 31667 Fire Control (NN

31668 Weather

3J668 Ambulance

m Update AB Viewer

Tamper Attack Off

. NS, S
Ambulance l Weather ‘

S R N

Fig.8. Services have been started in 'Emergency Response' scenario in a secure browser
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Now, in the same way as we did in case of an insecure browser, we need to press "Try It' button to start
a 'search and rescue' mission. After that the pop-up window with message “Search & Rescue started”

will appear. Press 'OK' button in this pop-up window.

Emergency Response Scenario

Scenario Topology

http://localhost:3000

a Search & Rescue started
\” 4 .

31666 UAV

31668 Weather

Tamper Attack

PEN., A
Ambulance l

PN,
Weather ‘

S B

31667 Fire Control

31668 Ambulance

Update

E

Access Endpoints
http:/flocalhost:4301/ab_mission Ty It

Scenario Configuration

AB Viewer

Off

Fig.9. 'Search & Rescue' mission has been started in a secure browser

As a result, each service receives an AB and interacts with it to access the data from AB for which the

service is authorized.

Emergency Response Scenario

Scenario Topology

Fire Control
30 story building

uav
40.479649,
-86.989218

approx.

SR I

e

Access Endpoints
http:/flocalhost:4301/ab_mission

Scenario Configuration

31666 UAV —
‘ ‘ 31667 Fire Control (N
31668 Weather
31668 Ambulance
m Update AB Viewer
SN SSE—— — Y Tamper Attack Off
Ambulance Weather
150 people 22101

Fig.10. Data dissemination between services in 'Search & Rescue' mission in a secure browser
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The services get access to the corresponding data from AB on a 'need-to-know' basis, as defined by
policies of AB. Each of 4 services gets access to the same type of data as described above for an
insecure browser.
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Health care scenario

In this scenario, there are 5 services: Hospital, Doctor, Laboratory, Paramedic and Pharmacy. AB
contains patient's Electronic Healthcare Record (EHR).

Doctor and Laboratory not only can get the corresponding data from AB according to the policies, but
they can also update information to AB. For example, doctor can update AB with a test prescription
(e.g. X-Ray, blood test etc) and with a prescription (e.g. Omeprazole or some Allergy Medicine etc).
Laboratory can update AB with test results.

Paramedic and Pharmacy can only read the corresponding data they are authorized for from AB.
Hospital service plays a role of a Hospital Information System.

[ Active Bundle Cansole < |

& localhost ~@| B~ Q @

Healthcare Scenario

Scenario Topology Scenario Configuration
- Hospital
Paramedic ‘
- Doctor

‘ patient_id

[EH
zlal
E

’ - Laboratory

| g

Laboratory ‘ patient_id

Hospital
‘

-1 Paramedic

‘ j ‘

patient_id
& ‘ J' -1 Pharmacy

- \ patient id

Fig.11. Initial state of a 'Health care' scenario

[}

=
u

To start the services, press 'Start' button. Then the five services of a health care scenario will be started
and their corresponding process IDs, assigned by an operating system, will be displayed instead of -1 to
the left side from process's name. Button text will change from 'Start' to 'Stop'.
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©® O ® g active Bundie Console % '\ =
|
& = C | [} localhost:3000/scenario?scenario_id=2&scenario_name=Healthcare%20Scenario O ® @© =
i Apps [ News [ Popular @& Apple [§ Cric @ cnet JP CS HN (@) stos ) Deals ¥ Maps Prod @ YTube FITrans [ Fnce [ nOTV Gshark [ Bboard [ ] Wref » [I] Other Bookmarks
Scenario Topology Scenario Configuration
20376 Hospital ( ]
Paramedic
20377 Doctor ( —
J patient_id s E
7§ Test prescription m
Prescription

20378 Laboratory ¢

Pharmacy Hospital Laboratory ‘ patient_id 3 E
Test results m

A

J 20379  Paramedic (
.Y patient_id 3 E

20380 Pharmacy

K patient_id s E
m Update AB Viewer

J Tamper Attack Off

Doctor ‘

Emergency off

Fig.12. Services have been started in a 'Health care' scenario

Policy-based data dissemination

Every service can access only those data from AB it is authorized for. In a drop-down box below the
service's name the user can try to select the type of data to be accessed by a corresponding service and
then press 'GET' button. For example, 'Doctor’ service (application) can get access to medical data, but
can't get access to insurance ID.

® O ® /4 aciveBundieConsole x|

€ > C [} localhost:3000/scenario?scenario_id=2&scenario_name=Healthcare%20Scenario 0O e @ =

% apps [ News ([ Popuiar @ Apple (Jcric @Gnet BPos EAHN (Dows K Deais P Maps Prod EBYTube FyTrans Ml Fnce [ NDTV [T) Gshark [ Bboard [ wref » [L] Other Bookmarks

Scenario Topology Scenario Configuration

20376 Hospital
Paramedic

20377 Doctor

+ patient_id f |
history ¥
test_prescription
prescription
insurance_id
treatment_code

20378 Laboratory =

i8]

Pharmacy ‘ Hospital Laboratory 1 patient_id

1 1]

Test results.

20379 Paramedic

patient_id

20380 Pharmacy

B 8 g8

patient_id

Doctor
m Update AB Viewer
Tamper Attack off
Emergency off

Fig.13. Selection of data to be accessed from 'Doctor' scenario
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As we can see in the figure 14 below, doctor is authorized to get access to medical data of a patient and
as a result the doctor gets access to patient's cholesterol level [ “hdl: 60” ]

<#-Active Bundie Console x|\ E‘
€ 2 C [} localhost:3000/scenario?scenario_id: io_name=t i @ & ® =
i ppps [ News [ Popuiar @ Apple (G Cric @cCnet PP cs EAHN (D stos K Deals ¥ Maps Prod EBViube FiTans [ Foce [NOTV [5) Gshark [ Boboard [ Wref » (i Cther Bookmarks

Scenario Topology Scenario Configuration
20376 Hospital =
Par

The page at localhost:3000 says:

‘. [hali60°] 20377 Doctor )
medical_data v m
| Test prescription

Prescription

20378 Laboratory ]

Pharmacy ’ Laboratory 1 patient_id v m
| Test results m
| —
J 20379 Paramedic ( =

patient_id
20380 Pharmacy

PR
m Update AB Viewer

Tamper Attack off

Doctor

Emergency off

Fig.14. 'Doctor’ is able to get access to patient's medical data

Laboratory is authorized to get the test prescription data from AB. As a result, pop-up window with a
message [ “X-Ray” ] appears.

O 0 0/ @ active Bundie Consale x|

€ - C [ localhost:3000/scenario?scenario.id ario_name=F 0Scenario ‘ [VRC)

i Apps [ News [ Popular @ Apple [Jcric @cret PP cs EIHN (D otos 4 Deals [ Maps [EJProd @3 YTube FyTrans [ Fnce [@NDTV  [7) Gshark [ Bboard [Y) Wret » [ Other Bookm

Scenario Topology Scenario Configuration

20376 Hospital L]

The page at localhost:3000 says:
. ["X-Ray'] 20377  Doctor T
L3

patient_id s

Test prescription

Prescription

20378  Laboratory ]

Pharmacy Hospital Laboratory test_prescription ¥

Test results

20379  Paramedic ]
N patient_id =
20380 Pharmacy L

patient_id b
m Update AB Viewer

Tamper Attack Off

i

Emergency off

Fig.15. 'Laboratory' is able to get access to patient's test prescription
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On the other hand, laboratory can't get access to patient's medical data because policies don't allow that.
As a result, pop-up window with a message [ “Unauthorized access” ] appears.

-/ 49 Active Bundle Console x

& - C [} localhost:3000/scenario?scenario_id=2&scenario_name=Healthcare%20Scenario

@ vews [dPopular ¢ Apple [Joric @cnet PPos EHN (D stos K Deas ¥ Maps

£ Apps.

Prod (8 YTube

Fymans W Fnce [@nDTV  [5) Gshark [ Bboard [ wiret

G

» [1] Other Bookmarks

Scenario Topology

The page at localhost:3000 says:

[Unauthorized access’]

L3

Scenario Configuration

20376 Hospital

20377 Doctor

patient_id

Test prescription

Prescription

20378 Laboratory

Pharmacy

Hospital Laboratory medical_data B E
Test results m
|
Pi
Il P
‘ 20379 Paramedic C ]
h patient_id b E
20380 Pharmacy ]
patient_id 3 E
Doctor
m Update AB Viewer
|
Tamper Attack Off
N Emergency Off

Fig.16. 'Laboratory' is not able to get access to patient's medical data

Trust-based data dissemination

If by using the corresponding slider on the right side of service's name we decrease the trust level for

Doctor's application to 2 out of 10 (it is required to press 'Update’ button after that) then Doctor will not
be able to access patient's medical data anymore.

'/ <# Active Bundle Console S

=
0O® @ =

» [ Other Bookmarks

€ - € |[ localhost:3000/scenario?scenario_id=28scenario_name=Healthcare%20Scenario
[Horic @cret PPos FIHN () otos K Deas PZ¥ maps
Scenario Topology

—

N—
L

32 apps [ News [ Popular @ Apple FElProd @ YTube FyTrans [l Fnce [@ nNDTV  [7) Gshark [ Bboara [ Wref

Scenario Configuration

20376 Hospital

[

The page at localhost:3000 says: P77 Doctor

J

["Unauthorized access’]

medical_data 5
Test prescription

Prescription

20378 Laboratory

Pharmacy l Hospital Laboratory patient_id v m
< ‘ ‘ Test resuts =3
‘ J 20379  Paramedic ( =]
F' N patient_id b
20380 Pharmacy ]
patient_id s
Doctor
m Update AB Viewer
|
J Tamper Attack Off
Emergency Off

Fig.17. 'Doctor’ with low trust level is not able to get access to patient's medical data
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As a result, pop-up window with a message [ “Unauthorized access” ] appears.

In contrast to denied access to medical data due to low trust level, Doctor is able to access medical data
of a patient, as shown on fig. 14, if the trust level of a service is sufficient.

Context-based data dissemination

Our implementation supports context-based data dissemination. The idea is that under different
contexts the same services can get different set of data from AB. E.g. under emergency context the
'Paramedic’ service can get access to more data compared to normal context.

To turn the emergency context on the user needs to move the 'Emergency' switch in 'Scenario
Configuration' section to “ON” position. After that the pop-up window with a message “Context
changed to: EMERGENCY” appears.

m e

<¥ Active Bundle Console x

€& - C [} localhost:3000/scenario?scenario_id=2&scenario_name=Healthcare%20Scenario @ L)
I apps [ News [ Popular @ Apple [& Cric @) cCnet P Cs HN (D otos X Deals JF Maps Prod 3 YTube &3 Trans [l Fnce [ NDTV [°] Gshark [ Bboard [ Wref » (L] Other Bookmarks
Scenario Topology Scenario Configuration

20376 Hospital

Par
The page at localhost:3000 says: B b -
. Context changed to: EMERGENCY
patient_id

gl o |
Test prescription
Prescription
20378 Laboratory |
Pharmacy ‘ Hospital Laboratory ‘ patient_id 0 E
1Y
| Test results m
4
B g
‘ ‘ 20379  Paramedic =
N patient_id B E
20380 Pharmacy =
4 \ patient_id B E
Doctor
m Update AB Viewer
‘ Tamper Attack Off
Emergency m

Fig.18. Turning the Emergency context on

If emergency context is ON then 'Paramedic’ service can get access to medical data of a patient, as
shown on fig. 19 below. After selecting 'medical_data' in a corresponding drop-down box below the
'Paramedic’ label user needs to press the corresponding 'GET" button and then the pop-up window with
patient's cholesterol level [ “hdl: 60” ] appears.
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© © | -Active Bundle Console % |

€ > ¢ 0 :3000/scenario ?scenario_id ario_name=F 21 i |0 e
2 apps (L News [ Popuiar & Apple [goric () cnet P cs HN () otos J Deats ¥ Maps Prod @@ vmube FyTrans [ Fnce [@nDTv  [7) @shark [ Bboara [ wref » [ Other Bookmarks
Scenario Topology Scenario Configuration
20376 Hospital ]
Par,
The page at localhost:3000 says: 20377 Doctor =
. ["hal:60°]
patient_id

m Test prescription

Prescription
Pharmacy Hospital Laboratory

20378 Laboratory

patient_id

oo, go

Test results

AT

20379 Paramedic ]
medical_data : E

20380 Pharmacy =

patient_id $ E
m Update AB Viewer

Tamper Attack Off

Emergency m

Fig.19. 'Paramedic’ is able to get access to patient's medical data in Emergency context

However, if the 'Paramedic’ service tries to access patient's medical data under a normal (non-
emergency) context then access is denied and pop-up window with a message [ “Unauthorized

access” ] appears.

ascenario_name=Healthcare%20S o e e =

5! Apps [ News [0 Popular @& Apple [ cric @ cnet P cCs HN (D stos ) Deals P% Maps [JProd @3 YTube §yTrans [l Fnce [ NDTV Gshark [ Bboard [ Wref » [ Other Bookmarks
Scenario Topology Scenario Configuration

O 0 0/ gActive Bundie Console % .

€« > C [D localhost:3000/scenario?scenario_id=28&scenario_name=Healthcare%20Scenario

20376 Hospital CC
Par
o I e 20377 Doctor a——
. ['Unauthorized acesss’]
L3 patient_id v E
(o< | Test prescription
Prescription
Hospital Laboratory
- ol Test results
| |
20379 Paramedic ]

A medical_data ] E
20380 Pharmacy ]

patient_id v
m Update AB Viewer

Tamper Attack Off

20378  Laboratory ]

patient_id H E

Pharmacy

Emergency Off

Fig.20. 'Paramedic’ is not able to get access to patient's medical data in non-emergency context
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AB under tamper attacks

Tamper attack tries to modify policies of AB in order to insert a new malicious subject to policies to get
unauthorized access to data.

To turn tamper attack on the user needs to move the "Tamper Attack' switch in 'Scenario Configuration'
section to “ON” position. After the tamper attack on AB is completed a pop-up window with a message
[ “Active Bundle Tampered” ] appears.

& - C | [} localhost:3000/scenario?scenario_id=2&scenario_name=Healthcare%20Scenario O e @ =
% apps ([ News [ Popular & spple [ Gric (@) cnet P Cs HN (D) otos K Deals ¥ Maps Prod EBYTube FyTrans [ Fnce [MINDTV  [7] Gshark [ Bboard [ wref » (L] Other Bookmarks
Scenario Topology Scenario Configuration

20376 Hospital | |

J
Par
The page at localhost:3000 says: B e —
. Active Bundie Tamparod
i L3 patient_id & m

“ Test prescription m

Prescription
20378  Laboratory ( ]

Pharmacy l Hospital Laboratory ‘ patient_id ¥ E

L Test results

‘ 20379  Paramedic | |

N patient_id + E

20380 Pharmacy | |

patient_id $

E Update AB Viewer
‘ Tamper Attack m

Emergency off

A

Doctor l

Fig.21. Turning on the tamper attack on AB

To see the current state of AB press the 'AB Viewer' button in the bottom of 'Scenario Configuration'
section. JarZilla application needs to be installed to use AB Viewer.
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Jarzilla  File ® ¥ dpd S o) 76% (¥} TueMay26 9:46PM Q
<& Active Bundle Gensole x
C' | [ localhost:3000/scenario?scenario_ic rario_name=+ 0Scenario O &
s [ News [JPopular & Apple [Fcic @cnet PPcs FHN (D otos 4 Deais Z¥ Maps Prod 8 YTube &yTrans [ Fnce [@NDTV [F] Gshark [} Bboard [ Wref » (L Other Bo
Scenario Topology Scenario Configuration
20876 Hospital [ [
® O ® B Jarzilla - MUsers/rranchal/dev/ab ios/health
= ‘9 @ al 0377 Doctor -
Open Run  Help Search
e | [0
Name | Date. | Size | )
META-INF/MANIFEST.MF May 26, 20. 133 bytes | Test prescription POST
CAPK May 26,20... 216 bytes
cipherjson May 26,20... | 517 bytes Prescription
edu/purdue/absoa/ABAuthentication.class May 26, 20. 294 KB
edu/purdue/absoa/ABAuthorization.class May 26, 20. 455K
edu/purdue/absoa/ABEnvironment.class May 26, 20. 24K
edu/purdue/absoa/RBintegrity class May 26, 20.. 237ke [ 0378 Laboratory [EE—
edu/purdue/absoa/ABParser class May 26, 20. 2.14 K8
Pharmacy edu/purdue/absca/ABServices Lclass May 26, 20. 137K8 patient_id s E
du/purdue;/ab: lientSFac... May 26, 20. 15KB
du/purdue;/ab: lientSget... May 26, 20. 34K =
% d duejab: lient.cla: May 26, 20.. 2.03 KB W]
- du/purdue; ab: iceSA: la May 26,20... | 384 bytes
edu/purdue/absoa/ABServiceSAsyncProcessor...  May 26, 20. 3.07Ke
edu/purdue/absoa/ABServiceSAsyncProcessor...  May 26, 20. 329Ke| 20379 Paramedic =
edu/purdue/absoa/ABServiceSAsyncProcessor.... May 26, 20. 226 K8
) edu/purdue/absoa/ ABServiceS ClientSFactary.cl... May 26, 20. 149 K8 Er— a
edu/purdue/absoa/ABServiceSClient.class May 26, 20. 224 K8 Lot &
edu/purdue/absoa/ABServiceSgetValue_argss_.. May 26, 20.. 3.16 KB
edu/purdue/absoa/ABServiceSgetValue_argssg... May 26, 20. 308 KE |
edu/purdue/absoa/ABServiceSgetValue_argssg... May 26, 20. 1.15K8 ~20880 Pharmacy
iy S0 mawos 20 25 ¢n ¥
40 items | patient_id B E

m Update AB Viewer
Tamper Attack m

Emergency Off

Fig.22. State of AB in AB viewer

To see the encrypted data inside AB double click on cipher.json file

< Active Bun
& € [} localhost:3000/scenario?scenario_id= TR 9%20Scan D T . 0ee@=
i apps [ News [l Popular @ Apple (JCic @cCret P cs EIHN @905 K Deals ¥ Maps Prod EBYTube §3Tans MM Frce [NOTV [F] Gshark [*) Bboard [ Wref » (i Other Bookmarks
Scenario Topology Scenario Configuration
| 20376 Hospital N

(] cipher,json

(¥) Monospaced Font -

{"ab.user.name" : "al/vKEyavoBgCK5yyjndtg==", "ab.user.history" : "soxL/B008LNyDI410¢
L3

scrption

tion

ttory (]
Pharmacy o s

AB Viewer

Tamper Attack m

Fig.23. Encrypted data of AB in cipher.json
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To see policies double click on policy/policy-0. You can see that malicious subject 'Eve' appeared for
each data item.

& Jarzila File ® 32 49O = o) 76% (4] Tue May 26 S:46 PM Q
<#Active Bundle Console x (=
“« € [% localhost:3000/scenario?scenario_id T - O @@=
it ppps [ News (W Popuar o Apple [goic @onet Pos [N Dows K veas P¥maps [ Proa @vuve FyTrans M Fnce [@NoTv [T] Gshark [ Booars [ wrer » (il Other Bookmarks
Scenario Topology Scenario Configuration
—_— o
20376  Hospital |
policy/policy-0
.
ab.user.name = Service 1, Doctor, Eve -
ab.user.patient_id = Service 1, Doctory Insurance, Pharmacy, Laboratory, Eve
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Fig.24. Policies of attacked AB with malicious subject 'Eve' for each data item

Now if 'Pharmacy’ service tries to get access to prescription data, for which it is authorized, the access
will be denied because AB has been tampered. As a result, pop-up window with a message
[ “Unauthorized access” ] appears.
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Fig.25. 'Pharmacy'’ is not able to get access to prescription under tamper attack
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If to turn "Tamper Attack' off then AB will be restored (rolled back to the previous non-malicious state)
and a pop-up window with a message [ “Active Bundle Restored” ] will appear.
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Fig.26. Turning off the tamper attack on AB

AB Viewer can be run in order to see how policies of AB have been changed after restoring AB. To see
policies double click on policy/policy-0. You will see that malicious subject 'Eve' disappeared for each
data item.
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Fig.27. Policies of a normal AB (not under attack)
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If we try to access the prescription data from 'Pharmacy’ service now it will result in a successful access
(in opposite to fig. 25 when AB is under tamper attack) and a pop-up window with a message
[ “Allergy Medicine” ] appears.
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Fig.28. 'Pharmacy'’ is able to get access the prescription data if AB is not under tamper attack
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