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Abstract— With the development of 5G, it is unsurprising that
most of the smart devices in the Internet of Things (IoT) will
be wirelessly connected with each other in the near future. This
kind of lightweight, scalable and green network architecture will
be well-received. In a wide variety of IoT application scenarios,
sensor nodes deployed in a local space, such as a multistory
building, automatically form a distributed 3D wireless IoT and
it can be employed to collect and analyze environmental informa-
tion. Source-location privacy protection is of great importance in
these networks and however, most existing schemes focus on only
planar distributed networks which are not suitable for the 3D
networks. In this paper, we consider a novel trace-back attack
for 3D wireless IoT and then design a source-location privacy
protection scheme, named DMR-3D, to defend this kind of novel
attacks. In DMR-3D, the source node first selects a set of virtual
locations to indirectly choose a set of agent nodes based on
the cold start sphere structure and the ellipsoid communication
pipeline. Then, a sophisticated mechanism is designed based on
both the connected graph and Multiple Delaunay Triangula-
tion (MDT) structure of the network to deliver packets from
the source node to the destination node via these agent nodes in
a relay manner. Analysis and simulation results illustrate that the
proposed scheme can effectively protect source-location privacy
with a moderate increment of path stretch, time delay and data
transmission amount.

Index Terms— Source-location privacy protection, 3D wireless
networks, trace-back attack, geographic routing.

I. INTRODUCTION

W ITH the proliferation of Internet of Things (IoT) and
5G, 3D wireless IoT will be widespread in the near

future. In fact, quite a few smart wireless networks have been
deployed in 3D scenarios in real life, such as in the sky [1], [2],
underwater [3]–[5], [51], [52] and underground [6], [7], to per-
form various tasks. Generally speaking, a local wireless IoT
comprises a large number of smart nodes to collect information
of surrounding environments and these nodes cooperate with
each other to transmit messages in a multi-hop manner. Each
node in the network is usually limited in resources such
as power, computing and communication, and hence most
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nodes keep silent (except the basic heartbeat packets) unless
they detect events or they are requested to relay packets.
Meanwhile, some stronger nodes named sink nodes or gateway
nodes may exist in a local network to manage the other com-
mon nodes and act as bridges to the remote network operators.
Under this circumstance, wireless distributed networks suffer
many security threats [45]–[47] and we will discuss it in
Section II. Though numerous approaches have been designed
to defend against these attacks [48], [49], some contextual-
information-based attacks still exist.

In a wireless IoT, a source node is defined as the initial
node that generates data packets of events. Note that, the
source nodes are different from relay nodes that receives and
retransmits packets subsequently. As discussed in [8], [9],
and [31], the locations of source nodes are of great physical
significance in a wide range of applications considering that
the source nodes are naturally close to the event locations. For
example, in a wild animal monitor network [8], the adversary
can easily locate the animals once they find the source nodes;
in a 3D unmanned aerial vehicle (UAV) network [2], the
source nodes are usually near to the important targets and
emergencies. Events may include locating endangered animals
or observing emergencies, and the events information need to
be reported to sink nodes in time.

In data collection process, most data generated by the source
nodes are delivered to sink nodes and hence they are the
destinations of a huge amount of data packets. For a set of
neighbor smart nodes, their data delivery paths to the sink node
trend to aggregate with each other in most existing routing
algorithms [22], [44]. This can be explained by the fact that
the next hop of a packet is always selected by a constant
rule, such as minimal time delay and minimal hops. Consider
geographic routing algorithms in both 2D and 3D distributed
networks as examples. These schemes have been attracting a
lot of attentions, because they are distributed, lightweight and
of high scalability. In these algorithms, the nodes select the
next hop of a packet mainly based on the local decisions, such
as choosing the nearest neighbor node to the sink node, and the
rule is deterministic in general. Therefore, the routing paths
with similar sources gather together and more importantly, this
leads to the imbalance of traffic amount in different regions
of the networks.

The constant data collection pattern and imbalanced traffic
distribution bring a potential threat to the source-location
privacy and they make it possible for the adversary to locate
the source node based on traffic analysis. In real networks,
even it is difficult to totally monitor the traffic of a network,
it is likely that the adversary can find some valuable clues
about the source nodes. In fact, several attacks, such as
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HotSpot Locating [8] and Enhanced HotSpot Locating [10],
have been specifically proposed for the adversary to locate
the source nodes in planar wireless networks and meanwhile
the adversary can locate the targets which trigger the events.
This phenomenon is defined as the source-location privacy
leakage problem and it is crucial to design proper approaches
to strictly protect the privacy of source nodes’ locations.
These above attack models are designed for planar networks
and they cannot be directly employed in 3D networks. The
attack models in 2D networks and that in 3D networks are
quite different with each other in terms of packet pipeline
monitoring, boundary detection and inside trace back pattern.
More details about the attack model in 3D networks will be
provided in Section IV.A.

In planar distributed networks, many approaches have been
proposed [8]–[12], [14] to hide source-location privacy. Two
adversary models, i.e., global adversary model and local adver-
sary model, have been widely employed in existing schemes.
In global-adversary-based schemes, all the nodes periodically
send dummy packets to the sink nodes to confuse the adversary
even they did not realize any event. These schemes have
two obvious defects. First, they incur a much larger data
transmission amount because an extra amount of redundant
packets will be extensively generated and transmitted in the
network. This will greatly shorten the lifetime of networks.
Second, the time delay of information is enlarged because the
data can be only transmitted during specified time slices rather
than any time.

Local-adversary-based schemes are the mainstream and
we roughly divide them into two categories, i.e., random-
routing-based schemes and cloud-based schemes. The former
ones protect source-location privacy by diversifying routing
paths and making it difficult for the adversary to trace back.
However, the paths usually cannot be controlled by the source
node and the effectiveness of privacy protection can be further
improved. For example, in the phantom routing algorithm [11],
the fake source nodes are always about k hops far from the real
source node and this property makes it easy for the adversary
to locate the suspicious region of the source node. Cloud-
based schemes [8], [10] first construct an anonymous cloud
around the source node and then the nodes on the border
of the cloud act as agent nodes to retransmit the packets.
In fact, these schemes are the combination of global-adversary-
based schemes and random-routing-based schemes. Therefore,
they inherit both advantages and disadvantages from these two
types of schemes. They can be further improved in terms of
energy-efficiency and effectiveness.

Note that, all the above privacy protection schemes are
designed for planar networks and they cannot be directly
employed in the 3D wireless networks. This can be explained
by the fact that 2D and 3D networks are different in
terms of network topology, routing algorithms, data collection
patterns, et al. As a consequence, the privacy protection
schemes are also different with each other. For example, the
sector-based directed random walk pattern in phantom routing
algorithm [11] does not suit the 3D networks; the merge phase
of the cloud in [8] cannot used in 3D networks; the data
transmission method in [10] between agent nodes does not

work in 3D networks. Moreover, even we stiffly extend these
schemes into 3D scenario, these privacy protection schemes
need to be improved in defending the new attack model
proposed in this paper. To the best of our knowledge, our
scheme is the first attempt to solve the source-location privacy
protection problem specially for 3D wireless networks.

In this paper, we first extend the HotSpot Locating attack
to 3D wireless networks based on the new properties of 3D
communication pipelines. The new trace-back attack model
comprises two modes, including surface trace-back pattern and
inside trace-back pattern. The adversary nodes in surface trac-
ing mode always monitor the surface of the packet pipeline.
Meanwhile, the nodes in inside tracing mode is responsible of
calculating the number of packets go through the cross-section
of the pipeline. By cooperating with each other, the adversary
nodes together decide the best direction of trace back. More-
over, we design a set of quantitative measurements related to
the security of source-location privacy. More details about the
attack model will be discussed in Section IV.

To defend against the new trace-back attack, we first assume
that proper encryption techniques have been employed in
wireless networks [8], [20], [21]. Based on these techniques,
we assume that the describing information of an event in a
data packet is encrypted by the source node and the adversary
cannot decrypt it in time. Considering that these schemes
are mature and have been widely researched in a variety of
scenarios, we do not detailedly introduce them in this paper
for the sake of simplicity.

Based on the network and attack models, we design a novel
source-location privacy protection scheme, named DMR-3D,
based on the geographic information of smart nodes for 3D
wireless IoT. We first design an optimal set of geometry paths
between a source node and the sink node without considering
the locations of sensor nodes. Then, we will discuss how to
deliver data packets strictly along with the geometry paths in
a totally distributed manner. In this way, the delivery paths
of data packets are carefully designed and they are of high
untraceability.

To design the optimal geometry paths between a source
node and the sink node, we first propose four basic prin-
ciples in Section V. Then, a cold-start sphere structure and
an ellipsoid-based communication pipeline are constructed.
To send a packet to the sink node, the source node source
first selects one or two virtual locations for different scenarios
and they indirectly decide one or two agent nodes. Then,
a packet generated by the source will not be directly delivered
to the sink node dest and instead, it is transmitted in a relay
manner by the agent nodes. In this way, the virtual locations
can roughly decide the shape of a routing path and they are
intensely related to performance of DMR-3D in defending
trace-back attacks.

In Section VI, we first define the agent nodes as the entity
nodes nearest to the virtual locations. Because the source node
does not know the exact location of the agent node, a great
challenge is how to transmit a packet from the source node to
the agent node. In this paper, we design a distributed algorithm
to properly deliver a packet to an agent node based on the
Multiple Delaunay Triangulation (MDT) structure. Though
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only one or two agent node are employed in this paper, our
scheme can be easily enhanced by using more agent nodes.
In fact, the source node source can select a set of virtual
locations {l1, l2, · · · , lm} and they indirectly define a set of
ordered agent nodes {a1, a2, · · · , am}. Then, a packet can be
transmitted in a relay manner, i.e., source(a0) ��� a1 ���
a2 ��� · · · ��� am ��� dest.

DMR-3D can securely transmit packets from the source
nodes to the sink node in an untraceable way. Even for the
same source node and sink node, the packet routing paths are
totally different with each other. In this way, the packet density
of whole network is extremely low and the adversary cannot
trace back to the source node easily. Moreover, all the routing
paths can be strictly controlled by the source node and hence
we can dynamically optimize the routing paths in response to
the trace-back strategy of the adversary. This will be discussed
in our future work.

The main contributions of this paper are presented as
follows:

• We extend HotSpot Locating attack to 3D wireless net-
works which can easily trace back to the source nodes if
the network employs existing routing algorithms.

• A set of atomic factors related to source location privacy
protection are summarized. Two comprehensive measure-
ments in terms of a routing algorithm’s effectiveness and
the security of a real network are also provided.

• A mechanism is designed based on ellipsoid structure
to construct the optimized shape of the routing paths
corresponding to the attack model.

• We propose a sophisticated algorithm based on Multiple
Delaunay Triangulation structure to deliver a packet to
an agent node based on a virtual location only.

• A series of experiments are conducted to evaluate the
performance of our scheme in terms of packet density,
source-location privacy security, routing path stretch, time
delay and data transmission amount.

The rest of this paper is organized as follows. In Section II,
we first review different threats to the networks. Then we sum-
marize the related studies in source-location privacy protection
schemes for planar networks and geographic routing algo-
rithms for 3D networks. Network model and trace-back attack
are presented in Section III and IV, respectively. Section V
discusses how to construct the shape of the routing paths to
diversify them. In Section VI, we introduce the process of
packet delivery from source node to sink node in detail. The-
oretical analysis of path extension and security of DMR-3D
is discussed in Section VII. We evaluate the performance
of the proposed scheme in Section VIII. At last, Section IX
concludes this paper.

II. RELATED WORK

A. Security Threats to the Distributed Wireless Networks

Distributed wireless networks are vulnerable to many threats
and we can divide the security challenges into two cate-
gories including content security and contextual security [8].
We briefly summarize existing threats in the following.

Data security is one of the most important consideration
in distributed networks and many schemes are designed to
improve content security of the networks. Lou et al. [47]

improve data confidentiality by mapping the message to a set
of shares based on secret sharing schemes and delivering the
shares to the sink node through independent routing paths.
Liu et al. [48] and Mahmoud et al. [49] also propose secure
data delivery approaches to improve data security of networks.

In the field of contextual security, Fan et al. [46] propose
a privacy-preserving scheme against traffic analysis attack.
By employing homomorphic encryption operation on global
encoding vectors, the proposed scheme offers two significant
privacy-preserving features, i.e., packet flow untraceability and
message content confidentiality. Obviously, we can divide the
source-location privacy security to the category of contextual
security.

Moreover, node security has been also widely researched.
As an example, clone detection is a promising technique
to efficiently eliminate the malicious nodes and improve
node security. Zheng et al. [45] proposed an energy-efficient
location-aware clone detection protocol to located the compro-
mised nodes. Specifically, the scheme randomly selects a set
of witnesses located in a ring area to verify the legitimacy of
sensors. Even 10 percent of the nodes are compromised, the
clone detection probability still approaches 98 percent.

B. Source-Location Privacy Protection in Distributed
Networks

Recently, most source location privacy protection
approaches [27]–[30] are designed for 2D distributed
wireless networks. We mainly focus on the local-adversary-
based schemes which share similar adversary model with our
scheme.

Phantom routing algorithm [11] is the most popular random-
routing-based source-location privacy protection scheme and it
contains two phases. In the first phase, the source node sends
the packet to any neighbor node and the packet is randomly
delivered for k steps based on random walk model. In the
second phase, the node that receives the packet after k steps
of walk is denoted as the fake source node and it is responsible
for sending the packet to the sink node. In fact, the fake source
node can employ any routing algorithm to deliver the packet
and hence the adversary can locate a set of fake sources.
Considering that all the fake source nodes are about k steps
far from the source node, the adversary can easily find the
source node.

To defend HotSpot Locating attack, Mahmoud and Shen [8]
propose a cloud-based scheme that builds a cloud with irregu-
lar shape to hide the real source nodes. In its delivery process,
each packet is updated at each node by encrypting the packet
with different secret keys. In this way, the adversary cannot
distinguish whether two packets are the same with each other.
The most important disadvantage of this scheme is that a
large data transmission amount is consumed in the cloud.
Moreover, if the adversary can successfully outline the cloud,
he can finally locate the source nodes by global adversary
model.

Wang et al. [10] propose a novel scheme named SPAC and
improve the cloud-based scheme [8] in all-around way. SPAC
seamlessly integrates a lightweight secret sharing scheme into
the whole approach and the original messages are mapped to
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shares which are much shorter in length. To decrease data
transmission amount, an anonymous cloud around the source
node is constructed based on the shares rather than the original
messages. All the behaviors of nodes in the cloud are carefully
designed to make them indistinguishable and hence the source
node is hidden. Moreover, simulation results show that the
secret sharing scheme also improves the reliability of data
delivery process.

C. Geographic Routing Algorithms in 3D Wireless Networks

Source-location privacy leakage is strongly related to the
distributed data collection schemes in which the packages are
transmitted in a multi-hop manner. In existing schemes, geo-
graphic routing algorithms have been attracting a lot of atten-
tions because of their scalability and conciseness [32]–[35].
Most schemes include a greedy-based packet forwarding mode
and the main difference among them is how to overcome the
local minima. We summarize the representative algorithms in
the following.

Liu and Wu [18] proposed the localized partial unit Delau-
nay triangulation (PUDT) algorithm in a distributed way. The
whole network space is divided into a set of tetrahedrons and
irregular polyhedrons. They then propose greedy-hull-greedy
(GHG) routing algorithm which recovers from local minima
using a hull-based, depth-first search strategy to forward
packets. To recover a local minimum, only the nodes on the
corresponding polyhedron rather than all the nodes are visited
and this improves the search efficiency.

Zhou et al. [16] extend the Greedy Distributed Span-
ning Tree Routing (GDSTR) to three-dimension version,
GDSTR-3D, by projecting nodes from 3D space onto orthog-
onal 2D planes to achieve a balance between computing
consumption and performance. GDSTR-3D recovers local
minima by travelling on hull routing subtree which contain
the reachable destination node. However, the researchers are
discontented with GHG’s unrealistic assumptions of unit ball
graph.

Lam and Qian [15] propose Multihop Delaunay Triangula-
tion (MDT) algorithm that leverages the guaranteed delivery
property of Delaunay triangulation graphs and use only 1-hop
greedy forwarding to get better resilience and reliability.
Moreover, the guaranteed delivery property holds even the
coordinates of the nodes are inaccurate. Simulation results
illustrate that MDT provides a low routing stretch.

Sarkar et al. [26] avoid to design recovery mechanisms for
greedy forwarding and instead they “reform” the network to
make it suitable for greedy forwarding mode. In particular,
they first extract a planar triangulation of the network graph
with a set of holes. Then, they construct a conformal map
based on Ricci flow such that all the holes are mapped to
perfect circles. In this case, the greedy forwarding will never
get stuck at a node.

It can be observed that none of the above data collection
algorithms take source location privacy into consideration.
When computing routing paths, all the schemes produce
the routing paths based on determinate inbuilt algorithms.

This kind of determination leads to considerable vulnerability
in source location privacy.

III. NETWORK MODEL AND ADVERSARY MODEL

A. Network Model

Without loss of generality, we take the underwater wireless
networks [3]–[5], [51], [52] as examples to illustrate our
scheme. Underwater networks can be employed in a wide
range of applications, such as resource exploration, pollution
monitoring, wild animal monitoring, tactical surveillance and
et al. For convenience, we consider a huge network which is
used to monitor and trace the endangered wild animals (e.g.,
the tunas). Once a tuna is detected, the source nodes send
information to the sink node through multi-hop manner. Each
node in the network is strictly limited in resources such as
capabilities of computing, storage, communication and power.
However, we assume that they can properly execute all the
pre-stored instructions. All the nodes are homogeneous and
the communication radius of the nodes is assumed to be R.
The nodes in the network can locate themselves by proper
methods [41]–[43] and each node consists of a 3-tuple vector
to indicate its location.

We assume that only one sink node exists in the network
and it locates in the center of the network space. The sink node
is assumed to be much stronger than the common nodes in the
network and it can communicate with remote network users by
telecommunicating. By broadcasting the related information
after network deployment, we assume that the location of the
sink node is known to all the nodes in the network. All the
information generated by a source node is encrypted based on
the pairwise key with the sink node and the packets cannot
be decrypted by the adversary. Note that, the location of the
destination sink node is stored in plaintext because all the relay
nodes need this common information. Therefore, the adversary
can also get the destination of a packet using an analyzer.
However, the information about the agent nodes need to be
encrypted in the packets by a pair of neighbor nodes in the
delivery process. The pairwise key negotiation algorithm has
been widely discussed in distributed networks [8], [10] and
any proper algorithm can be employed in the proposed source-
location privacy protection scheme.

In the new trace-back attack model which will be discussed
in Section IV, the adversary starts to trace back from the sink
node. Therefore, if the source node is very close to the sink
node, the adversary can easily locate the monitored targets.
In this case, locating the source node in a random manner
is unavoidable and fortunately this is of a low probability in
a large network. In this paper, we assume that the distance
between the source node and sink node is larger than 2Rs,
where Rs is the radius of the cold start sphere which will be
discussed in Section V.B.

B. Adversary Model

In this paper, we assume that the adversary can detect the
data transmission behaviors of a sensor node if he is close to
the node with a distance not larger than R. For a large 3D
wireless network, it is extremely difficult for an adversary to
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Fig. 1. Trace-back attack in 3D wireless networks.

search the tunas in a random manner. A more efficient way
is locating the source node by the trace-back attack and then
search the tunas around the source nodes. We assume that
the adversary employs a set of monitoring devices to execute
trace-back attack. The monitoring devices have the following
three important characteristics.

Passive. We assume that the goal of the adversary is pas-
sively locating the source node rather than actively attacking
the network. This is reasonable considering that the adversary
will lose the chance to locate the tuna once his behaviors are
detected by the network operators [8], [9].

Well-equipped. The monitoring devices of the adversary
is assumed to be well-equipped with antennas, spectrum
analyzers and mobile modules. Then, the adversary can receive
local packets and locate their senders. Moreover, the devices
can freely move in the network to trace the packets.

Collaborative. Each monitoring device can communicate
with the other nearby devices. Moreover, they can share the
collected information in real time to yield the optimal strategy
of trace back in a collaborative manner.

IV. TRACE-BACK ATTACK BASED ON TRAFFIC ANALYSIS

IN 3D WIRELESS IOT

A. Trace-Back Attack in 3D Networks Based on Traffic
Analysis

As shown in Fig. 1, we take the tuna monitor network as
an example to discuss the trace-back attack model. Once a
set of smart nodes find a tuna that moves around, they begin
to continuously generate and send packets to the sink node.
Though the locations of source nodes are slightly different,
their routing paths to the sink node are close with each
other for general algorithms and this will be illustrated by
experiments in Section VIII.B. For any routing algorithm,
though the paths in the start and middle phases between source
nodes and sink node may diffuse with each other, they trend to
gather together while they move closer and closer to the sink
node as shown in Fig. 1. Without loss of generality, we named
the smallest 3D irregular pipeline that encases all the routing
paths as the communication pipeline. For a stable data stream,
data sending rate in the pipeline significantly larger than that
of the outside. We denote the boundary between the inside
and outside of the pipeline as the surface.

In the simplified version of trace-back attack which has been
widely employed in existing schemes [9], [11], the adversary
first stays around the sink node and waits until his monitoring
devices probes a signal which indicates that a packet has been
sent to the sink node. By analyzing the source of the signal,
he moves to the sender node, sn, and waits until another

related packet is sent to node sn. By iterating the above
process, the adversary can find the source nodes at last.

To improve the successful rate of trace-back, a more com-
plicated attack model is considered based on the capabilities of
monitoring devices. The new attack is conducted by analyzing
the traffic in the pipeline rather than staring at the behaviors
of several local nodes. The adversary can successfully attack
the network with a high probability if the tuna stays around a
field for a period of time. The workflow of the novel trace-back
attack in a 3D wireless network is shown in Fig. 1. It can be
observed that the nodes in the new trace-back attack comprises
two patterns, i.e., the surface trace-back pattern and the inside
trace-back pattern. These two patterns are presented as follows.

Surface trace-back pattern. A set of adversary nodes on
the surface together can sketch the shape of cross-sections
as shown as the blue circles in Fig. 1 and this information
is shared with the nodes in inside trace-back pattern. The
adversary can easily identify the surface of a communication
pipeline by observing the large difference in packet sending
rate of the nodes in the two sides of the surface. In trace-back
process, the monitoring nodes move on the surface step by
step until they gather together around the source nodes.

Inside trace-back pattern. In this pattern, all the nodes
locate inside the pipeline to monitor all the packets that walk
through the cross-sections. The adversary follows the high data
transmission rate of the relay nodes. The monitoring nodes
repeatedly moves to the source node step by step until the
source nodes are located. Note that, the direction of trace-back
is opposite to the direction of packet delivery.

The monitoring nodes on the surface of the communication
pipeline and the nodes inside the pipeline jointly monitor the
whole cross-section of the pipeline as the blue circles shown
in Fig. 1. The surface trace-back pattern decides the area that
the inside trace-back needs to monitor. Meanwhile, the inside
trace-back pattern decides the direction of trace back. In this
way, the adversary can move to the source node step by step.
The back tracing process terminates when the adversary nodes
gather together and the packet sending amount through the
cross-section decreases sharply. We say that the trace-back
attack is successful when at least one source node is located,
i.e., the distance between a monitoring device and a source
node is smaller than R.

Theoretically, the adversary can always trace back to the
source nodes based on the proposed trace-back attack if he
has enough monitoring devices and the packet stream is stable.
However, even the adversary has few monitoring devices and
the stream is slightly dynamic, he still can locate the source
node with a high probability for most existing data collection
algorithms. For example, in the shortest path routing algorithm
or the directed diffusion algorithm, the routing paths gather so
fast that the cross-sections can be totally monitored with only
several monitoring nodes.

B. Quantization of Source-Location Privacy Security Under
the Proposed Trace-Back Attack Model

By analyzing the proposed attack model, we can infer that
whether the trace-back attack works depends on many related

Authorized licensed use limited to: Purdue University. Downloaded on September 14,2023 at 17:37:16 UTC from IEEE Xplore.  Restrictions apply. 



1770 IEEE/ACM TRANSACTIONS ON NETWORKING, VOL. 30, NO. 4, AUGUST 2022

factors. In this section, we summarize four main atomic factors
related with the effect of trace-back attack, i.e., the size, S,
of the cross-section, the rate, F , of packet flow, the time period,
T , of the target stays around an area and the number, Nmd,
of the adversary’s monitoring devices. We discuss these four
related atomic factors in detail as follows.

Size of the cross-section S. It can be observed from
Fig. 1 that the difficulty of trace back is strongly related with
the sizes of pipe’s cross-sections. For a larger cross-section,
more monitoring devices are needed to totally monitor it.
If the adversary obtains only a part of the information, it is
challenging for the adversary to construct the optimal trace
back strategy.

Rate of packet flow F . This factor is defined as the number
of packets that are delivered from the source nodes to the sink
node in a period of time and it decides the number of packets
that can be monitored by the adversary. More packets indicate
a clearer direction of trace back and meanwhile the adversary
can walk more steps towards the source node.

Time period of a tuna stays in an area T . This factor
is quite straightforward. A larger T leads to a stable packet
stream and this decreases the difficulty of trace back.

Number of monitoring devices Nmd. From the perspective
of the adversary, a straightforward strategy to improve the
success rate of trace-back attack is employing more monitoring
devices. In the extreme case, if the adversary has enough
monitoring nodes, he becomes a global adversary and any
random routing algorithm cannot defend his attack.

Based on the definitions of the above four atomic factors,
we can observe that the first factor is an inherent property
of a random routing algorithm and the last three factors are
related with the network user, monitored target and adversary,
respectively. Considering that the atomic factors are trivial,
we design another two comprehensive measurements to eval-
uate the security of source-location privacy.

Packet density Den. By integrating the first three atomic
factors, Packet density D is proposed to evaluate the effective-
ness of a routing algorithm in terms of source location privacy
protection. We define packet density as follows:

Den = F ∗ T/

∫ dest

source

S, (1)

where source is the source node, dest is the destination node
and the distance between them is 2d. We will provide the
details of calculating Den in Section IV.C. Note that, a lower
packet density means an outstanding performance of a routing
algorithm. In the extreme case, if the density generated by a
routing algorithm can be ignored compared with the heart-beat
packets density in the network, the source node is completely
secure in terms of trace-back attack.

Source node privacy security Sec. The security of the
source node in a real network is quantized by Source node
privacy security Sec, which is a combination of all the four
atomic factors. By combing packet density and number of
monitoring devices, the security of a source node privacy in a
real network can be calculated as follows:

Sec = 1/(Nmd ∗ Den). (2)

It can be easily inferred from equation (2) that the larger of
Sec, the securer of the network.

Though all the atomic factors are related with the security
of source-location privacy in a routing algorithm, it is unwise
to decrease the rate of packet flow, F , considering that we
need to guarantee the quality of network service. Parameter T
and Nmd also cannot be controlled by the network operators.
Consequently, a good choice of protecting source-location
privacy is enlarging the size of the cross-sections of a routing
algorithm and this is the main idea of our scheme.

C. Calculation of Packet Density

Though packet density is clearly defined in equation (1),
it is extremely difficult to accurately calculate Den. To get
the packet density of a routing algorithm Alg in simula-
tion, we first select a set of nearby source nodes source
and a destination node dest. Then, we employ Alg to
generate a set of routing paths Path1, Path2, · · · , Pathk.
Each path, Pathi, comprises a set of ordered relay nodes
〈source, n1, n2, · · · , dest〉 which can be treated as a set of
ordered points. For the sake of convenience, we build a
new coordinate system with source as the original point
and source-destination line as an axis. The other two axes
can be randomly selected as long as all the three axes are
perpendicular with each other. Then, all the locations of nodes
in Pathi are transferred to new points in the new coordinate
system.

We need to first eliminate the outliers of the routing paths
before calculating packet density and then only the mainstream
routing paths are employed to calculate Den. This is rea-
sonable considering that a small set of outliers can greatly
decrease the packet density and meanwhile, they cannot signif-
icantly improve the security of source-location privacy. In this
paper, we used DBSCAN clustering algorithm [39] to detect
the outliers of the routing paths. A great challenge is how to
defined the pairwise distances of the paths. Considering that
a routing path stretchable and compressible, we employ the
classic Dynamic Time Warping (DTW) [38] to calculate the
distance between each pair of routing paths. For a pair of
paths, Pathi and Pathj , with length n and m, which consist
of a series of three-dimensional points x1 . . . xn and y1 . . . ym,
their DTW distance is denoted as D(n, m), and it can be
calculated in a dynamic programming approach [40]:

D (i, j) = min

⎧⎨
⎩

D (i, j − 1)
D (i − 1, j)

D (i − 1, j − 1)

⎫⎬
⎭ + d (xi, yj) . (3)

Given a set of selected routing paths without outliers,
we calculate

∫ dest

source
S in a discrete manner. Specifically,

we uniformly choose t cross-sections of the paths and the
area of a cross-section is defined as the area of the convex
hull of the points on the cross-section. Then,

∫ dest

source S can be
approximately calculated as follows:∫ des

scr

S =
∑t

i=1
Si ∗ 2d

t
(4)

where Si is the area of i-th cross-section, 2d is the distance
between source and dest. The calculation results of packet
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densities of DMR-3D and existing algorithms will be pre-
sented and analyzed in Section VIII.B.

V. CONSTRUCTION OF OPTIMAL PACKET DELIVERY

GEOMETRY PATHS BETWEEN SOURCE NODE

AND SINK NODE

A. Basic Principles of Designing Optimal Geometry Paths

By analyzing the steps of trace-back attack proposed in this
paper, we employ four basic design principles of geometry
paths and they are summarized as follows:

Stifling trace-back attack in the cradle. The packet delivery
pattern around the sink node decides the difficulty of trace-
back attack in the initial phase. A good start can greatly
improve the success probability of locating the source node.
Therefore, the optimal set of paths should conceal all the clues
about the direction of the source node around the sink node.
The cold start structure will be discussed in the following.

Enlarging the cross-section of communication pipelines.
In trace-back attack, the adversary needs to monitor the cross-
sections of the pipeline. A large cross-section leads to a large
number of needed monitoring devices and hence it greatly
increases the difficulty of attack. As a consequence, we should
expand the communication pipeline as large as possible.

Diversifying the routing paths. A stable data stream
between the source node and the sink node makes it easy to
trace back. On one hand, even for the same source node and
sink node, the paths are should be very different with each
other. On the other hand, the paths in a short period a time
should be also different.

Limiting the maximum length of routing paths. Appar-
ently, both enlarging the cross-sections and diversifying the
routing paths trend to increase the lengths of the routing paths.
However, a longer path means a larger amount of energy
consumption which is another big concern in resource-limited
networks. In this paper, we assume that the maximal length of
a path cannot beyond lmax = ρ∗2d, where 2d is the Euclidean
distance between the source node and sink node, and ρ(ρ ≥ 1)
is a preset parameter.

The randomness and untraceability of packet delivery paths
decides the difficulty of back tracing. Based on these above
design principles, we design a novel geometry structure of the
routing paths and it is discussed in the following.

B. Cold Start Path Structure

As discussed in Section IV.A, the adversary initially stays
around the sink node and he traces back to the source nodes
step by step based on continuous packet flows. To stop the
trace-back attack in the initial, we construct a sphere in the
surrounding region of the sink node, i.e., the black sphere in
Fig. 2. As shown of the blue lines, all the packets are first
uniformly transmitted to the surface of the sphere and then
they are sent to the sink node from the surface. From the
adversary’s perspective, the packets are uniformly transmitted
from all the directions and he cannot extract any valuable
information about the direction of the source nodes. In this
way, we stifle the trace-back attack in the cradle. The effec-
tiveness of this structure is related with the radius, Rs, of the
sphere. The larger of Rs, the more difficult for the adversary to

Fig. 2. Cold start path structure of trace-back attack in 3D wireless networks.

Fig. 3. Ellipsoid-based routing path construction. (a) Cross-section of
ellipsoid communication pipeline. (b) Different routing paths from the source
node to the sink node.

trace back. However, a larger Rs increases the average length
of the packet delivery paths and more energy are consumed.
Considering that the maximum length of routing paths is
limited, when we set parameter Rs, a proper balance between
source-location privacy and energy consumption of the whole
network needs to be considered.

C. Ellipsoid-Based Routing Path Construction

To maximize the cross-section of communication pipeline
under the assumption that the lengths of all the geometry paths
are limited by lmax, we can infer that the agent nodes must
locate on a ellipsoid with the source node and sink node as
two focuses. Obviously, the ellipsoid structure needs to be
integrated with the cold start path structure to form a com-
pleted path between the source node and sink node. Moreover,
the ellipsoid cannot be randomly selected, because it must
completely contain the cold start sphere. The construction
process of the ellipsoid is discussed as follows.

After choosing a preset radius Rs of the cold start sphere,
we need to design the shape of routing paths given a source
node and a sink node with distance 2d(d ≥ Rs). For simplicity
sake, we present a cross-section of the ellipsoid as shown in
Fig. 3(a). The source node first builds a coordinate system
based on the location of itself and the sink node. The left
focus and right focus of the ellipsoid are defined as the source
node and sink node, respectively. Based on the definition of a
ellipsoid, we know that the sum distance between each focus
to any point on the ellipsoid is constant and it is denoted as
2a. In this paper, we set a = d+2Rs and it is straightforward
to prove that the cold-start sphere around the sink node is
completely surrounded by the ellipsoid.

Based on the ellipsoid, we can refract a packet from the
source node to the sink node uniformly as shown in Fig. 3(b).
For each path from the source node to the sink node, at least
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Fig. 4. Packet delivery with two agent nodes.

one virtual location on the ellipse, corresponding to an agent
node, is selected by the source node. Then, the packets
can be sent to the sink node from all the directions in a
relay manner. Note that, the selected virtual locations are not
uniformly distributed on the ellipsoid and instead, the points
of intersection between the paths and the cloud-start sphere
should be uniformly scattered on the sphere. In this way, from
the adversary’s perspective, the packets are delivered to the
sink node from all the directions uniformly.

D. Packet Delivery to the Dark Side of the Cold-Start Sphere

A drawback of the scheme in Section V.C is that some
paths between the source node and agent nodes cross the
cold-start sphere around the sink node as shown as the yellow
paths in Fig. 3(b). This may leak some information about the
source node to the adversary. As shown in Fig. 4, we design
a supplementary method to deliver a packet from the source
node to the sink node by two agent nodes. Assume that
a packet should be transmitted to the sink node from the
direction of p which cannot be refracted by a node on the
ellipsoid. Then, the source node first sends the packet along
line l which is tangent to circle c until it reaches point q which
is right above point p. Point q acts as an agent node and sends
the packet to point p where the packet is sent to the sink node
finally. By combining these two cases, we conclude that the
source node can always send a packet to the sink node from
any direction without crossing the cold-start sphere.

E. Selection of Agent Nodes’ Location Based on Geometry
Path

It can be observed that the complete path between the source
node and sink node comprises several line segments and some
turning points exist on the geometry path. To lead data packets
walking along the designed paths, intuitively, we can deploy a
set of entity agent nodes on the turning points. However, this
is impractical in real networks and hence we propose another
scheme. Specifically, we set the locations of turning points as
virtual locations and then the data packets are delivered to a
node near to the virtual location. In a network with densely
deployed nodes, this mechanism is a very good choice. The
details of transmitting a packet from the source node to the
sink node strictly along the designed geometry paths will be
discussed in Section VI.

VI. PACKETS DELIVERY BETWEEN THE SOURCE NODE

AND THE SINK NODE ALONG WITH THE GEOMETRY PATHS

A. Framework of Packet Delivery

In this section, we discuss how to deliver a packet along
with the optimized path designed in Section V. Apparently,

Fig. 5. Framework of packet delivery between source node and sink node
in DMR-3D.

the virtual locations are not entity smart nodes of the network
and they cannot act as agent nodes. Consequently, we first
define an agent node as follows.

Definition 1 (An Agent Node): The agent node ai corre-
sponding to a virtual location li is defined as the entity smart
node closest to li in the whole network.

With the help of agent nodes, a packet will be delivered from
source node source to the sink node dest in the following
path:

source(a0) ��� a1 ��� a2 ��� · · · ��� am ��� dest,

where ��� means delivering a packet in a multi-hop manner.
In the process of delivering a packet from ai to ai+1(0 ≤ i ≤
m − 1), the packet needs to store two destinations, i.e., the
virtual location li+1 corresponding to node ai+1 and location
of the sink node. The whole data delivery process can be
decomposed to two modes, i.e., delivering a packet to an agent
node based on a virtual location and delivering a packet to the
sink node.

As shown in Fig. 5, the framework of packet delivery
process mainly comprises two modules according to the desti-
nation of a packet. In Module 1, the destination of the packet
is an agent node and on the contrary the destination in Module
2 is the sink node. Module 1 is repeatedly executed until the
packet reaches the final agent node, am, since which Module
2 is employed. These two modules are slightly different with
each other because the agent node is indeterminate in advance
and the sink node is always determinate.

In both Module 1 and Module 2, greedy forwarding
pattern (GFP) and Multiple Delaunay Triangulation Pat-
tern (MDT) are always two important data delivery patterns.
GFP is of great efficiency in moving packets toward the
destination node and we discuss it in Section VI.B. We say
that the GFP of a packet fails on a node if the node cannot
directly communicate with the destination node and it has no
neighbor that is closer to the destination node.

In Module 1, the Greedy mode fails in two cases. In case
1, the packet is always stuck at the nearest node to virtual
location li+1. This is reasonable considering that there is no
entity node on li+1. In this case, the agent node corresponding
to li is located successfully and a new data delivery process
starts. Locating the agent node based on the virtual location
is the main challenge in module 1. Mathematically speaking,
a node ai is an agent node to a virtual location li if and
only if the Voronoi polyhedron of ai covers li. Based on
the property of Voronoi polyhedron [36], [37], we can infer
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Fig. 6. Voronoi polyhedron of the red node and a local minimum occurs at
the red node when des locates in the polyhedron and outside the sphere.

that if li locates out of the polyhedron, ai can always find a
neighbor (a physical neighbor or a MDT neighbor) closer to
li. We will discuss how to locate an agent node based on a
virtual location in Section VI.C. In case 2, the packet is stuck
in a local optimized result between two agent node. In this
case, we recover GFP by MDT and this will be discussed in
Section VI.D.

Compared with Module 1, Module 2 is quite straightfor-
ward. In Module 2, the Greedy mode can fail only in one
case, i.e., case 2 in module 1, and the solution to the problem
is similar to that in Module 1 which will be discussed in
Section VI.D.

B. Greedy Forward Pattern

In packet delivery process, the destination of a packet is
denoted as a position (xdest, ydest, zdest). In packet delivery
process, the next hop is locally decided by the node and the
choice is directly related with (xdest, ydest, zdest). In greedy
forward pattern (GFP), node n, with position (xn, yn, zn),
always transmit the packet to the neighbor node nei, with
position (xnei, ynei, znei) that is closest to the sink node. Note
that, the choice should also meet the following criteria:

(xnei − xdest)
2 + (ynei − ydest)

2 + (znei − zdest)
2

< (xn − xdest)
2 + (yn − ydest)

2 + (zn − zdest)
2 (5)

In this way, we can guarantee that the packet continuously
walks closer and closer to the sink node. In most cases, the
packet can be successfully delivered to the sink node in only
the Greedy mode [22]. Once there is no neighbor node of n
satisfies inequation (5), we say that GFP fails and we need to
process it with different methods based on different cases.

C. Locating the Agent Nodes Based on Voronoi Polyhedron
and 3D Delaunay Triangulation

We first discuss how to process GFP failure in case 1.
Consider a set of nodes in a 3D space, each node ni cor-
responds to a Voronoi polyhedron Pi and, compared with
all the other nodes, ni is closest to any point in Pi. As an
example shown in Fig. 6, the Voronoi polyhedron Pi of the red
node is constrained by the black edges. We say that a virtual
location is under control of a node if the virtual location locates
in the Voronoi polyhedron of the node. Meanwhile, we can
infer that the node is just the agent node corresponding to

the virtual location based on definition 1. The communication
range of the red node is represented by the orange sphere.
Each face of Pi is the perpendicular bisector of ni and another
node in the network. By connecting all the pairs of nodes
if they correspond to a face in a Voronoi polyhedron, the
3D Delaunay Triangulation (DT) of the nodes are constructed
successfully [50].

By combining the network connectivity graph and 3D DT,
we get the Multiple Delaunay Triangulation (MDT) graph as
shown in Fig. 7. In Fig. 7(a), a pair of nodes is connected
in the network connectivity graph if the nodes can directly
communicate with each other, i.e., the distance between them
is smaller than R. Fig. 7(b) presents the 3D DT structure of
all the nodes in the network. The 3D DT structure divides
the network space into a set of disjoint tetrahedrons and the
circumcircle of each tetrahedron contains no other nodes of
the network except for the four vertexes. Then, as shown in
Fig. 7(c), A pair of nodes is connected in MDT graph if
they are connected in the network connectivity graph or 3D
DT graph. In the following, we call the neighbor nodes in
connectivity graph, DT graph as physical neighbors and DT
neighbors, respectively. Moreover, we call the neighbors exist
in MDT graph and do not exist in connectivity graph as MDT
neighbors.

It has been proved that GFP never fails on MDT
graph [36], [37] and hence we can always delivery a packet to
the destination node by employing GFP on MDT. However,
if the destination node does not exist or is not connected to
the network, the packet will be delivered to the nearest node
to the destination node. Based on this property, we can easily
locate an agent node corresponding to a virtual location by
MDT. Though a pair of connected nodes in MDT may cannot
directly communicate with each other, they can communicate
by a multi-hops path, which is stored in the forwarding
table [15]. Apparently, delivering a packet to a DT neighbor
is more complex than that to a physical neighbor. As a
consequence, we always execute GFP on the connectivity
graph and overcomes local minima on the DT graph. Overall,
our scheme is designed based on the MDT graph.

D. Local Minima Recovery Based on MDT

Compared with 2D networks, more local minima tend to
occur in 3D topology. As an example shown in Fig. 6, a packet
is stuck at the red node if the destination locates out of the
Voronoi polyhedron and there is no neighbor node nearer to
the destination. Once GFP fails in case 2, we employ MDT
structure for recovery.

A node ni in the network needs to store a forwarding
table for each MDT neighbor. An entry in its forwarding
table [15] is denoted as 〈source, relay1, relay2, · · · , dest〉
where source is ni, dest is a MDT neighbor of ni, relayj

are a set of relay nodes between source and dest.
When a packet is stuck at node ni, it needs to check all its

MDT neighbors to find a neighbor closer to dest and decides
the next step based on whether the neighbor exists. If the closer
neighbor to dest does not exist, we can infer that ni is the
closest node to dest in the network according to the property
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Fig. 7. (a) 3D Network Connectivity graph; (b) 3D Delaunay Triangulation graph; (c) 3D Multiple Delaunay Triangulation graph.

of MDT. According to definition 1, node ni is the agent node
in Module 1. In Module 2, if the neighbor does not exist,
we can infer that dest is not connected to the network and
the routing process fails. If the closer neighbor to dest exists,
node ni directly sends the packet to the neighbor based on the
forwarding table and the packet can turn back to GFP at the
neighbor node. In this case, the data delivery process can be
continuously executed until the packet is delivered to an agent
node or the sink node.

VII. THEORETICAL ANALYSIS OF THE PROPOSED SCHEME

A. Source Location Privacy Protection

In this paper, we assume that the adversary has no back-
ground knowledge about the source node and hence he first
needs to analyze the traffic information around the sink node.
In most existing routing algorithms, the adversary can get
sustained and steady packet streams. Moreover, these streams
are very thin and it is easy to totally monitor the cross-sections
with only several monitoring devices. Therefore, the adversary
can always trace back to the source nodes.

In DMR-3D, the designed path structure is very interesting
and it increases the difficulty of trace back attack with the
following properties:

• In the initial phase of trace back, the adversary cannot
extract any information about source location because
the packets are transmitted to the sink node from all
the directions in a random manner. The trace back attack
needs to solve the cold start problem.

• The pipeline between the source node and sink node is
very large in size and it does not shrink in all the path
(even around the source node). This makes it of great
difficulty to monitor a cross-section and extract valuable
information.

• The source node can totally control the shape of the paths
and the delivery paths of two neighboring packets are
totally different with each other. As a consequence, it is
impossible for the adversary to obtain sustained packet
streams.

• The source node can dynamically change the strategy of
generating routing paths according to the attack strategy
of the adversary. This further improves the security of

source node and we will try to introduce the game theory
into our scheme in the future work.

In conclusion, DMR-3D can protect source location privacy
from several aspects in theory and we will verify this through
simulations in Section VIII.

B. Routing Path Stretch

In DMR-3D, the source node employs one or two agent
nodes to deliver packets in a relay manner. In general, the agent
nodes do not locate on the line between the source node and
the sink node. As a consequence, the length of routing paths
increases compared with the shortest paths. In this section,
we theoretically analyze the average length between the source
node and sink node.

As shown in Fig. 3(b), most routing paths have one agent
node and the total distance of each path is 2a = 2d + 4Rs.
Some other paths may have two agent nodes and the distance

of a path must be not larger than 4d2+2R2
s+6dRs√

4d2−R2
s

+ Rs which

tends to 2a with the increasing of d
Rs

. Considering that the
length of most paths is 2a and quite a small portion of paths
are slightly shorter or longer than 2a, the average length of
a path in the proposed scheme is approximately equals to
2a. Specifically, when d

Rs
is selected from the set 3, 5, 10, 20,

the average length of paths are enlarged by 1.67, 1.40, 1.20,
1.10 times compared with the shortest path. It can be observed
that for a constant Rs, with the increasing of d, the difficulty
of trace back increases and meanwhile the routing stretch
of our scheme monotonously decreases. This is reasonable
considering that if the source node is close to the sink node,
the trace-back difficulty is low and we need to greatly improve
it though some extra prices are payed.

In conclusion, our scheme can dynamically adjust its strat-
egy to construct the routing paths and this achieves a balance
between the security of source node and packet delivery
efficiency.

C. Promotion of Our Scheme

In this paper, only one or two agent nodes are employed
to relay the packets from the source node to the sink node.
It is unnecessary to use more agent nodes to diversify the
routing paths, because simulation results show that our scheme
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can properly defend against the proposed trace back attack.
However, our scheme can be further improved to defend
stronger adversaries. In theory, we can select any number of
agent nodes in a routing path and it is quite straightforward
as shown in Fig. 5.

VIII. PERFORMANCE EVALUATION

A. Experiment Settings

We have built up a discrete event simulator for 3D wire-
less smart networks based on ns3. The whole simulation is
conducted on a DELL tower server with two intel CPUs
and 128G memory. To thoroughly evaluate the performance
of our scheme, we simulate an extremely large wireless
network with 24, 000 smart nodes randomly deployed in a
2000m× 2000m× 2000m cubic space. In simulation, the
radius of the nodes is set as 120 meters and meanwhile
the average degree of the nodes, i.e., the average number of
neighbors of the nodes in the network, is about 20. A powerful
sink node locates in the center of network and it is the
destination of all the packets. For simplicity, we assume that
only one target exists in the network. The initial location of
the target is randomly selected in the network space and it
moves based on random walk model with a speed 1m/s.
Specifically, the target can move to six directions with 1m
in each step. The simulation terminates when the adversary
locates the source node successfully or it lasts for 10 minutes.
We say that a source node is located when the monitoring
nodes of the adversary is close to the source node and their
distance is smaller than R. Each simulation is executed for
ten times and the average simulation results are presented and
analyzed in the following.

In simulation, the smart nodes are redundantly deployed and
the target is well monitored if it locates in the network space.
A node in the network can detect the target if its distance
to the target is not larger than 120 meters and then the node
becomes a source node. All the source nodes independently
collect the information of the target and then send packets to
the sink node through proper routing algorithms. Each packet
contains 2048 bits in which the first 96 bits are packet head (at
most two agent nodes are employed in a path). The locations
related with agent nodes and the sink node are stored in packet
heads. In order to match the random walk model of the target,
time interval of packet generation in the source nodes is set
as 1 second. The radius, Rs, of the sphere around the source
node is chosen from {100, 150, 200, 250, 300, 350, 400}.
Meanwhile, the half distance, d, between source and dest is
selected from {600, 700, 800, 900, 1000, 1100, 1200}. These
two parameters greatly affect the performance of our scheme
and we will discuss it in the following.

In simulation, we assume that one adversary attempts to
locate the target through trace-back attack. The number of
monitoring nodes, Nmd, is chosen from {6, 12}. Further,
we assume that all the adversary monitoring nodes form an
ad-hoc network and they can share the detected information
to decide the next step of trace back collaboratively.

The parameters of simulation are summarized in Table I.
Based on these parameters, we evaluate the performance

TABLE I

SIMULATION PARAMETERS

of DMR-3D algorithm in terms of packet density, source-
location security, routing path stretch, time delay of data
packets and data transmission amount. To the best of our
knowledge, DMR-3D is the first scheme specially designed
for source-location privacy protection in 3D wireless networks.
To thoroughly evaluate our scheme, we extended the routing-
based scheme [11] and cloud-based scheme [8] into 3D
scenarios. Then, we compare DMR-3D with the modified
schemes. In simulation, the steps of random walk in [11] and
the size of the cloud in [8] are carefully preset according to the
radius of sphere Rs. In this way, it is relative fair to compare
them. Moreover, the shortest routing algorithm and MDT [15]
algorithm are also employed as benchmarks.

B. Diversity of Routing Paths and Packet Density

Packet density reflects the performance of a data collection
scheme in terms of source location privacy protection. Gener-
ally speaking, if the routing paths gather together, the packet
density increases. On the contrary, if the routing paths disperse
with each other, the packet density decreases and it increases
the difficulty of trace back. As shown in Fig. 8(a), the paths
of the shortest routing algorithm gather with each other and
quite a few packets are delivered on same paths. In DMR-3D,
as shown in Fig. 8(b), the paths are totally different with each
other with the help of a set of agent nodes. It is unlikely
that two packets are delivered on a same path in DMR-3D.
Therefore, it is extremely difficult for the adversary to get a
complete path between the source node and the sink node. It is
almost impossible for the adversary to trace back.

In the following, we calculate the packet densities of differ-
ent algorithms and a discussion is also provided. As shown
in Fig. 9, the packet densities of all the three algorithms
monotonously decrease with the increasing of d. This is
reasonable considering that

∫ des

scr
S increases with d for all the

three algorithms. The performance of MDT is very similar
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Fig. 8. The paths of (a) shortest routing algorithm gather with each other;
(b) DMR-3D disperse with each other.

Fig. 9. Packet density Den of different schemes.

to that of the shortest routing paths, because GFP in MDT
works well in most cases. The Phantom routing algorithm and
the cloud-based scheme performs better. This is reasonable
considering that both of them employ a random walk phase to
diversify the paths. Compared with these above algorithms,
DMR-3D performs much better when we set Rs = 300.
Specifically, the packet density in DMR-3D is about 1% of
that in the first two algorithms and about 10% of the following
two schemes. This can be explained by the fact that the routing
paths in DMR-3D are considerably dispersive with each other.
Packet density is an important indicator about the security of
source-location privacy and we can infer that our scheme can
provide a proper protection on the locations of source nodes.

C. Source-Location Privacy Security

In this section, we employ two other measurements to
evaluate the security of source-location privacy. The first
measurement is Sec which has been defined in Section IV.B.
The second is the locating probability of the source node and it
is calculated as the number of times that the adversary locates
the source node to the number of experiment runs.

In this paper, Sec is calculated as 1/(Nmd ∗ Den) and
we set Rs = 300, d = 600. For different parameter Nmd,
simulation results are presented in Fig. 10. It can be observed
that with the increasing of Nmd, Sec of all the schemes
decrease. This can be explained by the fact that the adversary
can locate the source nodes with a high probability if he
can control more monitor devices. However, our proposed
scheme performs much better than the other schemes. This
is reasonable, because for the same Nmd, packet density of
our scheme is much smaller than that of existing schemes.

We then analyze the locating probability of source node with
different Rs and d, respectively. In simulation, the adversary
can almost always locate at least one source node with the
help of monitoring devices if the network employs the shortest
path routing algorithm and MDT algorithm, as shown in

Fig. 10. Sec of different schemes.

Fig. 11. Locating probability of source node (a) with different radius of
sphere Rs, d = 800m; (b) with different distance between source and dest,
Rs = 200.

Fig. 11(a). This is reasonable considering that the routing
paths are approximately constant when the target moves slowly
in a local area. The adversary can walk to the source node
closer and closer until a source node is found. The number of
monitoring devices decides the needed time of trace back and
the number of located source nodes. With the help of more
devices, the adversary can locate more source nodes in a faster
way.

In Phantom routing and cloud-based schemes, the initial
phase of trace back is quite easy and the difficulty gradually
increases until the adversary sketches the hot region (e.g., the
cloud) around the source nodes. Once the adversary locates
the nodes in the hot region, he can finally locate the source
node. These two schemes greatly outperform the former ones
because of the employment of random walk phase.

In DMR-3D, we first set d = 800m and the probability
of locating the source nodes with different Rs is presented
in Fig. 11(a). With the increasing of Rs, the probability of
locating source node rapidly decreases. A larger Rs means
a larger communication pipeline between source and dest.
Consequently, the packet density also decreases and the
security of source location privacy increases. For a constant
Rs, the adversary can improve the success probability by
employing more monitoring devices. However, for a large Rs,
the adversary performs badly even with the help of quite a
few devices.
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Fig. 12. Routing path stretch. (a) Average hops between source and dest;
(b) Path stretch compared with the shortest paths.

When presenting the affection of d on source location
security, we set Rs = 200m and simulation result is presented
in Fig. 11(b). The success rate of the adversary moderately
decreases with the increasing of d. This is reasonable consid-
ering that more steps are needed to trace back for a larger d.

D. Routing Path Stretch

In this section, we verify the average hops between the
source node and sink node in the networks for different
algorithms. In this section, we set Rs = 200 and select d
from 600 to 1200. Simulation results are presented in Fig. 12.

It can be observed from Fig. 12(a) that the average hops
from source to dest of all three algorithms monotonously
increase in an approximate linear manner. The average dis-
tances between neighbors are similar with each other for
different networks with similar density of nodes. Then, the
average distances of a hop are similar with each other. As a
consequence, the hops are approximately linear with the
distance between source and dest.

For a constant d, the average hop of MDT, Phantom and
cloud-based scheme is larger than that of the shortest path
routing algorithm. This can be explained by the fact that some
extra paths are employed in all the three schemes. The average
hop of DMR-3D is much larger than that of the other schemes.
This is inevitable, because a set of agent nodes are employed
to disperse the paths and meanwhile the paths are extended.
However, with the increasing of d, the extra price in terms of
path stretch monotonously decreases as shown in Fig. 11(b).
When we set d = 1200, the paths are stretched by 1.33 times
in average compared with the shortest paths and this is the
extra price of the source-location privacy protection.

E. Time Delay of Data Packets

As shown in Fig. 13(a), the shortest path routing and
MDT are of similar and the best performance in time delay.
This is straightforward considering that they always select the

Fig. 13. Time delay of data packets (a) Average time delay; (b) Ratio of
time delay compared with the shortest path routing.

straight path between the source nodes and the sink node. The
time delays of Phantom routing algorithms and cloud-based
scheme are slightly larger than the first two schemes because
of the random walk phase and the cloud construction phase.
The employment of agent nodes in our scheme increases the
average length of the paths and apparently the average time
delay of data packets also increases. However, the ratio of
extra price of DMR-3D decreases with the increasing of d as
shown in Fig. 13(b).

F. Data Transmission Amount

As shown in Fig. 14(a), the average data transmission
amounts of all these algorithms increases with the increasing
of d. This is reasonable considering that a longer path leads
to more hops of packet delivery. The performance of the
shortest path routing, MDT, and Phantom routing algorithm
are similar with each other because the routing paths are short
and no dummy packets are transmitted in the network. As the
routing paths of DMR-3D are larger than that of existing
routing algorithms, the data transmission amount of DMR-3D
also increases. However, similar to the routing path stretch,
with the increasing of d, the ratio of extra price in terms of
data transmission decreases as shown in Fig. 14(b). We can
infer that DMR-3D performs better in large wireless networks.
Compared with the routing-based schemes, the cloud-based
scheme performs much worse. This is quite reasonable consid-
ering that a large number of dummy data packets are generated
and transmitted in the cloud.

G. Performance Discussion

We thoroughly evaluate the performance of DMR-3D
in terms of effectiveness and efficiency. Simulation results
illustrate that existing routing algorithms cannot defend the
trace-back attack at all. This can be explained by the fact
that the objective goals of them are being robust and efficient.
Source location privacy is not taken into consideration in the
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Fig. 14. Data transmission amount (a) Average data transmission amount;
(b) Ratio of data transmission amount.

design process. Though the Phantom routing algorithm and
cloud-based schemes can be stiffly extended into 3D scenario,
their performance can be further improved. DMR-3D can
strongly protect the source location privacy because of the low
packet density. The price of DMR-3D is that the average length
of paths, average time delay of packets and data transmission
amount are improved. Fortunately, the prices are under control
and they are acceptable in most cases. In conclusion, DMR-3D
reaches a good balance between source location privacy and
energy efficiency.

IX. CONCLUSION

In this paper, we propose a novel scheme for 3D wireless
IoT to protect the source-location privacy by diversifying
the transmission paths of packets. A novel trace-back attack
model with two modes is specially designed for 3D wireless
network. Meanwhile, a set of quantitative measurements is
prosed to evaluate the performance of schemes. To defend
the attack, an ellipsoid-based geometry path structure is first
constructed between the source node and sink node to improve
the difficulty of trace-back. Then, a sophisticated algorithm
is designed to deliver the packets strictly along a geometry
path. Our scheme reaches a perfect balance between the
controllability of a single path and the randomness of a set of
routing paths. Simulation results illustrate that our proposed
scheme can effectively protect the source-location privacy with
a controllable routing stretch, time delay and increasing of data
transmission amount.

As future work, we plan to improve DMR-3D in two
aspects. First, the MDT structure in this paper cannot be
constructed totally in a distributed manner and a challenging
problem is designing a novel distributed structure to replace
MDT. Second, the communication radii of the nodes are all
the same in this paper and we will study new schemes for
heterogeneous networks in which the communication radii of
different devices can be totally different with each other.
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