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1.
Introduction

Attacks against networked systems are becoming more complex and powerful. Individual attackers can collaborate to cause more problems for the intruder-identification and defense mechanisms. Models for cooperation need to be studied along with defense mechanisms. This work focuses on mobile ad hoc networks (MANETs) which are expected to play a key role in future wireless communications. To secure mobile ad hoc networks is not a straightforward task since the protocols developed to these networks so far have either no security capabilities or only very limited protections. These networks are prone to various forms of attacks such as denial-of-messages (DoM), infiltration, wormhole, blackhole, and rush attack among others. The current approach to dealing with attacks is to deploy individualized security solutions such as Intrusion Detection Systems (IDSs) to guard against scanning and DoS attacks, and firewalls to protect against unwanted connection attempts. 

Current threats against these networks are becoming more and more sophisticated that prevention solutions based on single attacks are by no means effective. In fact, the current research is missing an understanding of the coordination among attacks and/or the collaboration among various attackers since that is emerging as the a powerful strategy for malicious nodes. For instance, various attacking nodes could collude to incorrectly report routes or to get more bandwidth than other good nodes. Unlike single and uncoordinated group attacks, coordinated attacks may cause more devastating impacts on wireless environments as they combine efforts of more than one attacker. In mobile ad hoc networks, identification of malicious activity is hard when one node misbehaves in route formation [WBLW06].  If multiple nodes act maliciously, simultaneously, or alternately, the schemes to deal with them will become very slow at most nodes. 

In this research, we propose to address issues of characterizing, modeling, and defense against coordinated/collaborative attacks for mobile wireless ad hoc networks.  Informally, coordinated/collaborative attacks are those launched by multiple malicious adversaries that may synchronize their malicious activities against some targeted organizations or network entities.  From one perspective, such attacks may be classified into the following two categories: Multiple attacks occur when a system is disturbed by more than one attacker. External attackers may collude with internal attacker to gain access to security critical data of the network [LX07]. Attacks in quick sequence is another way to perpetrate a coordinated attack by launching sequential disruptions in small intervals (usually shorter than one second). The attacks may also be concentrated on a group of nodes or spread to a different group of nodes just for confusing the detection/prevention system in place. From another perspective, coordinated attacks can be classified into short-lived and long-lived attacks. We develop and enhance the science to deal with such attacks through theoretical models, simulations and experiments. This research is fully in line with the aims of I3P in that it will define solid guidelines for managing security in wireless environments. This will certainly contribute to the research community since this is a very open research area so far. 
2.
Problem Statement 
Ad hoc networks are vulnerable to attacks primary because of the needed cooperation among nodes. The routing protocols for these networks such as AODV, DSR, and DSDV have been designed without considering security issues. In fact, a trustworthy environment is taken for granted.  Malicious nodes can launch various forms of attacks ranging from a passive eavesdropping that violates the system confidentiality to an active disruption in the communication channel that violates integrity and availability of the system. A first line of defense for preventing intrusion into the system is provided by authentication and encryption mechanisms [HPJ03]. These mechanisms are somewhat robust for dealing with external attacks where the malicious node does not know the cryptographic keys. They fail though if the attacker belongs to the network, which is characterized as an internal attack. An internal node may be compromised if it is hijacked for instance. Hence, authentication and encryption do not guarantee full prevention. A second line of defense is obtained through intrusion detection and response which is the focus of this project. 
The most relevant attacks in ad hoc networks include: (1) blackhole attack [PM03, RFKN05] in which a node transmits a malicious broadcast informing that it has the shortest path to the destination aiming to intercept messages; (2) wormhole attack [HPJ03,WBLW06] where an attacker records packets (or bits) at one location in the network, tunnels them to another location, and retransmits them there into the network; (3) rushing attack [HPJ03a] where an attacker disseminates a malicious control messages fast enough to block legitimate messages that arrive later (only the first message received by a node is used in order to avoid loops); (4) DoM attacks [MSPR05] where malicious nodes may prevent some honest ones from receiving broadcast messages by interfering with their radio; and malicious flooding [DB05] where a bad node floods the network or a specific target node with  data or control messages. 
Many researches have been addressing these attacks by proposing solutions to each of these problems in an isolated fashion. A more general solution able to correlate these forms of attacks is needed. If the malicious users collude to take coordinated actions, the association of efforts may result in real devastating damage to the network. For example, if an internal node coordinates with an external node, then the whole network will be compromised. Current IDS techniques are not prepared to deal with so sophisticated forms of attacks. The development of advanced IDSs will only be possible after a broader understanding of how malicious nodes can potentially cooperate to attack wireless network systems. 
3.
Related Work

Patwadhan et al. [PPJK05+] proposed a secure routing protocol called SecAODV and an IDS that combined improve defense in MANET. Their IDS is independent of the protocol in place and implemented in each node. The drawback is that the effectiveness of the node-based IDS is limited to the node’s radio range. A collective response to misbehaving or intrusive nodes is left for future work. Sanzgiri et al. proposed the ARAN routing protocol that uses public-key cryptographic mechanisms do defeat all identified attacks [SLDL+05]. The protocol is claimed to be simple and does not require significant additional work from nodes within the group. Their algorithm is not efficient in terms of battery consumption and latency by having high computational costs in each node. Wang and Bhargava studied vulnerability and attacks on AODV [WB03]. They showed that the on-demand property of AODV allows malicious nodes to degrade packet delivery ratio as well as to create false routes. 
Song and Li [QSL05] proposed a scheme to detect wormhole attacks and identify attackers using a multi-path technique. Their approach performs statistical analyses on the information collected by multi-path routing. Simulation results showed positive results in the detection and in the localization of the malicious nodes.  Fu et al. [FKL06] proposed a framework, BBQ scheme, to generalize various random key pre-distribution schemes. BBQ is used to systematically analyze and characterize properties of several random key pre-distribution schemes including security. Yu et al. [HPJ03] demonstrates a rushing-attack which results in DoS in all secure versions of ad hoc on-demand protocols. The attacker exploits the fact that among the incoming RREQs for route discovery, a node forwards the request that arrives first while dropping the multiple copies in the time frame. The proposed solution in randomly chooses one among multiple gathered route-discovery requests between a source-destination pair instead of the first one and forwards it to a secure neighbor there by probabilistically choosing a non-attacking node. Although these proposals have contributed to improving security in ad hoc networks, they do not address coordinated attacks which are more devastating in these environments. We plan to investigate this important form of attacks. 
4.
Proposed Work and Research Tasks

4.1. Classification of Attacks: adversaries have collaborated together to conduct more complex and subtle attacks to prevent detection or identification. For example, multiple attackers may fabricate a “trustworthy” localized network environment to cheat other nodes. They may also reduce the amount of malicious activities of each node while preserving the impacts on network performance. Below we present in more detail a classification of collaborative attacks based on their different objectives and typical attacks in each type. Exposing the common properties of different attacks in the same group will help us design generic detection and prevention approaches. 

· Paralyzing network activities: this type of attacks target at disabling the functionality of mobile ad-hoc networks. For example, while a consistent MAC layer jammer will soon attract the attention of IDS systems, multiple attackers may alternatively cause collisions in a localized network environment. As another example, many node activity monitoring mechanisms, such as WatchDog [MGLB00] and AODVS [YML02], depend on the neighbors to detect and report any anomaly of the malicious nodes. If the attackers cover for each other, the intrusion detection systems will not work properly. Similar attacks include wormhole attacks [HPJ03, WBLW06], DDoS attacks, and malicious flooding [DB05].
· Taking an unfair share of network resources: due to limited amount of resource, preserving fairness is important. For example, in distributed Sybil attacks [Do02], fake identities can dynamically transfer among multiple physical devices controlled by adversaries to get more shares of network bandwidth. They can also be used to attack the quorum voting mechanisms. In incentive compatible ad-hoc networks, multiple attackers can collaborate together to generate fake credits for each other so that they can take advantage of other rational nodes.

· Distributed passive attacks: malicious nodes may collude together to conduct traffic analysis and violate user privacy in mobile ad-hoc networks. For example, multiple malicious nodes can analyze the flow directions of the traffic based on the similarity and time dependence of the packets even when application level encryption has been adopted. As another example, while the adoption of onion routing may reduce the threat of traffic analysis, multiple attackers may trace back a part of the forwarding path, thus violating the user privacy.

       To defend against collaborative attacks, collaboration among the monitoring and detection agents of different mobile nodes must be conducted. The research challenges include: (1) how to efficiently integrate information from multiple nodes; (2) how to develop attack detection mechanisms that are robust against noises in the information; (3) what is the relationship between the range of network from which the information is integrated and the detection capabilities of the mechanisms; (4) how to determine the tradeoff between the detection frequency and the dynamics of the networks. This research intends to answer these questions. In particular, we intend to use learning tools such as fuzzy logic to classify relevant attack patterns. From our experience in [OB04] we believe fuzzy logic is appropriate here mainly because of its low computation nature. This is primordial in wireless environments for the sake of energy saving. 
4.2. Detection and Prevention of Blackhole Attack: two malicious nodes can act as a group and exploit the ad-hoc routing protocol, e.g. AODV, to advertise the false messages and so intercept packets. This may disrupt the network communication significantly. We have been collaborating with Professor Fu [RFKN05], and have conducted preliminary simulation evaluations and noticed that two malicious nodes can significantly affect throughput. 
We propose a methodology for identifying multiple black hole nodes cooperating as a group with a slightly modified AODV protocol by introducing two key mechanisms: 1) Data Routing Information (DRI) Table and 2) Cross Checking [RFKN05]. The process of cross checking the intermediate nodes is a one time procedure which we believe is affordable to secure a network from multiple black hole nodes. The cost of cross checking the nodes can be minimized by letting nodes share their trusted nodes list with each other. The proposed solution has two new key advantages: 1) Identification of multiple collaborative black hole nodes in a MANET; and 2) Discovery of secure paths from source to destination that avoid collaborative black hole nodes acting in cooperation. 
There are a number of tasks for extending the proposed mechanism. We plan to include simulations and analyses with mathematical models to address more sophisticated cooperative enemy attacks. We plan to compare the proposed methodology with existing routing protocols in ad-hoc networks with and without cooperative black hole attack with two major tasks. First, we will study the impact of collaborative attacks on the existing routing protocols in ad-hoc networks, which will provide insights on designing secure mechanisms. Second, we will evaluate the proposed mechanism and compare with the existing routing protocols. The lessons learned during the development of the current proposed mechanism will be used to strengthen the performance of our proposed methodology.
4.3. Detection and Prevention of Wormhole Attack: a pair of attackers can form a tunnel fabricating a false scenario that a short path between sender and receiver exists. The fake path will attract the data traffic. This characterizes the wormhole attack [WBLW06] in which packets go through a wormhole path being either compromised or dropped. These attacks can also do harm to some routing protocols by inducing a node to believe that a further away node is its neighbor. Wormhole attacks put severe threats to both ad hoc routing protocols and some security enhancements. In many routing protocols, mobile nodes depend on the neighbor discovery procedure to construct the local network topology. If the attackers tunnel the neighbor discovery beacons through wormholes, the good nodes will get false information about their neighbors. This may lead to the choice of a non-existent route.

  
We propose a preliminary mechanism to classify wormhole attacks in its various forms [WBLW06]. This mechanism takes a more generic approach than previous work in the sense that it is end-to-end and does not rely on trust among neighbors. It assumes trust between sender and receiver only to detect wormhole attacks on a multi-hop route. The mechanism uses geographic information to detect anomalies in neighbor relation and node movements. This requires considerable computation and storage power as period wormhole detection packets are transmitted and the response are used to compute nodes position, velocity etc. Because of that, an addition scheme called COTA is proposed to manage the detection information. It records and compares only a part of the <time, position> pairs. Using a suitable relaxation, COTA has the same detection capability as the end-to-end mechanism. We plan to extend two aspects of this research effort. First, we propose to combine this mechanism with the location-based routing protocols. Second, new schemes to reduce the detection packet frequency and byte overhead will be developed.
4.4. Experiments: we plan to conduct simulations and use testbeds we have in our facilities to evaluate a broad spectrum of security properties of ad hoc networks. For the simulations evaluations we intend to use the ns2 simulator and for the real-life experiments we have the MAP [Map], DETER [Deter] and EMULAB [Emulab] testbeds which allow for wireless experimentations and are already in use by many researchers in several universities in the US. This facilitates comparison with other research group’s results. We intend to perform the following preliminary evaluations: 
· Characterization of attack patterns: the goal here is to evaluate the feasibility of using a pattern recognition algorithm for detecting anomalous attack related behavior. We have already used fuzzy logic successfully for recognizing traffic variations by noise and congestion in wireless networks [OB04]. In these experiments, we injected errors and/congestion as input parameters and observed as output parameters the throughput and packet delay. The applied fuzzy engine performed reasoning on the output data. From this experience, we believe that a proper fuzzy engine may be set up for discriminating among distinct forms attacks. Instead of injecting congestion/errors and verifying the throughput/delay, we plan to inject attacks and observe their effect on the packet delivery pattern.  Currently, EMULAB allows for scenarios of up to 25 wireless nodes. Higher number of nodes will be evaluated via simulation using the ns2 simulator. 
· Effects on fairness for scenarios under attacks: this aims at comparing the fairness among several connections in parallel between a sender and a receiver. From our previous work [OB05,OB07], we noticed that under normal conditions, concurrent connections may experience unfairness in terms of bandwidth sharing. This may confuse an IDS in classifying unfairness behavior as a result of DoS for instance. The results here can be helpful to adjust our mechanisms in order to reduce false positive alarms. We are primarily interested in real life measurements using our Mesh Wireless Network testbed [Map] to experience realistic bit error rates in many conditions. With this precious testbed, we plan to validate many simulations results that have been presented in the literature so far. 
· Efficiency: The well-known parameters generally used for measuring mechanisms’ effectiveness will be evaluated. In particular, experiments to determine the following measurements will be conducted: level of overhead, percentage of correct detections, and percentage of false positive.
6.
Summary

The proposed research will classify the most relevant forms of attacks in MANETs and will further improve two approaches earlier proposed to deal effectively with collaborative attacks. A lightweight learning toll will be applied to enhance our current approaches. In particular, blackhole and wormhole attacks will be studied in depth. However, at the end of the proposed research general guidelines will be defined to protect ad hoc networks from any miscreant.  This is going to be important for I3P since wireless security is missing a comprehensive investigation if compared with its wired counterpart. 
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