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1. Objective:

To provide familiarity with the Architecture based Risk Assessment methodology by solving a hypothetical example.

2. Problem Statement:

Architecture based Risk Assessment:

Fig. 1 shows the architecture of a hypothetical adaptive cruise control system for a futuristic Car:
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Figure 1: Architecture of Cruise Control System

This system has the following three operating modes:

1. Speed Control Only (SC):  In this mode, it acts a simple speed-control system.  The mode is set by MS and the speed is set by SS, after which CU uses WSS to get speed readings and uses BA and TA to control the speed.  The system is used in this mode 54% of the time.
2. Speed+Vehicle Sense (S+V): In this mode, apart from speed control, the system also uses the VRS to sense the road ahead and vehicles in the path ahead to determine whether to decrease speed or not.  The system is used in this mode 40% of the time.
3. Diagnostic Mode (D):  This mode is used in the factory and service center for testing and diagnostic purposes.  In this mode, the TS is used to test and diagnose the functioning of the other components of the system.  The driver does not have access to this mode.  This mode is used the remaining 6% of the time.
Table 1 gives the complexity metric (cpxk(Ci)) values for each component in the different operating modes:

	
	BA
	TA
	CU
	VRS
	WSS
	MS
	SS
	TS

	S
	7
	7
	70
	0
	10
	2
	4
	0

	S+V
	7
	7
	50
	20
	10
	3
	3
	0

	D
	2
	2
	10
	3
	3
	5
	5
	70


Table 1: Complexity Metrics for Cruise Control System

In addition, Tables 2, 3 and 4 give the number of messages exchanged between two components Ci and Cj in the system under the S, S+V and D modes respectively.  In these tables, the rows correspond to the component that the messages originate from and the columns correspond to the component that the messages are destined to.

	
	BA
	TA
	CU
	VRS
	WSS
	MS
	SS
	TS

	BA
	0
	0
	20
	0
	0
	0
	0
	0

	TA
	0
	0
	20
	0
	0
	0
	0
	0

	CU
	12
	12
	0
	0
	56
	0
	0
	0

	VRS
	0
	0
	0
	0
	0
	0
	0
	0

	WSS
	0
	0
	156
	0
	0
	0
	0
	0

	MS
	0
	0
	1
	0
	0
	0
	0
	0

	SS
	0
	0
	1
	0
	0
	0
	0
	0

	TS
	0
	0
	0
	0
	0
	0
	0
	0


Table 2: Message counts for mode S

	
	BA
	TA
	CU
	VRS
	WSS
	MS
	SS
	TS

	BA
	0
	0
	20
	0
	0
	0
	0
	0

	TA
	0
	0
	20
	0
	0
	0
	0
	0

	CU
	16
	12
	0
	32
	40
	0
	0
	0

	VRS
	0
	0
	120
	0
	0
	0
	0
	0

	WSS
	0
	0
	180
	0
	0
	0
	0
	0

	MS
	0
	0
	2
	0
	0
	0
	0
	0

	SS
	0
	0
	1
	0
	0
	0
	0
	0

	TS
	0
	0
	0
	0
	0
	0
	0
	0


Table 3: Message counts for mode S+V

	
	BA
	TA
	CU
	VRS
	WSS
	MS
	SS
	TS

	BA
	0
	0
	2
	0
	0
	0
	0
	0

	TA
	0
	0
	2
	0
	0
	0
	0
	0

	CU
	2
	2
	0
	2
	2
	0
	0
	0

	VRS
	0
	0
	5
	0
	0
	0
	0
	0

	WSS
	0
	0
	5
	0
	0
	0
	0
	0

	MS
	0
	0
	4
	0
	0
	0
	0
	0

	SS
	0
	0
	4
	0
	0
	0
	0
	0

	TS
	2
	2
	20
	4
	4
	4
	4
	0


Table 4: Message counts for mode D

Tables 5 and 6 give the Failure Mode and Effect Analysis (FMEA) results for the components and connectors of the above system.  For the sake of brevity we omit the actual Failure Modes and Effects, but instead only list the components/connectors and the various criticalities of the effect of failure in each one.

	Component
	Criticalities of Effect due to failure

	BA
	Critical, Catastrophic

	TA
	Minor, Critical

	CU
	Marginal, Minor, Critical, Catastrophic

	VRS
	Minor, Critical, Catastrophic

	WSS
	Critical, Catastrophic

	MS
	Marginal, Minor

	SS
	Marginal, Minor, Critical

	TS
	Marginal, Minor


Table 5: FMEA Criticality for Components

	Connector
	Criticalities of Effect due to failure

	BA-CU
	Critical, Catastrophic

	TA-CU
	Minor, Critical

	BA-TS
	Marginal, Minor

	TA-TS
	Marginal, Minor

	CU-TS
	Minor

	VRS-CU
	Minor, Critical, Catastrophic

	VRS-TS
	Marginal, Minor

	WSS-CU
	Critical, Catastrophic

	WSS-TS
	Minor

	MS-CU
	Marginal

	MS-TS
	Minor

	SS-CU
	Minor, Critical

	SS-TS
	Marginal


Table 6: FMEA Criticality for Connectors

The domain expert determines the numerical severity values for criticalities (svrtyi) as follows (both for components and connectors):

Catastrophic: 0.98, Critical: 0.82, Marginal: 0.36 and Minor: 0.15.

Given the above information, use the techniques and definitions presented in the class for Architecture based risk assessment to answer the following:

1. Draw the dynamic complexity matrices for the components and connectors of the above Architecture.

2. What are the severity indices for each component and connector?

3. Using your results from questions 1 and 2, and above information, compute the heuristic risk factor matrix (hrfi) for connectors and components of the Architecture.

4. Compute the transition probabilities between the different components for each scenario.  This is defined as the ratio between number of messages sent by the source component to the destination component divided by the total number of messages sent by the source component.  If the total number of messages sent by the source component is 0, the probability of transition from the source component to any other component is 0.

5. Using the results from question 3, compute the average transition probabilities between components for all scenarios.  This is computed by taking the product of the probability of each scenario and the probability of transition in that scenario and taking the sum of all such products.

6. Table 7 gives the average execution times for the various components of the architecture.  Further, assume that the transition probability from any component in the architecture to the terminating node in the CDG is 0.5 and that the transition probabilities computed in question 5 are normalized for the remaining 50% of transitions from each component.  Draw the CDG for the above architecture.  You may assume that the transitions from the start node are only to MS, SS and TS components with transition probabilities equal to the probabilities of the S+V, S and D modes respectively.

	Component
	Average Execution Time (Time-Units)

	BA
	1

	TA
	1

	CU
	5

	VRS
	5

	WSS
	5

	MS
	10

	SS
	10

	TS
	10


Table 7: Average Execution Times for Components

7. Briefly describe how you would go about computing the overall Heuristic Risk Factor (HRF) from the CDG you got in question 6 and the other information that has been computed by you.

