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Abstract

The network management function includes monitoring the activities of all network devices and the activities of the user. It also logs the anomalous or malicious activity of the user called intrusions. An intrusion detection system is one of the key components in the network management module. Normally the administrator would detect network problems or intrusions by analyzing the information in the log file at regular intervals of time. It is proposed to use aural signaling of malicious events. Thus a suitable auralization of all the modules in a network management application would allow a network administrator to take the necessary corrective actions earlier than otherwise.



The goal of this research is to investigate how useful is auralization in intrusion detection. The work focuses on the auralization of an intrusion detection system using JListen and an experimental determination of the effectiveness of the auralization performed. The auralization would allow the administrator to detect some attacks like Denial of service, which would assist in providing better service to the legitimate users by thwarting the intrusions immediately. The work attempts to find the effectiveness of auralization in early detection of false positives as well as in monitoring intruders and vulnerable hosts in a timely manner
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1. Introduction

Intrusion detection is one of the key components of network management function. Intrusion detection system (IDS) examines a host or network to identify the possible intrusions or attacks. It can be either network based or host based, while network based intrusion detection systems are common. Network based intrusion detection systems examine all the packets flowing through the network for the signs of attacks. While host based systems look at user and process activity on the local machine for the signs of intrusions.

Signature-based analysis is used in most of the intrusion detection systems. These systems detect attacks based on pattern matching. In order for these systems to detect all attacks, it requires prior knowledge about all possible patterns of intrusions. Nowadays, the legitimate requests tend to map with the signature available with intrusion detection systems. This leads to generation of false positives by these systems. The false positives will deny the operations requested by the legitimate users or processes. So, to minimize the occurrences of these errors, earlier detection of false positives must be done. The network administrator can do it through the frequent manual review of the logs generated by the intrusion detection system. The early warning or detection of intrusions will help to avert the damages in the network. The implementation of manual intrusion detection [3] can be effective to support early warning of intrusions. 

The frequent review of logs will help the administrator to minimize the false positives of IDS. Though log reviews are an offline activity, it can be done in real time at appropriate intervals with the help of sounds. Whenever intrusions occur, appropriate aural signaling of malicious activity would help the network administrator to review logs immediately. This can be done with the help of auralization of intrusion detection system. 

The goal of this work is to investigate how useful is auralization in intrusion detection. The report gives a brief summary about JListen, a java program auralizer. It describes the list of hypotheses that was tested in the experiment. It then describes the experiment setup to test the effectiveness of auralization in identifying the false positives earlier than that of the normal system and in monitoring intruders and vulnerable hosts in a timely manner. Then the hypotheses testing results are discussed. 

2. Background of Work

Auralization or Sonification is defined as the use of non-speech audio to convey information. Auralization of programs will help to relate various events or points in a program to generate sound signals. 

Auralization of programs will help to perceive the program behavior in a different perspective with the help of sound. Listen [1] is a tool to auralize programs in order to understand its behavior. The different programming constructs are mapped with a particular set of sound patterns. The mapping between events and sound patterns are specified with Listen Specification Language (LSL). The auralized programs when executed will generate sound calls, which will enable the programmer or user to perceive the program behavior. 


JListen is an open source tool to auralize java programs, which is based on the idea of Listen. JListen is a distributed, versatile (easily configurable) and portable system that allows auralization of java programs. The architecture of JListen consists of three components: 

· Instrumentor

· Configuration Server

· Listener

The user specifies the java programs that need to be auralized along with a set of event sound mappings. Then the program is instrumented with the aid of instrumentor component. The Instrumented program is registered with a central server component called Configuration Server. The Configuration Server maintains the details of registered auralized programs i.e., the list of event sound mappings. Users interested in listening auralized programs must register with the Configuration Server. These registered nodes are known as Listeners. When an instrumented program is executed, it sends sound signals to Configuration Server, which in turn multicasts the sound signals to the registered Listeners for that particular program. 

The features of JListen components are briefly summarized below.

2.1. Instrumentor

This component is used to instrument the java program. It has the following features:

· Provides an interface to map events with sound patterns

· Provides an interface to register with Configuration Server

· The instrumented program will contain necessary Sound call libraries to communicate with Configuration Server. Thus, the instrumented program can be executed from a machine (environment) different as that of instrumentor

2.2. Configuration Server

This component acts as a central server for the instrumented program and Listener. The features include,

· An interface to view the registered listeners for a particular program and their status whether they are logged on or logged out

· It multicasts the events sent by the executing auralized program to a set of registered Listeners

· The Configuration Server holds the event and sound mapping information for a set of registered instrumented programs

2.3. Listener

This component aids in generation of musical output based on a set of events sent by the configuration server. Listener has the following features:

· An interface to register with a particular configuration server

· An interface to login or logout from the configuration server

· Provides a facility to register with a particular set of auralized programs

· Allows customization of event and sound mappings i.e., a different sound variable can be associated with an event, the listening status of an event can be switched on or off

· Provides a facility to record events of a program in a Musical Instrument Digital Interface (MIDI) file

· An interface to play the recorded events of a program

In JListen, the following constructs in a Java Program can be decorated with the aid of instrumentor. The auralization points could be

· Activity track for a method

· Data track for a variable

· Method call Entry and Exit 

· Method body begin and end with support for polymorphism

· Loop statements Entry and Exit

· Recursive method call

3. Introduction to Intrusion Detection Auralization

In Intrusion Detection Systems, the frequent manual review of logs, process, and other network or system information would help to spot the early warnings of an attack [3]. The manual review of logs would also help us to find out the false positives generated by IDS. This would help us to modify the IDS signature or design to reduce the generation of false positives. 

The goal of this research is to investigate how useful is auralization in intrusion detection. The auralization would allow the administrator to detect some attacks like Denial of service, which would assist in providing better service to the legitimate users by thwarting the intrusions immediately. And it would help the administrator to review the logs of Intrusion Detection System to check for any false positives in a timely manner. It would also help to identify the attacks launched by a specific intruder or the attacks launched on a specific vulnerable host immediately as and when it occurs.

Network intrusion detection systems (NIDS) are an important part of any network security architecture.  They provide a layer of defense, which monitors network traffic for predefined suspicious activity or patterns, and alert system administrators when potential hostile traffic is detected. 

The results of the CAITLIN [9, 10] experiment were able to show that the idea of communicating program information via music is possible. In this experiment, Snort [7], an open source Network Intrusion Detection System is used to test the effectiveness of auralization in Network based Intrusion Detection System.

Hypothetically, the aural signaling of malicious events offers an advantage over visual representation of that information in notifying administrators immediately, as auralization is immediate and can be generated during program execution. The monitoring of network with the help of sound was shown feasible with NeMoS [2] and Peep [4]. An empirical study on web server monitoring with sound was conducted with WebMelody [5, 6] tool showed positive results. So, an experiment was designed to explore whether the effects of auralization has any significant difference in identifying false positives, tracking a particular intruder or a vulnerable host earlier than the system without any aural information. 

The remaining chapters shall discuss about the application used for auralization and about the experiment design and results.

4. Snort

Snort [7, 8] is a libpcap-based [11] packet sniffer and logger, is a cross-platform, network intrusion detection tool that can be deployed to monitor small TCP/IP networks and detect a wide variety of suspicious network traffic as well as outright attacks in lightly utilized networks.  It can provide administrators with enough data to make informed decisions on the proper course of action in the face of suspicious activity.  Snort can also be deployed rapidly to fill potential holes in a network's security coverage, such as when a new attack emerges and commercial security vendors are slow to release new attack recognition signatures.

Snort features rules based logging to perform content pattern matching and detect a variety of attacks and probes, such as buffer overflows, stealth port scans, CGI attacks, SMB probes, and much more.  Snort has real-time alerting capability, with alerts being sent to syslog, or a separate "alert" file.

  Snort's architecture is focused on performance, simplicity, and flexibility.  There are three primary subsystems that make up Snort: the packet decoder, the detection engine, and the logging and alerting subsystem. These subsystems ride on top of the libpcap promiscuous packet sniffing library, which provides a portable packet sniffing and filtering capability. 

4.1. Packet Decoder 

The decode engine is organized around the layers of the protocol stack present in the supported data-link and TCP/IP protocol definitions.  Each subroutine in the decoder imposes order on the packet data by overlaying data structures on the raw network traffic.  

4.2. Detection Engine

The detection engine checks only those chain options that have been set by the rules parser at run-time.  The first rule that matches a decoded packet in the detection engine triggers the action specified in the rule definition and returns. The detection engine is programmed using a simple language that describes per packet tests and actions.

4.3. Logging or Alerting Subsystem

The logging options can be set to log packets in their decoded, human readable format to an IP-based directory structure, or in tcpdump[12] binary format to a single log file.  Logging can also be turned off completely; leaving alerts enabled for even greater performance improvements. 

5. Experiment Hypotheses

To identify the effectiveness of auralization in Intrusion Detection, the following questions are identified that may be answered by this research.

1. Does the subjects’ musical knowledge affect their ability to make use of program auralization?

2. Do subjects detect false positives earlier with the additional aural information than without?

3. Do subjects detect attacks launched on or by specific hosts immediately with auralizations?

The first question requires surveying the subjects to discover their musical backgrounds. Results from this survey can then be compared with the scores obtained in detecting the particular category of intrusions and the specific type of intrusions by the subject. One of the goals of this research was to develop a system that could be used by people with or without musical knowledge. Therefore we are expecting the musical knowledge of subjects have no significant effect on the results, which leads to the following hypothesis:

· Musical Knowledge does not significantly affect the ability of subjects to use the system to find the type of intrusions and category of intrusions (H1o)

The second question may be answered by having subjects detect false positives in a series of simulated attacks with auralized and non-auralized intrusion detection system. Thus our second test may be stated in the form of null hypothesis:

· Program auralization has no effect on the time to detect false positives immediately (H2o)

The subject would review the logs at a frequent interval of time in the normal system; while in the auralized system the review has to be done only when the aural signal is heard for each of the malicious events. The time to identify each of the false positives shall be recorded in both the systems; the time difference in identifying a particular false positive between auralized and normal system would help us to find whether the early detection of false positives are possible or not.
If the Intrusion Detection System provides a way to alert attacks launched by a specific host immediately, it would help the network administrator to identify the type of attacks launched by the attacker at a specific period of time. Associating each suspicious host and vulnerable host inside the network to a specific aural pattern may answer the third question. So the null hypothesis for the third question can be formulated as: 

· Program auralization has no effect in monitoring attacks launched on or by a specific host immediately   (H3o)

Simulating attacks on both the auralized and non-auralized system can test the third hypotheses. The subjects have to review the logs at a frequent interval of time to identify a specific intruder or vulnerable host in the non-auralized system. But in the auralized system, the aural signal would help the subject to identify whether the packet is sent by a particular intruder or on a specific vulnerable host on the network. The difference in time to identify the hosts in both the systems would help us to evaluate whether the monitoring of hosts can be done in a timely manner with the aid of auralization or not.

If the subjects perform as desired, then we would be looking to accept or reject the three null hypotheses. The appropriate test for each hypothesis is summarized in table 1.

	Hypotheses
	Accept / Reject
	1 or 2 tail testing

	H1o
	Accept – a difference would show musical expertise would help
	2 tail – It is possible that the subject with musical knowledge may perform badly

	H2o
	Reject – an difference in time is anticipated i.e., Early detection of false positives is possible
	1 tail – auralization would help to identify false positives earlier than the normal system

	H3o
	Reject – an difference in time is anticipated i.e., Intruders or Vulnerable hosts can be monitored in a timely manner
	1 tail – auralization would help to monitor hosts immediately than the normal system


Table 1. Evaluation of Hypotheses

The hypotheses can be analyzed using one or two tail tests.

6. Intrusion Detection Auralization Study

6.1. Objective

An experiment was designed that would allow exploration of aforementioned three questions.

6.2. Subjects


Twenty subjects took part in the experiment. The subjects include third-year under-graduate students of information systems, final-year under-graduate students of computer science, first-year and third-year higher degree students of computer science, second-year higher degree students of software systems, teaching assistants and project assistants of computer science group at Birla Institute of Technology and Science. Eighteen of the subjects were male. The subjects’ age was between 19 and 24 years old. None of the subjects have any problems in hearing.

6.3. Musical Background


Musical knowledge and their interest were measured in two variables: musical interest and play. The “Interest” variable attempts to measure the interest of the subjects in music. The responses were scored using the following scale:

0. Not interested in music

1. Enjoys Listening to music

2. Amateur Singer

3. Plays Instrument

4. Amateur Singer and Plays Instrument

The “Play” variable is a simple Boolean value stating whether the subject can play an instrument or not.

6.4. Descriptive Statistics


Out of twenty subjects, two of the subjects are not at all interested in music. Fifteen subjects reported that they enjoy listening to music. One of the subjects stated that he can play instruments and the other can sing in an amateur level. The remaining one stated that he is an amateur singer as well as can play instruments. Chart 1 shows the musical interest or knowledge of the subjects participated in the experiment. The subjects’ information is shown in Appendix-B.
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Chart 1. Distribution of Musical Interest Variable

6.5. Intrusion Detection Knowledge


Two of the subjects have very naïve understanding about Intrusion Detection System.  Twelve subjects have intermediate knowledge; five subjects have very good knowledge; the remaining one is working as a network administrator.

6.6. Experiment Setup

Snort is used to conduct the auralization study. It is written in C programming language. Since JListen is a tool to auralize java programs, Snort cannot be directly auralized. Snort logs the intrusions in MySQL database. To display the intrusion statistics, a database reader was written in java. The database reader was auralized with JListen tool. Whenever intrusion information was read, the corresponding sound events were sent to Listeners (JListen component), if that intrusion is auralized. The direct auralization of intrusion detection system may slow down the process of identifying possible intrusions. So the auralization of database reader would help us to send aural signals as and when it reads the logged intrusions from the database, without hampering the performance of Intrusion Detection System. The intrusions were simulated in the same Linux machine where Snort was running.

The following intrusions were auralized to conduct this auralization study. The intrusions and their corresponding class type or category is mapped to the same instrument but to different notes. The sound signal from a particular instrument would help us to identify a specific intrusion or its class type uniquely from the other class types or intrusions. The intrusion sound mapping and their class type or category sound mapping information is given in table 2.
	S. No
	Instrument

Name
	Intrusions
	Note Number
	Class Types/

Categories
	Note Number

	1
	Sound Track


	WEB APPLICATION ACTIVITY
	53
	TELNET WEB MISCELLANEOUS ATTEMPT
	84

	2
	Taiko drum
	SUSPICIOUS FILENAME DETECTION
	52
	FTP PASSWD RETRIEVAL ATTEMPT
	81

	3
	Seashore
	WEB ATTACK
	47
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	93

	4
	Bird
	ATTEMPTED ADMIN PRIVILEGE GAIN
	47
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT
	77

	5
	Telephone
	SYSTEM CALL DETECTION
	48
	ORACLE EXECUTE_SYSTEM ATTEMPT
	88

	6
	Music Box
	ATTEMPTED-RECON
	45
	SCAN FIN PACKET
	65

	7
	Tubular Bell
	ATTEMPTED DENIAL OF SERVICE
	40
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)
	69

	8
	Helicopter
	DENIAL OF SERVICE ACTIVITY
	40
	FTP CWD .... ATTEMPT
	77

	9
	Gunshot
	PROTOCOL COMMAND DECODE
	60
	MYSQL ROOT LOGIN ATTEMPT
	95

	10
	Sitar
	ATTEMPTED USER PRIVILEGE GAIN
	64
	FINGER REMOTE COMMAND EXECUTION ATTEMPT
	95


Table 2. Intrusion-Sound Mapping Information

The set of LSL Commands used for auralization of Intrusion Detection System is shown in Appendix-H.

6.7. Experiment Procedure
The experiment comprised of three sessions:

· Training Session

· Test to find out the effectiveness of aural signals in notifying different intrusions

· Test to find out the usage of aural information in identifying false positives, intruders and vulnerable hosts in a timely manner

The subjects were explained the goal of the experiment and the instructions to follow throughout the test. The tests were conducted with the help of network-based application, which allowed the collection of timing information and user information. The collected data were stored in Oracle database. If computer crashes in the middle of the experiment, the subject can skip the tests, which have been completed.

The subjects were asked to complete the questionnaire before the training session in the software. Once the questionnaire is submitted, the subjects were taken to the training screen automatically. The training screen is shown in figure 1 of Appendix-A. In the training session, the subject has to click “Start” button to start the session. Each training session will go for five minutes, a timer at the upper right corner displayed the remaining time left for the session. During the training session, the subject has to click on the intrusion name to hear the corresponding sounds. Once the session times out, the subject has to take a familiarization test. The subjects have to take three consecutive training sessions, each of them followed by a familiarization test.

In the familiarization test, totally twenty sounds were played in an interval of ten seconds. The subject has to identify the corresponding intrusion or the intrusion category type with in ten seconds. The choice has to be mentioned by clicking on any of the intrusion names in the list. A timer at the upper right corner displayed the remaining time left. Once it times out, the subjects were given immediate feedback about the generated event. The generated intrusion as well as the status of the previously identified intrusion was displayed on the screen. If the subject identified the intrusion correctly, it was displayed as “CORRECT” and the corresponding intrusion name is displayed as shown in figure 2 of Appendix-A. If the subject has misinterpreted the intrusion, the identified status is displayed as “INCORRECT” as shown in figure 3 of Appendix-A. 
At the end of each familiarization test, the subject was shown the summary of correctly identified events. Once the subject completes the entire familiarization tests, and then the subjects have to take test 1A. The objective of test 1A is to find out how well the auralization would help in carrying information about malicious event category. The screenshot for test 1A is shown figure 4 of Appendix-A. In this test, totally ten intrusions were generated. The subject has to identify the category of the generated intrusions. The intrusions were generated in an interval of ten seconds. The subject has to identify its category/class type with in five seconds. After the completion of test 1A, the subject has to take test 1B. 

The objective of test 1B is to identify the effectiveness of aural signals in transmitting the intrusions and its class types properly. The screenshot for test 1A is shown in figure 5 of Appendix-A. In test 1B, the aural signals related to a particular class type or intrusion is generated. Since a particular intrusion and its class type are mapped to the same instrument but to different notes, the subject has to identify the specific intrusion or class type. For example, if a sound signal generated maps to “attempted denial of service”(it is the class type for “Distributed Denial of service (Trinoo)”), the subject has to identify it as “attempted denial of service”. This level of identification is called “specific identity”. If not, the subject has to select its corresponding intrusion “Distributed Denial of service (Trinoo)”. This level of identification is called “class identity”. This test will help us to understand how well the subjects can distinguish the different notes of a particular instrument. In this test, ten events were generated in an interval of ten seconds and the subjects have to identify the specific types with in five seconds.

Next the subjects took test 2; the objective of the test is to find out the effectiveness of auralization in detecting false positives, intruders and vulnerable hosts. The test comprises of two parts. In test 2A, subjects have to find four false positives, one intruder and one vulnerable host with in fifteen minutes. The screenshot for test 2A is shown in figure 6 of Appendix-A. The subject has to identify each of them by reviewing the logs at a frequent interval of time. None of the intrusions are mapped to any sound signals during this test. The subjects are allowed to do any kind of work during this time interval except listening to music. The subjects were requested to review the logs frequently to identify false positives or hosts. Totally hundred intrusions were generated for this session. The same procedure was repeated for test 2B, but five of the intrusions are auralized. The subjects were given instructions to review the logs as and when a sound is heard. In the mean time, the subjects can do their work. Whenever the subject finds a false positive or a host, they have to make an entry in the table. The software automatically logged the generated time and the identified time.

7. Experiment Results


The results of the experiment are gathered and the corresponding tests are applied to examine the three hypotheses.

7.1. Hypothesis 1: Musical Experience

The first null hypothesis was:

· Musical Knowledge does not significantly affect the ability of subjects to use the system to find the type of intrusions and category of intrusions

The subjects’ responses are scored and analyzed to see how well aural signals carried information about malicious events. In test 1A, for each correctly identified class type, one point was given. The experiment data for test 1A is shown in Appendix D. Totally the subjects can score a maximum of ten points. The subjects’ performance for test 1A is shown in chart 2. The subjects on the average identified 60% of the class types generated in test 1A. A multiple linear regression model is applied to see whether any of the two musical factors (interest, play) had any significant effect on the number of correctly identifying a particular class types. 
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Chart 2. TEST-1A performance.


Each of the subjects’ scores is shown here.

The regression result is shown in table 3.  From table 3 we observe that the constant term (5.524) in the regression equation (y= 5.524 + (.210 X Interest) + (2.742 X Play)) is the best predictor of a subjects’ score (p=0). None of the other factors are significant predictors of correct score (Interest: p=0.864; Play: p=0.446).

Coefficients (a)

	           Model

 
	Unstandardized Coefficients
	Standardized Coefficients
	t

 
	Sig.

 

	
	B
	Std. Error
	Beta
	
	

	1
	(Constant)
	5.524
	1.257
	 
	4.393
	.000

	 
	Interest
	.210
	1.208
	.080
	.174
	.864

	 
	Play
	2.742
	3.511
	.359
	.781
	.446


a.  Dependent Variable: Test-1A: Class Type

Table 3. Regression test for effect on class type identification scores

In test 1B, the malicious events can be identified at two levels:

· Specific Identity: the sound generated for a specific class type is identified exactly as that of generated class type. Likewise, the sound generated for a specific intrusion is identified exactly that of generated intrusion. For each specific identity, two points was given.

· Class Identity: the sound generated for a specific class type is identified as an intrusion that belongs to the same class type. Or the sound generated for an intrusion is identified as a class type that comprises the generated intrusion. For each class identity, one point was given.

For each misinterpreted events, zero points was given. In test 1B, the subject can score a maximum of twenty points. The experiment data for test 1B is shown in Appendix E. The subjects’ performance for test 1B is shown in chart 3. The subjects on the average identified 79% of the malicious events generated in test 1B. The subjects’ average percentage in “Specific Identity” and “Class Identity” were 57% and 22% respectively which is shown in chart 4. 
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Chart 3. TEST-1B performance. 

Each of the subjects’ scores is shown here.
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Chart 4. TEST-1B performance. 

The percentage of “Specific Identity” and “Class Identity” for each subject is shown.

A multiple linear regression model is applied to see whether any of the two musical factors (interest, play) had any significant effect on the number of Specific Identities. The regression result is shown in table 4. From the table, we can observe that the constant term (4.653; p=0) is the best predictor of the subject score.


Coefficients (a)

	          Model  

 
	Unstandardized Coefficients
	Standardized Coefficients
	        t

 
	Sig.

 

	
	B
	Std. Error
	Beta
	
	

	1
	(Constant)
	4.653
	.963
	 
	4.833
	.000

	 
	Interest
	.661
	.925
	.295
	.715
	.484

	 
	Play
	2.032
	2.688
	.312
	.756
	.460


a. Dependent Variable: Test-1B: Specific Identity

Table 4. Regression test for effect on Specific Identity scores

In the same way, regression test was conducted for Class Identities. The regression result is shown in table 5. The result is consistent with those of Specific Identities as the best predictor of the score is only the constant term (2.911; p=0.001).


Coefficients (a)

	         Model

 
	Un standardized Coefficients
	Standardized Coefficients
	t

 
	Sig.

 

	
	B
	Std. Error
	Beta
	
	

	1
	(Constant)
	2.911
	.718
	 
	4.056
	.001

	 
	Interest
	-.435
	.690
	-.269
	-.631
	.536

	 
	Play
	-1.387
	2.004
	-.295
	-.692
	.498


a.  Dependent Variable: Test-1B: Class Identity

Table 5. Regression test for effect on Class Identity scores

From the results of test 1A and test 1B, we can conclude that the musical knowledge does not have significant effects in identifying specific intrusions from the aural signals. Therefore, we accept null hypothesis.

7.2. Hypothesis 2: Detection of False Positives

The effects of auralization in identifying false positives was stated in the form of null hypothesis:

· Program auralization has no effect on the time to detect false positives immediately

In test 2A, the subjects found out the false positives by reviewing the logs at a frequent interval of time with out the aid of sound. In test 2B, they have to identify the same false positives but they reviewed the log only when the sound is heard. The time difference between the false positive identification time and false positive generated time is shown in table 6 for non-auralized system. The table 7 shows the identification time of false positives with auralized intrusions. If the subject was not able to identify the particular false positive with in the duration of the test, he/she was given 900 seconds to identify that particular false positive. The experiment data for test 2A and 2B are shown in Appendix F and G respectively. The median was used to find the central point in the data skew.  

	
	FTP PASSWD RETRIEVAL ATTEMPT

(IN SECONDS)
	ORACLE EXECUTE_SYSTEM ATTEMPT

(IN SECONDS)
	WEB-ATTACKS CHOWN COMMAND ATTEMPT

(IN SECONDS)
	WEB-ATTACKS CHMOD COMMAND ATTEMPT

(IN SECONDS)
	MEDIAN

(IN SECONDS)

	1
	11.734
	7.813
	900
	15.157
	13.4455

	2
	14.041
	8.291
	900
	900
	457.0205

	3
	18.233
	40.173
	40.615
	15.391
	29.203

	4
	726.687
	8.106
	34.297
	16.156
	25.2265

	5
	14.562
	19.547
	31.984
	69.468
	25.7655

	6
	44.437
	85.578
	7.485
	60.281
	52.359

	7
	13.921
	26.819
	10.738
	17.901
	15.911

	8
	14.982
	12.584
	6.125
	11.927
	12.2555

	9
	151.062
	10.826
	11.829
	19.276
	15.5525

	10
	13.592
	17.973
	14.594
	900
	16.2835

	11
	40.735
	29.891
	60
	900
	50.3675

	12
	72.86
	59.125
	167.312
	53.625
	65.9925

	13
	47.133
	10.395
	10.265
	11.972
	11.1835

	14
	12.123
	900
	8.261
	9.361
	10.742

	15
	900
	13.871
	64.844
	30.544
	47.694

	16
	9.291
	900
	900
	59.486
	479.743

	17
	18.29
	26.7
	900
	900
	463.35

	18
	31.874
	10.871
	17.729
	26.491
	22.11

	19
	900
	9.469
	16.016
	900
	458.008

	20
	110.797
	8.547
	64.703
	89.188
	76.9455


Table 6. Time to identify false positives with normal system. 

The identification time for each of the false positives is shown for every subject.

	
	FTP PASSWD RETRIEVAL ATTEMPT

(IN SECONDS)
	ORACLE EXECUTE_SYSTEM ATTEMPT

(IN SECONDS)
	WEB-ATTACKS CHOWN COMMAND ATTEMPT

(IN SECONDS)
	WEB-ATTACKS CHMOD COMMAND ATTEMPT

(IN SECONDS)
	MEDIAN

(IN SECONDS)

	1
	13.897
	7.478
	900
	8.422
	11.1595

	2
	7.323
	10.298
	900
	13.631
	11.9645

	3
	8.753
	8.191
	87.624
	10.218
	9.4855

	4
	9.234
	12.094
	87.965
	10.945
	11.5195

	5
	8.578
	15.625
	79.261
	52.406
	34.0155

	6
	11.484
	7.265
	85.625
	8.422
	9.953

	7
	14.239
	15.342
	85.961
	12.982
	14.7905

	8
	11.125
	9.703
	89.914
	11.531
	11.328

	9
	10.735
	10.766
	89.625
	7.922
	10.7505

	10
	11.978
	7.859
	84.126
	20.016
	15.997

	11
	6.844
	9.84
	900
	22.781
	16.3105

	12
	7.418
	9.318
	82.047
	7.856
	8.587

	13
	12.946
	11.375
	90.424
	14.987
	13.9665

	14
	7.46
	11.377
	90.317
	16.694
	14.0355

	15
	10.121
	11.83
	84.567
	12.046
	11.938

	16
	7.46
	11.377
	900
	16.694
	14.0355

	17
	8.95
	7.36
	85.691
	8.729
	8.8395

	18
	8.368
	12.034
	79.463
	40.128
	26.081

	19
	6.672
	9.625
	87.911
	18.031
	13.828

	20
	7.641
	10.25
	98.427
	11.828
	11.039


Table 7. Time to identify false positives with auralized system. 

The identification time for each of the false positives is shown for every subject.

The median response times were analyzed using a paired t-test with 0.05 significance level and the results are summarized in table 8 given below. 

	 
	NON_AURALIZED SYSTEM
	AURALIZED SYSTEM

	Mean
	117.457925
	13.9812

	Variance
	32071.60926
	36.75375248

	Observations
	20
	20

	Pearson Correlation
	-0.174800617
	 

 

 

 

 

 

	Hypothesized Mean Difference
	0
	

	Df
	19
	

	t Stat
	2.567418566
	

	P (T<=t) one-tail
	0.009424409
	

	t Critical one-tail
	1.729132811
	


Table 8. t-test results for identification of false positives

The t-test shows that the mean response time with the auralized system is significantly smaller than that of non-auralized system (t (19)=2.57, p=0.0094). Therefore, the early detection of false positive is possible with the auralized system. Therefore, we reject our null hypothesis.

7.3. Hypothesis 3: Detection of Intruders and Vulnerable hosts

The exploration of effects of auralization in monitoring intruders and vulnerable hosts was stated in the form of null hypothesis:

· Program auralization has no effect in monitoring attacks launched on or by a specific host immediately   

In test 2A, the subjects identified intruders and vulnerable hosts by reviewing the logs at a frequent interval of time with out the aid of sound. In test 2B, they have to identify the same hosts but they reviewed the log only when the sound is heard. The time difference between the host identification time and host-entered time is shown in table 9 for both non-auralized and auralized system. If the subject was not able to identify the particular host with in the duration of the test, he/she was given 900 seconds to identify that particular host. The median was used to find the central point in the data skew.  

	
	NON-AURALIZED SYSTEM
	AURALIZED SYSTEM

	
	INTRUDER

IP ADDRESS

219.1.1.2

(IN SECONDS)
	VULNERABLE HOST IP ADDRESS

172.24.2.4

(IN SECONDS)
	MEDIAN

(IN SECONDS)
	INTRUDER

IP ADDRESS

219.1.1.2

(IN SECONDS)
	VULNERABLE HOST IP ADDRESS

172.24.2.4

(IN SECONDS)
	MEDIAN

(IN SECONDS)

	1
	773
	59
	415.906
	12.89
	12.098
	12.494

	2
	121
	21
	70.991
	12.872
	10.923
	11.8975

	3
	7
	900
	453.6805
	12.348
	8.781
	10.5645

	4
	900
	5
	452.635
	10.223
	11.092
	10.6575

	5
	115
	10
	62.336
	16.984
	9.937
	13.4605

	6
	72
	39
	55.4455
	13.766
	6.564
	10.165

	7
	6
	13
	9.4855
	9.872
	10.835
	10.3535

	8
	6
	10
	7.7295
	16.803
	12.422
	14.6125

	9
	25
	35
	29.678
	14.875
	7.825
	11.35

	10
	34
	9
	21.309
	11.249
	13.406
	12.3275

	11
	900
	21
	460.422
	13.516
	11.782
	12.649

	12
	77
	900
	488.3045
	11.766
	15.562
	13.664

	13
	15
	51
	33.111
	13.464
	10.935
	12.1995

	14
	10
	7
	8.773
	12.874
	9.978
	11.426

	15
	900
	900
	900
	8.367
	7.023
	7.695

	16
	900
	11
	455.5425
	14.349
	8.373
	11.361

	17
	136
	11
	73.845
	15.6
	7.152
	11.376

	18
	9
	900
	454.6065
	9.82
	12.524
	11.172

	19
	125
	900
	512.5315
	10.891
	8.454
	9.6725

	20
	303
	900
	601.258
	9.829
	11.156
	10.4925


Table 9. Time to identify hosts with normal system and auralized system. 

The identification time for each of the hosts is shown for every subject.

The median response times were analyzed using a paired t-test with 0.05 significance level and the results are summarized in the table 10 given below. 

The t-test shows that the mean response time with the auralized system is significantly smaller than that of non-auralized system (t (19)=4.46, p=0.00013). Therefore, the immediate monitoring of hosts is possible with the auralized system. Therefore, we reject our null hypothesis.

	 
	NON_AURALIZED SYSTEM
	AURALIZED SYSTEM

	Mean
	278.3795
	11.4795

	Variance
	71195.02369
	2.396355553

	Observations
	20
	20

	Pearson Correlation
	-0.478563389
	 

 

 

 

 

 

	Hypothesized Mean Difference
	0
	

	Df
	19
	

	t Stat
	4.460967108
	

	P (T<=t) one-tail
	0.000133952
	

	t Critical one-tail
	1.729132811
	


Table 10. t-test results for identification of hosts

8. Discussion

8.1. Effects of Musical Interest and Knowledge


From the results of the experiment, we infer that the subjects’ musical interest and knowledge would not have significant effects in identifying malicious events with the help of sounds. But the scores obtained by the subjects in test 1A shows that in an average 40% of the intrusions’ class types are misinterpreted. Only two of the subjects got the maximum points in test 1A. One of the subjects scored only two points in this test. His learning curve during the training session does not significantly improve from the first session (30%) to the third session (35%). The scores obtained by the subjects during the training session are shown in chart 5.The experiment data for the training session is shown in Appendix-C.
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Chart 5. Subjects’ Training Session Scores

On the average, in the first session of the training the subjects identified 48% of the intrusions correctly. The average number of correctly identified intrusions for the second and the third session of the training are 60% and 66% respectively. Though on the average three training sessions showed an improvement in the learning effect, the subjects who has got the least scores in test 1A did not learn much during the three training sessions. So the improvement in the learning curve could have helped the subjects in identifying malicious events properly with the aid of sound.

In test 1B, the subjects’ task is to identify either Specific Identity of intrusions or Class Identity of intrusions. The subjects were able to identify 57% of the intrusions at a specific level. The specific identification was difficult as the intrusions and their class types are mapped to the same instrument. The subjects who perceived the difference in notes were able to identify the specific intrusions properly. Only one subject who has musical knowledge got the maximum points in test 1B. The individual intrusions identification rates are shown in chart 6 & 7. Most of the subjects are able to identify “Finger remote command execution attempt”, “Web chmod command attempt”, ”Distributed Denial of Service (Trinoo)” and “FTP CWD …. attempt” which was mapped to Sitar instrument (high pitch), Seashore (high pitch), Tubular Bell (high pitch) and Helicopter instrument (high pitch) respectively.


[image: image6.wmf]0

2

4

6

8

10

12

14

16

18

20

PROTOCOL

COMMAND

DECODE

SYSTEM CALL

DETECTION

TELNET WEB

MISCELLANEOUS

ATTEMPT

Number of Subjects

Specific Identity

Class Identity


Chart 6. Test 1B- part I: Individual Intrusion identification rates
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Chart 7. Test 1B - part II: Individual Intrusion identification rates

Most of the subjects misinterpreted “Attempted-Recon” for “Scan FIN packet”, as there was a very little difference in the generated sound by Music Box instrument. The subjects were not able to identify the low pitch sound generated from Gunshot and Taiko Drum instrument properly. This suggests an idea that the subjects can easily distinguish the sounds pertaining to the nature. The subjects need more time to acquaint with the sounds that are not related to the nature. So the auralization will be more effective by training the subjects to new kind of aural patterns for a longer time.

8.2. Effects of Sound in identification of false positives 


In test 2B, three of the auralized intrusion signatures generated false positives and one of the non-auralized intrusions generated a false positive. The auralized intrusions helped the subjects to identify its false positives immediately than that of the normal system. At the same time, they can be involved in multiple tasks near-simultaneously. The manual log reviews with the aural notification also helped the subjects to find out the non-auralized intrusion’s false positive in a timely manner. On the average the subjects took 99 seconds to identify the false positive of “Web attacks chmod attempt”. If the administrator does not have an idea about a particular intrusion’s false positive rate, he/she may not auralize that particular intrusion. But the auralization of other intrusions would help him/her to identify the non-auralized intrusion’s false positive in a timely manner. So the auralization of intrusions would help the administrator to identify false positives faster than with that of the normal system. 

8.3. Effects of Sound in identification of hosts

The auralization helped subjects to monitor intruders and vulnerable hosts in a timely manner than that of normal system. The median response time of subjects to identify the intruder and the vulnerable host in a normal system took 96 seconds and 28 seconds respectively. While in the auralized system, the median response time to identify the intruder and the vulnerable host are 13 seconds and 11 seconds respectively. So auralization would definitely help the administrator in monitoring the hosts in a timely manner.

9. Conclusion


With the results obtained from the experiment, we found convincing evidence that the auralization would help the network administrator in monitoring the intruders as well as vulnerable hosts in a timely manner. The detection of false positives could be faster with the auralized system and it also allows the administrator to be involved in multiple tasks near-simultaneously. The specific identification of malicious events with aural signals could be improved with frequent users’ acquaintance to non-nature sounds. The training would also help users to improve their knowledge to associate specific aural patterns with malicious events. So the identification of different sound patterns to associate each intrusion uniquely to be worthy of further exploration.

Appendix- A: Screen Shots
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Figure 1: Training Session
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Figure 2: Training Session Feedback for correctly identified intrusion
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Figure 3: Training Session Feedback for misinterpreted intrusion
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Figure 4: Test 1A Session
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Figure 5: Test 1B Session
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Figure 6: Test 2A Session. The same screen is shown for Test 2B.

Appendix- B: Subjects’ Information Data

	ID
	DESIGNATION
	GENDER
	AGE
	DEGREE
	BRANCH
	IDS

KNOWLEDGE
	MUSICAL

INTEREST

	1
	STUDENT
	FEMALE
	22
	M.E
	COMPUTER SCIENCE
	2
	2

	2
	STUDENT
	MALE
	22
	B.E (Hons.)
	COMPUTER SCIENCE
	2
	1

	3
	STUDENT
	MALE
	21
	B.E (Hons.)
	COMPUTER SCIENCE
	2
	2

	4
	STUDENT
	FEMALE
	19
	B.E (Hons.)
	INFORMATION SYSTEMS
	1
	3

	5
	STUDENT
	MALE
	24
	M.E
	COMPUTER SCIENCE
	2
	2

	6
	STUDENT
	MALE
	23
	M.E
	COMPUTER SCIENCE
	2
	2

	7
	STUDENT
	MALE
	23
	M.E
	COMPUTER SCIENCE
	2
	2

	8
	TEACHING ASSISTANT
	MALE
	24
	M.E
	SOFTWARE SYSTEMS
	3
	4

	9
	TEACHING ASSISTANT
	MALE
	23
	M.E
	SOFTWARE SYSTEMS
	3
	2

	10
	PROJECT ASSISTANT
	MALE
	23
	M.E
	SOFTWARE SYSTEMS
	4
	1

	11
	PROJECT ASSISTANT
	MALE
	24
	M.E
	SOFTWARE SYSTEMS
	1
	2

	12
	STUDENT
	MALE
	23
	M.E
	COMPUTER SCIENCE
	2
	2

	13
	STUDENT
	MALE
	23
	M.E
	COMPUTER SCIENCE
	2
	2

	14
	STUDENT
	MALE
	23
	M.E
	COMPUTER SCIENCE
	2
	2

	15
	STUDENT
	MALE
	23
	M.E
	COMPUTER SCIENCE
	3
	2

	16
	STUDENT
	MALE
	22
	M.E
	COMPUTER SCIENCE
	2
	2

	17
	STUDENT
	MALE
	23
	M.E
	COMPUTER SCIENCE
	3
	5

	18
	PROJECT ASSISTANT
	MALE
	23
	M.E
	COMPUTER SCIENCE
	2
	2

	19
	STUDENT
	MALE
	21
	M.E
	SOFTWARE SYSTEMS
	3
	2

	20
	STUDENT
	MALE
	22
	M.E
	SOFTWARE SYSTEMS
	2
	2


	LEGEND

	

	IDS RATING

	1 - NAÏVE UNDERSTANDING

	2 - INTERMEDIATE KNOWLEDGE

	3 - GOOD KNOWLEDGE

	4 - NETWORK ADMINISTRATOR

	

	MUSICAL INTEREST

	1 - NOT INTERESTED IN MUSIC

	2 - LISTENING TO MUSIC

	3 - CAN SING

	4 - CAN PLAY INSTRUMENTS

	5 - CAN SING & PLAY INSTRUMENTS


Appendix- C: Training Data

	ID
	TEST

NO
	GENERATED INTRUSION
	IDENTIFIED INTRUSION

	1
	1
	ATTEMPTED ADMIN PRIVILEGE GAIN
	ATTEMPTED ADMIN PRIVILEGE GAIN

	1
	1
	ATTEMPTED DENIAL OF SERVICE
	NOT SELECTED

	1
	1
	ATTEMPTED USER PRIVILEGE GAIN
	NOT SELECTED

	1
	1
	ATTEMPTED-RECON
	NOT SELECTED

	1
	1
	DENIAL OF SERVICE ACTIVITY
	NOT SELECTED

	1
	1
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

	1
	1
	FINGER REMOTE COMMAND EXECUTION ATTEMPT
	NOT SELECTED

	1
	1
	FTP CWD .... ATTEMPT
	NOT SELECTED

	1
	1
	FTP PASSWD RETRIEVAL ATTEMPT
	SUSPICIOUS FILENAME DETECTION

	1
	1
	MYSQL ROOT LOGIN ATTEMPT
	TELNET WEB MISCELLANEOUS ATTEMPT

	1
	1
	ORACLE EXECUTE_SYSTEM ATTEMPT
	NOT SELECTED

	1
	1
	PROTOCOL COMMAND DECODE
	NOT SELECTED

	1
	1
	SCAN FIN PACKET
	NOT SELECTED

	1
	1
	SUSPICIOUS FILENAME DETECTION
	MYSQL ROOT LOGIN ATTEMPT

	1
	1
	SYSTEM CALL DETECTION
	SUSPICIOUS FILENAME DETECTION

	1
	1
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT
	SYSTEM CALL DETECTION

	1
	1
	TELNET WEB MISCELLANEOUS ATTEMPT
	SUSPICIOUS FILENAME DETECTION

	1
	1
	WEB APPLICATION ACTIVITY
	WEB-ATTACKS CHMOD COMMAND ATTEMPT

	1
	1
	WEB ATTACK
	WEB ATTACK

	1
	1
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	ORACLE EXECUTE_SYSTEM ATTEMPT

	1
	2
	ATTEMPTED ADMIN PRIVILEGE GAIN
	NOT SELECTED

	1
	2
	ATTEMPTED ADMIN PRIVILEGE GAIN
	ATTEMPTED ADMIN PRIVILEGE GAIN

	1
	2
	ATTEMPTED DENIAL OF SERVICE
	ATTEMPTED DENIAL OF SERVICE

	1
	2
	ATTEMPTED USER PRIVILEGE GAIN
	ATTEMPTED-RECON

	1
	2
	ATTEMPTED-RECON
	NOT SELECTED

	1
	2
	DENIAL OF SERVICE ACTIVITY
	DENIAL OF SERVICE ACTIVITY

	1
	2
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)
	ATTEMPTED DENIAL OF SERVICE

	1
	2
	FINGER REMOTE COMMAND EXECUTION ATTEMPT
	ATTEMPTED-RECON

	1
	2
	FTP CWD .... ATTEMPT
	DENIAL OF SERVICE ACTIVITY

	1
	2
	FTP PASSWD RETRIEVAL ATTEMPT
	MYSQL ROOT LOGIN ATTEMPT

	1
	2
	ORACLE EXECUTE_SYSTEM ATTEMPT
	NOT SELECTED

	1
	2
	PROTOCOL COMMAND DECODE
	PROTOCOL COMMAND DECODE

	1
	2
	SCAN FIN PACKET
	NOT SELECTED

	1
	2
	SUSPICIOUS FILENAME DETECTION
	SUSPICIOUS FILENAME DETECTION

	1
	2
	SYSTEM CALL DETECTION
	NOT SELECTED

	1
	2
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT
	ATTEMPTED ADMIN PRIVILEGE GAIN

	1
	2
	TELNET WEB MISCELLANEOUS ATTEMPT
	ATTEMPTED DENIAL OF SERVICE

	1
	2
	WEB APPLICATION ACTIVITY
	NOT SELECTED

	1
	2
	WEB ATTACK
	WEB-ATTACKS CHMOD COMMAND ATTEMPT

	1
	2
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	WEB-ATTACKS CHMOD COMMAND ATTEMPT

	1
	3
	ATTEMPTED ADMIN PRIVILEGE GAIN
	ATTEMPTED ADMIN PRIVILEGE GAIN

	1
	3
	ATTEMPTED DENIAL OF SERVICE
	ATTEMPTED DENIAL OF SERVICE

	1
	3
	ATTEMPTED USER PRIVILEGE GAIN
	ATTEMPTED USER PRIVILEGE GAIN

	1
	3
	ATTEMPTED-RECON
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

	1
	3
	DENIAL OF SERVICE ACTIVITY
	NOT SELECTED

	1
	3
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)
	ATTEMPTED DENIAL OF SERVICE

	1
	3
	FINGER REMOTE COMMAND EXECUTION ATTEMPT
	NOT SELECTED

	1
	3
	FTP CWD .... ATTEMPT
	FTP CWD .... ATTEMPT

	1
	3
	FTP PASSWD RETRIEVAL ATTEMPT
	NOT SELECTED

	1
	3
	MYSQL ROOT LOGIN ATTEMPT
	PROTOCOL COMMAND DECODE

	1
	3
	ORACLE EXECUTE_SYSTEM ATTEMPT
	SYSTEM CALL DETECTION

	1
	3
	PROTOCOL COMMAND DECODE
	PROTOCOL COMMAND DECODE

	1
	3
	SCAN FIN PACKET
	ATTEMPTED DENIAL OF SERVICE

	1
	3
	SUSPICIOUS FILENAME DETECTION
	NOT SELECTED

	1
	3
	SYSTEM CALL DETECTION
	NOT SELECTED

	1
	3
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT
	ATTEMPTED ADMIN PRIVILEGE GAIN

	1
	3
	TELNET WEB MISCELLANEOUS ATTEMPT
	NOT SELECTED

	1
	3
	WEB APPLICATION ACTIVITY
	NOT SELECTED

	1
	3
	WEB ATTACK
	WEB ATTACK

	1
	3
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	WEB ATTACK

	2
	1
	ATTEMPTED ADMIN PRIVILEGE GAIN
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

	2
	1
	ATTEMPTED DENIAL OF SERVICE
	NOT SELECTED

	2
	1
	ATTEMPTED USER PRIVILEGE GAIN
	NOT SELECTED

	2
	1
	ATTEMPTED-RECON
	ATTEMPTED-RECON

	2
	1
	DENIAL OF SERVICE ACTIVITY
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

	2
	1
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

	2
	1
	FINGER REMOTE COMMAND EXECUTION ATTEMPT
	FINGER REMOTE COMMAND EXECUTION ATTEMPT

	2
	1
	FTP CWD .... ATTEMPT
	FTP CWD .... ATTEMPT

	2
	1
	FTP PASSWD RETRIEVAL ATTEMPT
	FTP PASSWD RETRIEVAL ATTEMPT

	2
	1
	MYSQL ROOT LOGIN ATTEMPT
	PROTOCOL COMMAND DECODE

	2
	1
	ORACLE EXECUTE_SYSTEM ATTEMPT
	ORACLE EXECUTE_SYSTEM ATTEMPT

	2
	1
	PROTOCOL COMMAND DECODE
	NOT SELECTED

	2
	1
	SCAN FIN PACKET
	NOT SELECTED

	2
	1
	SUSPICIOUS FILENAME DETECTION
	FTP PASSWD RETRIEVAL ATTEMPT

	2
	1
	SYSTEM CALL DETECTION
	SYSTEM CALL DETECTION

	2
	1
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

	2
	1
	TELNET WEB MISCELLANEOUS ATTEMPT
	TELNET WEB MISCELLANEOUS ATTEMPT

	2
	1
	WEB APPLICATION ACTIVITY
	WEB APPLICATION ACTIVITY

	2
	1
	WEB ATTACK
	NOT SELECTED

	2
	1
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	WEB-ATTACKS CHMOD COMMAND ATTEMPT

	2
	2
	ATTEMPTED ADMIN PRIVILEGE GAIN
	ATTEMPTED ADMIN PRIVILEGE GAIN

	2
	2
	ATTEMPTED ADMIN PRIVILEGE GAIN
	ATTEMPTED ADMIN PRIVILEGE GAIN

	2
	2
	ATTEMPTED DENIAL OF SERVICE
	NOT SELECTED

	2
	2
	ATTEMPTED USER PRIVILEGE GAIN
	NOT SELECTED

	2
	2
	ATTEMPTED-RECON
	SCAN FIN PACKET

	2
	2
	DENIAL OF SERVICE ACTIVITY
	DENIAL OF SERVICE ACTIVITY

	2
	2
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

	2
	2
	FINGER REMOTE COMMAND EXECUTION ATTEMPT
	FINGER REMOTE COMMAND EXECUTION ATTEMPT

	2
	2
	FTP CWD .... ATTEMPT
	FTP CWD .... ATTEMPT

	2
	2
	FTP PASSWD RETRIEVAL ATTEMPT
	SUSPICIOUS FILENAME DETECTION

	2
	2
	ORACLE EXECUTE_SYSTEM ATTEMPT
	ORACLE EXECUTE_SYSTEM ATTEMPT

	2
	2
	PROTOCOL COMMAND DECODE
	SUSPICIOUS FILENAME DETECTION

	2
	2
	SCAN FIN PACKET
	ATTEMPTED-RECON

	2
	2
	SUSPICIOUS FILENAME DETECTION
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

	2
	2
	SYSTEM CALL DETECTION
	NOT SELECTED

	2
	2
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

	2
	2
	TELNET WEB MISCELLANEOUS ATTEMPT
	NOT SELECTED

	2
	2
	WEB APPLICATION ACTIVITY
	WEB APPLICATION ACTIVITY

	2
	2
	WEB ATTACK
	WEB ATTACK

	2
	2
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	WEB-ATTACKS CHMOD COMMAND ATTEMPT

	2
	3
	ATTEMPTED ADMIN PRIVILEGE GAIN
	ATTEMPTED ADMIN PRIVILEGE GAIN

	2
	3
	ATTEMPTED DENIAL OF SERVICE
	NOT SELECTED

	2
	3
	ATTEMPTED USER PRIVILEGE GAIN
	ATTEMPTED USER PRIVILEGE GAIN

	2
	3
	ATTEMPTED-RECON
	NOT SELECTED

	2
	3
	DENIAL OF SERVICE ACTIVITY
	DENIAL OF SERVICE ACTIVITY

	2
	3
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

	2
	3
	FINGER REMOTE COMMAND EXECUTION ATTEMPT
	FINGER REMOTE COMMAND EXECUTION ATTEMPT

	2
	3
	FTP CWD .... ATTEMPT
	FTP CWD .... ATTEMPT

	2
	3
	FTP PASSWD RETRIEVAL ATTEMPT
	FTP PASSWD RETRIEVAL ATTEMPT

	2
	3
	MYSQL ROOT LOGIN ATTEMPT
	MYSQL ROOT LOGIN ATTEMPT

	2
	3
	ORACLE EXECUTE_SYSTEM ATTEMPT
	ORACLE EXECUTE_SYSTEM ATTEMPT

	2
	3
	PROTOCOL COMMAND DECODE
	SUSPICIOUS FILENAME DETECTION

	2
	3
	SCAN FIN PACKET
	NOT SELECTED

	2
	3
	SUSPICIOUS FILENAME DETECTION
	NOT SELECTED

	2
	3
	SYSTEM CALL DETECTION
	SYSTEM CALL DETECTION

	2
	3
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT
	ATTEMPTED ADMIN PRIVILEGE GAIN

	2
	3
	TELNET WEB MISCELLANEOUS ATTEMPT
	TELNET WEB MISCELLANEOUS ATTEMPT

	2
	3
	WEB APPLICATION ACTIVITY
	WEB APPLICATION ACTIVITY

	2
	3
	WEB ATTACK
	WEB ATTACK

	2
	3
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	WEB-ATTACKS CHMOD COMMAND ATTEMPT

	3
	1
	ATTEMPTED ADMIN PRIVILEGE GAIN
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

	3
	1
	ATTEMPTED DENIAL OF SERVICE
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

	3
	1
	ATTEMPTED USER PRIVILEGE GAIN
	NOT SELECTED

	3
	1
	ATTEMPTED-RECON
	NOT SELECTED

	3
	1
	DENIAL OF SERVICE ACTIVITY
	DENIAL OF SERVICE ACTIVITY

	3
	1
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)
	ATTEMPTED DENIAL OF SERVICE

	3
	1
	FINGER REMOTE COMMAND EXECUTION ATTEMPT
	ATTEMPTED ADMIN PRIVILEGE GAIN

	3
	1
	FTP CWD .... ATTEMPT
	FTP CWD .... ATTEMPT

	3
	1
	FTP PASSWD RETRIEVAL ATTEMPT
	NOT SELECTED

	3
	1
	MYSQL ROOT LOGIN ATTEMPT
	ORACLE EXECUTE_SYSTEM ATTEMPT

	3
	1
	ORACLE EXECUTE_SYSTEM ATTEMPT
	NOT SELECTED

	3
	1
	PROTOCOL COMMAND DECODE
	SUSPICIOUS FILENAME DETECTION

	3
	1
	SCAN FIN PACKET
	ATTEMPTED-RECON

	3
	1
	SUSPICIOUS FILENAME DETECTION
	PROTOCOL COMMAND DECODE

	3
	1
	SYSTEM CALL DETECTION
	SYSTEM CALL DETECTION

	3
	1
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT
	ATTEMPTED ADMIN PRIVILEGE GAIN

	3
	1
	TELNET WEB MISCELLANEOUS ATTEMPT
	TELNET WEB MISCELLANEOUS ATTEMPT

	3
	1
	WEB APPLICATION ACTIVITY
	TELNET WEB MISCELLANEOUS ATTEMPT

	3
	1
	WEB ATTACK
	WEB ATTACK

	3
	1
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	WEB-ATTACKS CHMOD COMMAND ATTEMPT

	3
	2
	ATTEMPTED ADMIN PRIVILEGE GAIN
	NOT SELECTED

	3
	2
	ATTEMPTED ADMIN PRIVILEGE GAIN
	ATTEMPTED ADMIN PRIVILEGE GAIN

	3
	2
	ATTEMPTED DENIAL OF SERVICE
	ATTEMPTED-RECON

	3
	2
	ATTEMPTED USER PRIVILEGE GAIN
	ATTEMPTED USER PRIVILEGE GAIN

	3
	2
	ATTEMPTED-RECON
	ATTEMPTED DENIAL OF SERVICE

	3
	2
	DENIAL OF SERVICE ACTIVITY
	DENIAL OF SERVICE ACTIVITY

	3
	2
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

	3
	2
	FINGER REMOTE COMMAND EXECUTION ATTEMPT
	FINGER REMOTE COMMAND EXECUTION ATTEMPT

	3
	2
	FTP CWD .... ATTEMPT
	FTP CWD .... ATTEMPT

	3
	2
	FTP PASSWD RETRIEVAL ATTEMPT
	PROTOCOL COMMAND DECODE

	3
	2
	ORACLE EXECUTE_SYSTEM ATTEMPT
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

	3
	2
	PROTOCOL COMMAND DECODE
	PROTOCOL COMMAND DECODE

	3
	2
	SCAN FIN PACKET
	NOT SELECTED

	3
	2
	SUSPICIOUS FILENAME DETECTION
	PROTOCOL COMMAND DECODE

	3
	2
	SYSTEM CALL DETECTION
	SYSTEM CALL DETECTION

	3
	2
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT
	NOT SELECTED

	3
	2
	TELNET WEB MISCELLANEOUS ATTEMPT
	TELNET WEB MISCELLANEOUS ATTEMPT

	3
	2
	WEB APPLICATION ACTIVITY
	WEB APPLICATION ACTIVITY

	3
	2
	WEB ATTACK
	WEB ATTACK

	3
	2
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	WEB-ATTACKS CHMOD COMMAND ATTEMPT

	3
	3
	ATTEMPTED ADMIN PRIVILEGE GAIN
	ATTEMPTED ADMIN PRIVILEGE GAIN

	3
	3
	ATTEMPTED DENIAL OF SERVICE
	ATTEMPTED DENIAL OF SERVICE

	3
	3
	ATTEMPTED USER PRIVILEGE GAIN
	ATTEMPTED USER PRIVILEGE GAIN

	3
	3
	ATTEMPTED-RECON
	SCAN FIN PACKET

	3
	3
	DENIAL OF SERVICE ACTIVITY
	DENIAL OF SERVICE ACTIVITY

	3
	3
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

	3
	3
	FINGER REMOTE COMMAND EXECUTION ATTEMPT
	FINGER REMOTE COMMAND EXECUTION ATTEMPT

	3
	3
	FTP CWD .... ATTEMPT
	FTP CWD .... ATTEMPT

	3
	3
	FTP PASSWD RETRIEVAL ATTEMPT
	SUSPICIOUS FILENAME DETECTION

	3
	3
	MYSQL ROOT LOGIN ATTEMPT
	PROTOCOL COMMAND DECODE

	3
	3
	ORACLE EXECUTE_SYSTEM ATTEMPT
	ORACLE EXECUTE_SYSTEM ATTEMPT

	3
	3
	PROTOCOL COMMAND DECODE
	PROTOCOL COMMAND DECODE

	3
	3
	SCAN FIN PACKET
	NOT SELECTED

	3
	3
	SUSPICIOUS FILENAME DETECTION
	NOT SELECTED

	3
	3
	SYSTEM CALL DETECTION
	SYSTEM CALL DETECTION

	3
	3
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

	3
	3
	TELNET WEB MISCELLANEOUS ATTEMPT
	TELNET WEB MISCELLANEOUS ATTEMPT

	3
	3
	WEB APPLICATION ACTIVITY
	WEB APPLICATION ACTIVITY

	3
	3
	WEB ATTACK
	WEB ATTACK

	3
	3
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	WEB-ATTACKS CHMOD COMMAND ATTEMPT

	4
	1
	ATTEMPTED ADMIN PRIVILEGE GAIN
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

	4
	1
	ATTEMPTED DENIAL OF SERVICE
	NOT SELECTED

	4
	1
	ATTEMPTED USER PRIVILEGE GAIN
	NOT SELECTED

	4
	1
	ATTEMPTED-RECON
	NOT SELECTED

	4
	1
	DENIAL OF SERVICE ACTIVITY
	DENIAL OF SERVICE ACTIVITY

	4
	1
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)
	ATTEMPTED DENIAL OF SERVICE

	4
	1
	FINGER REMOTE COMMAND EXECUTION ATTEMPT
	FINGER REMOTE COMMAND EXECUTION ATTEMPT

	4
	1
	FTP CWD .... ATTEMPT
	FTP CWD .... ATTEMPT

	4
	1
	FTP PASSWD RETRIEVAL ATTEMPT
	SUSPICIOUS FILENAME DETECTION

	4
	1
	MYSQL ROOT LOGIN ATTEMPT
	PROTOCOL COMMAND DECODE

	4
	1
	ORACLE EXECUTE_SYSTEM ATTEMPT
	MYSQL ROOT LOGIN ATTEMPT

	4
	1
	PROTOCOL COMMAND DECODE
	NOT SELECTED

	4
	1
	SCAN FIN PACKET
	NOT SELECTED

	4
	1
	SUSPICIOUS FILENAME DETECTION
	PROTOCOL COMMAND DECODE

	4
	1
	SYSTEM CALL DETECTION
	NOT SELECTED

	4
	1
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

	4
	1
	TELNET WEB MISCELLANEOUS ATTEMPT
	TELNET WEB MISCELLANEOUS ATTEMPT

	4
	1
	WEB APPLICATION ACTIVITY
	TELNET WEB MISCELLANEOUS ATTEMPT

	4
	1
	WEB ATTACK
	WEB-ATTACKS CHMOD COMMAND ATTEMPT

	4
	1
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	FTP CWD .... ATTEMPT

	4
	2
	ATTEMPTED ADMIN PRIVILEGE GAIN
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

	4
	2
	ATTEMPTED ADMIN PRIVILEGE GAIN
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

	4
	2
	ATTEMPTED DENIAL OF SERVICE
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

	4
	2
	ATTEMPTED USER PRIVILEGE GAIN
	FINGER REMOTE COMMAND EXECUTION ATTEMPT

	4
	2
	ATTEMPTED-RECON
	NOT SELECTED

	4
	2
	DENIAL OF SERVICE ACTIVITY
	DENIAL OF SERVICE ACTIVITY

	4
	2
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

	4
	2
	FINGER REMOTE COMMAND EXECUTION ATTEMPT
	FINGER REMOTE COMMAND EXECUTION ATTEMPT

	4
	2
	FTP CWD .... ATTEMPT
	FTP CWD .... ATTEMPT

	4
	2
	FTP PASSWD RETRIEVAL ATTEMPT
	NOT SELECTED

	4
	2
	ORACLE EXECUTE_SYSTEM ATTEMPT
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

	4
	2
	PROTOCOL COMMAND DECODE
	PROTOCOL COMMAND DECODE

	4
	2
	SCAN FIN PACKET
	NOT SELECTED

	4
	2
	SUSPICIOUS FILENAME DETECTION
	SUSPICIOUS FILENAME DETECTION

	4
	2
	SYSTEM CALL DETECTION
	NOT SELECTED

	4
	2
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT
	ATTEMPTED ADMIN PRIVILEGE GAIN

	4
	2
	TELNET WEB MISCELLANEOUS ATTEMPT
	TELNET WEB MISCELLANEOUS ATTEMPT

	4
	2
	WEB APPLICATION ACTIVITY
	WEB APPLICATION ACTIVITY

	4
	2
	WEB ATTACK
	WEB ATTACK

	4
	2
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	WEB-ATTACKS CHMOD COMMAND ATTEMPT

	4
	3
	ATTEMPTED ADMIN PRIVILEGE GAIN
	ATTEMPTED ADMIN PRIVILEGE GAIN

	4
	3
	ATTEMPTED DENIAL OF SERVICE
	ATTEMPTED DENIAL OF SERVICE

	4
	3
	ATTEMPTED USER PRIVILEGE GAIN
	FINGER REMOTE COMMAND EXECUTION ATTEMPT

	4
	3
	ATTEMPTED-RECON
	NOT SELECTED

	4
	3
	DENIAL OF SERVICE ACTIVITY
	DENIAL OF SERVICE ACTIVITY

	4
	3
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

	4
	3
	FINGER REMOTE COMMAND EXECUTION ATTEMPT
	FINGER REMOTE COMMAND EXECUTION ATTEMPT

	4
	3
	FTP CWD .... ATTEMPT
	FTP CWD .... ATTEMPT

	4
	3
	FTP PASSWD RETRIEVAL ATTEMPT
	FTP PASSWD RETRIEVAL ATTEMPT

	4
	3
	MYSQL ROOT LOGIN ATTEMPT
	MYSQL ROOT LOGIN ATTEMPT

	4
	3
	ORACLE EXECUTE_SYSTEM ATTEMPT
	ORACLE EXECUTE_SYSTEM ATTEMPT

	4
	3
	PROTOCOL COMMAND DECODE
	NOT SELECTED

	4
	3
	SCAN FIN PACKET
	NOT SELECTED

	4
	3
	SUSPICIOUS FILENAME DETECTION
	SUSPICIOUS FILENAME DETECTION

	4
	3
	SYSTEM CALL DETECTION
	SYSTEM CALL DETECTION

	4
	3
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

	4
	3
	TELNET WEB MISCELLANEOUS ATTEMPT
	WEB APPLICATION ACTIVITY

	4
	3
	WEB APPLICATION ACTIVITY
	NOT SELECTED

	4
	3
	WEB ATTACK
	NOT SELECTED

	4
	3
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	WEB-ATTACKS CHMOD COMMAND ATTEMPT

	5
	1
	ATTEMPTED ADMIN PRIVILEGE GAIN
	ATTEMPTED ADMIN PRIVILEGE GAIN

	5
	1
	ATTEMPTED DENIAL OF SERVICE
	NOT SELECTED

	5
	1
	ATTEMPTED USER PRIVILEGE GAIN
	FINGER REMOTE COMMAND EXECUTION ATTEMPT

	5
	1
	ATTEMPTED-RECON
	ATTEMPTED-RECON

	5
	1
	DENIAL OF SERVICE ACTIVITY
	DENIAL OF SERVICE ACTIVITY

	5
	1
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)
	ATTEMPTED DENIAL OF SERVICE

	5
	1
	FINGER REMOTE COMMAND EXECUTION ATTEMPT
	ATTEMPTED USER PRIVILEGE GAIN

	5
	1
	FTP CWD .... ATTEMPT
	FTP CWD .... ATTEMPT

	5
	1
	FTP PASSWD RETRIEVAL ATTEMPT
	FTP PASSWD RETRIEVAL ATTEMPT

	5
	1
	MYSQL ROOT LOGIN ATTEMPT
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

	5
	1
	ORACLE EXECUTE_SYSTEM ATTEMPT
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

	5
	1
	PROTOCOL COMMAND DECODE
	SUSPICIOUS FILENAME DETECTION

	5
	1
	SCAN FIN PACKET
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

	5
	1
	SUSPICIOUS FILENAME DETECTION
	SUSPICIOUS FILENAME DETECTION

	5
	1
	SYSTEM CALL DETECTION
	ATTEMPTED-RECON

	5
	1
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

	5
	1
	TELNET WEB MISCELLANEOUS ATTEMPT
	TELNET WEB MISCELLANEOUS ATTEMPT

	5
	1
	WEB APPLICATION ACTIVITY
	WEB APPLICATION ACTIVITY

	5
	1
	WEB ATTACK
	FTP CWD .... ATTEMPT

	5
	1
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	WEB-ATTACKS CHMOD COMMAND ATTEMPT

	5
	2
	ATTEMPTED ADMIN PRIVILEGE GAIN
	ATTEMPTED-RECON

	5
	2
	ATTEMPTED ADMIN PRIVILEGE GAIN
	ATTEMPTED ADMIN PRIVILEGE GAIN

	5
	2
	ATTEMPTED DENIAL OF SERVICE
	WEB APPLICATION ACTIVITY

	5
	2
	ATTEMPTED USER PRIVILEGE GAIN
	ATTEMPTED USER PRIVILEGE GAIN

	5
	2
	ATTEMPTED-RECON
	ATTEMPTED-RECON

	5
	2
	DENIAL OF SERVICE ACTIVITY
	DENIAL OF SERVICE ACTIVITY

	5
	2
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

	5
	2
	FINGER REMOTE COMMAND EXECUTION ATTEMPT
	FINGER REMOTE COMMAND EXECUTION ATTEMPT

	5
	2
	FTP CWD .... ATTEMPT
	FTP CWD .... ATTEMPT

	5
	2
	FTP PASSWD RETRIEVAL ATTEMPT
	FTP PASSWD RETRIEVAL ATTEMPT

	5
	2
	ORACLE EXECUTE_SYSTEM ATTEMPT
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

	5
	2
	PROTOCOL COMMAND DECODE
	SUSPICIOUS FILENAME DETECTION

	5
	2
	SCAN FIN PACKET
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

	5
	2
	SUSPICIOUS FILENAME DETECTION
	SUSPICIOUS FILENAME DETECTION

	5
	2
	SYSTEM CALL DETECTION
	ATTEMPTED DENIAL OF SERVICE

	5
	2
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT
	ATTEMPTED USER PRIVILEGE GAIN

	5
	2
	TELNET WEB MISCELLANEOUS ATTEMPT
	TELNET WEB MISCELLANEOUS ATTEMPT

	5
	2
	WEB APPLICATION ACTIVITY
	WEB APPLICATION ACTIVITY

	5
	2
	WEB ATTACK
	FTP CWD .... ATTEMPT

	5
	2
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	WEB-ATTACKS CHMOD COMMAND ATTEMPT

	5
	3
	ATTEMPTED ADMIN PRIVILEGE GAIN
	ATTEMPTED-RECON

	5
	3
	ATTEMPTED DENIAL OF SERVICE
	NOT SELECTED

	5
	3
	ATTEMPTED USER PRIVILEGE GAIN
	ATTEMPTED USER PRIVILEGE GAIN

	5
	3
	ATTEMPTED-RECON
	ATTEMPTED-RECON

	5
	3
	DENIAL OF SERVICE ACTIVITY
	DENIAL OF SERVICE ACTIVITY

	5
	3
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)
	ATTEMPTED DENIAL OF SERVICE

	5
	3
	FINGER REMOTE COMMAND EXECUTION ATTEMPT
	FINGER REMOTE COMMAND EXECUTION ATTEMPT

	5
	3
	FTP CWD .... ATTEMPT
	FTP CWD .... ATTEMPT

	5
	3
	FTP PASSWD RETRIEVAL ATTEMPT
	FTP PASSWD RETRIEVAL ATTEMPT

	5
	3
	MYSQL ROOT LOGIN ATTEMPT
	MYSQL ROOT LOGIN ATTEMPT

	5
	3
	ORACLE EXECUTE_SYSTEM ATTEMPT
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

	5
	3
	PROTOCOL COMMAND DECODE
	SUSPICIOUS FILENAME DETECTION

	5
	3
	SCAN FIN PACKET
	ATTEMPTED DENIAL OF SERVICE

	5
	3
	SUSPICIOUS FILENAME DETECTION
	MYSQL ROOT LOGIN ATTEMPT

	5
	3
	SYSTEM CALL DETECTION
	ATTEMPTED-RECON

	5
	3
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

	5
	3
	TELNET WEB MISCELLANEOUS ATTEMPT
	TELNET WEB MISCELLANEOUS ATTEMPT

	5
	3
	WEB APPLICATION ACTIVITY
	WEB APPLICATION ACTIVITY

	5
	3
	WEB ATTACK
	WEB-ATTACKS CHMOD COMMAND ATTEMPT

	5
	3
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	WEB-ATTACKS CHMOD COMMAND ATTEMPT

	6
	1
	ATTEMPTED ADMIN PRIVILEGE GAIN
	ATTEMPTED ADMIN PRIVILEGE GAIN

	6
	1
	ATTEMPTED DENIAL OF SERVICE
	ATTEMPTED DENIAL OF SERVICE

	6
	1
	ATTEMPTED USER PRIVILEGE GAIN
	ATTEMPTED USER PRIVILEGE GAIN

	6
	1
	ATTEMPTED-RECON
	ATTEMPTED-RECON

	6
	1
	DENIAL OF SERVICE ACTIVITY
	DENIAL OF SERVICE ACTIVITY

	6
	1
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)
	ATTEMPTED DENIAL OF SERVICE

	6
	1
	FINGER REMOTE COMMAND EXECUTION ATTEMPT
	ATTEMPTED USER PRIVILEGE GAIN

	6
	1
	FTP CWD .... ATTEMPT
	FTP CWD .... ATTEMPT

	6
	1
	FTP PASSWD RETRIEVAL ATTEMPT
	FTP PASSWD RETRIEVAL ATTEMPT

	6
	1
	MYSQL ROOT LOGIN ATTEMPT
	PROTOCOL COMMAND DECODE

	6
	1
	ORACLE EXECUTE_SYSTEM ATTEMPT
	ORACLE EXECUTE_SYSTEM ATTEMPT

	6
	1
	PROTOCOL COMMAND DECODE
	PROTOCOL COMMAND DECODE

	6
	1
	SCAN FIN PACKET
	ATTEMPTED-RECON

	6
	1
	SUSPICIOUS FILENAME DETECTION
	PROTOCOL COMMAND DECODE

	6
	1
	SYSTEM CALL DETECTION
	SYSTEM CALL DETECTION

	6
	1
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

	6
	1
	TELNET WEB MISCELLANEOUS ATTEMPT
	TELNET WEB MISCELLANEOUS ATTEMPT

	6
	1
	WEB APPLICATION ACTIVITY
	TELNET WEB MISCELLANEOUS ATTEMPT

	6
	1
	WEB ATTACK
	WEB ATTACK

	6
	1
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	WEB-ATTACKS CHMOD COMMAND ATTEMPT

	6
	2
	ATTEMPTED ADMIN PRIVILEGE GAIN
	ATTEMPTED ADMIN PRIVILEGE GAIN

	6
	2
	ATTEMPTED ADMIN PRIVILEGE GAIN
	ATTEMPTED ADMIN PRIVILEGE GAIN

	6
	2
	ATTEMPTED DENIAL OF SERVICE
	ATTEMPTED DENIAL OF SERVICE

	6
	2
	ATTEMPTED USER PRIVILEGE GAIN
	ATTEMPTED USER PRIVILEGE GAIN

	6
	2
	ATTEMPTED-RECON
	ATTEMPTED-RECON

	6
	2
	DENIAL OF SERVICE ACTIVITY
	DENIAL OF SERVICE ACTIVITY

	6
	2
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	FINGER REMOTE COMMAND EXECUTION ATTEMPT

	11
	1
	FINGER REMOTE COMMAND EXECUTION ATTEMPT
	FINGER REMOTE COMMAND EXECUTION ATTEMPT

	11
	1
	FTP CWD .... ATTEMPT
	DENIAL OF SERVICE ACTIVITY

	11
	1
	FTP PASSWD RETRIEVAL ATTEMPT
	NOT SELECTED

	11
	1
	MYSQL ROOT LOGIN ATTEMPT
	NOT SELECTED

	11
	1
	ORACLE EXECUTE_SYSTEM ATTEMPT
	ATTEMPTED USER PRIVILEGE GAIN

	11
	1
	PROTOCOL COMMAND DECODE
	NOT SELECTED

	11
	1
	SCAN FIN PACKET
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

	11
	1
	SUSPICIOUS FILENAME DETECTION
	PROTOCOL COMMAND DECODE

	11
	1
	SYSTEM CALL DETECTION
	FINGER REMOTE COMMAND EXECUTION ATTEMPT

	11
	1
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT
	SYSTEM CALL DETECTION

	11
	1
	TELNET WEB MISCELLANEOUS ATTEMPT
	TELNET WEB MISCELLANEOUS ATTEMPT

	11
	1
	WEB APPLICATION ACTIVITY
	WEB APPLICATION ACTIVITY

	11
	1
	WEB ATTACK
	WEB-ATTACKS CHMOD COMMAND ATTEMPT

	11
	1
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	WEB-ATTACKS CHMOD COMMAND ATTEMPT

	11
	2
	ATTEMPTED ADMIN PRIVILEGE GAIN
	TELNET WEB MISCELLANEOUS ATTEMPT

	11
	2
	ATTEMPTED ADMIN PRIVILEGE GAIN
	ATTEMPTED ADMIN PRIVILEGE GAIN

	11
	2
	ATTEMPTED DENIAL OF SERVICE
	NOT SELECTED

	11
	2
	ATTEMPTED USER PRIVILEGE GAIN
	FINGER REMOTE COMMAND EXECUTION ATTEMPT

	11
	2
	ATTEMPTED-RECON
	NOT SELECTED

	11
	2
	DENIAL OF SERVICE ACTIVITY
	DENIAL OF SERVICE ACTIVITY

	11
	2
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)
	ATTEMPTED DENIAL OF SERVICE

	11
	2
	FINGER REMOTE COMMAND EXECUTION ATTEMPT
	FINGER REMOTE COMMAND EXECUTION ATTEMPT

	11
	2
	FTP CWD .... ATTEMPT
	DENIAL OF SERVICE ACTIVITY

	11
	2
	FTP PASSWD RETRIEVAL ATTEMPT
	PROTOCOL COMMAND DECODE

	11
	2
	ORACLE EXECUTE_SYSTEM ATTEMPT
	FINGER REMOTE COMMAND EXECUTION ATTEMPT

	11
	2
	PROTOCOL COMMAND DECODE
	ATTEMPTED-RECON

	11
	2
	SCAN FIN PACKET
	NOT SELECTED

	11
	2
	SUSPICIOUS FILENAME DETECTION
	SUSPICIOUS FILENAME DETECTION

	11
	2
	SYSTEM CALL DETECTION
	TELNET WEB MISCELLANEOUS ATTEMPT

	11
	2
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT
	NOT SELECTED

	11
	2
	TELNET WEB MISCELLANEOUS ATTEMPT
	ATTEMPTED DENIAL OF SERVICE

	11
	2
	WEB APPLICATION ACTIVITY
	SCAN FIN PACKET

	11
	2
	WEB ATTACK
	WEB ATTACK

	11
	2
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	WEB-ATTACKS CHMOD COMMAND ATTEMPT

	11
	3
	ATTEMPTED ADMIN PRIVILEGE GAIN
	ATTEMPTED ADMIN PRIVILEGE GAIN

	11
	3
	ATTEMPTED DENIAL OF SERVICE
	ATTEMPTED USER PRIVILEGE GAIN

	11
	3
	ATTEMPTED USER PRIVILEGE GAIN
	ATTEMPTED USER PRIVILEGE GAIN

	11
	3
	ATTEMPTED-RECON
	SUSPICIOUS FILENAME DETECTION

	11
	3
	DENIAL OF SERVICE ACTIVITY
	NOT SELECTED

	11
	3
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

	11
	3
	FINGER REMOTE COMMAND EXECUTION ATTEMPT
	ATTEMPTED USER PRIVILEGE GAIN

	11
	3
	FTP CWD .... ATTEMPT
	DENIAL OF SERVICE ACTIVITY

	11
	3
	FTP PASSWD RETRIEVAL ATTEMPT
	PROTOCOL COMMAND DECODE

	11
	3
	MYSQL ROOT LOGIN ATTEMPT
	NOT SELECTED

	11
	3
	ORACLE EXECUTE_SYSTEM ATTEMPT
	ORACLE EXECUTE_SYSTEM ATTEMPT

	11
	3
	PROTOCOL COMMAND DECODE
	PROTOCOL COMMAND DECODE

	11
	3
	SCAN FIN PACKET
	ATTEMPTED DENIAL OF SERVICE

	11
	3
	SUSPICIOUS FILENAME DETECTION
	PROTOCOL COMMAND DECODE

	11
	3
	SYSTEM CALL DETECTION
	ATTEMPTED DENIAL OF SERVICE

	11
	3
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT
	ATTEMPTED ADMIN PRIVILEGE GAIN

	11
	3
	TELNET WEB MISCELLANEOUS ATTEMPT
	WEB ATTACK

	11
	3
	WEB APPLICATION ACTIVITY
	SUSPICIOUS FILENAME DETECTION

	11
	3
	WEB ATTACK
	WEB ATTACK

	11
	3
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	WEB-ATTACKS CHMOD COMMAND ATTEMPT

	12
	1
	ATTEMPTED ADMIN PRIVILEGE GAIN
	NOT SELECTED

	12
	1
	ATTEMPTED DENIAL OF SERVICE
	NOT SELECTED

	12
	1
	ATTEMPTED USER PRIVILEGE GAIN
	NOT SELECTED

	12
	1
	ATTEMPTED-RECON
	SCAN FIN PACKET

	12
	1
	DENIAL OF SERVICE ACTIVITY
	NOT SELECTED

	12
	1
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

	12
	1
	FINGER REMOTE COMMAND EXECUTION ATTEMPT
	NOT SELECTED

	12
	1
	FTP CWD .... ATTEMPT
	FTP CWD .... ATTEMPT

	12
	1
	FTP PASSWD RETRIEVAL ATTEMPT
	NOT SELECTED

	12
	1
	MYSQL ROOT LOGIN ATTEMPT
	NOT SELECTED

	12
	1
	ORACLE EXECUTE_SYSTEM ATTEMPT
	NOT SELECTED

	12
	1
	PROTOCOL COMMAND DECODE
	SUSPICIOUS FILENAME DETECTION

	12
	1
	SCAN FIN PACKET
	NOT SELECTED

	12
	1
	SUSPICIOUS FILENAME DETECTION
	NOT SELECTED

	12
	1
	SYSTEM CALL DETECTION
	SUSPICIOUS FILENAME DETECTION

	12
	1
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT
	ORACLE EXECUTE_SYSTEM ATTEMPT

	12
	1
	TELNET WEB MISCELLANEOUS ATTEMPT
	SUSPICIOUS FILENAME DETECTION

	12
	1
	WEB APPLICATION ACTIVITY
	WEB ATTACK

	12
	1
	WEB ATTACK
	WEB ATTACK

	12
	1
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	WEB-ATTACKS CHMOD COMMAND ATTEMPT

	12
	2
	ATTEMPTED ADMIN PRIVILEGE GAIN
	NOT SELECTED

	12
	2
	ATTEMPTED ADMIN PRIVILEGE GAIN
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

	12
	2
	ATTEMPTED DENIAL OF SERVICE
	NOT SELECTED

	12
	2
	ATTEMPTED USER PRIVILEGE GAIN
	FINGER REMOTE COMMAND EXECUTION ATTEMPT

	12
	2
	ATTEMPTED-RECON
	NOT SELECTED

	12
	2
	DENIAL OF SERVICE ACTIVITY
	NOT SELECTED

	12
	2
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

	12
	2
	FINGER REMOTE COMMAND EXECUTION ATTEMPT
	FINGER REMOTE COMMAND EXECUTION ATTEMPT

	12
	2
	FTP CWD .... ATTEMPT
	FTP CWD .... ATTEMPT

	12
	2
	FTP PASSWD RETRIEVAL ATTEMPT
	SUSPICIOUS FILENAME DETECTION

	12
	2
	ORACLE EXECUTE_SYSTEM ATTEMPT
	ORACLE EXECUTE_SYSTEM ATTEMPT

	12
	2
	PROTOCOL COMMAND DECODE
	PROTOCOL COMMAND DECODE

	12
	2
	SCAN FIN PACKET
	SCAN FIN PACKET

	12
	2
	SUSPICIOUS FILENAME DETECTION
	PROTOCOL COMMAND DECODE

	12
	2
	SYSTEM CALL DETECTION
	NOT SELECTED

	12
	2
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT
	NOT SELECTED

	12
	2
	TELNET WEB MISCELLANEOUS ATTEMPT
	TELNET WEB MISCELLANEOUS ATTEMPT

	12
	2
	WEB APPLICATION ACTIVITY
	NOT SELECTED

	12
	2
	WEB ATTACK
	WEB ATTACK

	12
	2
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	WEB-ATTACKS CHMOD COMMAND ATTEMPT

	12
	3
	ATTEMPTED ADMIN PRIVILEGE GAIN
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

	12
	3
	ATTEMPTED DENIAL OF SERVICE
	DENIAL OF SERVICE ACTIVITY

	12
	3
	ATTEMPTED USER PRIVILEGE GAIN
	ATTEMPTED USER PRIVILEGE GAIN

	12
	3
	ATTEMPTED-RECON
	NOT SELECTED

	12
	3
	DENIAL OF SERVICE ACTIVITY
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

	12
	3
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

	12
	3
	FINGER REMOTE COMMAND EXECUTION ATTEMPT
	FINGER REMOTE COMMAND EXECUTION ATTEMPT

	12
	3
	FTP CWD .... ATTEMPT
	FTP CWD .... ATTEMPT

	12
	3
	FTP PASSWD RETRIEVAL ATTEMPT
	NOT SELECTED

	12
	3
	MYSQL ROOT LOGIN ATTEMPT
	MYSQL ROOT LOGIN ATTEMPT

	12
	3
	ORACLE EXECUTE_SYSTEM ATTEMPT
	ORACLE EXECUTE_SYSTEM ATTEMPT

	12
	3
	PROTOCOL COMMAND DECODE
	SUSPICIOUS FILENAME DETECTION

	12
	3
	SCAN FIN PACKET
	ATTEMPTED-RECON

	12
	3
	SUSPICIOUS FILENAME DETECTION
	PROTOCOL COMMAND DECODE

	12
	3
	SYSTEM CALL DETECTION
	NOT SELECTED

	12
	3
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

	12
	3
	TELNET WEB MISCELLANEOUS ATTEMPT
	TELNET WEB MISCELLANEOUS ATTEMPT

	12
	3
	WEB APPLICATION ACTIVITY
	WEB APPLICATION ACTIVITY

	12
	3
	WEB ATTACK
	WEB ATTACK

	12
	3
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	WEB-ATTACKS CHMOD COMMAND ATTEMPT

	13
	1
	ATTEMPTED ADMIN PRIVILEGE GAIN
	ATTEMPTED ADMIN PRIVILEGE GAIN

	13
	1
	ATTEMPTED DENIAL OF SERVICE
	ATTEMPTED DENIAL OF SERVICE

	13
	1
	ATTEMPTED USER PRIVILEGE GAIN
	ATTEMPTED USER PRIVILEGE GAIN

	13
	1
	ATTEMPTED-RECON
	ATTEMPTED-RECON

	13
	1
	DENIAL OF SERVICE ACTIVITY
	DENIAL OF SERVICE ACTIVITY

	13
	1
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

	13
	1
	FINGER REMOTE COMMAND EXECUTION ATTEMPT
	FINGER REMOTE COMMAND EXECUTION ATTEMPT

	13
	1
	FTP CWD .... ATTEMPT
	FTP CWD .... ATTEMPT

	13
	1
	FTP PASSWD RETRIEVAL ATTEMPT
	FTP PASSWD RETRIEVAL ATTEMPT

	13
	1
	MYSQL ROOT LOGIN ATTEMPT
	PROTOCOL COMMAND DECODE

	13
	1
	ORACLE EXECUTE_SYSTEM ATTEMPT
	ORACLE EXECUTE_SYSTEM ATTEMPT

	13
	1
	PROTOCOL COMMAND DECODE
	NOT SELECTED

	13
	1
	SCAN FIN PACKET
	ATTEMPTED-RECON

	13
	1
	SUSPICIOUS FILENAME DETECTION
	FTP PASSWD RETRIEVAL ATTEMPT

	13
	1
	SYSTEM CALL DETECTION
	SYSTEM CALL DETECTION

	13
	1
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

	13
	1
	TELNET WEB MISCELLANEOUS ATTEMPT
	TELNET WEB MISCELLANEOUS ATTEMPT

	13
	1
	WEB APPLICATION ACTIVITY
	WEB APPLICATION ACTIVITY

	13
	1
	WEB ATTACK
	NOT SELECTED

	13
	1
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	WEB-ATTACKS CHMOD COMMAND ATTEMPT

	13
	2
	ATTEMPTED ADMIN PRIVILEGE GAIN
	ATTEMPTED ADMIN PRIVILEGE GAIN

	13
	2
	ATTEMPTED ADMIN PRIVILEGE GAIN
	ATTEMPTED ADMIN PRIVILEGE GAIN

	13
	2
	ATTEMPTED DENIAL OF SERVICE
	ATTEMPTED DENIAL OF SERVICE

	13
	2
	ATTEMPTED USER PRIVILEGE GAIN
	ATTEMPTED USER PRIVILEGE GAIN

	13
	2
	ATTEMPTED-RECON
	ATTEMPTED-RECON

	13
	2
	DENIAL OF SERVICE ACTIVITY
	DENIAL OF SERVICE ACTIVITY

	13
	2
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

	13
	2
	FINGER REMOTE COMMAND EXECUTION ATTEMPT
	FINGER REMOTE COMMAND EXECUTION ATTEMPT

	13
	2
	FTP CWD .... ATTEMPT
	DENIAL OF SERVICE ACTIVITY

	13
	2
	FTP PASSWD RETRIEVAL ATTEMPT
	FTP PASSWD RETRIEVAL ATTEMPT

	13
	2
	ORACLE EXECUTE_SYSTEM ATTEMPT
	ORACLE EXECUTE_SYSTEM ATTEMPT

	13
	2
	PROTOCOL COMMAND DECODE
	PROTOCOL COMMAND DECODE

	13
	2
	SCAN FIN PACKET
	SCAN FIN PACKET

	13
	2
	SUSPICIOUS FILENAME DETECTION
	SUSPICIOUS FILENAME DETECTION

	13
	2
	SYSTEM CALL DETECTION
	SYSTEM CALL DETECTION

	13
	2
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

	13
	2
	TELNET WEB MISCELLANEOUS ATTEMPT
	WEB APPLICATION ACTIVITY

	13
	2
	WEB APPLICATION ACTIVITY
	WEB APPLICATION ACTIVITY

	13
	2
	WEB ATTACK
	WEB ATTACK

	13
	2
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	WEB-ATTACKS CHMOD COMMAND ATTEMPT

	13
	3
	ATTEMPTED ADMIN PRIVILEGE GAIN
	ATTEMPTED ADMIN PRIVILEGE GAIN

	13
	3
	ATTEMPTED DENIAL OF SERVICE
	ATTEMPTED DENIAL OF SERVICE

	13
	3
	ATTEMPTED USER PRIVILEGE GAIN
	FINGER REMOTE COMMAND EXECUTION ATTEMPT

	13
	3
	ATTEMPTED-RECON
	ATTEMPTED-RECON

	13
	3
	DENIAL OF SERVICE ACTIVITY
	DENIAL OF SERVICE ACTIVITY

	13
	3
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

	13
	3
	FINGER REMOTE COMMAND EXECUTION ATTEMPT
	FINGER REMOTE COMMAND EXECUTION ATTEMPT

	13
	3
	FTP CWD .... ATTEMPT
	FTP CWD .... ATTEMPT

	13
	3
	FTP PASSWD RETRIEVAL ATTEMPT
	FTP PASSWD RETRIEVAL ATTEMPT

	13
	3
	MYSQL ROOT LOGIN ATTEMPT
	MYSQL ROOT LOGIN ATTEMPT

	13
	3
	ORACLE EXECUTE_SYSTEM ATTEMPT
	ORACLE EXECUTE_SYSTEM ATTEMPT

	13
	3
	PROTOCOL COMMAND DECODE
	PROTOCOL COMMAND DECODE

	13
	3
	SCAN FIN PACKET
	ATTEMPTED-RECON

	13
	3
	SUSPICIOUS FILENAME DETECTION
	SUSPICIOUS FILENAME DETECTION

	13
	3
	SYSTEM CALL DETECTION
	SYSTEM CALL DETECTION

	13
	3
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

	13
	3
	TELNET WEB MISCELLANEOUS ATTEMPT
	TELNET WEB MISCELLANEOUS ATTEMPT

	13
	3
	WEB APPLICATION ACTIVITY
	WEB APPLICATION ACTIVITY

	13
	3
	WEB ATTACK
	WEB ATTACK

	13
	3
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	WEB-ATTACKS CHMOD COMMAND ATTEMPT

	14
	1
	ATTEMPTED ADMIN PRIVILEGE GAIN
	NOT SELECTED

	14
	1
	ATTEMPTED DENIAL OF SERVICE
	NOT SELECTED

	14
	1
	ATTEMPTED USER PRIVILEGE GAIN
	NOT SELECTED

	14
	1
	ATTEMPTED-RECON
	SCAN FIN PACKET

	14
	1
	DENIAL OF SERVICE ACTIVITY
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

	14
	1
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)
	DENIAL OF SERVICE ACTIVITY

	14
	1
	FINGER REMOTE COMMAND EXECUTION ATTEMPT
	NOT SELECTED

	14
	1
	FTP CWD .... ATTEMPT
	FTP CWD .... ATTEMPT

	14
	1
	FTP PASSWD RETRIEVAL ATTEMPT
	SUSPICIOUS FILENAME DETECTION

	14
	1
	MYSQL ROOT LOGIN ATTEMPT
	FTP PASSWD RETRIEVAL ATTEMPT

	14
	1
	ORACLE EXECUTE_SYSTEM ATTEMPT
	NOT SELECTED

	14
	1
	PROTOCOL COMMAND DECODE
	NOT SELECTED

	14
	1
	SCAN FIN PACKET
	ATTEMPTED-RECON

	14
	1
	SUSPICIOUS FILENAME DETECTION
	PROTOCOL COMMAND DECODE

	14
	1
	SYSTEM CALL DETECTION
	NOT SELECTED

	14
	1
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

	14
	1
	TELNET WEB MISCELLANEOUS ATTEMPT
	TELNET WEB MISCELLANEOUS ATTEMPT

	14
	1
	WEB APPLICATION ACTIVITY
	WEB APPLICATION ACTIVITY

	14
	1
	WEB ATTACK
	NOT SELECTED

	14
	1
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	WEB-ATTACKS CHMOD COMMAND ATTEMPT

	14
	2
	ATTEMPTED ADMIN PRIVILEGE GAIN
	SYSTEM CALL DETECTION

	14
	2
	ATTEMPTED ADMIN PRIVILEGE GAIN
	ATTEMPTED ADMIN PRIVILEGE GAIN

	14
	2
	ATTEMPTED DENIAL OF SERVICE
	ATTEMPTED DENIAL OF SERVICE

	14
	2
	ATTEMPTED USER PRIVILEGE GAIN
	NOT SELECTED

	14
	2
	ATTEMPTED-RECON
	NOT SELECTED

	14
	2
	DENIAL OF SERVICE ACTIVITY
	DENIAL OF SERVICE ACTIVITY

	14
	2
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

	14
	2
	FINGER REMOTE COMMAND EXECUTION ATTEMPT
	ATTEMPTED USER PRIVILEGE GAIN

	14
	2
	FTP CWD .... ATTEMPT
	FTP CWD .... ATTEMPT

	14
	2
	FTP PASSWD RETRIEVAL ATTEMPT
	NOT SELECTED

	14
	2
	ORACLE EXECUTE_SYSTEM ATTEMPT
	ORACLE EXECUTE_SYSTEM ATTEMPT

	14
	2
	PROTOCOL COMMAND DECODE
	SUSPICIOUS FILENAME DETECTION

	14
	2
	SCAN FIN PACKET
	NOT SELECTED

	14
	2
	SUSPICIOUS FILENAME DETECTION
	FTP PASSWD RETRIEVAL ATTEMPT

	14
	2
	SYSTEM CALL DETECTION
	ORACLE EXECUTE_SYSTEM ATTEMPT

	14
	2
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

	14
	2
	TELNET WEB MISCELLANEOUS ATTEMPT
	TELNET WEB MISCELLANEOUS ATTEMPT

	14
	2
	WEB APPLICATION ACTIVITY
	WEB APPLICATION ACTIVITY

	14
	2
	WEB ATTACK
	WEB ATTACK

	14
	2
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	WEB-ATTACKS CHMOD COMMAND ATTEMPT

	14
	3
	ATTEMPTED ADMIN PRIVILEGE GAIN
	ATTEMPTED ADMIN PRIVILEGE GAIN

	14
	3
	ATTEMPTED DENIAL OF SERVICE
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

	14
	3
	ATTEMPTED USER PRIVILEGE GAIN
	FINGER REMOTE COMMAND EXECUTION ATTEMPT

	14
	3
	ATTEMPTED-RECON
	SCAN FIN PACKET

	14
	3
	DENIAL OF SERVICE ACTIVITY
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

	14
	3
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

	14
	3
	FINGER REMOTE COMMAND EXECUTION ATTEMPT
	FINGER REMOTE COMMAND EXECUTION ATTEMPT

	14
	3
	FTP CWD .... ATTEMPT
	FTP CWD .... ATTEMPT

	14
	3
	FTP PASSWD RETRIEVAL ATTEMPT
	FTP PASSWD RETRIEVAL ATTEMPT

	14
	3
	MYSQL ROOT LOGIN ATTEMPT
	FTP PASSWD RETRIEVAL ATTEMPT

	14
	3
	ORACLE EXECUTE_SYSTEM ATTEMPT
	ORACLE EXECUTE_SYSTEM ATTEMPT

	14
	3
	PROTOCOL COMMAND DECODE
	SUSPICIOUS FILENAME DETECTION

	14
	3
	SCAN FIN PACKET
	NOT SELECTED

	14
	3
	SUSPICIOUS FILENAME DETECTION
	PROTOCOL COMMAND DECODE

	14
	3
	SYSTEM CALL DETECTION
	SYSTEM CALL DETECTION

	14
	3
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

	14
	3
	TELNET WEB MISCELLANEOUS ATTEMPT
	TELNET WEB MISCELLANEOUS ATTEMPT

	14
	3
	WEB APPLICATION ACTIVITY
	WEB APPLICATION ACTIVITY

	14
	3
	WEB ATTACK
	WEB-ATTACKS CHMOD COMMAND ATTEMPT

	14
	3
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	WEB-ATTACKS CHMOD COMMAND ATTEMPT

	15
	1
	ATTEMPTED ADMIN PRIVILEGE GAIN
	NOT SELECTED

	15
	1
	ATTEMPTED DENIAL OF SERVICE
	WEB APPLICATION ACTIVITY

	15
	1
	ATTEMPTED USER PRIVILEGE GAIN
	ATTEMPTED USER PRIVILEGE GAIN

	15
	1
	ATTEMPTED-RECON
	SYSTEM CALL DETECTION

	15
	1
	DENIAL OF SERVICE ACTIVITY
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

	15
	1
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)
	WEB-ATTACKS CHMOD COMMAND ATTEMPT

	15
	1
	FINGER REMOTE COMMAND EXECUTION ATTEMPT
	FINGER REMOTE COMMAND EXECUTION ATTEMPT

	15
	1
	FTP CWD .... ATTEMPT
	NOT SELECTED

	15
	1
	FTP PASSWD RETRIEVAL ATTEMPT
	FTP PASSWD RETRIEVAL ATTEMPT

	15
	1
	MYSQL ROOT LOGIN ATTEMPT
	SUSPICIOUS FILENAME DETECTION

	15
	1
	ORACLE EXECUTE_SYSTEM ATTEMPT
	NOT SELECTED

	15
	1
	PROTOCOL COMMAND DECODE
	PROTOCOL COMMAND DECODE

	15
	1
	SCAN FIN PACKET
	ATTEMPTED-RECON

	15
	1
	SUSPICIOUS FILENAME DETECTION
	SUSPICIOUS FILENAME DETECTION

	15
	1
	SYSTEM CALL DETECTION
	NOT SELECTED

	15
	1
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

	15
	1
	TELNET WEB MISCELLANEOUS ATTEMPT
	TELNET WEB MISCELLANEOUS ATTEMPT

	15
	1
	WEB APPLICATION ACTIVITY
	WEB APPLICATION ACTIVITY

	15
	1
	WEB ATTACK
	WEB-ATTACKS CHMOD COMMAND ATTEMPT

	15
	1
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	ORACLE EXECUTE_SYSTEM ATTEMPT

	15
	2
	ATTEMPTED ADMIN PRIVILEGE GAIN
	SCAN FIN PACKET

	15
	2
	ATTEMPTED ADMIN PRIVILEGE GAIN
	ATTEMPTED ADMIN PRIVILEGE GAIN

	15
	2
	ATTEMPTED DENIAL OF SERVICE
	NOT SELECTED

	15
	2
	ATTEMPTED USER PRIVILEGE GAIN
	FINGER REMOTE COMMAND EXECUTION ATTEMPT

	15
	2
	ATTEMPTED-RECON
	ATTEMPTED-RECON

	15
	2
	DENIAL OF SERVICE ACTIVITY
	DENIAL OF SERVICE ACTIVITY

	15
	2
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

	15
	2
	FINGER REMOTE COMMAND EXECUTION ATTEMPT
	FINGER REMOTE COMMAND EXECUTION ATTEMPT

	15
	2
	FTP CWD .... ATTEMPT
	DENIAL OF SERVICE ACTIVITY

	15
	2
	FTP PASSWD RETRIEVAL ATTEMPT
	FTP PASSWD RETRIEVAL ATTEMPT

	15
	2
	ORACLE EXECUTE_SYSTEM ATTEMPT
	NOT SELECTED

	15
	2
	PROTOCOL COMMAND DECODE
	FTP PASSWD RETRIEVAL ATTEMPT

	15
	2
	SCAN FIN PACKET
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

	15
	2
	SUSPICIOUS FILENAME DETECTION
	SUSPICIOUS FILENAME DETECTION

	15
	2
	SYSTEM CALL DETECTION
	NOT SELECTED

	15
	2
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

	15
	2
	TELNET WEB MISCELLANEOUS ATTEMPT
	WEB APPLICATION ACTIVITY

	15
	2
	WEB APPLICATION ACTIVITY
	TELNET WEB MISCELLANEOUS ATTEMPT

	15
	2
	WEB ATTACK
	SUSPICIOUS FILENAME DETECTION

	15
	2
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	FTP PASSWD RETRIEVAL ATTEMPT

	15
	3
	ATTEMPTED ADMIN PRIVILEGE GAIN
	ATTEMPTED ADMIN PRIVILEGE GAIN

	15
	3
	ATTEMPTED DENIAL OF SERVICE
	ATTEMPTED DENIAL OF SERVICE

	15
	3
	ATTEMPTED USER PRIVILEGE GAIN
	FINGER REMOTE COMMAND EXECUTION ATTEMPT

	15
	3
	ATTEMPTED-RECON
	SYSTEM CALL DETECTION

	15
	3
	DENIAL OF SERVICE ACTIVITY
	FTP CWD .... ATTEMPT

	15
	3
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

	15
	3
	FINGER REMOTE COMMAND EXECUTION ATTEMPT
	FINGER REMOTE COMMAND EXECUTION ATTEMPT

	15
	3
	FTP CWD .... ATTEMPT
	FTP CWD .... ATTEMPT

	15
	3
	FTP PASSWD RETRIEVAL ATTEMPT
	FTP PASSWD RETRIEVAL ATTEMPT

	15
	3
	MYSQL ROOT LOGIN ATTEMPT
	FTP PASSWD RETRIEVAL ATTEMPT

	15
	3
	ORACLE EXECUTE_SYSTEM ATTEMPT
	ORACLE EXECUTE_SYSTEM ATTEMPT

	15
	3
	PROTOCOL COMMAND DECODE
	PROTOCOL COMMAND DECODE

	15
	3
	SCAN FIN PACKET
	SCAN FIN PACKET

	15
	3
	SUSPICIOUS FILENAME DETECTION
	SUSPICIOUS FILENAME DETECTION

	15
	3
	SYSTEM CALL DETECTION
	SYSTEM CALL DETECTION

	15
	3
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

	15
	3
	TELNET WEB MISCELLANEOUS ATTEMPT
	TELNET WEB MISCELLANEOUS ATTEMPT

	15
	3
	WEB APPLICATION ACTIVITY
	WEB APPLICATION ACTIVITY

	15
	3
	WEB ATTACK
	WEB-ATTACKS CHMOD COMMAND ATTEMPT

	15
	3
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	WEB-ATTACKS CHMOD COMMAND ATTEMPT

	16
	1
	ATTEMPTED ADMIN PRIVILEGE GAIN
	ATTEMPTED ADMIN PRIVILEGE GAIN

	16
	1
	ATTEMPTED DENIAL OF SERVICE
	NOT SELECTED

	16
	1
	ATTEMPTED USER PRIVILEGE GAIN
	NOT SELECTED

	16
	1
	ATTEMPTED-RECON
	ORACLE EXECUTE_SYSTEM ATTEMPT

	16
	1
	DENIAL OF SERVICE ACTIVITY
	DENIAL OF SERVICE ACTIVITY

	16
	1
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

	16
	1
	FINGER REMOTE COMMAND EXECUTION ATTEMPT
	NOT SELECTED

	16
	1
	FTP CWD .... ATTEMPT
	PROTOCOL COMMAND DECODE

	16
	1
	FTP PASSWD RETRIEVAL ATTEMPT
	FTP PASSWD RETRIEVAL ATTEMPT

	16
	1
	MYSQL ROOT LOGIN ATTEMPT
	MYSQL ROOT LOGIN ATTEMPT

	16
	1
	ORACLE EXECUTE_SYSTEM ATTEMPT
	NOT SELECTED

	16
	1
	PROTOCOL COMMAND DECODE
	ATTEMPTED USER PRIVILEGE GAIN

	16
	1
	SCAN FIN PACKET
	ORACLE EXECUTE_SYSTEM ATTEMPT

	16
	1
	SUSPICIOUS FILENAME DETECTION
	PROTOCOL COMMAND DECODE

	16
	1
	SYSTEM CALL DETECTION
	ATTEMPTED-RECON

	16
	1
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

	16
	1
	TELNET WEB MISCELLANEOUS ATTEMPT
	TELNET WEB MISCELLANEOUS ATTEMPT

	16
	1
	WEB APPLICATION ACTIVITY
	WEB APPLICATION ACTIVITY

	16
	1
	WEB ATTACK
	NOT SELECTED

	16
	1
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	WEB-ATTACKS CHMOD COMMAND ATTEMPT

	16
	2
	ATTEMPTED ADMIN PRIVILEGE GAIN
	ATTEMPTED ADMIN PRIVILEGE GAIN

	16
	2
	ATTEMPTED ADMIN PRIVILEGE GAIN
	ATTEMPTED ADMIN PRIVILEGE GAIN

	16
	2
	ATTEMPTED DENIAL OF SERVICE
	ATTEMPTED DENIAL OF SERVICE

	16
	2
	ATTEMPTED USER PRIVILEGE GAIN
	NOT SELECTED

	16
	2
	ATTEMPTED-RECON
	SCAN FIN PACKET

	16
	2
	DENIAL OF SERVICE ACTIVITY
	DENIAL OF SERVICE ACTIVITY

	16
	2
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

	16
	2
	FINGER REMOTE COMMAND EXECUTION ATTEMPT
	FINGER REMOTE COMMAND EXECUTION ATTEMPT

	16
	2
	FTP CWD .... ATTEMPT
	DENIAL OF SERVICE ACTIVITY

	16
	2
	FTP PASSWD RETRIEVAL ATTEMPT
	FTP PASSWD RETRIEVAL ATTEMPT

	16
	2
	ORACLE EXECUTE_SYSTEM ATTEMPT
	ORACLE EXECUTE_SYSTEM ATTEMPT

	16
	2
	PROTOCOL COMMAND DECODE
	PROTOCOL COMMAND DECODE

	16
	2
	SCAN FIN PACKET
	SCAN FIN PACKET

	16
	2
	SUSPICIOUS FILENAME DETECTION
	SUSPICIOUS FILENAME DETECTION

	16
	2
	SYSTEM CALL DETECTION
	ATTEMPTED-RECON

	16
	2
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT
	NOT SELECTED

	16
	2
	TELNET WEB MISCELLANEOUS ATTEMPT
	TELNET WEB MISCELLANEOUS ATTEMPT

	16
	2
	WEB APPLICATION ACTIVITY
	WEB APPLICATION ACTIVITY

	16
	2
	WEB ATTACK
	WEB ATTACK

	16
	2
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	WEB-ATTACKS CHMOD COMMAND ATTEMPT

	16
	3
	ATTEMPTED ADMIN PRIVILEGE GAIN
	NOT SELECTED

	16
	3
	ATTEMPTED DENIAL OF SERVICE
	ATTEMPTED DENIAL OF SERVICE

	16
	3
	ATTEMPTED USER PRIVILEGE GAIN
	ATTEMPTED USER PRIVILEGE GAIN

	16
	3
	ATTEMPTED-RECON
	ATTEMPTED-RECON

	16
	3
	DENIAL OF SERVICE ACTIVITY
	DENIAL OF SERVICE ACTIVITY

	16
	3
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

	16
	3
	FINGER REMOTE COMMAND EXECUTION ATTEMPT
	FINGER REMOTE COMMAND EXECUTION ATTEMPT

	16
	3
	FTP CWD .... ATTEMPT
	FTP CWD .... ATTEMPT

	16
	3
	FTP PASSWD RETRIEVAL ATTEMPT
	FTP PASSWD RETRIEVAL ATTEMPT

	16
	3
	MYSQL ROOT LOGIN ATTEMPT
	MYSQL ROOT LOGIN ATTEMPT

	16
	3
	ORACLE EXECUTE_SYSTEM ATTEMPT
	NOT SELECTED

	16
	3
	PROTOCOL COMMAND DECODE
	PROTOCOL COMMAND DECODE

	16
	3
	SCAN FIN PACKET
	SCAN FIN PACKET

	16
	3
	SUSPICIOUS FILENAME DETECTION
	SUSPICIOUS FILENAME DETECTION

	16
	3
	SYSTEM CALL DETECTION
	ATTEMPTED-RECON

	16
	3
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

	16
	3
	TELNET WEB MISCELLANEOUS ATTEMPT
	TELNET WEB MISCELLANEOUS ATTEMPT

	16
	3
	WEB APPLICATION ACTIVITY
	WEB APPLICATION ACTIVITY

	16
	3
	WEB ATTACK
	WEB ATTACK

	16
	3
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	WEB ATTACK

	17
	1
	ATTEMPTED ADMIN PRIVILEGE GAIN
	ATTEMPTED ADMIN PRIVILEGE GAIN

	17
	1
	ATTEMPTED DENIAL OF SERVICE
	ATTEMPTED DENIAL OF SERVICE

	17
	1
	ATTEMPTED USER PRIVILEGE GAIN
	ATTEMPTED USER PRIVILEGE GAIN

	17
	1
	ATTEMPTED-RECON
	ATTEMPTED-RECON

	17
	1
	DENIAL OF SERVICE ACTIVITY
	DENIAL OF SERVICE ACTIVITY

	17
	1
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

	17
	1
	FINGER REMOTE COMMAND EXECUTION ATTEMPT
	FINGER REMOTE COMMAND EXECUTION ATTEMPT

	17
	1
	FTP CWD .... ATTEMPT
	FTP CWD .... ATTEMPT

	17
	1
	FTP PASSWD RETRIEVAL ATTEMPT
	FTP PASSWD RETRIEVAL ATTEMPT

	17
	1
	MYSQL ROOT LOGIN ATTEMPT
	MYSQL ROOT LOGIN ATTEMPT

	17
	1
	ORACLE EXECUTE_SYSTEM ATTEMPT
	NOT SELECTED

	17
	1
	PROTOCOL COMMAND DECODE
	ATTEMPTED DENIAL OF SERVICE

	17
	1
	SCAN FIN PACKET
	ORACLE EXECUTE_SYSTEM ATTEMPT

	17
	1
	SUSPICIOUS FILENAME DETECTION
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

	17
	1
	SYSTEM CALL DETECTION
	ATTEMPTED-RECON

	17
	1
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

	17
	1
	TELNET WEB MISCELLANEOUS ATTEMPT
	TELNET WEB MISCELLANEOUS ATTEMPT

	17
	1
	WEB APPLICATION ACTIVITY
	WEB APPLICATION ACTIVITY

	17
	1
	WEB ATTACK
	TELNET WEB MISCELLANEOUS ATTEMPT

	17
	1
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	WEB-ATTACKS CHMOD COMMAND ATTEMPT

	17
	2
	ATTEMPTED ADMIN PRIVILEGE GAIN
	ATTEMPTED ADMIN PRIVILEGE GAIN

	17
	2
	ATTEMPTED ADMIN PRIVILEGE GAIN
	ATTEMPTED ADMIN PRIVILEGE GAIN

	17
	2
	ATTEMPTED DENIAL OF SERVICE
	ATTEMPTED DENIAL OF SERVICE

	17
	2
	ATTEMPTED USER PRIVILEGE GAIN
	ATTEMPTED USER PRIVILEGE GAIN

	17
	2
	ATTEMPTED-RECON
	SCAN FIN PACKET

	17
	2
	DENIAL OF SERVICE ACTIVITY
	DENIAL OF SERVICE ACTIVITY

	17
	2
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

	17
	2
	FINGER REMOTE COMMAND EXECUTION ATTEMPT
	FINGER REMOTE COMMAND EXECUTION ATTEMPT

	17
	2
	FTP CWD .... ATTEMPT
	FTP CWD .... ATTEMPT

	17
	2
	FTP PASSWD RETRIEVAL ATTEMPT
	FTP PASSWD RETRIEVAL ATTEMPT

	17
	2
	ORACLE EXECUTE_SYSTEM ATTEMPT
	ORACLE EXECUTE_SYSTEM ATTEMPT

	17
	2
	PROTOCOL COMMAND DECODE
	PROTOCOL COMMAND DECODE

	17
	2
	SCAN FIN PACKET
	ATTEMPTED-RECON

	17
	2
	SUSPICIOUS FILENAME DETECTION
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

	17
	2
	SYSTEM CALL DETECTION
	ATTEMPTED-RECON

	17
	2
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

	17
	2
	TELNET WEB MISCELLANEOUS ATTEMPT
	WEB APPLICATION ACTIVITY

	17
	2
	WEB APPLICATION ACTIVITY
	WEB APPLICATION ACTIVITY

	17
	2
	WEB ATTACK
	WEB ATTACK

	17
	2
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	WEB-ATTACKS CHMOD COMMAND ATTEMPT

	17
	3
	ATTEMPTED ADMIN PRIVILEGE GAIN
	ATTEMPTED ADMIN PRIVILEGE GAIN

	17
	3
	ATTEMPTED DENIAL OF SERVICE
	ATTEMPTED DENIAL OF SERVICE

	17
	3
	ATTEMPTED USER PRIVILEGE GAIN
	ATTEMPTED USER PRIVILEGE GAIN

	17
	3
	ATTEMPTED-RECON
	ATTEMPTED-RECON

	17
	3
	DENIAL OF SERVICE ACTIVITY
	DENIAL OF SERVICE ACTIVITY

	17
	3
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

	17
	3
	FINGER REMOTE COMMAND EXECUTION ATTEMPT
	ORACLE EXECUTE_SYSTEM ATTEMPT

	17
	3
	FTP CWD .... ATTEMPT
	FTP CWD .... ATTEMPT

	17
	3
	FTP PASSWD RETRIEVAL ATTEMPT
	FTP PASSWD RETRIEVAL ATTEMPT

	17
	3
	MYSQL ROOT LOGIN ATTEMPT
	MYSQL ROOT LOGIN ATTEMPT

	17
	3
	ORACLE EXECUTE_SYSTEM ATTEMPT
	SCAN FIN PACKET

	17
	3
	PROTOCOL COMMAND DECODE
	SUSPICIOUS FILENAME DETECTION

	17
	3
	SCAN FIN PACKET
	SCAN FIN PACKET

	17
	3
	SUSPICIOUS FILENAME DETECTION
	SUSPICIOUS FILENAME DETECTION

	17
	3
	SYSTEM CALL DETECTION
	SYSTEM CALL DETECTION

	17
	3
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

	17
	3
	TELNET WEB MISCELLANEOUS ATTEMPT
	TELNET WEB MISCELLANEOUS ATTEMPT

	17
	3
	WEB APPLICATION ACTIVITY
	WEB APPLICATION ACTIVITY

	17
	3
	WEB ATTACK
	WEB ATTACK

	17
	3
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	WEB-ATTACKS CHMOD COMMAND ATTEMPT

	18
	1
	ATTEMPTED ADMIN PRIVILEGE GAIN
	NOT SELECTED

	18
	1
	ATTEMPTED DENIAL OF SERVICE
	NOT SELECTED

	18
	1
	ATTEMPTED USER PRIVILEGE GAIN
	NOT SELECTED

	18
	1
	ATTEMPTED-RECON
	NOT SELECTED

	18
	1
	DENIAL OF SERVICE ACTIVITY
	NOT SELECTED

	18
	1
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

	18
	1
	FINGER REMOTE COMMAND EXECUTION ATTEMPT
	NOT SELECTED

	18
	1
	FTP CWD .... ATTEMPT
	FTP CWD .... ATTEMPT

	18
	1
	FTP PASSWD RETRIEVAL ATTEMPT
	SUSPICIOUS FILENAME DETECTION

	18
	1
	MYSQL ROOT LOGIN ATTEMPT
	TELNET WEB MISCELLANEOUS ATTEMPT

	18
	1
	ORACLE EXECUTE_SYSTEM ATTEMPT
	NOT SELECTED

	18
	1
	PROTOCOL COMMAND DECODE
	NOT SELECTED

	18
	1
	SCAN FIN PACKET
	NOT SELECTED

	18
	1
	SUSPICIOUS FILENAME DETECTION
	NOT SELECTED

	18
	1
	SYSTEM CALL DETECTION
	NOT SELECTED

	18
	1
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

	18
	1
	TELNET WEB MISCELLANEOUS ATTEMPT
	TELNET WEB MISCELLANEOUS ATTEMPT

	18
	1
	WEB APPLICATION ACTIVITY
	TELNET WEB MISCELLANEOUS ATTEMPT

	18
	1
	WEB ATTACK
	WEB ATTACK

	18
	1
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	WEB-ATTACKS CHMOD COMMAND ATTEMPT

	18
	2
	ATTEMPTED ADMIN PRIVILEGE GAIN
	NOT SELECTED

	18
	2
	ATTEMPTED ADMIN PRIVILEGE GAIN
	NOT SELECTED

	18
	2
	ATTEMPTED DENIAL OF SERVICE
	ATTEMPTED DENIAL OF SERVICE

	18
	2
	ATTEMPTED USER PRIVILEGE GAIN
	ATTEMPTED USER PRIVILEGE GAIN

	18
	2
	ATTEMPTED-RECON
	NOT SELECTED

	18
	2
	DENIAL OF SERVICE ACTIVITY
	NOT SELECTED

	18
	2
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

	18
	2
	FINGER REMOTE COMMAND EXECUTION ATTEMPT
	ATTEMPTED USER PRIVILEGE GAIN

	18
	2
	FTP CWD .... ATTEMPT
	FTP CWD .... ATTEMPT

	18
	2
	FTP PASSWD RETRIEVAL ATTEMPT
	SUSPICIOUS FILENAME DETECTION

	18
	2
	ORACLE EXECUTE_SYSTEM ATTEMPT
	ORACLE EXECUTE_SYSTEM ATTEMPT

	18
	2
	PROTOCOL COMMAND DECODE
	FTP PASSWD RETRIEVAL ATTEMPT

	18
	2
	SCAN FIN PACKET
	ATTEMPTED-RECON

	18
	2
	SUSPICIOUS FILENAME DETECTION
	SUSPICIOUS FILENAME DETECTION

	18
	2
	SYSTEM CALL DETECTION
	SYSTEM CALL DETECTION

	18
	2
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT
	NOT SELECTED

	18
	2
	TELNET WEB MISCELLANEOUS ATTEMPT
	TELNET WEB MISCELLANEOUS ATTEMPT

	18
	2
	WEB APPLICATION ACTIVITY
	WEB APPLICATION ACTIVITY

	18
	2
	WEB ATTACK
	WEB ATTACK

	18
	2
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	WEB-ATTACKS CHMOD COMMAND ATTEMPT

	18
	3
	ATTEMPTED ADMIN PRIVILEGE GAIN
	NOT SELECTED

	18
	3
	ATTEMPTED DENIAL OF SERVICE
	DENIAL OF SERVICE ACTIVITY

	18
	3
	ATTEMPTED USER PRIVILEGE GAIN
	NOT SELECTED

	18
	3
	ATTEMPTED-RECON
	SCAN FIN PACKET

	18
	3
	DENIAL OF SERVICE ACTIVITY
	DENIAL OF SERVICE ACTIVITY

	18
	3
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

	18
	3
	FINGER REMOTE COMMAND EXECUTION ATTEMPT
	FINGER REMOTE COMMAND EXECUTION ATTEMPT

	18
	3
	FTP CWD .... ATTEMPT
	FTP CWD .... ATTEMPT

	18
	3
	FTP PASSWD RETRIEVAL ATTEMPT
	FTP PASSWD RETRIEVAL ATTEMPT

	18
	3
	MYSQL ROOT LOGIN ATTEMPT
	MYSQL ROOT LOGIN ATTEMPT

	18
	3
	ORACLE EXECUTE_SYSTEM ATTEMPT
	ORACLE EXECUTE_SYSTEM ATTEMPT

	18
	3
	PROTOCOL COMMAND DECODE
	SUSPICIOUS FILENAME DETECTION

	18
	3
	SCAN FIN PACKET
	ATTEMPTED-RECON

	18
	3
	SUSPICIOUS FILENAME DETECTION
	NOT SELECTED

	18
	3
	SYSTEM CALL DETECTION
	NOT SELECTED

	18
	3
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT
	ORACLE EXECUTE_SYSTEM ATTEMPT

	18
	3
	TELNET WEB MISCELLANEOUS ATTEMPT
	TELNET WEB MISCELLANEOUS ATTEMPT

	18
	3
	WEB APPLICATION ACTIVITY
	WEB APPLICATION ACTIVITY

	18
	3
	WEB ATTACK
	WEB ATTACK

	18
	3
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	WEB-ATTACKS CHMOD COMMAND ATTEMPT

	19
	1
	ATTEMPTED ADMIN PRIVILEGE GAIN
	ATTEMPTED ADMIN PRIVILEGE GAIN

	19
	1
	ATTEMPTED DENIAL OF SERVICE
	SCAN FIN PACKET

	19
	1
	ATTEMPTED USER PRIVILEGE GAIN
	ATTEMPTED USER PRIVILEGE GAIN

	19
	1
	ATTEMPTED-RECON
	ATTEMPTED ADMIN PRIVILEGE GAIN

	19
	1
	DENIAL OF SERVICE ACTIVITY
	DENIAL OF SERVICE ACTIVITY

	19
	1
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)
	ATTEMPTED DENIAL OF SERVICE

	19
	1
	FINGER REMOTE COMMAND EXECUTION ATTEMPT
	FINGER REMOTE COMMAND EXECUTION ATTEMPT

	19
	1
	FTP CWD .... ATTEMPT
	NOT SELECTED

	19
	1
	FTP PASSWD RETRIEVAL ATTEMPT
	MYSQL ROOT LOGIN ATTEMPT

	19
	1
	MYSQL ROOT LOGIN ATTEMPT
	PROTOCOL COMMAND DECODE

	19
	1
	ORACLE EXECUTE_SYSTEM ATTEMPT
	ORACLE EXECUTE_SYSTEM ATTEMPT

	19
	1
	PROTOCOL COMMAND DECODE
	PROTOCOL COMMAND DECODE

	19
	1
	SCAN FIN PACKET
	ATTEMPTED ADMIN PRIVILEGE GAIN

	19
	1
	SUSPICIOUS FILENAME DETECTION
	SUSPICIOUS FILENAME DETECTION

	19
	1
	SYSTEM CALL DETECTION
	ATTEMPTED ADMIN PRIVILEGE GAIN

	19
	1
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

	19
	1
	TELNET WEB MISCELLANEOUS ATTEMPT
	TELNET WEB MISCELLANEOUS ATTEMPT

	19
	1
	WEB APPLICATION ACTIVITY
	TELNET WEB MISCELLANEOUS ATTEMPT

	19
	1
	WEB ATTACK
	WEB-ATTACKS CHMOD COMMAND ATTEMPT

	19
	1
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	FTP CWD .... ATTEMPT

	19
	2
	ATTEMPTED ADMIN PRIVILEGE GAIN
	NOT SELECTED

	19
	2
	ATTEMPTED ADMIN PRIVILEGE GAIN
	ATTEMPTED ADMIN PRIVILEGE GAIN

	19
	2
	ATTEMPTED DENIAL OF SERVICE
	ATTEMPTED-RECON

	19
	2
	ATTEMPTED USER PRIVILEGE GAIN
	ATTEMPTED USER PRIVILEGE GAIN

	19
	2
	ATTEMPTED-RECON
	ATTEMPTED DENIAL OF SERVICE

	19
	2
	DENIAL OF SERVICE ACTIVITY
	FTP CWD .... ATTEMPT

	19
	2
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

	19
	2
	FINGER REMOTE COMMAND EXECUTION ATTEMPT
	FINGER REMOTE COMMAND EXECUTION ATTEMPT

	19
	2
	FTP CWD .... ATTEMPT
	FTP CWD .... ATTEMPT

	19
	2
	FTP PASSWD RETRIEVAL ATTEMPT
	PROTOCOL COMMAND DECODE

	19
	2
	ORACLE EXECUTE_SYSTEM ATTEMPT
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

	19
	2
	PROTOCOL COMMAND DECODE
	PROTOCOL COMMAND DECODE

	19
	2
	SCAN FIN PACKET
	ATTEMPTED DENIAL OF SERVICE

	19
	2
	SUSPICIOUS FILENAME DETECTION
	PROTOCOL COMMAND DECODE

	19
	2
	SYSTEM CALL DETECTION
	SCAN FIN PACKET

	19
	2
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT
	SCAN FIN PACKET

	19
	2
	TELNET WEB MISCELLANEOUS ATTEMPT
	TELNET WEB MISCELLANEOUS ATTEMPT

	19
	2
	WEB APPLICATION ACTIVITY
	WEB APPLICATION ACTIVITY

	19
	2
	WEB ATTACK
	WEB-ATTACKS CHMOD COMMAND ATTEMPT

	19
	2
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	WEB-ATTACKS CHMOD COMMAND ATTEMPT

	19
	3
	ATTEMPTED ADMIN PRIVILEGE GAIN
	ATTEMPTED ADMIN PRIVILEGE GAIN

	19
	3
	ATTEMPTED DENIAL OF SERVICE
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

	19
	3
	ATTEMPTED USER PRIVILEGE GAIN
	FINGER REMOTE COMMAND EXECUTION ATTEMPT

	19
	3
	ATTEMPTED-RECON
	ATTEMPTED DENIAL OF SERVICE

	19
	3
	DENIAL OF SERVICE ACTIVITY
	FTP CWD .... ATTEMPT

	19
	3
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

	19
	3
	FINGER REMOTE COMMAND EXECUTION ATTEMPT
	FINGER REMOTE COMMAND EXECUTION ATTEMPT

	19
	3
	FTP CWD .... ATTEMPT
	FTP CWD .... ATTEMPT

	19
	3
	FTP PASSWD RETRIEVAL ATTEMPT
	SUSPICIOUS FILENAME DETECTION

	19
	3
	MYSQL ROOT LOGIN ATTEMPT
	FTP PASSWD RETRIEVAL ATTEMPT

	19
	3
	ORACLE EXECUTE_SYSTEM ATTEMPT
	ORACLE EXECUTE_SYSTEM ATTEMPT

	19
	3
	PROTOCOL COMMAND DECODE
	PROTOCOL COMMAND DECODE

	19
	3
	SCAN FIN PACKET
	SCAN FIN PACKET

	19
	3
	SUSPICIOUS FILENAME DETECTION
	SUSPICIOUS FILENAME DETECTION

	19
	3
	SYSTEM CALL DETECTION
	SYSTEM CALL DETECTION

	19
	3
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

	19
	3
	TELNET WEB MISCELLANEOUS ATTEMPT
	TELNET WEB MISCELLANEOUS ATTEMPT

	19
	3
	WEB APPLICATION ACTIVITY
	WEB APPLICATION ACTIVITY

	19
	3
	WEB ATTACK
	WEB-ATTACKS CHMOD COMMAND ATTEMPT

	19
	3
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	FTP CWD .... ATTEMPT

	20
	1
	ATTEMPTED ADMIN PRIVILEGE GAIN
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

	20
	1
	ATTEMPTED DENIAL OF SERVICE
	ATTEMPTED DENIAL OF SERVICE

	20
	1
	ATTEMPTED USER PRIVILEGE GAIN
	FINGER REMOTE COMMAND EXECUTION ATTEMPT

	20
	1
	ATTEMPTED-RECON
	FTP PASSWD RETRIEVAL ATTEMPT

	20
	1
	DENIAL OF SERVICE ACTIVITY
	DENIAL OF SERVICE ACTIVITY

	20
	1
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)
	MYSQL ROOT LOGIN ATTEMPT

	20
	1
	FINGER REMOTE COMMAND EXECUTION ATTEMPT
	NOT SELECTED

	20
	1
	FTP CWD .... ATTEMPT
	FTP CWD .... ATTEMPT

	20
	1
	FTP PASSWD RETRIEVAL ATTEMPT
	SUSPICIOUS FILENAME DETECTION

	20
	1
	MYSQL ROOT LOGIN ATTEMPT
	SUSPICIOUS FILENAME DETECTION

	20
	1
	ORACLE EXECUTE_SYSTEM ATTEMPT
	ORACLE EXECUTE_SYSTEM ATTEMPT

	20
	1
	PROTOCOL COMMAND DECODE
	PROTOCOL COMMAND DECODE

	20
	1
	SCAN FIN PACKET
	FINGER REMOTE COMMAND EXECUTION ATTEMPT

	20
	1
	SUSPICIOUS FILENAME DETECTION
	SUSPICIOUS FILENAME DETECTION

	20
	1
	SYSTEM CALL DETECTION
	FTP PASSWD RETRIEVAL ATTEMPT

	20
	1
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

	20
	1
	TELNET WEB MISCELLANEOUS ATTEMPT
	SCAN FIN PACKET

	20
	1
	WEB APPLICATION ACTIVITY
	WEB APPLICATION ACTIVITY

	20
	1
	WEB ATTACK
	WEB ATTACK

	20
	1
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	WEB-ATTACKS CHMOD COMMAND ATTEMPT

	20
	2
	ATTEMPTED ADMIN PRIVILEGE GAIN
	ATTEMPTED ADMIN PRIVILEGE GAIN

	20
	2
	ATTEMPTED ADMIN PRIVILEGE GAIN
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

	20
	2
	ATTEMPTED DENIAL OF SERVICE
	ATTEMPTED DENIAL OF SERVICE

	20
	2
	ATTEMPTED USER PRIVILEGE GAIN
	ATTEMPTED USER PRIVILEGE GAIN

	20
	2
	ATTEMPTED-RECON
	NOT SELECTED

	20
	2
	DENIAL OF SERVICE ACTIVITY
	DENIAL OF SERVICE ACTIVITY

	20
	2
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

	20
	2
	FINGER REMOTE COMMAND EXECUTION ATTEMPT
	SCAN FIN PACKET

	20
	2
	FTP CWD .... ATTEMPT
	FTP CWD .... ATTEMPT

	20
	2
	FTP PASSWD RETRIEVAL ATTEMPT
	FTP PASSWD RETRIEVAL ATTEMPT

	20
	2
	ORACLE EXECUTE_SYSTEM ATTEMPT
	ORACLE EXECUTE_SYSTEM ATTEMPT

	20
	2
	PROTOCOL COMMAND DECODE
	PROTOCOL COMMAND DECODE

	20
	2
	SCAN FIN PACKET
	SCAN FIN PACKET

	20
	2
	SUSPICIOUS FILENAME DETECTION
	SUSPICIOUS FILENAME DETECTION

	20
	2
	SYSTEM CALL DETECTION
	SYSTEM CALL DETECTION

	20
	2
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

	20
	2
	TELNET WEB MISCELLANEOUS ATTEMPT
	ATTEMPTED-RECON

	20
	2
	WEB APPLICATION ACTIVITY
	WEB APPLICATION ACTIVITY

	20
	2
	WEB ATTACK
	WEB ATTACK

	20
	2
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	WEB-ATTACKS CHMOD COMMAND ATTEMPT

	20
	3
	ATTEMPTED ADMIN PRIVILEGE GAIN
	ATTEMPTED ADMIN PRIVILEGE GAIN

	20
	3
	ATTEMPTED DENIAL OF SERVICE
	ATTEMPTED DENIAL OF SERVICE

	20
	3
	ATTEMPTED USER PRIVILEGE GAIN
	FINGER REMOTE COMMAND EXECUTION ATTEMPT

	20
	3
	ATTEMPTED-RECON
	ATTEMPTED-RECON

	20
	3
	DENIAL OF SERVICE ACTIVITY
	DENIAL OF SERVICE ACTIVITY

	20
	3
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

	20
	3
	FINGER REMOTE COMMAND EXECUTION ATTEMPT
	SCAN FIN PACKET

	20
	3
	FTP CWD .... ATTEMPT
	FTP CWD .... ATTEMPT

	20
	3
	FTP PASSWD RETRIEVAL ATTEMPT
	SUSPICIOUS FILENAME DETECTION

	20
	3
	MYSQL ROOT LOGIN ATTEMPT
	MYSQL ROOT LOGIN ATTEMPT

	20
	3
	ORACLE EXECUTE_SYSTEM ATTEMPT
	ORACLE EXECUTE_SYSTEM ATTEMPT

	20
	3
	PROTOCOL COMMAND DECODE
	PROTOCOL COMMAND DECODE

	20
	3
	SCAN FIN PACKET
	SCAN FIN PACKET

	20
	3
	SUSPICIOUS FILENAME DETECTION
	SUSPICIOUS FILENAME DETECTION

	20
	3
	SYSTEM CALL DETECTION
	SYSTEM CALL DETECTION

	20
	3
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT
	ORACLE EXECUTE_SYSTEM ATTEMPT

	20
	3
	TELNET WEB MISCELLANEOUS ATTEMPT
	TELNET WEB MISCELLANEOUS ATTEMPT

	20
	3
	WEB APPLICATION ACTIVITY
	WEB APPLICATION ACTIVITY

	20
	3
	WEB ATTACK
	WEB ATTACK

	20
	3
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	WEB-ATTACKS CHMOD COMMAND ATTEMPT


Appendix- D: Test 1A Data

	ID
	GENERATED_EVENT
	IDENTIFIED_EVENT

	1
	ATTEMPTED ADMIN PRIVILEGE GAIN
	PROTOCOL COMMAND DECODE

	1
	ATTEMPTED DENIAL OF SERVICE
	ATTEMPTED ADMIN PRIVILEGE GAIN

	1
	ATTEMPTED USER PRIVILEGE GAIN
	ATTEMPTED-RECON

	1
	ATTEMPTED-RECON
	ATTEMPTED-RECON

	1
	DENIAL OF SERVICE ACTIVITY
	DENIAL OF SERVICE ACTIVITY

	1
	PROTOCOL COMMAND DECODE
	PROTOCOL COMMAND DECODE

	1
	SUSPICIOUS FILENAME DETECTION
	PROTOCOL COMMAND DECODE

	1
	SYSTEM CALL DETECTION
	WEB ATTACK

	1
	WEB APPLICATION ACTIVITY
	ATTEMPTED-RECON

	1
	WEB ATTACK
	WEB ATTACK

	2
	ATTEMPTED ADMIN PRIVILEGE GAIN
	ATTEMPTED ADMIN PRIVILEGE GAIN

	2
	ATTEMPTED DENIAL OF SERVICE
	ATTEMPTED DENIAL OF SERVICE

	2
	ATTEMPTED USER PRIVILEGE GAIN
	ATTEMPTED USER PRIVILEGE GAIN

	2
	ATTEMPTED-RECON
	ATTEMPTED-RECON

	2
	DENIAL OF SERVICE ACTIVITY
	DENIAL OF SERVICE ACTIVITY

	2
	PROTOCOL COMMAND DECODE
	SUSPICIOUS FILENAME DETECTION

	2
	SUSPICIOUS FILENAME DETECTION
	PROTOCOL COMMAND DECODE

	2
	SYSTEM CALL DETECTION
	ATTEMPTED ADMIN PRIVILEGE GAIN

	2
	WEB APPLICATION ACTIVITY
	WEB APPLICATION ACTIVITY

	2
	WEB ATTACK
	WEB ATTACK

	3
	ATTEMPTED ADMIN PRIVILEGE GAIN
	SYSTEM CALL DETECTION

	3
	ATTEMPTED DENIAL OF SERVICE
	ATTEMPTED DENIAL OF SERVICE

	3
	ATTEMPTED USER PRIVILEGE GAIN
	ATTEMPTED USER PRIVILEGE GAIN

	3
	ATTEMPTED-RECON
	ATTEMPTED-RECON

	3
	DENIAL OF SERVICE ACTIVITY
	DENIAL OF SERVICE ACTIVITY

	3
	PROTOCOL COMMAND DECODE
	SUSPICIOUS FILENAME DETECTION

	3
	SUSPICIOUS FILENAME DETECTION
	PROTOCOL COMMAND DECODE

	3
	SYSTEM CALL DETECTION
	SYSTEM CALL DETECTION

	3
	WEB APPLICATION ACTIVITY
	WEB APPLICATION ACTIVITY

	3
	WEB ATTACK
	WEB APPLICATION ACTIVITY

	4
	ATTEMPTED ADMIN PRIVILEGE GAIN
	SUSPICIOUS FILENAME DETECTION

	4
	ATTEMPTED DENIAL OF SERVICE
	ATTEMPTED DENIAL OF SERVICE

	4
	ATTEMPTED USER PRIVILEGE GAIN
	ATTEMPTED USER PRIVILEGE GAIN

	4
	ATTEMPTED-RECON
	PROTOCOL COMMAND DECODE

	4
	DENIAL OF SERVICE ACTIVITY
	DENIAL OF SERVICE ACTIVITY

	4
	PROTOCOL COMMAND DECODE
	SUSPICIOUS FILENAME DETECTION

	4
	SUSPICIOUS FILENAME DETECTION
	PROTOCOL COMMAND DECODE

	4
	SYSTEM CALL DETECTION
	WEB ATTACK

	4
	WEB APPLICATION ACTIVITY
	WEB APPLICATION ACTIVITY

	4
	WEB ATTACK
	WEB ATTACK

	5
	ATTEMPTED ADMIN PRIVILEGE GAIN
	SUSPICIOUS FILENAME DETECTION

	5
	ATTEMPTED DENIAL OF SERVICE
	ATTEMPTED ADMIN PRIVILEGE GAIN

	5
	ATTEMPTED USER PRIVILEGE GAIN
	ATTEMPTED-RECON

	5
	ATTEMPTED-RECON
	ATTEMPTED-RECON

	5
	DENIAL OF SERVICE ACTIVITY
	ATTEMPTED USER PRIVILEGE GAIN

	5
	PROTOCOL COMMAND DECODE
	SUSPICIOUS FILENAME DETECTION

	5
	SUSPICIOUS FILENAME DETECTION
	SUSPICIOUS FILENAME DETECTION

	5
	SYSTEM CALL DETECTION
	ATTEMPTED-RECON

	5
	WEB APPLICATION ACTIVITY
	WEB APPLICATION ACTIVITY

	5
	WEB ATTACK
	DENIAL OF SERVICE ACTIVITY

	6
	ATTEMPTED ADMIN PRIVILEGE GAIN
	ATTEMPTED ADMIN PRIVILEGE GAIN

	6
	ATTEMPTED DENIAL OF SERVICE
	ATTEMPTED DENIAL OF SERVICE

	6
	ATTEMPTED USER PRIVILEGE GAIN
	ATTEMPTED USER PRIVILEGE GAIN

	6
	ATTEMPTED-RECON
	PROTOCOL COMMAND DECODE

	6
	DENIAL OF SERVICE ACTIVITY
	DENIAL OF SERVICE ACTIVITY

	6
	PROTOCOL COMMAND DECODE
	SUSPICIOUS FILENAME DETECTION

	6
	SUSPICIOUS FILENAME DETECTION
	PROTOCOL COMMAND DECODE

	6
	SYSTEM CALL DETECTION
	SYSTEM CALL DETECTION

	6
	WEB APPLICATION ACTIVITY
	WEB APPLICATION ACTIVITY

	6
	WEB ATTACK
	WEB ATTACK

	7
	ATTEMPTED ADMIN PRIVILEGE GAIN
	SYSTEM CALL DETECTION

	7
	ATTEMPTED DENIAL OF SERVICE
	ATTEMPTED DENIAL OF SERVICE

	7
	ATTEMPTED USER PRIVILEGE GAIN
	ATTEMPTED USER PRIVILEGE GAIN

	7
	ATTEMPTED-RECON
	PROTOCOL COMMAND DECODE

	7
	DENIAL OF SERVICE ACTIVITY
	DENIAL OF SERVICE ACTIVITY

	7
	PROTOCOL COMMAND DECODE
	PROTOCOL COMMAND DECODE

	7
	SUSPICIOUS FILENAME DETECTION
	PROTOCOL COMMAND DECODE

	7
	SYSTEM CALL DETECTION
	ATTEMPTED-RECON

	7
	WEB APPLICATION ACTIVITY
	WEB APPLICATION ACTIVITY

	7
	WEB ATTACK
	WEB ATTACK

	8
	ATTEMPTED ADMIN PRIVILEGE GAIN
	ATTEMPTED ADMIN PRIVILEGE GAIN

	8
	ATTEMPTED DENIAL OF SERVICE
	ATTEMPTED DENIAL OF SERVICE

	8
	ATTEMPTED USER PRIVILEGE GAIN
	ATTEMPTED USER PRIVILEGE GAIN

	8
	ATTEMPTED-RECON
	ATTEMPTED-RECON

	8
	DENIAL OF SERVICE ACTIVITY
	DENIAL OF SERVICE ACTIVITY

	8
	PROTOCOL COMMAND DECODE
	PROTOCOL COMMAND DECODE

	8
	SUSPICIOUS FILENAME DETECTION
	SUSPICIOUS FILENAME DETECTION

	8
	SYSTEM CALL DETECTION
	PROTOCOL COMMAND DECODE

	8
	WEB APPLICATION ACTIVITY
	WEB APPLICATION ACTIVITY

	8
	WEB ATTACK
	WEB ATTACK

	9
	ATTEMPTED ADMIN PRIVILEGE GAIN
	ATTEMPTED ADMIN PRIVILEGE GAIN

	9
	ATTEMPTED DENIAL OF SERVICE
	ATTEMPTED DENIAL OF SERVICE

	9
	ATTEMPTED USER PRIVILEGE GAIN
	ATTEMPTED USER PRIVILEGE GAIN

	9
	ATTEMPTED-RECON
	ATTEMPTED-RECON

	9
	DENIAL OF SERVICE ACTIVITY
	DENIAL OF SERVICE ACTIVITY

	9
	PROTOCOL COMMAND DECODE
	PROTOCOL COMMAND DECODE

	9
	SUSPICIOUS FILENAME DETECTION
	SUSPICIOUS FILENAME DETECTION

	9
	SYSTEM CALL DETECTION
	ATTEMPTED ADMIN PRIVILEGE GAIN

	9
	WEB APPLICATION ACTIVITY
	WEB APPLICATION ACTIVITY

	9
	WEB ATTACK
	WEB APPLICATION ACTIVITY

	10
	ATTEMPTED ADMIN PRIVILEGE GAIN
	ATTEMPTED ADMIN PRIVILEGE GAIN

	10
	ATTEMPTED DENIAL OF SERVICE
	ATTEMPTED ADMIN PRIVILEGE GAIN

	10
	ATTEMPTED USER PRIVILEGE GAIN
	ATTEMPTED ADMIN PRIVILEGE GAIN

	10
	ATTEMPTED-RECON
	ATTEMPTED-RECON

	10
	DENIAL OF SERVICE ACTIVITY
	ATTEMPTED ADMIN PRIVILEGE GAIN

	10
	PROTOCOL COMMAND DECODE
	PROTOCOL COMMAND DECODE

	10
	SUSPICIOUS FILENAME DETECTION
	SUSPICIOUS FILENAME DETECTION

	10
	SYSTEM CALL DETECTION
	ATTEMPTED USER PRIVILEGE GAIN

	10
	WEB APPLICATION ACTIVITY
	ATTEMPTED-RECON

	10
	WEB ATTACK
	ATTEMPTED-RECON

	11
	ATTEMPTED ADMIN PRIVILEGE GAIN
	ATTEMPTED ADMIN PRIVILEGE GAIN

	11
	ATTEMPTED DENIAL OF SERVICE
	ATTEMPTED ADMIN PRIVILEGE GAIN

	11
	ATTEMPTED USER PRIVILEGE GAIN
	ATTEMPTED ADMIN PRIVILEGE GAIN

	11
	ATTEMPTED-RECON
	ATTEMPTED USER PRIVILEGE GAIN

	11
	DENIAL OF SERVICE ACTIVITY
	ATTEMPTED ADMIN PRIVILEGE GAIN

	11
	PROTOCOL COMMAND DECODE
	DENIAL OF SERVICE ACTIVITY

	11
	SUSPICIOUS FILENAME DETECTION
	PROTOCOL COMMAND DECODE

	11
	SYSTEM CALL DETECTION
	WEB ATTACK

	11
	WEB APPLICATION ACTIVITY
	WEB ATTACK

	11
	WEB ATTACK
	WEB ATTACK

	12
	ATTEMPTED ADMIN PRIVILEGE GAIN
	SYSTEM CALL DETECTION

	12
	ATTEMPTED DENIAL OF SERVICE
	ATTEMPTED DENIAL OF SERVICE

	12
	ATTEMPTED USER PRIVILEGE GAIN
	ATTEMPTED USER PRIVILEGE GAIN

	12
	ATTEMPTED-RECON
	SYSTEM CALL DETECTION

	12
	DENIAL OF SERVICE ACTIVITY
	DENIAL OF SERVICE ACTIVITY

	12
	PROTOCOL COMMAND DECODE
	SUSPICIOUS FILENAME DETECTION

	12
	SUSPICIOUS FILENAME DETECTION
	SYSTEM CALL DETECTION

	12
	SYSTEM CALL DETECTION
	WEB ATTACK

	12
	WEB APPLICATION ACTIVITY
	WEB APPLICATION ACTIVITY

	12
	WEB ATTACK
	WEB ATTACK

	13
	ATTEMPTED ADMIN PRIVILEGE GAIN
	ATTEMPTED ADMIN PRIVILEGE GAIN

	13
	ATTEMPTED DENIAL OF SERVICE
	ATTEMPTED DENIAL OF SERVICE

	13
	ATTEMPTED USER PRIVILEGE GAIN
	ATTEMPTED USER PRIVILEGE GAIN

	13
	ATTEMPTED-RECON
	ATTEMPTED-RECON

	13
	DENIAL OF SERVICE ACTIVITY
	DENIAL OF SERVICE ACTIVITY

	13
	PROTOCOL COMMAND DECODE
	PROTOCOL COMMAND DECODE

	13
	SUSPICIOUS FILENAME DETECTION
	PROTOCOL COMMAND DECODE

	13
	SYSTEM CALL DETECTION
	WEB ATTACK

	13
	WEB APPLICATION ACTIVITY
	WEB APPLICATION ACTIVITY

	13
	WEB ATTACK
	WEB ATTACK

	14
	ATTEMPTED ADMIN PRIVILEGE GAIN
	ATTEMPTED-RECON

	14
	ATTEMPTED DENIAL OF SERVICE
	ATTEMPTED-RECON

	14
	ATTEMPTED USER PRIVILEGE GAIN
	ATTEMPTED-RECON

	14
	ATTEMPTED-RECON
	SUSPICIOUS FILENAME DETECTION

	14
	DENIAL OF SERVICE ACTIVITY
	ATTEMPTED-RECON

	14
	PROTOCOL COMMAND DECODE
	ATTEMPTED-RECON

	14
	SUSPICIOUS FILENAME DETECTION
	SUSPICIOUS FILENAME DETECTION

	14
	SYSTEM CALL DETECTION
	ATTEMPTED-RECON

	14
	WEB APPLICATION ACTIVITY
	WEB APPLICATION ACTIVITY

	14
	WEB ATTACK
	WEB ATTACK

	15
	ATTEMPTED ADMIN PRIVILEGE GAIN
	ATTEMPTED ADMIN PRIVILEGE GAIN

	15
	ATTEMPTED DENIAL OF SERVICE
	ATTEMPTED DENIAL OF SERVICE

	15
	ATTEMPTED USER PRIVILEGE GAIN
	ATTEMPTED USER PRIVILEGE GAIN

	15
	ATTEMPTED-RECON
	ATTEMPTED-RECON

	15
	DENIAL OF SERVICE ACTIVITY
	DENIAL OF SERVICE ACTIVITY

	15
	PROTOCOL COMMAND DECODE
	PROTOCOL COMMAND DECODE

	15
	SUSPICIOUS FILENAME DETECTION
	SUSPICIOUS FILENAME DETECTION

	15
	SYSTEM CALL DETECTION
	SYSTEM CALL DETECTION

	15
	WEB APPLICATION ACTIVITY
	WEB APPLICATION ACTIVITY

	15
	WEB ATTACK
	WEB ATTACK

	16
	ATTEMPTED ADMIN PRIVILEGE GAIN
	ATTEMPTED ADMIN PRIVILEGE GAIN

	16
	ATTEMPTED DENIAL OF SERVICE
	ATTEMPTED DENIAL OF SERVICE

	16
	ATTEMPTED USER PRIVILEGE GAIN
	ATTEMPTED ADMIN PRIVILEGE GAIN

	16
	ATTEMPTED-RECON
	PROTOCOL COMMAND DECODE

	16
	DENIAL OF SERVICE ACTIVITY
	DENIAL OF SERVICE ACTIVITY

	16
	PROTOCOL COMMAND DECODE
	PROTOCOL COMMAND DECODE

	16
	SUSPICIOUS FILENAME DETECTION
	PROTOCOL COMMAND DECODE

	16
	SYSTEM CALL DETECTION
	ATTEMPTED-RECON

	16
	WEB APPLICATION ACTIVITY
	WEB APPLICATION ACTIVITY

	16
	WEB ATTACK
	WEB ATTACK

	17
	ATTEMPTED ADMIN PRIVILEGE GAIN
	ATTEMPTED ADMIN PRIVILEGE GAIN

	17
	ATTEMPTED DENIAL OF SERVICE
	ATTEMPTED DENIAL OF SERVICE

	17
	ATTEMPTED USER PRIVILEGE GAIN
	ATTEMPTED USER PRIVILEGE GAIN

	17
	ATTEMPTED-RECON
	ATTEMPTED-RECON

	17
	DENIAL OF SERVICE ACTIVITY
	DENIAL OF SERVICE ACTIVITY

	17
	PROTOCOL COMMAND DECODE
	PROTOCOL COMMAND DECODE

	17
	SUSPICIOUS FILENAME DETECTION
	ATTEMPTED-RECON

	17
	SYSTEM CALL DETECTION
	SYSTEM CALL DETECTION

	17
	WEB APPLICATION ACTIVITY
	WEB APPLICATION ACTIVITY

	17
	WEB ATTACK
	WEB ATTACK

	18
	ATTEMPTED ADMIN PRIVILEGE GAIN
	SYSTEM CALL DETECTION

	18
	ATTEMPTED DENIAL OF SERVICE
	ATTEMPTED DENIAL OF SERVICE

	18
	ATTEMPTED USER PRIVILEGE GAIN
	ATTEMPTED USER PRIVILEGE GAIN

	18
	ATTEMPTED-RECON
	

	18
	DENIAL OF SERVICE ACTIVITY
	DENIAL OF SERVICE ACTIVITY

	18
	PROTOCOL COMMAND DECODE
	SUSPICIOUS FILENAME DETECTION

	18
	SUSPICIOUS FILENAME DETECTION
	PROTOCOL COMMAND DECODE

	18
	SYSTEM CALL DETECTION
	ATTEMPTED ADMIN PRIVILEGE GAIN

	18
	WEB APPLICATION ACTIVITY
	WEB APPLICATION ACTIVITY

	18
	WEB ATTACK
	WEB ATTACK

	19
	ATTEMPTED ADMIN PRIVILEGE GAIN
	SYSTEM CALL DETECTION

	19
	ATTEMPTED DENIAL OF SERVICE
	ATTEMPTED-RECON

	19
	ATTEMPTED USER PRIVILEGE GAIN
	ATTEMPTED DENIAL OF SERVICE

	19
	ATTEMPTED-RECON
	ATTEMPTED DENIAL OF SERVICE

	19
	DENIAL OF SERVICE ACTIVITY
	DENIAL OF SERVICE ACTIVITY

	19
	PROTOCOL COMMAND DECODE
	PROTOCOL COMMAND DECODE

	19
	SUSPICIOUS FILENAME DETECTION
	SUSPICIOUS FILENAME DETECTION

	19
	SYSTEM CALL DETECTION
	SYSTEM CALL DETECTION

	19
	WEB APPLICATION ACTIVITY
	WEB APPLICATION ACTIVITY

	19
	WEB ATTACK
	WEB APPLICATION ACTIVITY

	20
	ATTEMPTED ADMIN PRIVILEGE GAIN
	ATTEMPTED ADMIN PRIVILEGE GAIN

	20
	ATTEMPTED DENIAL OF SERVICE
	ATTEMPTED DENIAL OF SERVICE

	20
	ATTEMPTED USER PRIVILEGE GAIN
	ATTEMPTED USER PRIVILEGE GAIN

	20
	ATTEMPTED-RECON
	ATTEMPTED-RECON

	20
	DENIAL OF SERVICE ACTIVITY
	DENIAL OF SERVICE ACTIVITY

	20
	PROTOCOL COMMAND DECODE
	PROTOCOL COMMAND DECODE

	20
	SUSPICIOUS FILENAME DETECTION
	SUSPICIOUS FILENAME DETECTION

	20
	SYSTEM CALL DETECTION
	SYSTEM CALL DETECTION

	20
	WEB APPLICATION ACTIVITY
	WEB APPLICATION ACTIVITY

	20
	WEB ATTACK
	WEB ATTACK


Appendix- E: Test 1B Data

	ID
	GENERATED_EVENT
	IDENTIFIED_EVENT

	1
	ATTEMPTED ADMIN PRIVILEGE GAIN
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

	1
	ATTEMPTED-RECON
	ATTEMPTED-RECON

	1
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

	1
	FINGER REMOTE COMMAND EXECUTION ATTEMPT
	FINGER REMOTE COMMAND EXECUTION ATTEMPT

	1
	FTP CWD .... ATTEMPT
	DENIAL OF SERVICE  ACTIVITY

	1
	PROTOCOL COMMAND DECODE
	PROTOCOL COMMAND DECODE

	1
	SUSPICIOUS FILENAME DETECTION
	FTP PASSWD RETRIEVAL ATTEMPT

	1
	SYSTEM CALL DETECTION
	ORACLE EXECUTE_SYSTEM ATTEMPT

	1
	TELNET WEB MISCELLANEOUS ATTEMPT
	FTP PASSWD RETRIEVAL ATTEMPT

	1
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	WEB-ATTACKS CHMOD COMMAND ATTEMPT

	2
	ATTEMPTED ADMIN PRIVILEGE GAIN
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

	2
	ATTEMPTED-RECON
	SCAN FIN PACKET

	2
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

	2
	FINGER REMOTE COMMAND EXECUTION ATTEMPT
	FINGER REMOTE COMMAND EXECUTION ATTEMPT

	2
	FTP CWD .... ATTEMPT
	FTP CWD .... ATTEMPT

	2
	PROTOCOL COMMAND DECODE
	MYSQL ROOT LOGIN ATTEMPT

	2
	SUSPICIOUS FILENAME DETECTION
	PROTOCOL COMMAND DECODE

	2
	SYSTEM CALL DETECTION
	SYSTEM CALL DETECTION

	2
	TELNET WEB MISCELLANEOUS ATTEMPT
	WEB APPLICATION ACTIVITY

	2
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	WEB-ATTACKS CHMOD COMMAND ATTEMPT

	3
	ATTEMPTED ADMIN PRIVILEGE GAIN
	ATTEMPTED ADMIN PRIVILEGE GAIN

	3
	ATTEMPTED-RECON
	SCAN FIN PACKET

	3
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

	3
	FINGER REMOTE COMMAND EXECUTION ATTEMPT
	FINGER REMOTE COMMAND EXECUTION ATTEMPT

	3
	FTP CWD .... ATTEMPT
	FTP CWD .... ATTEMPT

	3
	PROTOCOL COMMAND DECODE
	SUSPICIOUS FILENAME DETECTION

	3
	SUSPICIOUS FILENAME DETECTION
	FTP PASSWD RETRIEVAL ATTEMPT

	3
	SYSTEM CALL DETECTION
	ATTEMPTED ADMIN PRIVILEGE GAIN

	3
	TELNET WEB MISCELLANEOUS ATTEMPT
	WEB APPLICATION ACTIVITY

	3
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	WEB-ATTACKS CHMOD COMMAND ATTEMPT

	4
	ATTEMPTED ADMIN PRIVILEGE GAIN
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

	4
	ATTEMPTED-RECON
	SCAN FIN PACKET

	4
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

	4
	FINGER REMOTE COMMAND EXECUTION ATTEMPT
	FINGER REMOTE COMMAND EXECUTION ATTEMPT

	4
	FTP CWD .... ATTEMPT
	FTP CWD .... ATTEMPT

	4
	PROTOCOL COMMAND DECODE
	MYSQL ROOT LOGIN ATTEMPT

	4
	SUSPICIOUS FILENAME DETECTION
	PROTOCOL COMMAND DECODE

	4
	SYSTEM CALL DETECTION
	ORACLE EXECUTE_SYSTEM ATTEMPT

	4
	TELNET WEB MISCELLANEOUS ATTEMPT
	TELNET WEB MISCELLANEOUS ATTEMPT

	4
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	WEB-ATTACKS CHMOD COMMAND ATTEMPT

	5
	ATTEMPTED ADMIN PRIVILEGE GAIN
	ATTEMPTED DENIAL OF SERVICE

	5
	ATTEMPTED-RECON
	SCAN FIN PACKET

	5
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)
	ATTEMPTED DENIAL OF SERVICE

	5
	FINGER REMOTE COMMAND EXECUTION ATTEMPT
	FINGER REMOTE COMMAND EXECUTION ATTEMPT

	5
	FTP CWD .... ATTEMPT
	FTP CWD .... ATTEMPT

	5
	PROTOCOL COMMAND DECODE
	SUSPICIOUS FILENAME DETECTION

	5
	SUSPICIOUS FILENAME DETECTION
	PROTOCOL COMMAND DECODE

	5
	SYSTEM CALL DETECTION
	SCAN FIN PACKET

	5
	TELNET WEB MISCELLANEOUS ATTEMPT
	WEB APPLICATION ACTIVITY

	5
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	WEB-ATTACKS CHMOD COMMAND ATTEMPT

	6
	ATTEMPTED ADMIN PRIVILEGE GAIN
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

	6
	ATTEMPTED-RECON
	SCAN FIN PACKET

	6
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

	6
	FINGER REMOTE COMMAND EXECUTION ATTEMPT
	FINGER REMOTE COMMAND EXECUTION ATTEMPT

	6
	FTP CWD .... ATTEMPT
	FTP CWD .... ATTEMPT

	6
	PROTOCOL COMMAND DECODE
	MYSQL ROOT LOGIN ATTEMPT

	6
	SUSPICIOUS FILENAME DETECTION
	PROTOCOL COMMAND DECODE

	6
	SYSTEM CALL DETECTION
	SYSTEM CALL DETECTION

	6
	TELNET WEB MISCELLANEOUS ATTEMPT
	TELNET WEB MISCELLANEOUS ATTEMPT

	6
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	WEB-ATTACKS CHMOD COMMAND ATTEMPT

	7
	ATTEMPTED ADMIN PRIVILEGE GAIN
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

	7
	ATTEMPTED-RECON
	SCAN FIN PACKET

	7
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

	7
	FINGER REMOTE COMMAND EXECUTION ATTEMPT
	FINGER REMOTE COMMAND EXECUTION ATTEMPT

	7
	FTP CWD .... ATTEMPT
	FTP CWD .... ATTEMPT

	7
	PROTOCOL COMMAND DECODE
	SUSPICIOUS FILENAME DETECTION

	7
	SUSPICIOUS FILENAME DETECTION
	PROTOCOL COMMAND DECODE

	7
	SYSTEM CALL DETECTION
	SYSTEM CALL DETECTION

	7
	TELNET WEB MISCELLANEOUS ATTEMPT
	TELNET WEB MISCELLANEOUS ATTEMPT

	7
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	WEB-ATTACKS CHMOD COMMAND ATTEMPT

	8
	ATTEMPTED ADMIN PRIVILEGE GAIN
	ATTEMPTED ADMIN PRIVILEGE GAIN

	8
	ATTEMPTED-RECON
	ATTEMPTED-RECON

	8
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

	8
	FINGER REMOTE COMMAND EXECUTION ATTEMPT
	FINGER REMOTE COMMAND EXECUTION ATTEMPT

	8
	FTP CWD .... ATTEMPT
	FTP CWD .... ATTEMPT

	8
	PROTOCOL COMMAND DECODE
	SUSPICIOUS FILENAME DETECTION

	8
	SUSPICIOUS FILENAME DETECTION
	PROTOCOL COMMAND DECODE

	8
	SYSTEM CALL DETECTION
	SYSTEM CALL DETECTION

	8
	TELNET WEB MISCELLANEOUS ATTEMPT
	TELNET WEB MISCELLANEOUS ATTEMPT

	8
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	WEB-ATTACKS CHMOD COMMAND ATTEMPT

	9
	ATTEMPTED ADMIN PRIVILEGE GAIN
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

	9
	ATTEMPTED-RECON
	ATTEMPTED-RECON

	9
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

	9
	FINGER REMOTE COMMAND EXECUTION ATTEMPT
	FINGER REMOTE COMMAND EXECUTION ATTEMPT

	9
	FTP CWD .... ATTEMPT
	FTP CWD .... ATTEMPT

	9
	PROTOCOL COMMAND DECODE
	PROTOCOL COMMAND DECODE

	9
	SUSPICIOUS FILENAME DETECTION
	FTP PASSWD RETRIEVAL ATTEMPT

	9
	SYSTEM CALL DETECTION
	SYSTEM CALL DETECTION

	9
	TELNET WEB MISCELLANEOUS ATTEMPT
	TELNET WEB MISCELLANEOUS ATTEMPT

	9
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	WEB-ATTACKS CHMOD COMMAND ATTEMPT

	10
	ATTEMPTED ADMIN PRIVILEGE GAIN
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

	10
	ATTEMPTED-RECON
	SCAN FIN PACKET

	10
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

	10
	FINGER REMOTE COMMAND EXECUTION ATTEMPT
	FINGER REMOTE COMMAND EXECUTION ATTEMPT

	10
	FTP CWD .... ATTEMPT
	FTP CWD .... ATTEMPT

	10
	PROTOCOL COMMAND DECODE
	SUSPICIOUS FILENAME DETECTION

	10
	SUSPICIOUS FILENAME DETECTION
	PROTOCOL COMMAND DECODE

	10
	SYSTEM CALL DETECTION
	ORACLE EXECUTE_SYSTEM ATTEMPT

	10
	TELNET WEB MISCELLANEOUS ATTEMPT
	WEB APPLICATION ACTIVITY

	10
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	WEB-ATTACKS CHMOD COMMAND ATTEMPT

	11
	ATTEMPTED ADMIN PRIVILEGE GAIN
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

	11
	ATTEMPTED-RECON
	SCAN FIN PACKET

	11
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

	11
	FINGER REMOTE COMMAND EXECUTION ATTEMPT
	FINGER REMOTE COMMAND EXECUTION ATTEMPT

	11
	FTP CWD .... ATTEMPT
	FTP CWD .... ATTEMPT

	11
	PROTOCOL COMMAND DECODE
	SUSPICIOUS FILENAME DETECTION

	11
	SUSPICIOUS FILENAME DETECTION
	PROTOCOL COMMAND DECODE

	11
	SYSTEM CALL DETECTION
	SUSPICIOUS FILENAME DETECTION

	11
	TELNET WEB MISCELLANEOUS ATTEMPT
	PROTOCOL COMMAND DECODE

	11
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	MYSQL ROOT LOGIN ATTEMPT

	12
	ATTEMPTED ADMIN PRIVILEGE GAIN
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

	12
	ATTEMPTED-RECON
	SCAN FIN PACKET

	12
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

	12
	FINGER REMOTE COMMAND EXECUTION ATTEMPT
	FINGER REMOTE COMMAND EXECUTION ATTEMPT

	12
	FTP CWD .... ATTEMPT
	FTP CWD .... ATTEMPT

	12
	PROTOCOL COMMAND DECODE
	FTP PASSWD RETRIEVAL ATTEMPT

	12
	SUSPICIOUS FILENAME DETECTION
	MYSQL ROOT LOGIN ATTEMPT

	12
	SYSTEM CALL DETECTION
	SCAN FIN PACKET

	12
	TELNET WEB MISCELLANEOUS ATTEMPT
	TELNET WEB MISCELLANEOUS ATTEMPT

	12
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	WEB-ATTACKS CHMOD COMMAND ATTEMPT

	13
	ATTEMPTED ADMIN PRIVILEGE GAIN
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

	13
	ATTEMPTED-RECON
	SCAN FIN PACKET

	13
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

	13
	FINGER REMOTE COMMAND EXECUTION ATTEMPT
	FINGER REMOTE COMMAND EXECUTION ATTEMPT

	13
	FTP CWD .... ATTEMPT
	FTP CWD .... ATTEMPT

	13
	PROTOCOL COMMAND DECODE
	SUSPICIOUS FILENAME DETECTION

	13
	SUSPICIOUS FILENAME DETECTION
	PROTOCOL COMMAND DECODE

	13
	SYSTEM CALL DETECTION
	SYSTEM CALL DETECTION

	13
	TELNET WEB MISCELLANEOUS ATTEMPT
	TELNET WEB MISCELLANEOUS ATTEMPT

	13
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	WEB-ATTACKS CHMOD COMMAND ATTEMPT

	14
	ATTEMPTED ADMIN PRIVILEGE GAIN
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

	14
	ATTEMPTED-RECON
	SCAN FIN PACKET

	14
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)
	DENIAL OF SERVICE ACTIVITY

	14
	FINGER REMOTE COMMAND EXECUTION ATTEMPT
	FINGER REMOTE COMMAND EXECUTION ATTEMPT

	14
	FTP CWD .... ATTEMPT
	FTP CWD .... ATTEMPT

	14
	PROTOCOL COMMAND DECODE
	SUSPICIOUS FILENAME DETECTION

	14
	SUSPICIOUS FILENAME DETECTION
	ORACLE EXECUTE_SYSTEM ATTEMPT

	14
	SYSTEM CALL DETECTION
	ATTEMPTED ADMIN PRIVILEGE GAIN

	14
	TELNET WEB MISCELLANEOUS ATTEMPT
	TELNET WEB MISCELLANEOUS ATTEMPT

	14
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	TELNET WEB MISCELLANEOUS ATTEMPT

	15
	ATTEMPTED ADMIN PRIVILEGE GAIN
	ATTEMPTED ADMIN PRIVILEGE GAIN

	15
	ATTEMPTED-RECON
	ATTEMPTED-RECON

	15
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

	15
	FINGER REMOTE COMMAND EXECUTION ATTEMPT
	FINGER REMOTE COMMAND EXECUTION ATTEMPT

	15
	FTP CWD .... ATTEMPT
	FTP CWD .... ATTEMPT

	15
	PROTOCOL COMMAND DECODE
	SUSPICIOUS FILENAME DETECTION

	15
	SUSPICIOUS FILENAME DETECTION
	SUSPICIOUS FILENAME DETECTION

	15
	SYSTEM CALL DETECTION
	SYSTEM CALL DETECTION

	15
	TELNET WEB MISCELLANEOUS ATTEMPT
	TELNET WEB MISCELLANEOUS ATTEMPT

	15
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	WEB-ATTACKS CHMOD COMMAND ATTEMPT

	16
	ATTEMPTED ADMIN PRIVILEGE GAIN
	SYSTEM CALL DETECTION

	16
	ATTEMPTED-RECON
	SCAN FIN PACKET

	16
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

	16
	FINGER REMOTE COMMAND EXECUTION ATTEMPT
	FINGER REMOTE COMMAND EXECUTION ATTEMPT

	16
	FTP CWD .... ATTEMPT
	FTP CWD .... ATTEMPT

	16
	PROTOCOL COMMAND DECODE
	SUSPICIOUS FILENAME DETECTION

	16
	SUSPICIOUS FILENAME DETECTION
	PROTOCOL COMMAND DECODE

	16
	SYSTEM CALL DETECTION
	ATTEMPTED ADMIN PRIVILEGE GAIN

	16
	TELNET WEB MISCELLANEOUS ATTEMPT
	TELNET WEB MISCELLANEOUS ATTEMPT

	16
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	WEB-ATTACKS CHMOD COMMAND ATTEMPT

	17
	ATTEMPTED ADMIN PRIVILEGE GAIN
	ATTEMPTED ADMIN PRIVILEGE GAIN

	17
	ATTEMPTED-RECON
	ATTEMPTED-RECON

	17
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

	17
	FINGER REMOTE COMMAND EXECUTION ATTEMPT
	FINGER REMOTE COMMAND EXECUTION ATTEMPT

	17
	FTP CWD .... ATTEMPT
	FTP CWD .... ATTEMPT

	17
	PROTOCOL COMMAND DECODE
	PROTOCOL COMMAND DECODE

	17
	SUSPICIOUS FILENAME DETECTION
	SUSPICIOUS FILENAME DETECTION

	17
	SYSTEM CALL DETECTION
	SYSTEM CALL DETECTION

	17
	TELNET WEB MISCELLANEOUS ATTEMPT
	TELNET WEB MISCELLANEOUS ATTEMPT

	17
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	WEB-ATTACKS CHMOD COMMAND ATTEMPT

	18
	ATTEMPTED ADMIN PRIVILEGE GAIN
	SYSTEM CALL DETECTION

	18
	ATTEMPTED-RECON
	SCAN FIN PACKET

	18
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

	18
	FINGER REMOTE COMMAND EXECUTION ATTEMPT
	FINGER REMOTE COMMAND EXECUTION ATTEMPT

	18
	FTP CWD .... ATTEMPT
	FTP CWD .... ATTEMPT

	18
	PROTOCOL COMMAND DECODE
	SUSPICIOUS FILENAME DETECTION

	18
	SUSPICIOUS FILENAME DETECTION
	FTP PASSWD RETRIEVAL ATTEMPT

	18
	SYSTEM CALL DETECTION
	SCAN FIN PACKET

	18
	TELNET WEB MISCELLANEOUS ATTEMPT
	WEB APPLICATION ACTIVITY

	18
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	WEB-ATTACKS CHMOD COMMAND ATTEMPT

	19
	ATTEMPTED ADMIN PRIVILEGE GAIN
	TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

	19
	ATTEMPTED-RECON
	SCAN FIN PACKET

	19
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

	19
	FINGER REMOTE COMMAND EXECUTION ATTEMPT
	FINGER REMOTE COMMAND EXECUTION ATTEMPT

	19
	FTP CWD .... ATTEMPT
	FTP CWD .... ATTEMPT

	19
	PROTOCOL COMMAND DECODE
	MYSQL ROOT LOGIN ATTEMPT

	19
	SUSPICIOUS FILENAME DETECTION
	FTP PASSWD RETRIEVAL ATTEMPT

	19
	SYSTEM CALL DETECTION
	ORACLE EXECUTE_SYSTEM ATTEMPT

	19
	TELNET WEB MISCELLANEOUS ATTEMPT
	TELNET WEB MISCELLANEOUS ATTEMPT

	19
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	WEB-ATTACKS CHMOD COMMAND ATTEMPT

	20
	ATTEMPTED ADMIN PRIVILEGE GAIN
	ATTEMPTED ADMIN PRIVILEGE GAIN

	20
	ATTEMPTED-RECON
	SCAN FIN PACKET

	20
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)
	DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

	20
	FINGER REMOTE COMMAND EXECUTION ATTEMPT
	FINGER REMOTE COMMAND EXECUTION ATTEMPT

	20
	FTP CWD .... ATTEMPT
	FTP CWD .... ATTEMPT

	20
	PROTOCOL COMMAND DECODE
	PROTOCOL COMMAND DECODE

	20
	SUSPICIOUS FILENAME DETECTION
	SUSPICIOUS FILENAME DETECTION

	20
	SYSTEM CALL DETECTION
	ORACLE EXECUTE_SYSTEM ATTEMPT

	20
	TELNET WEB MISCELLANEOUS ATTEMPT
	TELNET WEB MISCELLANEOUS ATTEMPT

	20
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	WEB-ATTACKS CHMOD COMMAND ATTEMPT


Appendix- F: Test 2A Data

	ID
	GENERATED EVENT
	GENERATED

EVENT TIME

(in milliseconds)
	IDENTIFIED EVENT
	IDENTIFIED

EVENT TIME

(in milliseconds)

	1
	172.24.2.4
	1083130918750
	172.24.2.4
	1083130977625

	1
	219.1.1.2
	1083130066953
	219.1.1.2
	1083130839890

	1
	FTP PASSWD RETRIEVAL ATTEMPT
	1083130793609
	FTP PASSWD RETRIEVAL ATTEMPT
	1083130805343

	1
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1083130417796
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1083130425609

	1
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1083130167218
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1083130182375

	1
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1083130342609
	NOT SELECTED
	9999999999999

	2
	172.24.2.4
	1113126947790
	172.24.2.4
	1113126968541

	2
	219.1.1.2
	1113127799649
	219.1.1.2
	1113127920880

	2
	FTP PASSWD RETRIEVAL ATTEMPT
	1113127072962
	FTP PASSWD RETRIEVAL ATTEMPT
	1113127087003

	2
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1113127448774
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1113127457065

	2
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1113127699368
	NOT SELECTED
	9999999999999

	2
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1113127524024
	NOT SELECTED
	9999999999999

	3
	172.24.2.4
	1083110132645
	NOT SELECTED
	9999999999999

	3
	219.1.1.2
	1083110984504
	219.1.1.2
	1083110991865

	3
	FTP PASSWD RETRIEVAL ATTEMPT
	1083110257817
	FTP PASSWD RETRIEVAL ATTEMPT
	1083110276050

	3
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1083110633629
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1083110673802

	3
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1083110884223
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1083110899614

	3
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1083110708879
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1083110772906

	4
	172.24.2.4
	1082918957375
	172.24.2.4
	1082918962645

	4
	219.1.1.2
	1082919809234
	NOT SELECTED
	9999999999999

	4
	FTP PASSWD RETRIEVAL ATTEMPT
	1082919082547
	FTP PASSWD RETRIEVAL ATTEMPT
	1082919809234

	4
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1082919458359
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1082919466465

	4
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1082919708953
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1082919725109

	4
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1082919533609
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1082919567906

	5
	172.24.2.4
	1083177654640
	172.24.2.4
	1083177664640

	5
	219.1.1.2
	1083176802562
	219.1.1.2
	1083176917234

	5
	FTP PASSWD RETRIEVAL ATTEMPT
	1083177529359
	FTP PASSWD RETRIEVAL ATTEMPT
	1083177543921

	5
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1083177153468
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1083177173015

	5
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1083176902875
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1083176972343

	5
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1083177078281
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1083177110265

	6
	172.24.2.4
	1083126119703
	172.24.2.4
	1083126158828

	6
	219.1.1.2
	1083125267671
	219.1.1.2
	1083125339437

	6
	FTP PASSWD RETRIEVAL ATTEMPT
	1083125994453
	FTP PASSWD RETRIEVAL ATTEMPT
	1083126038890

	6
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1083125618609
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1083125704187

	6
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1083125367953
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1083125428234

	6
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1083125543421
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1083125550906

	7
	172.24.2.4
	1082979093225
	172.24.2.4
	1082979106030

	7
	219.1.1.2
	1082979945084
	219.1.1.2
	1082979951250

	7
	FTP PASSWD RETRIEVAL ATTEMPT
	1082979218397
	FTP PASSWD RETRIEVAL ATTEMPT
	1082979232318

	7
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1082979594209
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1082979621028

	7
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1082979844803
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1082979862704

	7
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1082979669459
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1082979680197

	8
	172.24.2.4
	1083153013015
	172.24.2.4
	1083153022736

	8
	219.1.1.2
	1083152161156
	219.1.1.2
	1083152166894

	8
	FTP PASSWD RETRIEVAL ATTEMPT
	1083152887843
	FTP PASSWD RETRIEVAL ATTEMPT
	1083152902825

	8
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1083152512031
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1083152524615

	8
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1083152261437
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1083152273364

	8
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1083152436781
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1083152442906

	9
	172.24.2.4
	1083184849203
	172.24.2.4
	1083184883843

	9
	219.1.1.2
	1083183997218
	219.1.1.2
	1083184021934

	9
	FTP PASSWD RETRIEVAL ATTEMPT
	1083184723906
	FTP PASSWD RETRIEVAL ATTEMPT
	1083184874968

	9
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1083184348015
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1083184358841

	9
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1083184097531
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1083184116807

	9
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1083184272906
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1083184284735

	10
	172.24.2.4
	1082959733984
	172.24.2.4
	1082959742645

	10
	219.1.1.2
	1082958882937
	219.1.1.2
	1082958916894

	10
	FTP PASSWD RETRIEVAL ATTEMPT
	1082959608828
	FTP PASSWD RETRIEVAL ATTEMPT
	1082959622420

	10
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1082959233390
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1082959251363

	10
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1082958983109
	NOT SELECTED
	9999999999999

	10
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1082959158312
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1082959172906

	11
	172.24.2.4
	1082982754165
	172.24.2.4
	1082982775009

	11
	219.1.1.2
	1082981901274
	NOT SELECTED
	9999999999999

	11
	FTP PASSWD RETRIEVAL ATTEMPT
	1082982628680
	FTP PASSWD RETRIEVAL ATTEMPT
	1082982669415

	11
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1082982252524
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1082982282415

	11
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1082982001712
	NOT SELECTED
	9999999999999

	11
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1082982177274
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1082982237274

	12
	172.24.2.4
	1146260195421
	NOT SELECTED
	9999999999999

	12
	219.1.1.2
	1146259342875
	219.1.1.2
	1146259419484

	12
	FTP PASSWD RETRIEVAL ATTEMPT
	1146260070046
	FTP PASSWD RETRIEVAL ATTEMPT
	1146260142906

	12
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1146259694375
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1146259753500

	12
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1146259443343
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1146259496968

	12
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1146259619203
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1146259786515

	13
	172.24.2.4
	1083129082994
	172.24.2.4
	1083129133725

	13
	219.1.1.2
	1083302877612
	219.1.1.2
	1083302893103

	13
	FTP PASSWD RETRIEVAL ATTEMPT
	1083129458806
	FTP PASSWD RETRIEVAL ATTEMPT
	1083129505939

	13
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1083129534056
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1083129544451

	13
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1083129809681
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1083129821653

	13
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1083129709400
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1083129719665

	14
	172.24.2.4
	1082969425481
	172.24.2.4
	1082969432645

	14
	219.1.1.2
	1082970277340
	219.1.1.2
	1082970287722

	14
	FTP PASSWD RETRIEVAL ATTEMPT
	1082969550653
	FTP PASSWD RETRIEVAL ATTEMPT
	1082969562776

	14
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1082969926465
	NOT SELECTED
	9999999999999

	14
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1082970177059
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1082970186420

	14
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1082970001715
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1082970009976

	15
	172.24.2.4
	1080585440159
	NOT SELECTED
	9999999999999

	15
	219.1.1.2
	1080584581915
	NOT SELECTED
	9999999999999

	15
	FTP PASSWD RETRIEVAL ATTEMPT
	1080585313717
	NOT SELECTED
	9999999999999

	15
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1080584935734
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1080584949605

	15
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1080584682880
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1080584713424

	15
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1080584859884
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1080584924728

	16
	172.24.2.4
	1082968623948
	172.24.2.4
	1082968635033

	16
	219.1.1.2
	1082967771893
	NOT SELECTED
	9999999999999

	16
	FTP PASSWD RETRIEVAL ATTEMPT
	1082968498648
	FTP PASSWD RETRIEVAL ATTEMPT
	1082968507939

	16
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1082968122608
	NOT SELECTED
	9999999999999

	16
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1082967872127
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1082967931613

	16
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1082968047510
	NOT SELECTED
	9999999999999

	17
	172.24.2.4
	1083056254370
	172.24.2.4
	1083056265570

	17
	219.1.1.2
	1083055400660
	219.1.1.2
	1083055537150

	17
	FTP PASSWD RETRIEVAL ATTEMPT
	1083056128920
	FTP PASSWD RETRIEVAL ATTEMPT
	1083056147210

	17
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1083055752620
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1083055779320

	17
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1083055501610
	NOT SELECTED
	9999999999999

	17
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1083055677320
	NOT SELECTED
	9999999999999

	18
	172.24.2.4
	1083233616894
	NOT SELECTED
	9999999999999

	18
	219.1.1.2
	1083234468753
	219.1.1.2
	1083234477966

	18
	FTP PASSWD RETRIEVAL ATTEMPT
	1083233742066
	FTP PASSWD RETRIEVAL ATTEMPT
	1083233773940

	18
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1083234117878
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1083234128749

	18
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1083234368472
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1083234394963

	18
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1083234193128
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1083234210857

	19
	172.24.2.4
	1083136903296
	NOT SELECTED
	9999999999999

	19
	219.1.1.2
	1083136051437
	219.1.1.2
	1083136176500

	19
	FTP PASSWD RETRIEVAL ATTEMPT
	1083136777984
	NOT SELECTED
	9999999999999

	19
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1083136402218
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1083136411687

	19
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1083136151687
	NOT SELECTED
	9999999999999

	19
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1083136327140
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1083136343156

	20
	172.24.2.4
	1083092065125
	NOT SELECTED
	9999999999999

	20
	219.1.1.2
	1083091213109
	219.1.1.2
	1083091515625

	20
	FTP PASSWD RETRIEVAL ATTEMPT
	1083091939953
	FTP PASSWD RETRIEVAL ATTEMPT
	1083092050750

	20
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1083091564171
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1083091572718

	20
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1083091313515
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1083091402703

	20
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1083091489031
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1083091553734


Appendix- G: Test 2B Data

	ID
	GENERATED EVENT
	GENERATED

EVENT TIME

(in milliseconds)
	IDENTIFIED EVENT
	IDENTIFIED

EVENT TIME

(in milliseconds)

	1
	172.24.2.4
	1083132191203
	172.24.2.4
	1083132203301

	1
	219.1.1.2
	1083131338703
	219.1.1.2
	1083131351593

	1
	FTP PASSWD RETRIEVAL ATTEMPT
	1083132065765
	FTP PASSWD RETRIEVAL ATTEMPT
	1083132079662

	1
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1083131689765
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1083131697243

	1
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1083131439078
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1083131447500

	1
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1083131614515
	NOT SELECTED
	9999999999999

	2
	172.24.2.4
	1113127225051
	172.24.2.4
	1113127235974

	2
	219.1.1.2
	1113127124135
	219.1.1.2
	1113127137007

	2
	FTP PASSWD RETRIEVAL ATTEMPT
	1113127401735
	FTP PASSWD RETRIEVAL ATTEMPT
	1113127409058

	2
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1113127476734
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1113127487032

	2
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1113127526931
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1113127540562

	2
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1113127400972
	NOT SELECETED
	9999999999999

	3
	172.24.2.4
	1083110397853
	172.24.2.4
	1083110406634

	3
	219.1.1.2
	1083110296937
	219.1.1.2
	1083110309285

	3
	FTP PASSWD RETRIEVAL ATTEMPT
	1083110574537
	FTP PASSWD RETRIEVAL ATTEMPT
	1083110583290

	3
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1083110649536
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1083110657727

	3
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1083110699733
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1083110709951

	3
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1083110573774
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1083110661398

	4
	172.24.2.4
	1082919217060
	172.24.2.4
	1082919228152

	4
	219.1.1.2
	1082919116144
	219.1.1.2
	1082919126367

	4
	FTP PASSWD RETRIEVAL ATTEMPT
	1082919393744
	FTP PASSWD RETRIEVAL ATTEMPT
	1082919402978

	4
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1082919468743
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1082919480837

	4
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1082919518831
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1082919529776

	4
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1082919392872
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1082919480837

	5
	172.24.2.4
	1083178652828
	172.24.2.4
	1083178662765

	5
	219.1.1.2
	1083177801296
	219.1.1.2
	1083177818280

	5
	FTP PASSWD RETRIEVAL ATTEMPT
	1083178527531
	FTP PASSWD RETRIEVAL ATTEMPT
	1083178536109

	5
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1083178152000
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1083178167625

	5
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1083177901515
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1083177953921

	5
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1083178076859
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1083178156120

	6
	172.24.2.4
	1083127148968
	172.24.2.4
	1083127155532

	6
	219.1.1.2
	1083126296937
	219.1.1.2
	1083126310703

	6
	FTP PASSWD RETRIEVAL ATTEMPT
	1083127023625
	FTP PASSWD RETRIEVAL ATTEMPT
	1083127035109

	6
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1083126647750
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1083126655015

	6
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1083126397296
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1083126405718

	6
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1083126572593
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1083126658218

	7
	172.24.2.4
	1082980100881
	172.24.2.4
	1082980111716

	7
	219.1.1.2
	1082979248381
	219.1.1.2
	1082979258253

	7
	FTP PASSWD RETRIEVAL ATTEMPT
	1082979985443
	FTP PASSWD RETRIEVAL ATTEMPT
	1082979999682

	7
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1082979699443
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1082979714785

	7
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1082979348756
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1082979361738

	7
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1082979524193
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1082979610154

	8
	172.24.2.4
	1083154020109
	172.24.2.4
	1083154032531

	8
	219.1.1.2
	1083153168171
	219.1.1.2
	1083153184974

	8
	FTP PASSWD RETRIEVAL ATTEMPT
	1083153894828
	FTP PASSWD RETRIEVAL ATTEMPT
	1083153905953

	8
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1083153518937
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1083153528640

	8
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1083153268406
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1083153279937

	8
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1083153443687
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1083153533601

	9
	172.24.2.4
	1083185853781
	172.24.2.4
	1083185861606

	9
	219.1.1.2
	1083185001578
	219.1.1.2
	1083185016453

	9
	FTP PASSWD RETRIEVAL ATTEMPT
	1083185728515
	FTP PASSWD RETRIEVAL ATTEMPT
	1083185739250

	9
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1083185352687
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1083185363453

	9
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1083185101921
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1083185109843

	9
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1083185277406
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1083185367031

	10
	172.24.2.4
	1082960718437
	172.24.2.4
	1082960731843

	10
	219.1.1.2
	1082959867093
	219.1.1.2
	1082959878342

	10
	FTP PASSWD RETRIEVAL ATTEMPT
	1082960593234
	FTP PASSWD RETRIEVAL ATTEMPT
	1082960605212

	10
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1082960217750
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1082960225609

	10
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1082959967296
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1082959987312

	10
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1082960142562
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1082960226688

	11
	172.24.2.4
	1082983751852
	172.24.2.4
	1082983763634

	11
	219.1.1.2
	1082982898180
	219.1.1.2
	1082982911696

	11
	FTP PASSWD RETRIEVAL ATTEMPT
	1082983626290
	FTP PASSWD RETRIEVAL ATTEMPT
	1082983633134

	11
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1082983249930
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1082983259770

	11
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1082982998649
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1082983021430

	11
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1082983174540
	NOT SELECETED
	9999999999999

	12
	172.24.2.4
	1146261175562
	172.24.2.4
	1146261191124

	12
	219.1.1.2
	1146260322609
	219.1.1.2
	1146260334375

	12
	FTP PASSWD RETRIEVAL ATTEMPT
	1146261050156
	FTP PASSWD RETRIEVAL ATTEMPT
	1146261057574

	12
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1146260673750
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1146260683068

	12
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1146260422968
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1146260430824

	12
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1146260598468
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1146260680515

	13
	172.24.2.4
	1083130100881
	172.24.2.4
	1083130111816

	13
	219.1.1.2
	1083129248381
	219.1.1.2
	1083129261845

	13
	FTP PASSWD RETRIEVAL ATTEMPT
	1083129975443
	FTP PASSWD RETRIEVAL ATTEMPT
	1083129988389

	13
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1083129599443
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1083129610818

	13
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1083129348756
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1083129363743

	13
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1083129524193
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1083129614617

	14
	172.24.2.4
	1082970291553
	172.24.2.4
	1082970301531

	14
	219.1.1.2
	1082969590378
	219.1.1.2
	1082969603252

	14
	FTP PASSWD RETRIEVAL ATTEMPT
	1082970165242
	FTP PASSWD RETRIEVAL ATTEMPT
	1082970172702

	14
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1082969785305
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1082969796682

	14
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1082969532482
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1082969549176

	14
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1082969709336
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1082969799653

	15
	172.24.2.4
	1080586406258
	172.24.2.4
	1080586413281

	15
	219.1.1.2
	1080585548344
	219.1.1.2
	1080585556711

	15
	FTP PASSWD RETRIEVAL ATTEMPT
	1080586280297
	FTP PASSWD RETRIEVAL ATTEMPT
	1080586290418

	15
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1080585901662
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1080585913492

	15
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1080585649260
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1080585661306

	15
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1080585825954
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1080585910521

	16
	172.24.2.4
	1082969431086
	172.24.2.4
	1082969439459

	16
	219.1.1.2
	1082968737822
	219.1.1.2
	1082968752171

	16
	FTP PASSWD RETRIEVAL ATTEMPT
	1082969465018
	FTP PASSWD RETRIEVAL ATTEMPT
	1082969472478

	16
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1082969088957
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1082969100334

	16
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1082968838156
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1082968854850

	16
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1082969013689
	NOT SELECETED
	9999999999999

	17
	172.24.2.4
	1083057310590
	172.24.2.4
	1083057317742

	17
	219.1.1.2
	1083056456930
	219.1.1.2
	1083056472530

	17
	FTP PASSWD RETRIEVAL ATTEMPT
	1083057184970
	FTP PASSWD RETRIEVAL ATTEMPT
	1083057193920

	17
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1083056808400
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1083056815760

	17
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1083056557390
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1083056566119

	17
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1083056733040
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1083056818731

	18
	172.24.2.4
	1083234649628
	172.24.2.4
	1083234662152

	18
	219.1.1.2
	1083233797128
	219.1.1.2
	1083233806948

	18
	FTP PASSWD RETRIEVAL ATTEMPT
	1083234524190
	FTP PASSWD RETRIEVAL ATTEMPT
	1083234532558

	18
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1083234148190
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1083234160224

	18
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1083233897503
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1083233937631

	18
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1083234072940
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1083234152403

	19
	172.24.2.4
	1083137880671
	172.24.2.4
	1083137889125

	19
	219.1.1.2
	1083137028312
	219.1.1.2
	1083137039203

	19
	FTP PASSWD RETRIEVAL ATTEMPT
	1083137755312
	FTP PASSWD RETRIEVAL ATTEMPT
	1083137761984

	19
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1083137379406
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1083137389031

	19
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1083137128640
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1083137146671

	19
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1083137304109
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1083137392020

	20
	172.24.2.4
	1083093036406
	172.24.2.4
	1083093047562

	20
	219.1.1.2
	1083092185046
	219.1.1.2
	1083092194875

	20
	FTP PASSWD RETRIEVAL ATTEMPT
	1083092911218
	FTP PASSWD RETRIEVAL ATTEMPT
	1083092918859

	20
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1083092535750
	ORACLE EXECUTE_SYSTEM ATTEMPT
	1083092546000

	20
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1083092285250
	WEB-ATTACKS CHMOD COMMAND ATTEMPT
	1083092297078

	20
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1083092460562
	WEB-ATTACKS CHOWN COMMAND ATTEMPT
	1083092558989


Appendix- H :LSL commands used for instrumentation

	Method Name
	Class Name
	LSL command
	Description

	getIntrusionsType
	IDSDatabaseReader
	VDAP

With

method body end
	A specific sound has to be played for each kind of intrusions

Whenever a method returns, the return value is checked and based on its value, a sound was played

	getClassType
	IDSDatabaseReader
	VDAP

With

method body end
	A specific sound has to be played for each kind of intrusions’ classtype.

Whenever a method returns, the return value is checked and based on its value, a sound was played

	getSourceIP
	IDSDatabaseReader
	VDAP

With

method body end
	A specific sound has to be played for each kind of matching Source IP (Intruder)

Whenever a method returns, the return value is checked and based on its value, a sound was played

	getDestinationIP
	IDSDatabaseReader
	VDAP

With

method body end
	A specific sound has to be played for each kind of matching Destination IP (Vulnerable hosts)

Whenever a method returns, the return value is checked and based on its value, a sound was played
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		1998HS03171		5		3		13		50		30		65				4		40

		2000a7ps096		5		4		14		50		40		70				6		60

		2000B3A7479		5		3		13		50		30		65				6		60

		2001C6PS358		5		4		14		50		40		70				5		50

		2002h103401		3		3		9		30		30		45				3		30

		2002H103405		6		3		15		60		30		75				7		70

		2002H103410		6		2		14		60		20		70				6		60

		2002H112033		8		0		16		80		0		80				9		90

		2002h112436		8		2		18		80		20		90				8		80

		2002H112449		4		4		12		40		40		60				4		40

		2002H112450		3		1		7		30		10		35				2		20

		2003H103015		5		1		11		50		10		55				5		50

		2003H103022		6		2		14		60		20		70				8		80

		2003h103418		3		2		8		30		20		40				3		30

		2003h103420		9		0		18		90		0		90				10		100

		2003h103422		5		1		11		50		10		55				6		60

		2003h103423		10		0		20		100		0		100				9		90

		2003H103425		4		3		11		40		30		55				5		50

		2003H112045		5		5		15		50		50		75				5		50

		2003h112057		8		2		18		80		20		90				10		100
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SUBJECTS

		USERNAME		ID		DESIGNATION		AGE		DEGREE		BRANCH		IDS_RATING		MUSIC_RATING

		S.Vijayalakshmi		1998HS03171		STUDENT		22		M.E		COMPUTER SCIENCE		2		2

		a. ravi kumar		2000a7ps096		STUDENT		22		B.E (Hons)		COMPUTER SCIENCE		2		1

		sujay koduri		2000B3A7479		STUDENT		21		B.E (Hons)		COMPUTER SCIENCE		2		2

		K.V.HARENI		2001C6PS358		STUDENT		19		B.E (Hons)		INFORMATION SYSTEMS		1		3

		sateesh reddy m		2002h103401		STUDENT		24		M.E		COMPUTER SCIENCE		2		2

		vivek p		2002h10405		STUDENT		23		M.E		COMPUTER SCIENCE		2		2

		durga deepak guntuboyina		2002h10410		STUDENT		23		M.E		COMPUTER SCIENCE		2		2

		Vijaya Ganesh		2002H112033		TEACHING ASSISTANT		24		M.E		SOFTWARE SYSTEMS		3		4

		pradap		2002h112436		TEACHING ASSISTANT		23		M.E		SOFTWARE SYSTEMS		3		2

		Chalapathi Rao		2002H112449		PROJECT ASSISTANT		23		M.E		SOFTWARE SYSTEMS		4		1

		Nageswara Rao K		2002H112450		PROJECT ASSISTANT		24		M.E		SOFTWARE SYSTEMS		1		2

		Rajat maheswari		2003h103015		STUDENT		23		M.E		COMPUTER SCIENCE		2		2

		Rahil Abbas Mir		2003h103022		STUDENT		23		M.E		COMPUTER SCIENCE		2		2

		chandan gera		2003h103418		STUDENT		23		M.E		COMPUTER SCIENCE		2		2

		vineet garg		2003h103420		STUDENT		23		M.E		COMPUTER SCIENCE		3		2

		G.Naveen Kumar		2003h103422		STUDENT		22		M.E		COMPUTER SCIENCE		2		2

		sudeepta das		2003h103423		STUDENT		23		M.E		COMPUTER SCIENCE		3		5

		prabhu patil		2003h103425		PROJECT ASSISTANT		23		M.E		COMPUTER SCIENCE		2		2

		venkatesh		2003H112045		STUDENT		21		M.E		SOFTWARE SYSTEMS		3		2

		Kalyan		2003h112057		STUDENT		22		M.E		SOFTWARE SYSTEMS		2		2

		LEGEND

		IDS RATING

		1 - NAÏVE UNDERSTANDING

		2 - INTERMEDIATE KNOWLEDGE

		3 - GOOD KNOWLEDGE

		4 - NETWORK ADMINISTRATOR

		MUSIC  INTEREST

		1 - NOT INTERESTED IN MUSIC

		2 - LISTENING TO MUSIC

		3 - CAN SING

		4 - CAN PLAY INSTRUMENTS

		5 - CAN SING & PLAY INSTRUMENTS





TRAINING

		ID		TEST_NUMBER		GENERATED_SOUND		IDENTIFIED_SOUND		MATCH RESULT		COUNT

		1998HS03171		1		MYSQL ROOT LOGIN ATTEMPT		TELNET WEB miscellaneous attempt		Not Equal		3

		1998HS03171		1		FINGER REMOTE command execution attempt		NOT SELECTED		Not Equal

		1998HS03171		1		PROTOCOL COMMAND DECODE		NOT SELECTED		Not Equal

		1998HS03171		1		ATTEMPTED USER PRIVILEGE GAIN		NOT SELECTED		Not Equal

		1998HS03171		1		ATTEMPTED ADMIN PRIVILEGE gain		ATTEMPTED ADMIN PRIVILEGE gain		Equal

		1998HS03171		1		DENIAL OF SERVICE ACTIVITY		NOT SELECTED		Not Equal

		1998HS03171		1		SYSTEM CALL detection		SUSPICIOUS FILENAME detection		Not Equal

		1998HS03171		1		SCAN FIN packet		NOT SELECTED		Not Equal

		1998HS03171		1		WEB APPLICATION activity		WEB-ATTACKS CHMOD command attempt		Not Equal

		1998HS03171		1		ATTEMPTED-RECON		NOT SELECTED		Not Equal

		1998HS03171		1		WEB ATTACK		WEB ATTACK		Equal

		1998HS03171		1		ORACLE EXECUTE_SYSTEM attempt		NOT SELECTED		Not Equal

		1998HS03171		1		WEB-ATTACKS CHMOD command attempt		ORACLE EXECUTE_SYSTEM attempt		Not Equal

		1998HS03171		1		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		Equal

		1998HS03171		1		FTP CWD .... attempt		NOT SELECTED		Not Equal

		1998HS03171		1		SUSPICIOUS FILENAME detection		MYSQL ROOT LOGIN ATTEMPT		Not Equal

		1998HS03171		1		TELNET WEB miscellaneous attempt		SUSPICIOUS FILENAME detection		Not Equal

		1998HS03171		1		FTP PASSWD RETRIEVAL attempt		SUSPICIOUS FILENAME detection		Not Equal

		1998HS03171		1		TELNET resolv_host_conf retrieval attempt		SYSTEM CALL detection		Not Equal

		1998HS03171		1		ATTEMPTED DENIAL OF SERVICE		NOT SELECTED		Not Equal

		1998HS03171		2		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY		Equal		6

		1998HS03171		2		TELNET resolv_host_conf retrieval attempt		ATTEMPTED ADMIN PRIVILEGE gain		Not Equal

		1998HS03171		2		ATTEMPTED ADMIN PRIVILEGE gain		NOT SELECTED		Not Equal

		1998HS03171		2		FTP PASSWD RETRIEVAL attempt		MYSQL ROOT LOGIN ATTEMPT		Not Equal

		1998HS03171		2		FINGER REMOTE command execution attempt		ATTEMPTED-RECON		Not Equal

		1998HS03171		2		SYSTEM CALL detection		NOT SELECTED		Not Equal

		1998HS03171		2		TELNET WEB miscellaneous attempt		ATTEMPTED DENIAL OF SERVICE		Not Equal

		1998HS03171		2		ATTEMPTED-RECON		NOT SELECTED		Not Equal

		1998HS03171		2		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED-RECON		Not Equal

		1998HS03171		2		ORACLE EXECUTE_SYSTEM attempt		NOT SELECTED		Not Equal

		1998HS03171		2		WEB ATTACK		WEB-ATTACKS CHMOD command attempt		Not Equal

		1998HS03171		2		WEB-ATTACKS CHMOD command attempt		WEB-ATTACKS CHMOD command attempt		Equal

		1998HS03171		2		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED DENIAL OF SERVICE		Equal

		1998HS03171		2		FTP CWD .... attempt		DENIAL OF SERVICE ACTIVITY		Not Equal

		1998HS03171		2		WEB APPLICATION activity		NOT SELECTED		Not Equal

		1998HS03171		2		SUSPICIOUS FILENAME detection		SUSPICIOUS FILENAME detection		Equal

		1998HS03171		2		ATTEMPTED ADMIN PRIVILEGE gain		ATTEMPTED ADMIN PRIVILEGE gain		Equal

		1998HS03171		2		SCAN FIN packet		NOT SELECTED		Not Equal

		1998HS03171		2		PROTOCOL COMMAND DECODE		PROTOCOL COMMAND DECODE		Equal

		1998HS03171		2		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		ATTEMPTED DENIAL OF SERVICE		Not Equal

		1998HS03171		3		ATTEMPTED ADMIN PRIVILEGE gain		ATTEMPTED ADMIN PRIVILEGE gain		Equal		6

		1998HS03171		3		ORACLE EXECUTE_SYSTEM attempt		SYSTEM CALL detection		Not Equal

		1998HS03171		3		SYSTEM CALL detection		NOT SELECTED		Not Equal

		1998HS03171		3		MYSQL ROOT LOGIN ATTEMPT		PROTOCOL COMMAND DECODE		Not Equal

		1998HS03171		3		TELNET WEB miscellaneous attempt		NOT SELECTED		Not Equal

		1998HS03171		3		WEB ATTACK		WEB ATTACK		Equal

		1998HS03171		3		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED USER PRIVILEGE GAIN		Equal

		1998HS03171		3		SCAN FIN packet		ATTEMPTED DENIAL OF SERVICE		Not Equal

		1998HS03171		3		WEB APPLICATION activity		NOT SELECTED		Not Equal

		1998HS03171		3		ATTEMPTED-RECON		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		Not Equal

		1998HS03171		3		WEB-ATTACKS CHMOD command attempt		WEB ATTACK		Not Equal

		1998HS03171		3		DENIAL OF SERVICE ACTIVITY		NOT SELECTED		Not Equal

		1998HS03171		3		FINGER REMOTE command execution attempt		NOT SELECTED		Not Equal

		1998HS03171		3		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		ATTEMPTED DENIAL OF SERVICE		Not Equal

		1998HS03171		3		FTP CWD .... attempt		FTP CWD .... attempt		Equal

		1998HS03171		3		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED DENIAL OF SERVICE		Equal

		1998HS03171		3		PROTOCOL COMMAND DECODE		PROTOCOL COMMAND DECODE		Equal

		1998HS03171		3		TELNET resolv_host_conf retrieval attempt		ATTEMPTED ADMIN PRIVILEGE gain		Not Equal

		1998HS03171		3		FTP PASSWD RETRIEVAL attempt		NOT SELECTED		Not Equal

		1998HS03171		3		SUSPICIOUS FILENAME detection		NOT SELECTED		Not Equal

		2002h103401		1		MYSQL ROOT LOGIN ATTEMPT		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		Not Equal		10

		2002h103401		1		FINGER REMOTE command execution attempt		ATTEMPTED USER PRIVILEGE GAIN		Not Equal

		2002h103401		1		PROTOCOL COMMAND DECODE		SUSPICIOUS FILENAME detection		Not Equal

		2002h103401		1		ATTEMPTED USER PRIVILEGE GAIN		FINGER REMOTE command execution attempt		Not Equal

		2002h103401		1		ATTEMPTED ADMIN PRIVILEGE gain		ATTEMPTED ADMIN PRIVILEGE gain		Equal

		2002h103401		1		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY		Equal

		2002h103401		1		SYSTEM CALL detection		ATTEMPTED-RECON		Not Equal

		2002h103401		1		SCAN FIN packet		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		Not Equal

		2002h103401		1		WEB APPLICATION activity		WEB APPLICATION activity		Equal

		2002h103401		1		ATTEMPTED-RECON		ATTEMPTED-RECON		Equal

		2002h103401		1		WEB ATTACK		FTP CWD .... attempt		Not Equal

		2002h103401		1		ORACLE EXECUTE_SYSTEM attempt		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		Not Equal

		2002h103401		1		WEB-ATTACKS CHMOD command attempt		WEB-ATTACKS CHMOD command attempt		Equal

		2002h103401		1		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		ATTEMPTED DENIAL OF SERVICE		Not Equal

		2002h103401		1		FTP CWD .... attempt		FTP CWD .... attempt		Equal

		2002h103401		1		SUSPICIOUS FILENAME detection		SUSPICIOUS FILENAME detection		Equal

		2002h103401		1		TELNET WEB miscellaneous attempt		TELNET WEB miscellaneous attempt		Equal

		2002h103401		1		FTP PASSWD RETRIEVAL attempt		FTP PASSWD RETRIEVAL attempt		Equal

		2002h103401		1		TELNET resolv_host_conf retrieval attempt		TELNET resolv_host_conf retrieval attempt		Equal

		2002h103401		1		ATTEMPTED DENIAL OF SERVICE		NOT SELECTED		Not Equal

		2002h103401		2		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY		Equal		12

		2002h103401		2		TELNET resolv_host_conf retrieval attempt		ATTEMPTED USER PRIVILEGE GAIN		Not Equal

		2002h103401		2		ATTEMPTED ADMIN PRIVILEGE gain		ATTEMPTED-RECON		Not Equal

		2002h103401		2		FTP PASSWD RETRIEVAL attempt		FTP PASSWD RETRIEVAL attempt		Equal

		2002h103401		2		FINGER REMOTE command execution attempt		FINGER REMOTE command execution attempt		Equal

		2002h103401		2		SYSTEM CALL detection		ATTEMPTED DENIAL OF SERVICE		Not Equal

		2002h103401		2		TELNET WEB miscellaneous attempt		TELNET WEB miscellaneous attempt		Equal

		2002h103401		2		ATTEMPTED-RECON		ATTEMPTED-RECON		Equal

		2002h103401		2		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED USER PRIVILEGE GAIN		Equal

		2002h103401		2		ORACLE EXECUTE_SYSTEM attempt		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		Not Equal

		2002h103401		2		WEB ATTACK		FTP CWD .... attempt		Not Equal

		2002h103401		2		WEB-ATTACKS CHMOD command attempt		WEB-ATTACKS CHMOD command attempt		Equal

		2002h103401		2		ATTEMPTED DENIAL OF SERVICE		WEB APPLICATION activity		Not Equal

		2002h103401		2		FTP CWD .... attempt		FTP CWD .... attempt		Equal

		2002h103401		2		WEB APPLICATION activity		WEB APPLICATION activity		Equal

		2002h103401		2		SUSPICIOUS FILENAME detection		SUSPICIOUS FILENAME detection		Equal

		2002h103401		2		ATTEMPTED ADMIN PRIVILEGE gain		ATTEMPTED ADMIN PRIVILEGE gain		Equal

		2002h103401		2		SCAN FIN packet		TELNET resolv_host_conf retrieval attempt		Not Equal

		2002h103401		2		PROTOCOL COMMAND DECODE		SUSPICIOUS FILENAME detection		Not Equal

		2002h103401		2		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		Equal

		2002h103401		3		ATTEMPTED ADMIN PRIVILEGE gain		ATTEMPTED-RECON		Not Equal		11

		2002h103401		3		ORACLE EXECUTE_SYSTEM attempt		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		Not Equal

		2002h103401		3		SYSTEM CALL detection		ATTEMPTED-RECON		Not Equal

		2002h103401		3		MYSQL ROOT LOGIN ATTEMPT		MYSQL ROOT LOGIN ATTEMPT		Equal

		2002h103401		3		TELNET WEB miscellaneous attempt		TELNET WEB miscellaneous attempt		Equal

		2002h103401		3		WEB ATTACK		WEB-ATTACKS CHMOD command attempt		Not Equal

		2002h103401		3		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED USER PRIVILEGE GAIN		Equal

		2002h103401		3		SCAN FIN packet		ATTEMPTED DENIAL OF SERVICE		Not Equal

		2002h103401		3		WEB APPLICATION activity		WEB APPLICATION activity		Equal

		2002h103401		3		ATTEMPTED-RECON		ATTEMPTED-RECON		Equal

		2002h103401		3		WEB-ATTACKS CHMOD command attempt		WEB-ATTACKS CHMOD command attempt		Equal

		2002h103401		3		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY		Equal

		2002h103401		3		FINGER REMOTE command execution attempt		FINGER REMOTE command execution attempt		Equal

		2002h103401		3		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		ATTEMPTED DENIAL OF SERVICE		Not Equal

		2002h103401		3		FTP CWD .... attempt		FTP CWD .... attempt		Equal

		2002h103401		3		ATTEMPTED DENIAL OF SERVICE		NOT SELECTED		Not Equal

		2002h103401		3		PROTOCOL COMMAND DECODE		SUSPICIOUS FILENAME detection		Not Equal

		2002h103401		3		TELNET resolv_host_conf retrieval attempt		TELNET resolv_host_conf retrieval attempt		Equal

		2002h103401		3		FTP PASSWD RETRIEVAL attempt		FTP PASSWD RETRIEVAL attempt		Equal

		2002h103401		3		SUSPICIOUS FILENAME detection		MYSQL ROOT LOGIN ATTEMPT		Not Equal

		2002H103405		1		MYSQL ROOT LOGIN ATTEMPT		PROTOCOL COMMAND DECODE		Not Equal		14

		2002H103405		1		FINGER REMOTE command execution attempt		ATTEMPTED USER PRIVILEGE GAIN		Not Equal

		2002H103405		1		PROTOCOL COMMAND DECODE		PROTOCOL COMMAND DECODE		Equal

		2002H103405		1		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED USER PRIVILEGE GAIN		Equal

		2002H103405		1		ATTEMPTED ADMIN PRIVILEGE gain		ATTEMPTED ADMIN PRIVILEGE gain		Equal

		2002H103405		1		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY		Equal

		2002H103405		1		SYSTEM CALL detection		SYSTEM CALL detection		Equal

		2002H103405		1		SCAN FIN packet		ATTEMPTED-RECON		Not Equal

		2002H103405		1		WEB APPLICATION activity		TELNET WEB miscellaneous attempt		Not Equal

		2002H103405		1		ATTEMPTED-RECON		ATTEMPTED-RECON		Equal

		2002H103405		1		WEB ATTACK		WEB ATTACK		Equal

		2002H103405		1		ORACLE EXECUTE_SYSTEM attempt		ORACLE EXECUTE_SYSTEM attempt		Equal

		2002H103405		1		WEB-ATTACKS CHMOD command attempt		WEB-ATTACKS CHMOD command attempt		Equal

		2002H103405		1		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		ATTEMPTED DENIAL OF SERVICE		Not Equal

		2002H103405		1		FTP CWD .... attempt		FTP CWD .... attempt		Equal

		2002H103405		1		SUSPICIOUS FILENAME detection		PROTOCOL COMMAND DECODE		Not Equal

		2002H103405		1		TELNET WEB miscellaneous attempt		TELNET WEB miscellaneous attempt		Equal

		2002H103405		1		FTP PASSWD RETRIEVAL attempt		FTP PASSWD RETRIEVAL attempt		Equal

		2002H103405		1		TELNET resolv_host_conf retrieval attempt		TELNET resolv_host_conf retrieval attempt		Equal

		2002H103405		1		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED DENIAL OF SERVICE		Equal

		2002H103405		2		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY		Equal		17

		2002H103405		2		TELNET resolv_host_conf retrieval attempt		TELNET resolv_host_conf retrieval attempt		Equal

		2002H103405		2		ATTEMPTED ADMIN PRIVILEGE gain		ATTEMPTED ADMIN PRIVILEGE gain		Equal

		2002H103405		2		FTP PASSWD RETRIEVAL attempt		FTP PASSWD RETRIEVAL attempt		Equal

		2002H103405		2		FINGER REMOTE command execution attempt		FINGER REMOTE command execution attempt		Equal

		2002H103405		2		SYSTEM CALL detection		SYSTEM CALL detection		Equal

		2002H103405		2		TELNET WEB miscellaneous attempt		TELNET WEB miscellaneous attempt		Equal

		2002H103405		2		ATTEMPTED-RECON		ATTEMPTED-RECON		Equal

		2002H103405		2		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED USER PRIVILEGE GAIN		Equal

		2002H103405		2		ORACLE EXECUTE_SYSTEM attempt		ORACLE EXECUTE_SYSTEM attempt		Equal

		2002H103405		2		WEB ATTACK		WEB ATTACK		Equal

		2002H103405		2		WEB-ATTACKS CHMOD command attempt		WEB-ATTACKS CHMOD command attempt		Equal

		2002H103405		2		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED DENIAL OF SERVICE		Equal

		2002H103405		2		FTP CWD .... attempt		DENIAL OF SERVICE ACTIVITY		Not Equal

		2002H103405		2		WEB APPLICATION activity		WEB APPLICATION activity		Equal

		2002H103405		2		SUSPICIOUS FILENAME detection		PROTOCOL COMMAND DECODE		Not Equal

		2002H103405		2		ATTEMPTED ADMIN PRIVILEGE gain		ATTEMPTED ADMIN PRIVILEGE gain		Equal

		2002H103405		2		SCAN FIN packet		NOT SELECTED		Not Equal

		2002H103405		2		PROTOCOL COMMAND DECODE		PROTOCOL COMMAND DECODE		Equal

		2002H103405		2		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		Equal

		2002H103405		3		ATTEMPTED ADMIN PRIVILEGE gain		TELNET resolv_host_conf retrieval attempt		Not Equal		15

		2002H103405		3		ORACLE EXECUTE_SYSTEM attempt		SYSTEM CALL detection		Not Equal

		2002H103405		3		SYSTEM CALL detection		SYSTEM CALL detection		Equal

		2002H103405		3		MYSQL ROOT LOGIN ATTEMPT		SUSPICIOUS FILENAME detection		Not Equal

		2002H103405		3		TELNET WEB miscellaneous attempt		WEB APPLICATION activity		Not Equal

		2002H103405		3		WEB ATTACK		WEB ATTACK		Equal

		2002H103405		3		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED USER PRIVILEGE GAIN		Equal

		2002H103405		3		SCAN FIN packet		ATTEMPTED-RECON		Not Equal

		2002H103405		3		WEB APPLICATION activity		WEB APPLICATION activity		Equal

		2002H103405		3		ATTEMPTED-RECON		ATTEMPTED-RECON		Equal

		2002H103405		3		WEB-ATTACKS CHMOD command attempt		WEB-ATTACKS CHMOD command attempt		Equal

		2002H103405		3		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY		Equal

		2002H103405		3		FINGER REMOTE command execution attempt		FINGER REMOTE command execution attempt		Equal

		2002H103405		3		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		Equal

		2002H103405		3		FTP CWD .... attempt		FTP CWD .... attempt		Equal

		2002H103405		3		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED DENIAL OF SERVICE		Equal

		2002H103405		3		PROTOCOL COMMAND DECODE		PROTOCOL COMMAND DECODE		Equal

		2002H103405		3		TELNET resolv_host_conf retrieval attempt		TELNET resolv_host_conf retrieval attempt		Equal

		2002H103405		3		FTP PASSWD RETRIEVAL attempt		FTP PASSWD RETRIEVAL attempt		Equal

		2002H103405		3		SUSPICIOUS FILENAME detection		SUSPICIOUS FILENAME detection		Equal

		2002H112033		1		MYSQL ROOT LOGIN ATTEMPT		MYSQL ROOT LOGIN ATTEMPT		Equal		8

		2002H112033		1		FINGER REMOTE command execution attempt		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		Not Equal

		2002H112033		1		PROTOCOL COMMAND DECODE		SUSPICIOUS FILENAME detection		Not Equal

		2002H112033		1		ATTEMPTED USER PRIVILEGE GAIN		FINGER REMOTE command execution attempt		Not Equal

		2002H112033		1		ATTEMPTED ADMIN PRIVILEGE gain		ATTEMPTED ADMIN PRIVILEGE gain		Equal

		2002H112033		1		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY		Equal

		2002H112033		1		SYSTEM CALL detection		NOT SELECTED		Not Equal

		2002H112033		1		SCAN FIN packet		ATTEMPTED-RECON		Not Equal

		2002H112033		1		WEB APPLICATION activity		TELNET WEB miscellaneous attempt		Not Equal

		2002H112033		1		ATTEMPTED-RECON		NOT SELECTED		Not Equal

		2002H112033		1		WEB ATTACK		WEB ATTACK		Equal

		2002H112033		1		ORACLE EXECUTE_SYSTEM attempt		ORACLE EXECUTE_SYSTEM attempt		Equal

		2002H112033		1		WEB-ATTACKS CHMOD command attempt		WEB-ATTACKS CHMOD command attempt		Equal

		2002H112033		1		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		Equal

		2002H112033		1		FTP CWD .... attempt		DENIAL OF SERVICE ACTIVITY		Not Equal

		2002H112033		1		SUSPICIOUS FILENAME detection		SUSPICIOUS FILENAME detection		Equal

		2002H112033		1		TELNET WEB miscellaneous attempt		ATTEMPTED-RECON		Not Equal

		2002H112033		1		FTP PASSWD RETRIEVAL attempt		PROTOCOL COMMAND DECODE		Not Equal

		2002H112033		1		TELNET resolv_host_conf retrieval attempt		ATTEMPTED ADMIN PRIVILEGE gain		Not Equal

		2002H112033		1		ATTEMPTED DENIAL OF SERVICE		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		Not Equal

		2002H112033		2		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY		Equal		13

		2002H112033		2		TELNET resolv_host_conf retrieval attempt		TELNET resolv_host_conf retrieval attempt		Equal

		2002H112033		2		ATTEMPTED ADMIN PRIVILEGE gain		TELNET resolv_host_conf retrieval attempt		Not Equal

		2002H112033		2		FTP PASSWD RETRIEVAL attempt		FTP PASSWD RETRIEVAL attempt		Equal

		2002H112033		2		FINGER REMOTE command execution attempt		FINGER REMOTE command execution attempt		Equal

		2002H112033		2		SYSTEM CALL detection		NOT SELECTED		Not Equal

		2002H112033		2		TELNET WEB miscellaneous attempt		TELNET WEB miscellaneous attempt		Equal

		2002H112033		2		ATTEMPTED-RECON		ATTEMPTED-RECON		Equal

		2002H112033		2		ATTEMPTED USER PRIVILEGE GAIN		FINGER REMOTE command execution attempt		Not Equal

		2002H112033		2		ORACLE EXECUTE_SYSTEM attempt		TELNET resolv_host_conf retrieval attempt		Not Equal

		2002H112033		2		WEB ATTACK		WEB ATTACK		Equal

		2002H112033		2		WEB-ATTACKS CHMOD command attempt		WEB-ATTACKS CHMOD command attempt		Equal

		2002H112033		2		ATTEMPTED DENIAL OF SERVICE		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		Not Equal

		2002H112033		2		FTP CWD .... attempt		DENIAL OF SERVICE ACTIVITY		Not Equal

		2002H112033		2		WEB APPLICATION activity		WEB APPLICATION activity		Equal

		2002H112033		2		SUSPICIOUS FILENAME detection		SUSPICIOUS FILENAME detection		Equal

		2002H112033		2		ATTEMPTED ADMIN PRIVILEGE gain		TELNET resolv_host_conf retrieval attempt		Not Equal

		2002H112033		2		SCAN FIN packet		SCAN FIN packet		Equal

		2002H112033		2		PROTOCOL COMMAND DECODE		PROTOCOL COMMAND DECODE		Equal

		2002H112033		2		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		Equal

		2002H112033		3		ATTEMPTED ADMIN PRIVILEGE gain		ATTEMPTED ADMIN PRIVILEGE gain		Equal		12

		2002H112033		3		ORACLE EXECUTE_SYSTEM attempt		FINGER REMOTE command execution attempt		Not Equal

		2002H112033		3		SYSTEM CALL detection		MYSQL ROOT LOGIN ATTEMPT		Not Equal

		2002H112033		3		MYSQL ROOT LOGIN ATTEMPT		SUSPICIOUS FILENAME detection		Not Equal

		2002H112033		3		TELNET WEB miscellaneous attempt		WEB APPLICATION activity		Not Equal

		2002H112033		3		WEB ATTACK		WEB ATTACK		Equal

		2002H112033		3		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED USER PRIVILEGE GAIN		Equal

		2002H112033		3		SCAN FIN packet		SCAN FIN packet		Equal

		2002H112033		3		WEB APPLICATION activity		TELNET WEB miscellaneous attempt		Not Equal

		2002H112033		3		ATTEMPTED-RECON		FTP PASSWD RETRIEVAL attempt		Not Equal

		2002H112033		3		WEB-ATTACKS CHMOD command attempt		WEB-ATTACKS CHMOD command attempt		Equal

		2002H112033		3		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY		Equal

		2002H112033		3		FINGER REMOTE command execution attempt		FINGER REMOTE command execution attempt		Equal

		2002H112033		3		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		ATTEMPTED DENIAL OF SERVICE		Not Equal

		2002H112033		3		FTP CWD .... attempt		NOT SELECTED		Not Equal

		2002H112033		3		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED DENIAL OF SERVICE		Equal

		2002H112033		3		PROTOCOL COMMAND DECODE		PROTOCOL COMMAND DECODE		Equal

		2002H112033		3		TELNET resolv_host_conf retrieval attempt		TELNET resolv_host_conf retrieval attempt		Equal

		2002H112033		3		FTP PASSWD RETRIEVAL attempt		FTP PASSWD RETRIEVAL attempt		Equal

		2002H112033		3		SUSPICIOUS FILENAME detection		SUSPICIOUS FILENAME detection		Equal

		2002h112436		1		MYSQL ROOT LOGIN ATTEMPT		MYSQL ROOT LOGIN ATTEMPT		Equal		18

		2002h112436		1		FINGER REMOTE command execution attempt		FINGER REMOTE command execution attempt		Equal

		2002h112436		1		PROTOCOL COMMAND DECODE		SUSPICIOUS FILENAME detection		Not Equal

		2002h112436		1		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED USER PRIVILEGE GAIN		Equal

		2002h112436		1		ATTEMPTED ADMIN PRIVILEGE gain		ATTEMPTED ADMIN PRIVILEGE gain		Equal

		2002h112436		1		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY		Equal

		2002h112436		1		SYSTEM CALL detection		SYSTEM CALL detection		Equal

		2002h112436		1		SCAN FIN packet		SCAN FIN packet		Equal

		2002h112436		1		WEB APPLICATION activity		WEB APPLICATION activity		Equal

		2002h112436		1		ATTEMPTED-RECON		ATTEMPTED-RECON		Equal

		2002h112436		1		WEB ATTACK		WEB ATTACK		Equal

		2002h112436		1		ORACLE EXECUTE_SYSTEM attempt		ORACLE EXECUTE_SYSTEM attempt		Equal

		2002h112436		1		WEB-ATTACKS CHMOD command attempt		WEB-ATTACKS CHMOD command attempt		Equal

		2002h112436		1		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		Equal

		2002h112436		1		FTP CWD .... attempt		FTP CWD .... attempt		Equal

		2002h112436		1		SUSPICIOUS FILENAME detection		SUSPICIOUS FILENAME detection		Equal

		2002h112436		1		TELNET WEB miscellaneous attempt		TELNET WEB miscellaneous attempt		Equal

		2002h112436		1		FTP PASSWD RETRIEVAL attempt		PROTOCOL COMMAND DECODE		Not Equal

		2002h112436		1		TELNET resolv_host_conf retrieval attempt		TELNET resolv_host_conf retrieval attempt		Equal

		2002h112436		1		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED DENIAL OF SERVICE		Equal

		2002h112436		2		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY		Equal		17

		2002h112436		2		TELNET resolv_host_conf retrieval attempt		TELNET resolv_host_conf retrieval attempt		Equal

		2002h112436		2		ATTEMPTED ADMIN PRIVILEGE gain		ATTEMPTED ADMIN PRIVILEGE gain		Equal

		2002h112436		2		FTP PASSWD RETRIEVAL attempt		MYSQL ROOT LOGIN ATTEMPT		Not Equal

		2002h112436		2		FINGER REMOTE command execution attempt		ATTEMPTED USER PRIVILEGE GAIN		Not Equal

		2002h112436		2		SYSTEM CALL detection		SYSTEM CALL detection		Equal

		2002h112436		2		TELNET WEB miscellaneous attempt		TELNET WEB miscellaneous attempt		Equal

		2002h112436		2		ATTEMPTED-RECON		ATTEMPTED-RECON		Equal

		2002h112436		2		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED USER PRIVILEGE GAIN		Equal

		2002h112436		2		ORACLE EXECUTE_SYSTEM attempt		ORACLE EXECUTE_SYSTEM attempt		Equal

		2002h112436		2		WEB ATTACK		WEB ATTACK		Equal

		2002h112436		2		WEB-ATTACKS CHMOD command attempt		WEB-ATTACKS CHMOD command attempt		Equal

		2002h112436		2		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED DENIAL OF SERVICE		Equal

		2002h112436		2		FTP CWD .... attempt		FTP CWD .... attempt		Equal

		2002h112436		2		WEB APPLICATION activity		WEB APPLICATION activity		Equal

		2002h112436		2		SUSPICIOUS FILENAME detection		SUSPICIOUS FILENAME detection		Equal

		2002h112436		2		ATTEMPTED ADMIN PRIVILEGE gain		SYSTEM CALL detection		Not Equal

		2002h112436		2		SCAN FIN packet		SCAN FIN packet		Equal

		2002h112436		2		PROTOCOL COMMAND DECODE		PROTOCOL COMMAND DECODE		Equal

		2002h112436		2		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		Equal

		2002h112436		3		ATTEMPTED ADMIN PRIVILEGE gain		ATTEMPTED ADMIN PRIVILEGE gain		Equal		16

		2002h112436		3		ORACLE EXECUTE_SYSTEM attempt		ORACLE EXECUTE_SYSTEM attempt		Equal

		2002h112436		3		SYSTEM CALL detection		SYSTEM CALL detection		Equal

		2002h112436		3		MYSQL ROOT LOGIN ATTEMPT		MYSQL ROOT LOGIN ATTEMPT		Equal

		2002h112436		3		TELNET WEB miscellaneous attempt		TELNET WEB miscellaneous attempt		Equal

		2002h112436		3		WEB ATTACK		WEB ATTACK		Equal

		2002h112436		3		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED USER PRIVILEGE GAIN		Equal

		2002h112436		3		SCAN FIN packet		SCAN FIN packet		Equal

		2002h112436		3		WEB APPLICATION activity		ATTEMPTED DENIAL OF SERVICE		Not Equal

		2002h112436		3		ATTEMPTED-RECON		ATTEMPTED-RECON		Equal

		2002h112436		3		WEB-ATTACKS CHMOD command attempt		WEB-ATTACKS CHMOD command attempt		Equal

		2002h112436		3		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY		Equal

		2002h112436		3		FINGER REMOTE command execution attempt		FINGER REMOTE command execution attempt		Equal

		2002h112436		3		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		Equal

		2002h112436		3		FTP CWD .... attempt		FTP CWD .... attempt		Equal

		2002h112436		3		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED DENIAL OF SERVICE		Equal

		2002h112436		3		PROTOCOL COMMAND DECODE		SUSPICIOUS FILENAME detection		Not Equal

		2002h112436		3		TELNET resolv_host_conf retrieval attempt		ATTEMPTED ADMIN PRIVILEGE gain		Not Equal

		2002h112436		3		FTP PASSWD RETRIEVAL attempt		MYSQL ROOT LOGIN ATTEMPT		Not Equal

		2002h112436		3		SUSPICIOUS FILENAME detection		SUSPICIOUS FILENAME detection		Equal

		2002H112449		1		MYSQL ROOT LOGIN ATTEMPT		MYSQL ROOT LOGIN ATTEMPT		Equal		6

		2002H112449		1		FINGER REMOTE command execution attempt		FINGER REMOTE command execution attempt		Equal

		2002H112449		1		PROTOCOL COMMAND DECODE		PROTOCOL COMMAND DECODE		Equal

		2002H112449		1		ATTEMPTED USER PRIVILEGE GAIN		FINGER REMOTE command execution attempt		Not Equal

		2002H112449		1		ATTEMPTED ADMIN PRIVILEGE gain		NOT SELECTED		Not Equal

		2002H112449		1		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY		Equal

		2002H112449		1		SYSTEM CALL detection		ATTEMPTED ADMIN PRIVILEGE gain		Not Equal

		2002H112449		1		SCAN FIN packet		NOT SELECTED		Not Equal

		2002H112449		1		WEB APPLICATION activity		NOT SELECTED		Not Equal

		2002H112449		1		ATTEMPTED-RECON		TELNET WEB miscellaneous attempt		Not Equal

		2002H112449		1		WEB ATTACK		WEB-ATTACKS CHMOD command attempt		Not Equal

		2002H112449		1		ORACLE EXECUTE_SYSTEM attempt		NOT SELECTED		Not Equal

		2002H112449		1		WEB-ATTACKS CHMOD command attempt		WEB-ATTACKS CHMOD command attempt		Equal

		2002H112449		1		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		Equal

		2002H112449		1		FTP CWD .... attempt		DENIAL OF SERVICE ACTIVITY		Not Equal

		2002H112449		1		SUSPICIOUS FILENAME detection		NOT SELECTED		Not Equal

		2002H112449		1		TELNET WEB miscellaneous attempt		NOT SELECTED		Not Equal

		2002H112449		1		FTP PASSWD RETRIEVAL attempt		MYSQL ROOT LOGIN ATTEMPT		Not Equal

		2002H112449		1		TELNET resolv_host_conf retrieval attempt		FTP PASSWD RETRIEVAL attempt		Not Equal

		2002H112449		1		ATTEMPTED DENIAL OF SERVICE		NOT SELECTED		Not Equal

		2002H112449		2		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY		Equal		8

		2002H112449		2		TELNET resolv_host_conf retrieval attempt		ATTEMPTED ADMIN PRIVILEGE gain		Not Equal

		2002H112449		2		ATTEMPTED ADMIN PRIVILEGE gain		ATTEMPTED ADMIN PRIVILEGE gain		Equal

		2002H112449		2		FTP PASSWD RETRIEVAL attempt		MYSQL ROOT LOGIN ATTEMPT		Not Equal

		2002H112449		2		FINGER REMOTE command execution attempt		FINGER REMOTE command execution attempt		Equal

		2002H112449		2		SYSTEM CALL detection		WEB ATTACK		Not Equal

		2002H112449		2		TELNET WEB miscellaneous attempt		WEB APPLICATION activity		Not Equal

		2002H112449		2		ATTEMPTED-RECON		ATTEMPTED-RECON		Equal

		2002H112449		2		ATTEMPTED USER PRIVILEGE GAIN		FINGER REMOTE command execution attempt		Not Equal

		2002H112449		2		ORACLE EXECUTE_SYSTEM attempt		SCAN FIN packet		Not Equal

		2002H112449		2		WEB ATTACK		WEB-ATTACKS CHMOD command attempt		Not Equal

		2002H112449		2		WEB-ATTACKS CHMOD command attempt		WEB-ATTACKS CHMOD command attempt		Equal

		2002H112449		2		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED USER PRIVILEGE GAIN		Not Equal

		2002H112449		2		FTP CWD .... attempt		DENIAL OF SERVICE ACTIVITY		Not Equal

		2002H112449		2		WEB APPLICATION activity		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		Not Equal

		2002H112449		2		SUSPICIOUS FILENAME detection		FTP PASSWD RETRIEVAL attempt		Not Equal

		2002H112449		2		ATTEMPTED ADMIN PRIVILEGE gain		ATTEMPTED ADMIN PRIVILEGE gain		Equal

		2002H112449		2		SCAN FIN packet		SYSTEM CALL detection		Not Equal

		2002H112449		2		PROTOCOL COMMAND DECODE		PROTOCOL COMMAND DECODE		Equal

		2002H112449		2		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		Equal

		2002H112449		3		ATTEMPTED ADMIN PRIVILEGE gain		ATTEMPTED ADMIN PRIVILEGE gain		Equal		10

		2002H112449		3		ORACLE EXECUTE_SYSTEM attempt		SCAN FIN packet		Not Equal

		2002H112449		3		SYSTEM CALL detection		ATTEMPTED DENIAL OF SERVICE		Not Equal

		2002H112449		3		MYSQL ROOT LOGIN ATTEMPT		SUSPICIOUS FILENAME detection		Not Equal

		2002H112449		3		TELNET WEB miscellaneous attempt		ATTEMPTED USER PRIVILEGE GAIN		Not Equal

		2002H112449		3		WEB ATTACK		WEB-ATTACKS CHMOD command attempt		Not Equal

		2002H112449		3		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED USER PRIVILEGE GAIN		Equal

		2002H112449		3		SCAN FIN packet		NOT SELECTED		Not Equal

		2002H112449		3		WEB APPLICATION activity		WEB APPLICATION activity		Equal

		2002H112449		3		ATTEMPTED-RECON		ATTEMPTED-RECON		Equal

		2002H112449		3		WEB-ATTACKS CHMOD command attempt		WEB-ATTACKS CHMOD command attempt		Equal

		2002H112449		3		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY		Equal

		2002H112449		3		FINGER REMOTE command execution attempt		ATTEMPTED USER PRIVILEGE GAIN		Not Equal

		2002H112449		3		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		Equal

		2002H112449		3		FTP CWD .... attempt		ATTEMPTED DENIAL OF SERVICE		Not Equal

		2002H112449		3		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED DENIAL OF SERVICE		Equal

		2002H112449		3		PROTOCOL COMMAND DECODE		PROTOCOL COMMAND DECODE		Equal

		2002H112449		3		TELNET resolv_host_conf retrieval attempt		TELNET resolv_host_conf retrieval attempt		Equal

		2002H112449		3		FTP PASSWD RETRIEVAL attempt		MYSQL ROOT LOGIN ATTEMPT		Not Equal

		2002H112449		3		SUSPICIOUS FILENAME detection		FTP PASSWD RETRIEVAL attempt		Not Equal

		2002H112450		1		MYSQL ROOT LOGIN ATTEMPT		NOT SELECTED		Not Equal		4

		2002H112450		1		FINGER REMOTE command execution attempt		FINGER REMOTE command execution attempt		Equal

		2002H112450		1		PROTOCOL COMMAND DECODE		NOT SELECTED		Not Equal

		2002H112450		1		ATTEMPTED USER PRIVILEGE GAIN		NOT SELECTED		Not Equal

		2002H112450		1		ATTEMPTED ADMIN PRIVILEGE gain		TELNET resolv_host_conf retrieval attempt		Not Equal

		2002H112450		1		DENIAL OF SERVICE ACTIVITY		NOT SELECTED		Not Equal

		2002H112450		1		SYSTEM CALL detection		FINGER REMOTE command execution attempt		Not Equal

		2002H112450		1		SCAN FIN packet		TELNET resolv_host_conf retrieval attempt		Not Equal

		2002H112450		1		WEB APPLICATION activity		WEB APPLICATION activity		Equal

		2002H112450		1		ATTEMPTED-RECON		TELNET WEB miscellaneous attempt		Not Equal

		2002H112450		1		WEB ATTACK		WEB-ATTACKS CHMOD command attempt		Not Equal

		2002H112450		1		ORACLE EXECUTE_SYSTEM attempt		ATTEMPTED USER PRIVILEGE GAIN		Not Equal

		2002H112450		1		WEB-ATTACKS CHMOD command attempt		WEB-ATTACKS CHMOD command attempt		Equal

		2002H112450		1		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		FINGER REMOTE command execution attempt		Not Equal

		2002H112450		1		FTP CWD .... attempt		DENIAL OF SERVICE ACTIVITY		Not Equal

		2002H112450		1		SUSPICIOUS FILENAME detection		PROTOCOL COMMAND DECODE		Not Equal

		2002H112450		1		TELNET WEB miscellaneous attempt		TELNET WEB miscellaneous attempt		Equal

		2002H112450		1		FTP PASSWD RETRIEVAL attempt		NOT SELECTED		Not Equal

		2002H112450		1		TELNET resolv_host_conf retrieval attempt		SYSTEM CALL detection		Not Equal

		2002H112450		1		ATTEMPTED DENIAL OF SERVICE		SCAN FIN packet		Not Equal

		2002H112450		2		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY		Equal		6

		2002H112450		2		TELNET resolv_host_conf retrieval attempt		NOT SELECTED		Not Equal

		2002H112450		2		ATTEMPTED ADMIN PRIVILEGE gain		TELNET WEB miscellaneous attempt		Not Equal

		2002H112450		2		FTP PASSWD RETRIEVAL attempt		PROTOCOL COMMAND DECODE		Not Equal

		2002H112450		2		FINGER REMOTE command execution attempt		FINGER REMOTE command execution attempt		Equal

		2002H112450		2		SYSTEM CALL detection		TELNET WEB miscellaneous attempt		Not Equal

		2002H112450		2		TELNET WEB miscellaneous attempt		ATTEMPTED DENIAL OF SERVICE		Not Equal

		2002H112450		2		ATTEMPTED-RECON		NOT SELECTED		Not Equal

		2002H112450		2		ATTEMPTED USER PRIVILEGE GAIN		FINGER REMOTE command execution attempt		Not Equal

		2002H112450		2		ORACLE EXECUTE_SYSTEM attempt		FINGER REMOTE command execution attempt		Not Equal

		2002H112450		2		WEB ATTACK		WEB ATTACK		Equal

		2002H112450		2		WEB-ATTACKS CHMOD command attempt		WEB-ATTACKS CHMOD command attempt		Equal

		2002H112450		2		ATTEMPTED DENIAL OF SERVICE		NOT SELECTED		Not Equal

		2002H112450		2		FTP CWD .... attempt		DENIAL OF SERVICE ACTIVITY		Not Equal

		2002H112450		2		WEB APPLICATION activity		SCAN FIN packet		Not Equal

		2002H112450		2		SUSPICIOUS FILENAME detection		SUSPICIOUS FILENAME detection		Equal

		2002H112450		2		ATTEMPTED ADMIN PRIVILEGE gain		ATTEMPTED ADMIN PRIVILEGE gain		Equal

		2002H112450		2		SCAN FIN packet		NOT SELECTED		Not Equal

		2002H112450		2		PROTOCOL COMMAND DECODE		ATTEMPTED-RECON		Not Equal

		2002H112450		2		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		ATTEMPTED DENIAL OF SERVICE		Not Equal

		2002H112450		3		WEB APPLICATION activity		SUSPICIOUS FILENAME detection		Not Equal		7

		2002H112450		3		ATTEMPTED-RECON		SUSPICIOUS FILENAME detection		Not Equal

		2002H112450		3		WEB-ATTACKS CHMOD command attempt		WEB-ATTACKS CHMOD command attempt		Equal

		2002H112450		3		DENIAL OF SERVICE ACTIVITY		NOT SELECTED		Not Equal

		2002H112450		3		FINGER REMOTE command execution attempt		ATTEMPTED USER PRIVILEGE GAIN		Not Equal

		2002H112450		3		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		Equal

		2002H112450		3		FTP CWD .... attempt		DENIAL OF SERVICE ACTIVITY		Not Equal

		2002H112450		3		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED USER PRIVILEGE GAIN		Not Equal

		2002H112450		3		PROTOCOL COMMAND DECODE		PROTOCOL COMMAND DECODE		Equal

		2002H112450		3		TELNET resolv_host_conf retrieval attempt		ATTEMPTED ADMIN PRIVILEGE gain		Not Equal

		2002H112450		3		FTP PASSWD RETRIEVAL attempt		PROTOCOL COMMAND DECODE		Not Equal

		2002H112450		3		SUSPICIOUS FILENAME detection		PROTOCOL COMMAND DECODE		Not Equal

		2002H112450		3		ATTEMPTED ADMIN PRIVILEGE gain		ATTEMPTED ADMIN PRIVILEGE gain		Equal

		2002H112450		3		ORACLE EXECUTE_SYSTEM attempt		ORACLE EXECUTE_SYSTEM attempt		Equal

		2002H112450		3		SYSTEM CALL detection		ATTEMPTED DENIAL OF SERVICE		Not Equal

		2002H112450		3		MYSQL ROOT LOGIN ATTEMPT		NOT SELECTED		Not Equal

		2002H112450		3		TELNET WEB miscellaneous attempt		WEB ATTACK		Not Equal

		2002H112450		3		WEB ATTACK		WEB ATTACK		Equal

		2002H112450		3		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED USER PRIVILEGE GAIN		Equal

		2002H112450		3		SCAN FIN packet		ATTEMPTED DENIAL OF SERVICE		Not Equal

		2003H103022		1		MYSQL ROOT LOGIN ATTEMPT		PROTOCOL COMMAND DECODE		Not Equal		15

		2003H103022		1		FINGER REMOTE command execution attempt		FINGER REMOTE command execution attempt		Equal

		2003H103022		1		PROTOCOL COMMAND DECODE		NOT SELECTED		Not Equal

		2003H103022		1		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED USER PRIVILEGE GAIN		Equal

		2003H103022		1		ATTEMPTED ADMIN PRIVILEGE gain		ATTEMPTED ADMIN PRIVILEGE gain		Equal

		2003H103022		1		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY		Equal

		2003H103022		1		SYSTEM CALL detection		SYSTEM CALL detection		Equal

		2003H103022		1		SCAN FIN packet		ATTEMPTED-RECON		Not Equal

		2003H103022		1		WEB APPLICATION activity		WEB APPLICATION activity		Equal

		2003H103022		1		ATTEMPTED-RECON		ATTEMPTED-RECON		Equal

		2003H103022		1		WEB ATTACK		NOT SELECTED		Not Equal

		2003H103022		1		ORACLE EXECUTE_SYSTEM attempt		ORACLE EXECUTE_SYSTEM attempt		Equal

		2003H103022		1		WEB-ATTACKS CHMOD command attempt		WEB-ATTACKS CHMOD command attempt		Equal

		2003H103022		1		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		Equal

		2003H103022		1		FTP CWD .... attempt		FTP CWD .... attempt		Equal

		2003H103022		1		SUSPICIOUS FILENAME detection		FTP PASSWD RETRIEVAL attempt		Not Equal

		2003H103022		1		TELNET WEB miscellaneous attempt		TELNET WEB miscellaneous attempt		Equal

		2003H103022		1		FTP PASSWD RETRIEVAL attempt		FTP PASSWD RETRIEVAL attempt		Equal

		2003H103022		1		TELNET resolv_host_conf retrieval attempt		TELNET resolv_host_conf retrieval attempt		Equal

		2003H103022		1		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED DENIAL OF SERVICE		Equal

		2003H103022		2		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY		Equal		18

		2003H103022		2		TELNET resolv_host_conf retrieval attempt		TELNET resolv_host_conf retrieval attempt		Equal

		2003H103022		2		ATTEMPTED ADMIN PRIVILEGE gain		ATTEMPTED ADMIN PRIVILEGE gain		Equal

		2003H103022		2		FTP PASSWD RETRIEVAL attempt		FTP PASSWD RETRIEVAL attempt		Equal

		2003H103022		2		FINGER REMOTE command execution attempt		FINGER REMOTE command execution attempt		Equal

		2003H103022		2		SYSTEM CALL detection		SYSTEM CALL detection		Equal

		2003H103022		2		TELNET WEB miscellaneous attempt		WEB APPLICATION activity		Not Equal

		2003H103022		2		ATTEMPTED-RECON		ATTEMPTED-RECON		Equal

		2003H103022		2		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED USER PRIVILEGE GAIN		Equal

		2003H103022		2		ORACLE EXECUTE_SYSTEM attempt		ORACLE EXECUTE_SYSTEM attempt		Equal

		2003H103022		2		WEB ATTACK		WEB ATTACK		Equal

		2003H103022		2		WEB-ATTACKS CHMOD command attempt		WEB-ATTACKS CHMOD command attempt		Equal

		2003H103022		2		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED DENIAL OF SERVICE		Equal

		2003H103022		2		FTP CWD .... attempt		DENIAL OF SERVICE ACTIVITY		Not Equal

		2003H103022		2		WEB APPLICATION activity		WEB APPLICATION activity		Equal

		2003H103022		2		SUSPICIOUS FILENAME detection		SUSPICIOUS FILENAME detection		Equal

		2003H103022		2		ATTEMPTED ADMIN PRIVILEGE gain		ATTEMPTED ADMIN PRIVILEGE gain		Equal

		2003H103022		2		SCAN FIN packet		SCAN FIN packet		Equal

		2003H103022		2		PROTOCOL COMMAND DECODE		PROTOCOL COMMAND DECODE		Equal

		2003H103022		2		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		Equal

		2003H103022		3		ATTEMPTED ADMIN PRIVILEGE gain		ATTEMPTED ADMIN PRIVILEGE gain		Equal		18

		2003H103022		3		ORACLE EXECUTE_SYSTEM attempt		ORACLE EXECUTE_SYSTEM attempt		Equal

		2003H103022		3		SYSTEM CALL detection		SYSTEM CALL detection		Equal

		2003H103022		3		MYSQL ROOT LOGIN ATTEMPT		MYSQL ROOT LOGIN ATTEMPT		Equal

		2003H103022		3		TELNET WEB miscellaneous attempt		TELNET WEB miscellaneous attempt		Equal

		2003H103022		3		WEB ATTACK		WEB ATTACK		Equal

		2003H103022		3		ATTEMPTED USER PRIVILEGE GAIN		FINGER REMOTE command execution attempt		Not Equal

		2003H103022		3		SCAN FIN packet		ATTEMPTED-RECON		Not Equal

		2003H103022		3		WEB APPLICATION activity		WEB APPLICATION activity		Equal

		2003H103022		3		ATTEMPTED-RECON		ATTEMPTED-RECON		Equal

		2003H103022		3		WEB-ATTACKS CHMOD command attempt		WEB-ATTACKS CHMOD command attempt		Equal

		2003H103022		3		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY		Equal

		2003H103022		3		FINGER REMOTE command execution attempt		FINGER REMOTE command execution attempt		Equal

		2003H103022		3		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		Equal

		2003H103022		3		FTP CWD .... attempt		FTP CWD .... attempt		Equal

		2003H103022		3		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED DENIAL OF SERVICE		Equal

		2003H103022		3		PROTOCOL COMMAND DECODE		PROTOCOL COMMAND DECODE		Equal

		2003H103022		3		TELNET resolv_host_conf retrieval attempt		TELNET resolv_host_conf retrieval attempt		Equal

		2003H103022		3		FTP PASSWD RETRIEVAL attempt		FTP PASSWD RETRIEVAL attempt		Equal

		2003H103022		3		SUSPICIOUS FILENAME detection		SUSPICIOUS FILENAME detection		Equal

		2003h103420		1		MYSQL ROOT LOGIN ATTEMPT		SUSPICIOUS FILENAME detection		Not Equal		8

		2003h103420		1		FINGER REMOTE command execution attempt		FINGER REMOTE command execution attempt		Equal

		2003h103420		1		PROTOCOL COMMAND DECODE		PROTOCOL COMMAND DECODE		Equal

		2003h103420		1		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED USER PRIVILEGE GAIN		Equal

		2003h103420		1		ATTEMPTED ADMIN PRIVILEGE gain		NOT SELECTED		Not Equal

		2003h103420		1		DENIAL OF SERVICE ACTIVITY		TELNET resolv_host_conf retrieval attempt		Not Equal

		2003h103420		1		SYSTEM CALL detection		NOT SELECTED		Not Equal

		2003h103420		1		SCAN FIN packet		ATTEMPTED-RECON		Not Equal

		2003h103420		1		WEB APPLICATION activity		WEB APPLICATION activity		Equal

		2003h103420		1		ATTEMPTED-RECON		SYSTEM CALL detection		Not Equal

		2003h103420		1		WEB ATTACK		WEB-ATTACKS CHMOD command attempt		Not Equal

		2003h103420		1		ORACLE EXECUTE_SYSTEM attempt		NOT SELECTED		Not Equal

		2003h103420		1		WEB-ATTACKS CHMOD command attempt		ORACLE EXECUTE_SYSTEM attempt		Not Equal

		2003h103420		1		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		WEB-ATTACKS CHMOD command attempt		Not Equal

		2003h103420		1		FTP CWD .... attempt		NOT SELECTED		Not Equal

		2003h103420		1		SUSPICIOUS FILENAME detection		SUSPICIOUS FILENAME detection		Equal

		2003h103420		1		TELNET WEB miscellaneous attempt		TELNET WEB miscellaneous attempt		Equal

		2003h103420		1		FTP PASSWD RETRIEVAL attempt		FTP PASSWD RETRIEVAL attempt		Equal

		2003h103420		1		TELNET resolv_host_conf retrieval attempt		TELNET resolv_host_conf retrieval attempt		Equal

		2003h103420		1		ATTEMPTED DENIAL OF SERVICE		WEB APPLICATION activity		Not Equal

		2003h103420		2		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY		Equal		8

		2003h103420		2		TELNET resolv_host_conf retrieval attempt		TELNET resolv_host_conf retrieval attempt		Equal

		2003h103420		2		ATTEMPTED ADMIN PRIVILEGE gain		SCAN FIN packet		Not Equal

		2003h103420		2		FTP PASSWD RETRIEVAL attempt		FTP PASSWD RETRIEVAL attempt		Equal

		2003h103420		2		FINGER REMOTE command execution attempt		FINGER REMOTE command execution attempt		Equal

		2003h103420		2		SYSTEM CALL detection		NOT SELECTED		Not Equal

		2003h103420		2		TELNET WEB miscellaneous attempt		WEB APPLICATION activity		Not Equal

		2003h103420		2		ATTEMPTED-RECON		ATTEMPTED-RECON		Equal

		2003h103420		2		ATTEMPTED USER PRIVILEGE GAIN		FINGER REMOTE command execution attempt		Not Equal

		2003h103420		2		ORACLE EXECUTE_SYSTEM attempt		NOT SELECTED		Not Equal

		2003h103420		2		WEB ATTACK		SUSPICIOUS FILENAME detection		Not Equal

		2003h103420		2		WEB-ATTACKS CHMOD command attempt		FTP PASSWD RETRIEVAL attempt		Not Equal

		2003h103420		2		ATTEMPTED DENIAL OF SERVICE		NOT SELECTED		Not Equal

		2003h103420		2		FTP CWD .... attempt		DENIAL OF SERVICE ACTIVITY		Not Equal

		2003h103420		2		WEB APPLICATION activity		TELNET WEB miscellaneous attempt		Not Equal

		2003h103420		2		SUSPICIOUS FILENAME detection		SUSPICIOUS FILENAME detection		Equal

		2003h103420		2		ATTEMPTED ADMIN PRIVILEGE gain		ATTEMPTED ADMIN PRIVILEGE gain		Equal

		2003h103420		2		SCAN FIN packet		TELNET resolv_host_conf retrieval attempt		Not Equal

		2003h103420		2		PROTOCOL COMMAND DECODE		FTP PASSWD RETRIEVAL attempt		Not Equal

		2003h103420		2		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		Equal

		2003h103420		3		ATTEMPTED ADMIN PRIVILEGE gain		ATTEMPTED ADMIN PRIVILEGE gain		Equal		15

		2003h103420		3		ORACLE EXECUTE_SYSTEM attempt		ORACLE EXECUTE_SYSTEM attempt		Equal

		2003h103420		3		SYSTEM CALL detection		SYSTEM CALL detection		Equal

		2003h103420		3		MYSQL ROOT LOGIN ATTEMPT		FTP PASSWD RETRIEVAL attempt		Not Equal

		2003h103420		3		TELNET WEB miscellaneous attempt		TELNET WEB miscellaneous attempt		Equal

		2003h103420		3		WEB ATTACK		WEB-ATTACKS CHMOD command attempt		Not Equal

		2003h103420		3		ATTEMPTED USER PRIVILEGE GAIN		FINGER REMOTE command execution attempt		Not Equal

		2003h103420		3		SCAN FIN packet		SCAN FIN packet		Equal

		2003h103420		3		WEB APPLICATION activity		WEB APPLICATION activity		Equal

		2003h103420		3		ATTEMPTED-RECON		SYSTEM CALL detection		Not Equal

		2003h103420		3		WEB-ATTACKS CHMOD command attempt		WEB-ATTACKS CHMOD command attempt		Equal

		2003h103420		3		DENIAL OF SERVICE ACTIVITY		FTP CWD .... attempt		Not Equal

		2003h103420		3		FINGER REMOTE command execution attempt		FINGER REMOTE command execution attempt		Equal

		2003h103420		3		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		Equal

		2003h103420		3		FTP CWD .... attempt		FTP CWD .... attempt		Equal

		2003h103420		3		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED DENIAL OF SERVICE		Equal

		2003h103420		3		PROTOCOL COMMAND DECODE		PROTOCOL COMMAND DECODE		Equal

		2003h103420		3		TELNET resolv_host_conf retrieval attempt		TELNET resolv_host_conf retrieval attempt		Equal

		2003h103420		3		FTP PASSWD RETRIEVAL attempt		FTP PASSWD RETRIEVAL attempt		Equal

		2003h103420		3		SUSPICIOUS FILENAME detection		SUSPICIOUS FILENAME detection		Equal

		2003h103422		1		PROTOCOL COMMAND DECODE		ATTEMPTED USER PRIVILEGE GAIN		Not Equal		9

		2003h103422		1		ATTEMPTED USER PRIVILEGE GAIN		NOT SELECTED		Not Equal

		2003h103422		1		ATTEMPTED ADMIN PRIVILEGE gain		ATTEMPTED ADMIN PRIVILEGE gain		Equal

		2003h103422		1		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY		Equal

		2003h103422		1		SYSTEM CALL detection		ATTEMPTED-RECON		Not Equal

		2003h103422		1		SCAN FIN packet		ORACLE EXECUTE_SYSTEM attempt		Not Equal

		2003h103422		1		WEB APPLICATION activity		WEB APPLICATION activity		Equal

		2003h103422		1		ATTEMPTED-RECON		ORACLE EXECUTE_SYSTEM attempt		Not Equal

		2003h103422		1		WEB ATTACK		NOT SELECTED		Not Equal

		2003h103422		1		ORACLE EXECUTE_SYSTEM attempt		NOT SELECTED		Not Equal

		2003h103422		1		WEB-ATTACKS CHMOD command attempt		WEB-ATTACKS CHMOD command attempt		Equal

		2003h103422		1		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		Equal

		2003h103422		1		FTP CWD .... attempt		PROTOCOL COMMAND DECODE		Not Equal

		2003h103422		1		SUSPICIOUS FILENAME detection		PROTOCOL COMMAND DECODE		Not Equal

		2003h103422		1		TELNET WEB miscellaneous attempt		TELNET WEB miscellaneous attempt		Equal

		2003h103422		1		FTP PASSWD RETRIEVAL attempt		FTP PASSWD RETRIEVAL attempt		Equal

		2003h103422		1		TELNET resolv_host_conf retrieval attempt		TELNET resolv_host_conf retrieval attempt		Equal

		2003h103422		1		ATTEMPTED DENIAL OF SERVICE		NOT SELECTED		Not Equal

		2003h103422		1		MYSQL ROOT LOGIN ATTEMPT		MYSQL ROOT LOGIN ATTEMPT		Equal

		2003h103422		1		FINGER REMOTE command execution attempt		NOT SELECTED		Not Equal

		2003h103422		2		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY		Equal		15

		2003h103422		2		TELNET resolv_host_conf retrieval attempt		NOT SELECTED		Not Equal

		2003h103422		2		ATTEMPTED ADMIN PRIVILEGE gain		ATTEMPTED ADMIN PRIVILEGE gain		Equal

		2003h103422		2		FTP PASSWD RETRIEVAL attempt		FTP PASSWD RETRIEVAL attempt		Equal

		2003h103422		2		FINGER REMOTE command execution attempt		FINGER REMOTE command execution attempt		Equal

		2003h103422		2		SYSTEM CALL detection		ATTEMPTED-RECON		Not Equal

		2003h103422		2		TELNET WEB miscellaneous attempt		TELNET WEB miscellaneous attempt		Equal

		2003h103422		2		ATTEMPTED-RECON		SCAN FIN packet		Not Equal

		2003h103422		2		ATTEMPTED USER PRIVILEGE GAIN		NOT SELECTED		Not Equal

		2003h103422		2		ORACLE EXECUTE_SYSTEM attempt		ORACLE EXECUTE_SYSTEM attempt		Equal

		2003h103422		2		WEB ATTACK		WEB ATTACK		Equal

		2003h103422		2		WEB-ATTACKS CHMOD command attempt		WEB-ATTACKS CHMOD command attempt		Equal

		2003h103422		2		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED DENIAL OF SERVICE		Equal

		2003h103422		2		FTP CWD .... attempt		DENIAL OF SERVICE ACTIVITY		Not Equal

		2003h103422		2		WEB APPLICATION activity		WEB APPLICATION activity		Equal

		2003h103422		2		SUSPICIOUS FILENAME detection		SUSPICIOUS FILENAME detection		Equal

		2003h103422		2		ATTEMPTED ADMIN PRIVILEGE gain		ATTEMPTED ADMIN PRIVILEGE gain		Equal

		2003h103422		2		SCAN FIN packet		SCAN FIN packet		Equal

		2003h103422		2		PROTOCOL COMMAND DECODE		PROTOCOL COMMAND DECODE		Equal

		2003h103422		2		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		Equal

		2003h103422		3		ATTEMPTED ADMIN PRIVILEGE gain		NOT SELECTED		Not Equal		16

		2003h103422		3		ORACLE EXECUTE_SYSTEM attempt		NOT SELECTED		Not Equal

		2003h103422		3		SYSTEM CALL detection		ATTEMPTED-RECON		Not Equal

		2003h103422		3		MYSQL ROOT LOGIN ATTEMPT		MYSQL ROOT LOGIN ATTEMPT		Equal

		2003h103422		3		TELNET WEB miscellaneous attempt		TELNET WEB miscellaneous attempt		Equal

		2003h103422		3		WEB ATTACK		WEB ATTACK		Equal

		2003h103422		3		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED USER PRIVILEGE GAIN		Equal

		2003h103422		3		SCAN FIN packet		SCAN FIN packet		Equal

		2003h103422		3		WEB APPLICATION activity		WEB APPLICATION activity		Equal

		2003h103422		3		ATTEMPTED-RECON		ATTEMPTED-RECON		Equal

		2003h103422		3		WEB-ATTACKS CHMOD command attempt		WEB ATTACK		Not Equal

		2003h103422		3		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY		Equal

		2003h103422		3		FINGER REMOTE command execution attempt		FINGER REMOTE command execution attempt		Equal

		2003h103422		3		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		Equal

		2003h103422		3		FTP CWD .... attempt		FTP CWD .... attempt		Equal

		2003h103422		3		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED DENIAL OF SERVICE		Equal

		2003h103422		3		PROTOCOL COMMAND DECODE		PROTOCOL COMMAND DECODE		Equal

		2003h103422		3		TELNET resolv_host_conf retrieval attempt		TELNET resolv_host_conf retrieval attempt		Equal

		2003h103422		3		FTP PASSWD RETRIEVAL attempt		FTP PASSWD RETRIEVAL attempt		Equal

		2003h103422		3		SUSPICIOUS FILENAME detection		SUSPICIOUS FILENAME detection		Equal

		2003h103423		2		WEB APPLICATION activity		WEB APPLICATION activity		Equal		15

		2003h103423		2		SUSPICIOUS FILENAME detection		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		Not Equal

		2003h103423		2		ATTEMPTED ADMIN PRIVILEGE gain		ATTEMPTED ADMIN PRIVILEGE gain		Equal

		2003h103423		2		SCAN FIN packet		ATTEMPTED-RECON		Not Equal

		2003h103423		2		PROTOCOL COMMAND DECODE		PROTOCOL COMMAND DECODE		Equal

		2003h103423		2		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		Equal

		2003h103423		3		ATTEMPTED ADMIN PRIVILEGE gain		ATTEMPTED ADMIN PRIVILEGE gain		Equal		17

		2003h103423		3		ORACLE EXECUTE_SYSTEM attempt		SCAN FIN packet		Not Equal

		2003h103423		3		SYSTEM CALL detection		SYSTEM CALL detection		Equal

		2003h103423		3		MYSQL ROOT LOGIN ATTEMPT		MYSQL ROOT LOGIN ATTEMPT		Equal

		2003h103423		3		TELNET WEB miscellaneous attempt		TELNET WEB miscellaneous attempt		Equal

		2003h103423		3		WEB ATTACK		WEB ATTACK		Equal

		2003h103423		3		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED USER PRIVILEGE GAIN		Equal

		2003h103423		3		SCAN FIN packet		SCAN FIN packet		Equal

		2003h103423		3		WEB APPLICATION activity		WEB APPLICATION activity		Equal

		2003h103423		3		ATTEMPTED-RECON		ATTEMPTED-RECON		Equal

		2003h103423		3		WEB-ATTACKS CHMOD command attempt		WEB-ATTACKS CHMOD command attempt		Equal

		2003h103423		3		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY		Equal

		2003h103423		3		FINGER REMOTE command execution attempt		ORACLE EXECUTE_SYSTEM attempt		Not Equal

		2003h103423		3		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		Equal

		2003h103423		3		FTP CWD .... attempt		FTP CWD .... attempt		Equal

		2003h103423		3		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED DENIAL OF SERVICE		Equal

		2003h103423		3		PROTOCOL COMMAND DECODE		SUSPICIOUS FILENAME detection		Not Equal

		2003h103423		3		TELNET resolv_host_conf retrieval attempt		TELNET resolv_host_conf retrieval attempt		Equal

		2003h103423		3		FTP PASSWD RETRIEVAL attempt		FTP PASSWD RETRIEVAL attempt		Equal

		2003h103423		3		SUSPICIOUS FILENAME detection		SUSPICIOUS FILENAME detection		Equal

		2003h103423		1		PROTOCOL COMMAND DECODE		ATTEMPTED DENIAL OF SERVICE		Not Equal		14

		2003h103423		1		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED USER PRIVILEGE GAIN		Equal

		2003h103423		1		ATTEMPTED ADMIN PRIVILEGE gain		ATTEMPTED ADMIN PRIVILEGE gain		Equal

		2003h103423		1		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY		Equal

		2003h103423		1		SYSTEM CALL detection		ATTEMPTED-RECON		Not Equal

		2003h103423		1		SCAN FIN packet		ORACLE EXECUTE_SYSTEM attempt		Not Equal

		2003h103423		1		WEB APPLICATION activity		WEB APPLICATION activity		Equal

		2003h103423		1		ATTEMPTED-RECON		ATTEMPTED-RECON		Equal

		2003h103423		1		WEB ATTACK		TELNET WEB miscellaneous attempt		Not Equal

		2003h103423		1		ORACLE EXECUTE_SYSTEM attempt		NOT SELECTED		Not Equal

		2003h103423		1		WEB-ATTACKS CHMOD command attempt		WEB-ATTACKS CHMOD command attempt		Equal

		2003h103423		1		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		Equal

		2003h103423		1		FTP CWD .... attempt		FTP CWD .... attempt		Equal

		2003h103423		1		SUSPICIOUS FILENAME detection		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		Not Equal

		2003h103423		1		TELNET WEB miscellaneous attempt		TELNET WEB miscellaneous attempt		Equal

		2003h103423		1		FTP PASSWD RETRIEVAL attempt		FTP PASSWD RETRIEVAL attempt		Equal

		2003h103423		1		TELNET resolv_host_conf retrieval attempt		TELNET resolv_host_conf retrieval attempt		Equal

		2003h103423		1		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED DENIAL OF SERVICE		Equal

		2003h103423		2		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY		Equal

		2003h103423		2		TELNET resolv_host_conf retrieval attempt		TELNET resolv_host_conf retrieval attempt		Equal

		2003h103423		1		MYSQL ROOT LOGIN ATTEMPT		MYSQL ROOT LOGIN ATTEMPT		Equal

		2003h103423		1		FINGER REMOTE command execution attempt		FINGER REMOTE command execution attempt		Equal

		2003h103423		2		ATTEMPTED ADMIN PRIVILEGE gain		ATTEMPTED ADMIN PRIVILEGE gain		Equal

		2003h103423		2		FTP PASSWD RETRIEVAL attempt		FTP PASSWD RETRIEVAL attempt		Equal

		2003h103423		2		FINGER REMOTE command execution attempt		FINGER REMOTE command execution attempt		Equal

		2003h103423		2		SYSTEM CALL detection		ATTEMPTED-RECON		Not Equal

		2003h103423		2		TELNET WEB miscellaneous attempt		WEB APPLICATION activity		Not Equal

		2003h103423		2		ATTEMPTED-RECON		SCAN FIN packet		Not Equal

		2003h103423		2		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED USER PRIVILEGE GAIN		Equal

		2003h103423		2		ORACLE EXECUTE_SYSTEM attempt		ORACLE EXECUTE_SYSTEM attempt		Equal

		2003h103423		2		WEB ATTACK		WEB ATTACK		Equal

		2003h103423		2		WEB-ATTACKS CHMOD command attempt		WEB-ATTACKS CHMOD command attempt		Equal

		2003h103423		2		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED DENIAL OF SERVICE		Equal

		2003h103423		2		FTP CWD .... attempt		FTP CWD .... attempt		Equal

		2003H112045		1		MYSQL ROOT LOGIN ATTEMPT		PROTOCOL COMMAND DECODE		Not Equal		9

		2003H112045		1		FINGER REMOTE command execution attempt		FINGER REMOTE command execution attempt		Equal

		2003H112045		1		PROTOCOL COMMAND DECODE		PROTOCOL COMMAND DECODE		Equal

		2003H112045		1		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED USER PRIVILEGE GAIN		Equal

		2003H112045		1		ATTEMPTED ADMIN PRIVILEGE gain		ATTEMPTED ADMIN PRIVILEGE gain		Equal

		2003H112045		1		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY		Equal

		2003H112045		1		SYSTEM CALL detection		ATTEMPTED ADMIN PRIVILEGE gain		Not Equal

		2003H112045		1		SCAN FIN packet		ATTEMPTED ADMIN PRIVILEGE gain		Not Equal

		2003H112045		1		WEB APPLICATION activity		TELNET WEB miscellaneous attempt		Not Equal

		2003H112045		1		ATTEMPTED-RECON		ATTEMPTED ADMIN PRIVILEGE gain		Not Equal

		2003H112045		1		WEB ATTACK		WEB-ATTACKS CHMOD command attempt		Not Equal

		2003H112045		1		ORACLE EXECUTE_SYSTEM attempt		ORACLE EXECUTE_SYSTEM attempt		Equal

		2003H112045		1		WEB-ATTACKS CHMOD command attempt		FTP CWD .... attempt		Not Equal

		2003H112045		1		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		ATTEMPTED DENIAL OF SERVICE		Not Equal

		2003H112045		1		FTP CWD .... attempt		NOT SELECTED		Not Equal

		2003H112045		1		SUSPICIOUS FILENAME detection		SUSPICIOUS FILENAME detection		Equal

		2003H112045		1		TELNET WEB miscellaneous attempt		TELNET WEB miscellaneous attempt		Equal

		2003H112045		1		FTP PASSWD RETRIEVAL attempt		MYSQL ROOT LOGIN ATTEMPT		Not Equal

		2003H112045		1		TELNET resolv_host_conf retrieval attempt		TELNET resolv_host_conf retrieval attempt		Equal

		2003H112045		1		ATTEMPTED DENIAL OF SERVICE		SCAN FIN packet		Not Equal

		2003H112045		2		DENIAL OF SERVICE ACTIVITY		FTP CWD .... attempt		Not Equal		9

		2003H112045		2		TELNET resolv_host_conf retrieval attempt		SCAN FIN packet		Not Equal

		2003H112045		2		ATTEMPTED ADMIN PRIVILEGE gain		NOT SELECTED		Not Equal

		2003H112045		2		FTP PASSWD RETRIEVAL attempt		PROTOCOL COMMAND DECODE		Not Equal

		2003H112045		2		FINGER REMOTE command execution attempt		FINGER REMOTE command execution attempt		Equal

		2003H112045		2		SYSTEM CALL detection		SCAN FIN packet		Not Equal

		2003H112045		2		TELNET WEB miscellaneous attempt		TELNET WEB miscellaneous attempt		Equal

		2003H112045		2		ATTEMPTED-RECON		ATTEMPTED DENIAL OF SERVICE		Not Equal

		2003H112045		2		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED USER PRIVILEGE GAIN		Equal

		2003H112045		2		ORACLE EXECUTE_SYSTEM attempt		TELNET resolv_host_conf retrieval attempt		Not Equal

		2003H112045		2		WEB ATTACK		WEB-ATTACKS CHMOD command attempt		Not Equal

		2003H112045		2		WEB-ATTACKS CHMOD command attempt		WEB-ATTACKS CHMOD command attempt		Equal

		2003H112045		2		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED-RECON		Not Equal

		2003H112045		2		FTP CWD .... attempt		FTP CWD .... attempt		Equal

		2003H112045		2		WEB APPLICATION activity		WEB APPLICATION activity		Equal

		2003H112045		2		SUSPICIOUS FILENAME detection		PROTOCOL COMMAND DECODE		Not Equal

		2003H112045		2		ATTEMPTED ADMIN PRIVILEGE gain		ATTEMPTED ADMIN PRIVILEGE gain		Equal

		2003H112045		2		SCAN FIN packet		ATTEMPTED DENIAL OF SERVICE		Not Equal

		2003H112045		2		PROTOCOL COMMAND DECODE		PROTOCOL COMMAND DECODE		Equal

		2003H112045		2		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		Equal

		2003H112045		3		ATTEMPTED ADMIN PRIVILEGE gain		ATTEMPTED ADMIN PRIVILEGE gain		Equal		12

		2003H112045		3		ORACLE EXECUTE_SYSTEM attempt		ORACLE EXECUTE_SYSTEM attempt		Equal

		2003H112045		3		SYSTEM CALL detection		SYSTEM CALL detection		Equal

		2003H112045		3		MYSQL ROOT LOGIN ATTEMPT		FTP PASSWD RETRIEVAL attempt		Not Equal

		2003H112045		3		TELNET WEB miscellaneous attempt		TELNET WEB miscellaneous attempt		Equal

		2003H112045		3		WEB ATTACK		WEB-ATTACKS CHMOD command attempt		Not Equal

		2003H112045		3		ATTEMPTED USER PRIVILEGE GAIN		FINGER REMOTE command execution attempt		Not Equal

		2003H112045		3		SCAN FIN packet		SCAN FIN packet		Equal

		2003H112045		3		WEB APPLICATION activity		WEB APPLICATION activity		Equal

		2003H112045		3		ATTEMPTED-RECON		ATTEMPTED DENIAL OF SERVICE		Not Equal

		2003H112045		3		WEB-ATTACKS CHMOD command attempt		FTP CWD .... attempt		Not Equal

		2003H112045		3		DENIAL OF SERVICE ACTIVITY		FTP CWD .... attempt		Not Equal

		2003H112045		3		FINGER REMOTE command execution attempt		FINGER REMOTE command execution attempt		Equal

		2003H112045		3		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		Equal

		2003H112045		3		FTP CWD .... attempt		FTP CWD .... attempt		Equal

		2003H112045		3		ATTEMPTED DENIAL OF SERVICE		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		Not Equal

		2003H112045		3		PROTOCOL COMMAND DECODE		PROTOCOL COMMAND DECODE		Equal

		2003H112045		3		TELNET resolv_host_conf retrieval attempt		TELNET resolv_host_conf retrieval attempt		Equal

		2003H112045		3		FTP PASSWD RETRIEVAL attempt		SUSPICIOUS FILENAME detection		Not Equal

		2003H112045		3		SUSPICIOUS FILENAME detection		SUSPICIOUS FILENAME detection		Equal

		2003h112057		1		MYSQL ROOT LOGIN ATTEMPT		SUSPICIOUS FILENAME detection		Not Equal		10

		2003h112057		1		FINGER REMOTE command execution attempt		NOT SELECTED		Not Equal

		2003h112057		1		PROTOCOL COMMAND DECODE		PROTOCOL COMMAND DECODE		Equal

		2003h112057		1		ATTEMPTED USER PRIVILEGE GAIN		FINGER REMOTE command execution attempt		Not Equal

		2003h112057		1		ATTEMPTED ADMIN PRIVILEGE gain		TELNET resolv_host_conf retrieval attempt		Not Equal

		2003h112057		1		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY		Equal

		2003h112057		1		SYSTEM CALL detection		FTP PASSWD RETRIEVAL attempt		Not Equal

		2003h112057		1		SCAN FIN packet		FINGER REMOTE command execution attempt		Not Equal

		2003h112057		1		WEB APPLICATION activity		WEB APPLICATION activity		Equal

		2003h112057		1		ATTEMPTED-RECON		FTP PASSWD RETRIEVAL attempt		Not Equal

		2003h112057		1		WEB ATTACK		WEB ATTACK		Equal

		2003h112057		1		ORACLE EXECUTE_SYSTEM attempt		ORACLE EXECUTE_SYSTEM attempt		Equal

		2003h112057		1		WEB-ATTACKS CHMOD command attempt		WEB-ATTACKS CHMOD command attempt		Equal

		2003h112057		1		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		MYSQL ROOT LOGIN ATTEMPT		Not Equal

		2003h112057		1		FTP CWD .... attempt		FTP CWD .... attempt		Equal

		2003h112057		1		SUSPICIOUS FILENAME detection		SUSPICIOUS FILENAME detection		Equal

		2003h112057		1		TELNET WEB miscellaneous attempt		SCAN FIN packet		Not Equal

		2003h112057		1		FTP PASSWD RETRIEVAL attempt		SUSPICIOUS FILENAME detection		Not Equal

		2003h112057		1		TELNET resolv_host_conf retrieval attempt		TELNET resolv_host_conf retrieval attempt		Equal

		2003h112057		1		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED DENIAL OF SERVICE		Equal

		2003h112057		2		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY		Equal		16

		2003h112057		2		TELNET resolv_host_conf retrieval attempt		TELNET resolv_host_conf retrieval attempt		Equal

		2003h112057		2		ATTEMPTED ADMIN PRIVILEGE gain		ATTEMPTED ADMIN PRIVILEGE gain		Equal

		2003h112057		2		FTP PASSWD RETRIEVAL attempt		FTP PASSWD RETRIEVAL attempt		Equal

		2003h112057		2		FINGER REMOTE command execution attempt		SCAN FIN packet		Not Equal

		2003h112057		2		SYSTEM CALL detection		SYSTEM CALL detection		Equal

		2003h112057		2		TELNET WEB miscellaneous attempt		ATTEMPTED-RECON		Not Equal

		2003h112057		2		ATTEMPTED-RECON		NOT SELECTED		Not Equal

		2003h112057		2		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED USER PRIVILEGE GAIN		Equal

		2003h112057		2		ORACLE EXECUTE_SYSTEM attempt		ORACLE EXECUTE_SYSTEM attempt		Equal

		2003h112057		2		WEB ATTACK		WEB ATTACK		Equal

		2003h112057		2		WEB-ATTACKS CHMOD command attempt		WEB-ATTACKS CHMOD command attempt		Equal

		2003h112057		2		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED DENIAL OF SERVICE		Equal

		2003h112057		2		FTP CWD .... attempt		FTP CWD .... attempt		Equal

		2003h112057		2		WEB APPLICATION activity		WEB APPLICATION activity		Equal

		2003h112057		2		SUSPICIOUS FILENAME detection		SUSPICIOUS FILENAME detection		Equal

		2003h112057		2		ATTEMPTED ADMIN PRIVILEGE gain		TELNET resolv_host_conf retrieval attempt		Not Equal

		2003h112057		2		SCAN FIN packet		SCAN FIN packet		Equal

		2003h112057		2		PROTOCOL COMMAND DECODE		PROTOCOL COMMAND DECODE		Equal

		2003h112057		2		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		Equal

		2003h112057		3		ATTEMPTED ADMIN PRIVILEGE gain		ATTEMPTED ADMIN PRIVILEGE gain		Equal		16

		2003h112057		3		ORACLE EXECUTE_SYSTEM attempt		ORACLE EXECUTE_SYSTEM attempt		Equal

		2003h112057		3		SYSTEM CALL detection		SYSTEM CALL detection		Equal

		2003h112057		3		MYSQL ROOT LOGIN ATTEMPT		MYSQL ROOT LOGIN ATTEMPT		Equal

		2003h112057		3		TELNET WEB miscellaneous attempt		TELNET WEB miscellaneous attempt		Equal

		2003h112057		3		WEB ATTACK		WEB ATTACK		Equal

		2003h112057		3		ATTEMPTED USER PRIVILEGE GAIN		FINGER REMOTE command execution attempt		Not Equal

		2003h112057		3		SCAN FIN packet		SCAN FIN packet		Equal

		2003h112057		3		WEB APPLICATION activity		WEB APPLICATION activity		Equal

		2003h112057		3		ATTEMPTED-RECON		ATTEMPTED-RECON		Equal

		2003h112057		3		WEB-ATTACKS CHMOD command attempt		WEB-ATTACKS CHMOD command attempt		Equal

		2003h112057		3		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY		Equal

		2003h112057		3		FINGER REMOTE command execution attempt		SCAN FIN packet		Not Equal

		2003h112057		3		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		Equal

		2003h112057		3		FTP CWD .... attempt		FTP CWD .... attempt		Equal

		2003h112057		3		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED DENIAL OF SERVICE		Equal

		2003h112057		3		PROTOCOL COMMAND DECODE		PROTOCOL COMMAND DECODE		Equal

		2003h112057		3		TELNET resolv_host_conf retrieval attempt		ORACLE EXECUTE_SYSTEM attempt		Not Equal

		2003h112057		3		FTP PASSWD RETRIEVAL attempt		SUSPICIOUS FILENAME detection		Not Equal

		2003h112057		3		SUSPICIOUS FILENAME detection		SUSPICIOUS FILENAME detection		Equal

		2003h103418		1		PROTOCOL COMMAND DECODE		NOT SELECTED		Not Equal		5

		2003h103418		1		ATTEMPTED USER PRIVILEGE GAIN		NOT SELECTED		Not Equal

		2003h103418		1		ATTEMPTED ADMIN PRIVILEGE gain		NOT SELECTED		Not Equal

		2003h103418		1		DENIAL OF SERVICE ACTIVITY		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		Not Equal

		2003h103418		1		SYSTEM CALL detection		NOT SELECTED		Not Equal

		2003h103418		1		SCAN FIN packet		ATTEMPTED-RECON		Not Equal

		2003h103418		1		WEB APPLICATION activity		WEB APPLICATION activity		Equal

		2003h103418		1		ATTEMPTED-RECON		SCAN FIN packet		Not Equal

		2003h103418		1		WEB ATTACK		NOT SELECTED		Not Equal

		2003h103418		1		ORACLE EXECUTE_SYSTEM attempt		NOT SELECTED		Not Equal

		2003h103418		1		WEB-ATTACKS CHMOD command attempt		WEB-ATTACKS CHMOD command attempt		Equal

		2003h103418		1		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		DENIAL OF SERVICE ACTIVITY		Not Equal

		2003h103418		1		FTP CWD .... attempt		FTP CWD .... attempt		Equal

		2003h103418		1		SUSPICIOUS FILENAME detection		PROTOCOL COMMAND DECODE		Not Equal

		2003h103418		1		TELNET WEB miscellaneous attempt		TELNET WEB miscellaneous attempt		Equal

		2003h103418		1		FTP PASSWD RETRIEVAL attempt		SUSPICIOUS FILENAME detection		Not Equal

		2003h103418		1		TELNET resolv_host_conf retrieval attempt		TELNET resolv_host_conf retrieval attempt		Equal

		2003h103418		1		ATTEMPTED DENIAL OF SERVICE		NOT SELECTED		Not Equal

		2003h103418		1		MYSQL ROOT LOGIN ATTEMPT		FTP PASSWD RETRIEVAL attempt		Not Equal

		2003h103418		1		FINGER REMOTE command execution attempt		NOT SELECTED		Not Equal

		2000B3A7479		1		MYSQL ROOT LOGIN ATTEMPT		ORACLE EXECUTE_SYSTEM attempt		Not Equal		6

		2000B3A7479		1		FINGER REMOTE command execution attempt		ATTEMPTED ADMIN PRIVILEGE gain		Not Equal

		2000B3A7479		1		PROTOCOL COMMAND DECODE		SUSPICIOUS FILENAME detection		Not Equal

		2000B3A7479		1		ATTEMPTED USER PRIVILEGE GAIN		NOT SELECTED		Not Equal

		2000B3A7479		1		ATTEMPTED ADMIN PRIVILEGE gain		TELNET resolv_host_conf retrieval attempt		Not Equal

		2000B3A7479		1		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY		Equal

		2000B3A7479		1		SYSTEM CALL detection		SYSTEM CALL detection		Equal

		2000B3A7479		1		SCAN FIN packet		ATTEMPTED-RECON		Not Equal

		2000B3A7479		1		WEB APPLICATION activity		TELNET WEB miscellaneous attempt		Not Equal

		2000B3A7479		1		ATTEMPTED-RECON		NOT SELECTED		Not Equal

		2000B3A7479		1		WEB ATTACK		WEB ATTACK		Equal

		2000B3A7479		1		ORACLE EXECUTE_SYSTEM attempt		NOT SELECTED		Not Equal

		2000B3A7479		1		WEB-ATTACKS CHMOD command attempt		WEB-ATTACKS CHMOD command attempt		Equal

		2000B3A7479		1		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		ATTEMPTED DENIAL OF SERVICE		Not Equal

		2000B3A7479		1		FTP CWD .... attempt		FTP CWD .... attempt		Equal

		2000B3A7479		1		SUSPICIOUS FILENAME detection		PROTOCOL COMMAND DECODE		Not Equal

		2000B3A7479		1		TELNET WEB miscellaneous attempt		TELNET WEB miscellaneous attempt		Equal

		2000B3A7479		1		FTP PASSWD RETRIEVAL attempt		NOT SELECTED		Not Equal

		2000B3A7479		1		TELNET resolv_host_conf retrieval attempt		ATTEMPTED ADMIN PRIVILEGE gain		Not Equal

		2000B3A7479		1		ATTEMPTED DENIAL OF SERVICE		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		Not Equal

		2003H103015		1		MYSQL ROOT LOGIN ATTEMPT		NOT SELECTED		Not Equal		4

		2003H103015		1		FINGER REMOTE command execution attempt		NOT SELECTED		Not Equal

		2003H103015		1		PROTOCOL COMMAND DECODE		SUSPICIOUS FILENAME detection		Not Equal

		2003H103015		1		ATTEMPTED USER PRIVILEGE GAIN		NOT SELECTED		Not Equal

		2003H103015		1		ATTEMPTED ADMIN PRIVILEGE gain		NOT SELECTED		Not Equal

		2003H103015		1		DENIAL OF SERVICE ACTIVITY		NOT SELECTED		Not Equal

		2003H103015		1		SYSTEM CALL detection		SUSPICIOUS FILENAME detection		Not Equal

		2003H103015		1		SCAN FIN packet		NOT SELECTED		Not Equal

		2003H103015		1		WEB APPLICATION activity		WEB ATTACK		Not Equal

		2003H103015		1		ATTEMPTED-RECON		SCAN FIN packet		Not Equal

		2003H103015		1		WEB ATTACK		WEB ATTACK		Equal

		2003H103015		1		ORACLE EXECUTE_SYSTEM attempt		NOT SELECTED		Not Equal

		2003H103015		1		WEB-ATTACKS CHMOD command attempt		WEB-ATTACKS CHMOD command attempt		Equal

		2003H103015		1		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		Equal

		2003H103015		1		FTP CWD .... attempt		FTP CWD .... attempt		Equal

		2003H103015		1		SUSPICIOUS FILENAME detection		NOT SELECTED		Not Equal

		2003H103015		1		TELNET WEB miscellaneous attempt		SUSPICIOUS FILENAME detection		Not Equal

		2003H103015		1		FTP PASSWD RETRIEVAL attempt		NOT SELECTED		Not Equal

		2003H103015		1		TELNET resolv_host_conf retrieval attempt		ORACLE EXECUTE_SYSTEM attempt		Not Equal

		2003H103015		1		ATTEMPTED DENIAL OF SERVICE		NOT SELECTED		Not Equal

		2001C6PS358		1		MYSQL ROOT LOGIN ATTEMPT		PROTOCOL COMMAND DECODE		Not Equal		5

		2001C6PS358		1		FINGER REMOTE command execution attempt		FINGER REMOTE command execution attempt		Equal

		2001C6PS358		1		PROTOCOL COMMAND DECODE		NOT SELECTED		Not Equal

		2001C6PS358		1		ATTEMPTED USER PRIVILEGE GAIN		NOT SELECTED		Not Equal

		2001C6PS358		1		ATTEMPTED ADMIN PRIVILEGE gain		TELNET resolv_host_conf retrieval attempt		Not Equal

		2001C6PS358		1		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY		Equal

		2001C6PS358		1		SYSTEM CALL detection		NOT SELECTED		Not Equal

		2001C6PS358		1		SCAN FIN packet		NOT SELECTED		Not Equal

		2001C6PS358		1		WEB APPLICATION activity		TELNET WEB miscellaneous attempt		Not Equal

		2001C6PS358		1		ATTEMPTED-RECON		NOT SELECTED		Not Equal

		2001C6PS358		1		WEB ATTACK		WEB-ATTACKS CHMOD command attempt		Not Equal

		2001C6PS358		1		ORACLE EXECUTE_SYSTEM attempt		MYSQL ROOT LOGIN ATTEMPT		Not Equal

		2001C6PS358		1		WEB-ATTACKS CHMOD command attempt		FTP CWD .... attempt		Not Equal

		2001C6PS358		1		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		ATTEMPTED DENIAL OF SERVICE		Not Equal

		2001C6PS358		1		FTP CWD .... attempt		FTP CWD .... attempt		Equal

		2001C6PS358		1		SUSPICIOUS FILENAME detection		PROTOCOL COMMAND DECODE		Not Equal

		2001C6PS358		1		TELNET WEB miscellaneous attempt		TELNET WEB miscellaneous attempt		Equal

		2001C6PS358		1		FTP PASSWD RETRIEVAL attempt		SUSPICIOUS FILENAME detection		Not Equal

		2001C6PS358		1		TELNET resolv_host_conf retrieval attempt		TELNET resolv_host_conf retrieval attempt		Equal

		2001C6PS358		1		ATTEMPTED DENIAL OF SERVICE		NOT SELECTED		Not Equal

		2002H103410		1		MYSQL ROOT LOGIN ATTEMPT		MYSQL ROOT LOGIN ATTEMPT		Equal		9

		2002H103410		1		FINGER REMOTE command execution attempt		FINGER REMOTE command execution attempt		Equal

		2002H103410		1		PROTOCOL COMMAND DECODE		SUSPICIOUS FILENAME detection		Not Equal

		2002H103410		1		ATTEMPTED USER PRIVILEGE GAIN		NOT SELECTED		Not Equal

		2002H103410		1		ATTEMPTED ADMIN PRIVILEGE gain		NOT SELECTED		Not Equal

		2002H103410		1		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY		Equal

		2002H103410		1		SYSTEM CALL detection		SYSTEM CALL detection		Equal

		2002H103410		1		SCAN FIN packet		SCAN FIN packet		Equal

		2002H103410		1		WEB APPLICATION activity		NOT SELECTED		Not Equal

		2002H103410		1		ATTEMPTED-RECON		SCAN FIN packet		Not Equal

		2002H103410		1		WEB ATTACK		WEB-ATTACKS CHMOD command attempt		Not Equal

		2002H103410		1		ORACLE EXECUTE_SYSTEM attempt		NOT SELECTED		Not Equal

		2002H103410		1		WEB-ATTACKS CHMOD command attempt		WEB-ATTACKS CHMOD command attempt		Equal

		2002H103410		1		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		Equal

		2002H103410		1		FTP CWD .... attempt		FTP CWD .... attempt		Equal

		2002H103410		1		SUSPICIOUS FILENAME detection		NOT SELECTED		Not Equal

		2002H103410		1		TELNET WEB miscellaneous attempt		TELNET WEB miscellaneous attempt		Equal

		2002H103410		1		FTP PASSWD RETRIEVAL attempt		NOT SELECTED		Not Equal

		2002H103410		1		TELNET resolv_host_conf retrieval attempt		NOT SELECTED		Not Equal

		2002H103410		1		ATTEMPTED DENIAL OF SERVICE		NOT SELECTED		Not Equal

		2000a7ps096		1		MYSQL ROOT LOGIN ATTEMPT		PROTOCOL COMMAND DECODE		Not Equal		11

		2000a7ps096		1		FINGER REMOTE command execution attempt		FINGER REMOTE command execution attempt		Equal

		2000a7ps096		1		PROTOCOL COMMAND DECODE		NOT SELECTED		Not Equal

		2000a7ps096		1		ATTEMPTED USER PRIVILEGE GAIN		NOT SELECTED		Not Equal

		2000a7ps096		1		ATTEMPTED ADMIN PRIVILEGE gain		TELNET resolv_host_conf retrieval attempt		Not Equal

		2000a7ps096		1		DENIAL OF SERVICE ACTIVITY		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		Not Equal

		2000a7ps096		1		SYSTEM CALL detection		SYSTEM CALL detection		Equal

		2000a7ps096		1		SCAN FIN packet		NOT SELECTED		Not Equal

		2000a7ps096		1		WEB APPLICATION activity		WEB APPLICATION activity		Equal

		2000a7ps096		1		ATTEMPTED-RECON		ATTEMPTED-RECON		Equal

		2000a7ps096		1		WEB ATTACK		NOT SELECTED		Not Equal

		2000a7ps096		1		ORACLE EXECUTE_SYSTEM attempt		ORACLE EXECUTE_SYSTEM attempt		Equal

		2000a7ps096		1		WEB-ATTACKS CHMOD command attempt		WEB-ATTACKS CHMOD command attempt		Equal

		2000a7ps096		1		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		Equal

		2000a7ps096		1		FTP CWD .... attempt		FTP CWD .... attempt		Equal

		2000a7ps096		1		SUSPICIOUS FILENAME detection		FTP PASSWD RETRIEVAL attempt		Not Equal

		2000a7ps096		1		TELNET WEB miscellaneous attempt		TELNET WEB miscellaneous attempt		Equal

		2000a7ps096		1		FTP PASSWD RETRIEVAL attempt		FTP PASSWD RETRIEVAL attempt		Equal

		2000a7ps096		1		TELNET resolv_host_conf retrieval attempt		TELNET resolv_host_conf retrieval attempt		Equal

		2000a7ps096		1		ATTEMPTED DENIAL OF SERVICE		NOT SELECTED		Not Equal

		2003H103425		1		MYSQL ROOT LOGIN ATTEMPT		TELNET WEB miscellaneous attempt		Not Equal		6

		2003H103425		1		FINGER REMOTE command execution attempt		NOT SELECTED		Not Equal

		2003H103425		1		PROTOCOL COMMAND DECODE		NOT SELECTED		Not Equal

		2003H103425		1		ATTEMPTED USER PRIVILEGE GAIN		NOT SELECTED		Not Equal

		2003H103425		1		ATTEMPTED ADMIN PRIVILEGE gain		NOT SELECTED		Not Equal

		2003H103425		1		DENIAL OF SERVICE ACTIVITY		NOT SELECTED		Not Equal

		2003H103425		1		SYSTEM CALL detection		NOT SELECTED		Not Equal

		2003H103425		1		SCAN FIN packet		NOT SELECTED		Not Equal

		2003H103425		1		WEB APPLICATION activity		TELNET WEB miscellaneous attempt		Not Equal

		2003H103425		1		ATTEMPTED-RECON		NOT SELECTED		Not Equal

		2003H103425		1		WEB ATTACK		WEB ATTACK		Equal

		2003H103425		1		ORACLE EXECUTE_SYSTEM attempt		NOT SELECTED		Not Equal

		2003H103425		1		WEB-ATTACKS CHMOD command attempt		WEB-ATTACKS CHMOD command attempt		Equal

		2003H103425		1		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		Equal

		2003H103425		1		FTP CWD .... attempt		FTP CWD .... attempt		Equal

		2003H103425		1		SUSPICIOUS FILENAME detection		NOT SELECTED		Not Equal

		2003H103425		1		TELNET WEB miscellaneous attempt		TELNET WEB miscellaneous attempt		Equal

		2003H103425		1		FTP PASSWD RETRIEVAL attempt		SUSPICIOUS FILENAME detection		Not Equal

		2003H103425		1		TELNET resolv_host_conf retrieval attempt		TELNET resolv_host_conf retrieval attempt		Equal

		2003H103425		1		ATTEMPTED DENIAL OF SERVICE		NOT SELECTED		Not Equal

		2003h103418		2		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY		Equal		11

		2003h103418		2		TELNET resolv_host_conf retrieval attempt		TELNET resolv_host_conf retrieval attempt		Equal

		2003h103418		2		ATTEMPTED ADMIN PRIVILEGE gain		SYSTEM CALL detection		Not Equal

		2003h103418		2		FTP PASSWD RETRIEVAL attempt		NOT SELECTED		Not Equal

		2003h103418		2		FINGER REMOTE command execution attempt		ATTEMPTED USER PRIVILEGE GAIN		Not Equal

		2003h103418		2		SYSTEM CALL detection		ORACLE EXECUTE_SYSTEM attempt		Not Equal

		2003h103418		2		TELNET WEB miscellaneous attempt		TELNET WEB miscellaneous attempt		Equal

		2003h103418		2		ATTEMPTED-RECON		NOT SELECTED		Not Equal

		2003h103418		2		ATTEMPTED USER PRIVILEGE GAIN		NOT SELECTED		Not Equal

		2003h103418		2		ORACLE EXECUTE_SYSTEM attempt		ORACLE EXECUTE_SYSTEM attempt		Equal

		2003h103418		2		WEB ATTACK		WEB ATTACK		Equal

		2003h103418		2		WEB-ATTACKS CHMOD command attempt		WEB-ATTACKS CHMOD command attempt		Equal

		2003h103418		2		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED DENIAL OF SERVICE		Equal

		2003h103418		2		FTP CWD .... attempt		FTP CWD .... attempt		Equal

		2003h103418		2		WEB APPLICATION activity		WEB APPLICATION activity		Equal

		2003h103418		2		SUSPICIOUS FILENAME detection		FTP PASSWD RETRIEVAL attempt		Not Equal

		2003h103418		2		ATTEMPTED ADMIN PRIVILEGE gain		ATTEMPTED ADMIN PRIVILEGE gain		Equal

		2003h103418		2		SCAN FIN packet		NOT SELECTED		Not Equal

		2003h103418		2		PROTOCOL COMMAND DECODE		SUSPICIOUS FILENAME detection		Not Equal

		2003h103418		2		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		Equal

		2001C6PS358		2		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY		Equal		10

		2001C6PS358		2		TELNET resolv_host_conf retrieval attempt		ATTEMPTED ADMIN PRIVILEGE gain		Not Equal

		2001C6PS358		2		ATTEMPTED ADMIN PRIVILEGE gain		TELNET resolv_host_conf retrieval attempt		Not Equal

		2001C6PS358		2		FTP PASSWD RETRIEVAL attempt		NOT SELECTED		Not Equal

		2001C6PS358		2		FINGER REMOTE command execution attempt		FINGER REMOTE command execution attempt		Equal

		2001C6PS358		2		SYSTEM CALL detection		NOT SELECTED		Not Equal

		2001C6PS358		2		TELNET WEB miscellaneous attempt		TELNET WEB miscellaneous attempt		Equal

		2001C6PS358		2		ATTEMPTED-RECON		NOT SELECTED		Not Equal

		2001C6PS358		2		ATTEMPTED USER PRIVILEGE GAIN		FINGER REMOTE command execution attempt		Not Equal

		2001C6PS358		2		ORACLE EXECUTE_SYSTEM attempt		TELNET resolv_host_conf retrieval attempt		Not Equal

		2001C6PS358		2		WEB ATTACK		WEB ATTACK		Equal

		2001C6PS358		2		WEB-ATTACKS CHMOD command attempt		WEB-ATTACKS CHMOD command attempt		Equal

		2001C6PS358		2		ATTEMPTED DENIAL OF SERVICE		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		Not Equal

		2001C6PS358		2		FTP CWD .... attempt		FTP CWD .... attempt		Equal

		2001C6PS358		2		WEB APPLICATION activity		WEB APPLICATION activity		Equal

		2001C6PS358		2		SUSPICIOUS FILENAME detection		SUSPICIOUS FILENAME detection		Equal

		2001C6PS358		2		ATTEMPTED ADMIN PRIVILEGE gain		TELNET resolv_host_conf retrieval attempt		Not Equal

		2001C6PS358		2		SCAN FIN packet		NOT SELECTED		Not Equal

		2001C6PS358		2		PROTOCOL COMMAND DECODE		PROTOCOL COMMAND DECODE		Equal

		2001C6PS358		2		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		Equal

		2000a7ps096		2		WEB APPLICATION activity		WEB APPLICATION activity		Equal		11

		2000a7ps096		2		SUSPICIOUS FILENAME detection		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		Not Equal

		2000a7ps096		2		ATTEMPTED ADMIN PRIVILEGE gain		ATTEMPTED ADMIN PRIVILEGE gain		Equal

		2000a7ps096		2		SCAN FIN packet		ATTEMPTED-RECON		Not Equal

		2000a7ps096		2		PROTOCOL COMMAND DECODE		SUSPICIOUS FILENAME detection		Not Equal

		2000a7ps096		2		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		Equal

		2000a7ps096		2		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY		Equal

		2000a7ps096		2		TELNET resolv_host_conf retrieval attempt		TELNET resolv_host_conf retrieval attempt		Equal

		2000a7ps096		2		ATTEMPTED ADMIN PRIVILEGE gain		ATTEMPTED ADMIN PRIVILEGE gain		Equal

		2000a7ps096		2		FTP PASSWD RETRIEVAL attempt		SUSPICIOUS FILENAME detection		Not Equal

		2000a7ps096		2		FINGER REMOTE command execution attempt		FINGER REMOTE command execution attempt		Equal

		2000a7ps096		2		SYSTEM CALL detection		NOT SELECTED		Not Equal

		2000a7ps096		2		TELNET WEB miscellaneous attempt		NOT SELECTED		Not Equal

		2000a7ps096		2		ATTEMPTED-RECON		SCAN FIN packet		Not Equal

		2000a7ps096		2		ATTEMPTED USER PRIVILEGE GAIN		NOT SELECTED		Not Equal

		2000a7ps096		2		ORACLE EXECUTE_SYSTEM attempt		ORACLE EXECUTE_SYSTEM attempt		Equal

		2000a7ps096		2		WEB ATTACK		WEB ATTACK		Equal

		2000a7ps096		2		WEB-ATTACKS CHMOD command attempt		WEB-ATTACKS CHMOD command attempt		Equal

		2000a7ps096		2		ATTEMPTED DENIAL OF SERVICE		NOT SELECTED		Not Equal

		2000a7ps096		2		FTP CWD .... attempt		FTP CWD .... attempt		Equal

		2000B3A7479		2		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY		Equal		12

		2000B3A7479		2		TELNET resolv_host_conf retrieval attempt		NOT SELECTED		Not Equal

		2000B3A7479		2		ATTEMPTED ADMIN PRIVILEGE gain		NOT SELECTED		Not Equal

		2000B3A7479		2		FTP PASSWD RETRIEVAL attempt		PROTOCOL COMMAND DECODE		Not Equal

		2000B3A7479		2		FINGER REMOTE command execution attempt		FINGER REMOTE command execution attempt		Equal

		2000B3A7479		2		SYSTEM CALL detection		SYSTEM CALL detection		Equal

		2000B3A7479		2		TELNET WEB miscellaneous attempt		TELNET WEB miscellaneous attempt		Equal

		2000B3A7479		2		ATTEMPTED-RECON		ATTEMPTED DENIAL OF SERVICE		Not Equal

		2000B3A7479		2		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED USER PRIVILEGE GAIN		Equal

		2000B3A7479		2		ORACLE EXECUTE_SYSTEM attempt		TELNET resolv_host_conf retrieval attempt		Not Equal

		2000B3A7479		2		WEB ATTACK		WEB ATTACK		Equal

		2000B3A7479		2		WEB-ATTACKS CHMOD command attempt		WEB-ATTACKS CHMOD command attempt		Equal

		2000B3A7479		2		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED-RECON		Not Equal

		2000B3A7479		2		FTP CWD .... attempt		FTP CWD .... attempt		Equal

		2000B3A7479		2		WEB APPLICATION activity		WEB APPLICATION activity		Equal

		2000B3A7479		2		SUSPICIOUS FILENAME detection		PROTOCOL COMMAND DECODE		Not Equal

		2000B3A7479		2		ATTEMPTED ADMIN PRIVILEGE gain		ATTEMPTED ADMIN PRIVILEGE gain		Equal

		2000B3A7479		2		SCAN FIN packet		NOT SELECTED		Not Equal

		2000B3A7479		2		PROTOCOL COMMAND DECODE		PROTOCOL COMMAND DECODE		Equal

		2000B3A7479		2		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		Equal

		2002H103410		2		WEB APPLICATION activity		WEB APPLICATION activity		Equal		15

		2002H103410		2		SUSPICIOUS FILENAME detection		NOT SELECTED		Not Equal

		2002H103410		2		ATTEMPTED ADMIN PRIVILEGE gain		ATTEMPTED ADMIN PRIVILEGE gain		Equal

		2002H103410		2		SCAN FIN packet		NOT SELECTED		Not Equal

		2002H103410		2		PROTOCOL COMMAND DECODE		PROTOCOL COMMAND DECODE		Equal

		2002H103410		2		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		Equal

		2002H103410		2		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY		Equal

		2002H103410		2		TELNET resolv_host_conf retrieval attempt		TELNET resolv_host_conf retrieval attempt		Equal

		2002H103410		2		ATTEMPTED ADMIN PRIVILEGE gain		ATTEMPTED ADMIN PRIVILEGE gain		Equal

		2002H103410		2		FTP PASSWD RETRIEVAL attempt		SUSPICIOUS FILENAME detection		Not Equal

		2002H103410		2		FINGER REMOTE command execution attempt		FINGER REMOTE command execution attempt		Equal

		2002H103410		2		SYSTEM CALL detection		SYSTEM CALL detection		Equal

		2002H103410		2		TELNET WEB miscellaneous attempt		WEB APPLICATION activity		Not Equal

		2002H103410		2		ATTEMPTED-RECON		SCAN FIN packet		Not Equal

		2002H103410		2		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED USER PRIVILEGE GAIN		Equal

		2002H103410		2		ORACLE EXECUTE_SYSTEM attempt		ORACLE EXECUTE_SYSTEM attempt		Equal

		2002H103410		2		WEB ATTACK		WEB ATTACK		Equal

		2002H103410		2		WEB-ATTACKS CHMOD command attempt		WEB-ATTACKS CHMOD command attempt		Equal

		2002H103410		2		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED DENIAL OF SERVICE		Equal

		2002H103410		2		FTP CWD .... attempt		FTP CWD .... attempt		Equal

		2003H103425		2		DENIAL OF SERVICE ACTIVITY		NOT SELECTED		Not Equal		11

		2003H103425		2		TELNET resolv_host_conf retrieval attempt		NOT SELECTED		Not Equal

		2003H103425		2		ATTEMPTED ADMIN PRIVILEGE gain		NOT SELECTED		Not Equal

		2003H103425		2		FTP PASSWD RETRIEVAL attempt		SUSPICIOUS FILENAME detection		Not Equal

		2003H103425		2		FINGER REMOTE command execution attempt		ATTEMPTED USER PRIVILEGE GAIN		Not Equal

		2003H103425		2		SYSTEM CALL detection		SYSTEM CALL detection		Equal

		2003H103425		2		TELNET WEB miscellaneous attempt		TELNET WEB miscellaneous attempt		Equal

		2003H103425		2		ATTEMPTED-RECON		NOT SELECTED		Not Equal

		2003H103425		2		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED USER PRIVILEGE GAIN		Equal

		2003H103425		2		ORACLE EXECUTE_SYSTEM attempt		ORACLE EXECUTE_SYSTEM attempt		Equal

		2003H103425		2		WEB ATTACK		WEB ATTACK		Equal

		2003H103425		2		WEB-ATTACKS CHMOD command attempt		WEB-ATTACKS CHMOD command attempt		Equal

		2003H103425		2		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED DENIAL OF SERVICE		Equal

		2003H103425		2		FTP CWD .... attempt		FTP CWD .... attempt		Equal

		2003H103425		2		WEB APPLICATION activity		WEB APPLICATION activity		Equal

		2003H103425		2		SUSPICIOUS FILENAME detection		SUSPICIOUS FILENAME detection		Equal

		2003H103425		2		ATTEMPTED ADMIN PRIVILEGE gain		NOT SELECTED		Not Equal

		2003H103425		2		SCAN FIN packet		ATTEMPTED-RECON		Not Equal

		2003H103425		2		PROTOCOL COMMAND DECODE		FTP PASSWD RETRIEVAL attempt		Not Equal

		2003H103425		2		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		Equal

		2003H103015		2		DENIAL OF SERVICE ACTIVITY		NOT SELECTED		Not Equal		9

		2003H103015		2		TELNET resolv_host_conf retrieval attempt		NOT SELECTED		Not Equal

		2003H103015		2		ATTEMPTED ADMIN PRIVILEGE gain		NOT SELECTED		Not Equal

		2003H103015		2		FTP PASSWD RETRIEVAL attempt		SUSPICIOUS FILENAME detection		Not Equal

		2003H103015		2		FINGER REMOTE command execution attempt		FINGER REMOTE command execution attempt		Equal

		2003H103015		2		SYSTEM CALL detection		NOT SELECTED		Not Equal

		2003H103015		2		TELNET WEB miscellaneous attempt		TELNET WEB miscellaneous attempt		Equal

		2003H103015		2		ATTEMPTED-RECON		NOT SELECTED		Not Equal

		2003H103015		2		ATTEMPTED USER PRIVILEGE GAIN		FINGER REMOTE command execution attempt		Not Equal

		2003H103015		2		ORACLE EXECUTE_SYSTEM attempt		ORACLE EXECUTE_SYSTEM attempt		Equal

		2003H103015		2		WEB ATTACK		WEB ATTACK		Equal

		2003H103015		2		WEB-ATTACKS CHMOD command attempt		WEB-ATTACKS CHMOD command attempt		Equal

		2003H103015		2		ATTEMPTED DENIAL OF SERVICE		NOT SELECTED		Not Equal

		2003H103015		2		FTP CWD .... attempt		FTP CWD .... attempt		Equal

		2003H103015		2		WEB APPLICATION activity		NOT SELECTED		Not Equal

		2003H103015		2		SUSPICIOUS FILENAME detection		PROTOCOL COMMAND DECODE		Not Equal

		2003H103015		2		ATTEMPTED ADMIN PRIVILEGE gain		TELNET resolv_host_conf retrieval attempt		Not Equal

		2003H103015		2		SCAN FIN packet		SCAN FIN packet		Equal

		2003H103015		2		PROTOCOL COMMAND DECODE		PROTOCOL COMMAND DECODE		Equal

		2003H103015		2		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		Equal

		2000B3A7479		3		ATTEMPTED ADMIN PRIVILEGE gain		ATTEMPTED ADMIN PRIVILEGE gain		Equal		15

		2000B3A7479		3		ORACLE EXECUTE_SYSTEM attempt		ORACLE EXECUTE_SYSTEM attempt		Equal

		2000B3A7479		3		SYSTEM CALL detection		SYSTEM CALL detection		Equal

		2000B3A7479		3		MYSQL ROOT LOGIN ATTEMPT		PROTOCOL COMMAND DECODE		Not Equal

		2000B3A7479		3		TELNET WEB miscellaneous attempt		TELNET WEB miscellaneous attempt		Equal

		2000B3A7479		3		WEB ATTACK		WEB ATTACK		Equal

		2000B3A7479		3		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED USER PRIVILEGE GAIN		Equal

		2000B3A7479		3		SCAN FIN packet		NOT SELECTED		Not Equal

		2000B3A7479		3		WEB APPLICATION activity		WEB APPLICATION activity		Equal

		2000B3A7479		3		ATTEMPTED-RECON		SCAN FIN packet		Not Equal

		2000B3A7479		3		WEB-ATTACKS CHMOD command attempt		WEB-ATTACKS CHMOD command attempt		Equal

		2000B3A7479		3		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY		Equal

		2000B3A7479		3		FINGER REMOTE command execution attempt		FINGER REMOTE command execution attempt		Equal

		2000B3A7479		3		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		Equal

		2000B3A7479		3		FTP CWD .... attempt		FTP CWD .... attempt		Equal

		2000B3A7479		3		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED DENIAL OF SERVICE		Equal

		2000B3A7479		3		PROTOCOL COMMAND DECODE		PROTOCOL COMMAND DECODE		Equal

		2000B3A7479		3		TELNET resolv_host_conf retrieval attempt		TELNET resolv_host_conf retrieval attempt		Equal

		2000B3A7479		3		FTP PASSWD RETRIEVAL attempt		SUSPICIOUS FILENAME detection		Not Equal

		2000B3A7479		3		SUSPICIOUS FILENAME detection		NOT SELECTED		Not Equal

		2001C6PS358		3		ATTEMPTED ADMIN PRIVILEGE gain		ATTEMPTED ADMIN PRIVILEGE gain		Equal		13

		2001C6PS358		3		ORACLE EXECUTE_SYSTEM attempt		ORACLE EXECUTE_SYSTEM attempt		Equal

		2001C6PS358		3		SYSTEM CALL detection		SYSTEM CALL detection		Equal

		2001C6PS358		3		MYSQL ROOT LOGIN ATTEMPT		MYSQL ROOT LOGIN ATTEMPT		Equal

		2001C6PS358		3		TELNET WEB miscellaneous attempt		WEB APPLICATION activity		Not Equal

		2001C6PS358		3		WEB ATTACK		NOT SELECTED		Not Equal

		2001C6PS358		3		ATTEMPTED USER PRIVILEGE GAIN		FINGER REMOTE command execution attempt		Not Equal

		2001C6PS358		3		SCAN FIN packet		NOT SELECTED		Not Equal

		2001C6PS358		3		WEB APPLICATION activity		NOT SELECTED		Not Equal

		2001C6PS358		3		ATTEMPTED-RECON		NOT SELECTED		Not Equal

		2001C6PS358		3		WEB-ATTACKS CHMOD command attempt		WEB-ATTACKS CHMOD command attempt		Equal

		2001C6PS358		3		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY		Equal

		2001C6PS358		3		FINGER REMOTE command execution attempt		FINGER REMOTE command execution attempt		Equal

		2001C6PS358		3		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		Equal

		2001C6PS358		3		FTP CWD .... attempt		FTP CWD .... attempt		Equal

		2001C6PS358		3		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED DENIAL OF SERVICE		Equal

		2001C6PS358		3		PROTOCOL COMMAND DECODE		NOT SELECTED		Not Equal

		2001C6PS358		3		TELNET resolv_host_conf retrieval attempt		TELNET resolv_host_conf retrieval attempt		Equal

		2001C6PS358		3		FTP PASSWD RETRIEVAL attempt		FTP PASSWD RETRIEVAL attempt		Equal

		2001C6PS358		3		SUSPICIOUS FILENAME detection		SUSPICIOUS FILENAME detection		Equal

		2000a7ps096		3		ATTEMPTED ADMIN PRIVILEGE gain		ATTEMPTED ADMIN PRIVILEGE gain		Equal		14

		2000a7ps096		3		ORACLE EXECUTE_SYSTEM attempt		ORACLE EXECUTE_SYSTEM attempt		Equal

		2000a7ps096		3		SYSTEM CALL detection		SYSTEM CALL detection		Equal

		2000a7ps096		3		MYSQL ROOT LOGIN ATTEMPT		MYSQL ROOT LOGIN ATTEMPT		Equal

		2000a7ps096		3		TELNET WEB miscellaneous attempt		TELNET WEB miscellaneous attempt		Equal

		2000a7ps096		3		WEB ATTACK		WEB ATTACK		Equal

		2000a7ps096		3		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED USER PRIVILEGE GAIN		Equal

		2000a7ps096		3		SCAN FIN packet		NOT SELECTED		Not Equal

		2000a7ps096		3		WEB APPLICATION activity		WEB APPLICATION activity		Equal

		2000a7ps096		3		ATTEMPTED-RECON		NOT SELECTED		Not Equal

		2000a7ps096		3		WEB-ATTACKS CHMOD command attempt		WEB-ATTACKS CHMOD command attempt		Equal

		2000a7ps096		3		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY		Equal

		2000a7ps096		3		FINGER REMOTE command execution attempt		FINGER REMOTE command execution attempt		Equal

		2000a7ps096		3		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		Equal

		2000a7ps096		3		FTP CWD .... attempt		FTP CWD .... attempt		Equal

		2000a7ps096		3		ATTEMPTED DENIAL OF SERVICE		NOT SELECTED		Not Equal

		2000a7ps096		3		PROTOCOL COMMAND DECODE		SUSPICIOUS FILENAME detection		Not Equal

		2000a7ps096		3		TELNET resolv_host_conf retrieval attempt		ATTEMPTED ADMIN PRIVILEGE gain		Not Equal

		2000a7ps096		3		FTP PASSWD RETRIEVAL attempt		FTP PASSWD RETRIEVAL attempt		Equal

		2000a7ps096		3		SUSPICIOUS FILENAME detection		NOT SELECTED		Not Equal

		2002H103410		3		ATTEMPTED ADMIN PRIVILEGE gain		ATTEMPTED ADMIN PRIVILEGE gain		Equal		14

		2002H103410		3		ORACLE EXECUTE_SYSTEM attempt		ORACLE EXECUTE_SYSTEM attempt		Equal

		2002H103410		3		SYSTEM CALL detection		SYSTEM CALL detection		Equal

		2002H103410		3		MYSQL ROOT LOGIN ATTEMPT		MYSQL ROOT LOGIN ATTEMPT		Equal

		2002H103410		3		TELNET WEB miscellaneous attempt		TELNET WEB miscellaneous attempt		Equal

		2002H103410		3		WEB ATTACK		WEB ATTACK		Equal

		2002H103410		3		ATTEMPTED USER PRIVILEGE GAIN		NOT SELECTED		Not Equal

		2002H103410		3		SCAN FIN packet		ATTEMPTED-RECON		Not Equal

		2002H103410		3		WEB APPLICATION activity		WEB APPLICATION activity		Equal

		2002H103410		3		ATTEMPTED-RECON		NOT SELECTED		Not Equal

		2002H103410		3		WEB-ATTACKS CHMOD command attempt		WEB-ATTACKS CHMOD command attempt		Equal

		2002H103410		3		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY		Equal

		2002H103410		3		FINGER REMOTE command execution attempt		FINGER REMOTE command execution attempt		Equal

		2002H103410		3		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		Equal

		2002H103410		3		FTP CWD .... attempt		FTP CWD .... attempt		Equal

		2002H103410		3		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED DENIAL OF SERVICE		Equal

		2002H103410		3		PROTOCOL COMMAND DECODE		SUSPICIOUS FILENAME detection		Not Equal

		2002H103410		3		TELNET resolv_host_conf retrieval attempt		TELNET resolv_host_conf retrieval attempt		Equal

		2002H103410		3		FTP PASSWD RETRIEVAL attempt		SUSPICIOUS FILENAME detection		Not Equal

		2002H103410		3		SUSPICIOUS FILENAME detection		NOT SELECTED		Not Equal

		2003H103015		3		ATTEMPTED ADMIN PRIVILEGE gain		TELNET resolv_host_conf retrieval attempt		Not Equal		11

		2003H103015		3		ORACLE EXECUTE_SYSTEM attempt		ORACLE EXECUTE_SYSTEM attempt		Equal

		2003H103015		3		SYSTEM CALL detection		NOT SELECTED		Not Equal

		2003H103015		3		MYSQL ROOT LOGIN ATTEMPT		MYSQL ROOT LOGIN ATTEMPT		Equal

		2003H103015		3		TELNET WEB miscellaneous attempt		TELNET WEB miscellaneous attempt		Equal

		2003H103015		3		WEB ATTACK		WEB ATTACK		Equal

		2003H103015		3		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED USER PRIVILEGE GAIN		Equal

		2003H103015		3		SCAN FIN packet		ATTEMPTED-RECON		Not Equal

		2003H103015		3		WEB APPLICATION activity		WEB APPLICATION activity		Equal

		2003H103015		3		ATTEMPTED-RECON		NOT SELECTED		Not Equal

		2003H103015		3		WEB-ATTACKS CHMOD command attempt		WEB-ATTACKS CHMOD command attempt		Equal

		2003H103015		3		DENIAL OF SERVICE ACTIVITY		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		Not Equal

		2003H103015		3		FINGER REMOTE command execution attempt		FINGER REMOTE command execution attempt		Equal

		2003H103015		3		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		Equal

		2003H103015		3		FTP CWD .... attempt		FTP CWD .... attempt		Equal

		2003H103015		3		ATTEMPTED DENIAL OF SERVICE		DENIAL OF SERVICE ACTIVITY		Not Equal

		2003H103015		3		PROTOCOL COMMAND DECODE		SUSPICIOUS FILENAME detection		Not Equal

		2003H103015		3		TELNET resolv_host_conf retrieval attempt		TELNET resolv_host_conf retrieval attempt		Equal

		2003H103015		3		FTP PASSWD RETRIEVAL attempt		NOT SELECTED		Not Equal

		2003H103015		3		SUSPICIOUS FILENAME detection		PROTOCOL COMMAND DECODE		Not Equal

		2003H103425		3		ATTEMPTED ADMIN PRIVILEGE gain		NOT SELECTED		Not Equal		11

		2003H103425		3		ORACLE EXECUTE_SYSTEM attempt		ORACLE EXECUTE_SYSTEM attempt		Equal

		2003H103425		3		SYSTEM CALL detection		NOT SELECTED		Not Equal

		2003H103425		3		MYSQL ROOT LOGIN ATTEMPT		MYSQL ROOT LOGIN ATTEMPT		Equal

		2003H103425		3		TELNET WEB miscellaneous attempt		TELNET WEB miscellaneous attempt		Equal

		2003H103425		3		WEB ATTACK		WEB ATTACK		Equal

		2003H103425		3		ATTEMPTED USER PRIVILEGE GAIN		NOT SELECTED		Not Equal

		2003H103425		3		SCAN FIN packet		ATTEMPTED-RECON		Not Equal

		2003H103425		3		WEB APPLICATION activity		WEB APPLICATION activity		Equal

		2003H103425		3		ATTEMPTED-RECON		SCAN FIN packet		Not Equal

		2003H103425		3		WEB-ATTACKS CHMOD command attempt		WEB-ATTACKS CHMOD command attempt		Equal

		2003H103425		3		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY		Equal

		2003H103425		3		FINGER REMOTE command execution attempt		FINGER REMOTE command execution attempt		Equal

		2003H103425		3		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		Equal

		2003H103425		3		FTP CWD .... attempt		FTP CWD .... attempt		Equal

		2003H103425		3		ATTEMPTED DENIAL OF SERVICE		DENIAL OF SERVICE ACTIVITY		Not Equal

		2003H103425		3		PROTOCOL COMMAND DECODE		SUSPICIOUS FILENAME detection		Not Equal

		2003H103425		3		TELNET resolv_host_conf retrieval attempt		ORACLE EXECUTE_SYSTEM attempt		Not Equal

		2003H103425		3		FTP PASSWD RETRIEVAL attempt		FTP PASSWD RETRIEVAL attempt		Equal

		2003H103425		3		SUSPICIOUS FILENAME detection		NOT SELECTED		Not Equal

		2003h103418		3		ATTEMPTED ADMIN PRIVILEGE gain		ATTEMPTED ADMIN PRIVILEGE gain		Equal		11

		2003h103418		3		ORACLE EXECUTE_SYSTEM attempt		ORACLE EXECUTE_SYSTEM attempt		Equal

		2003h103418		3		SYSTEM CALL detection		SYSTEM CALL detection		Equal

		2003h103418		3		MYSQL ROOT LOGIN ATTEMPT		FTP PASSWD RETRIEVAL attempt		Not Equal

		2003h103418		3		TELNET WEB miscellaneous attempt		TELNET WEB miscellaneous attempt		Equal

		2003h103418		3		WEB ATTACK		WEB-ATTACKS CHMOD command attempt		Not Equal

		2003h103418		3		ATTEMPTED USER PRIVILEGE GAIN		FINGER REMOTE command execution attempt		Not Equal

		2003h103418		3		SCAN FIN packet		NOT SELECTED		Not Equal

		2003h103418		3		WEB APPLICATION activity		WEB APPLICATION activity		Equal

		2003h103418		3		ATTEMPTED-RECON		SCAN FIN packet		Not Equal

		2003h103418		3		WEB-ATTACKS CHMOD command attempt		WEB-ATTACKS CHMOD command attempt		Equal

		2003h103418		3		DENIAL OF SERVICE ACTIVITY		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		Not Equal

		2003h103418		3		FINGER REMOTE command execution attempt		FINGER REMOTE command execution attempt		Equal

		2003h103418		3		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		Equal

		2003h103418		3		FTP CWD .... attempt		FTP CWD .... attempt		Equal

		2003h103418		3		ATTEMPTED DENIAL OF SERVICE		DISTRIBUTED DENIAL OF SERVICE attack (Trinoo)		Not Equal

		2003h103418		3		PROTOCOL COMMAND DECODE		SUSPICIOUS FILENAME detection		Not Equal

		2003h103418		3		TELNET resolv_host_conf retrieval attempt		TELNET resolv_host_conf retrieval attempt		Equal

		2003h103418		3		FTP PASSWD RETRIEVAL attempt		FTP PASSWD RETRIEVAL attempt		Equal

		2003h103418		3		SUSPICIOUS FILENAME detection		PROTOCOL COMMAND DECODE		Not Equal





TEST 1A

		ID		GENERATED_EVENT		IDENTIFIED_EVENT		match result		count

		2003h103422		WEB APPLICATION ACTIVITY		WEB APPLICATION ACTIVITY		Equal		6

		2003h103422		WEB ATTACK		WEB ATTACK		Equal

		2003h103422		SYSTEM CALL DETECTION		ATTEMPTED-RECON		Not Equal

		2003h103422		SUSPICIOUS FILENAME DETECTION		PROTOCOL COMMAND DECODE		Not Equal

		2003h103422		ATTEMPTED-RECON		PROTOCOL COMMAND DECODE		Not Equal

		2003h103422		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED ADMIN PRIVILEGE GAIN		Not Equal

		2003h103422		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY		Equal

		2003h103422		PROTOCOL COMMAND DECODE		PROTOCOL COMMAND DECODE		Equal

		2003h103422		ATTEMPTED ADMIN PRIVILEGE GAIN		ATTEMPTED ADMIN PRIVILEGE GAIN		Equal

		2003h103422		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED DENIAL OF SERVICE		Equal

		2003h103418		WEB APPLICATION ACTIVITY		WEB APPLICATION ACTIVITY		Equal		3

		2003h103418		WEB ATTACK		WEB ATTACK		Equal

		2003h103418		SYSTEM CALL DETECTION		ATTEMPTED-RECON		Not Equal

		2003h103418		SUSPICIOUS FILENAME DETECTION		SUSPICIOUS FILENAME DETECTION		Equal

		2003h103418		ATTEMPTED-RECON		SUSPICIOUS FILENAME DETECTION		Not Equal

		2003h103418		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED-RECON		Not Equal

		2003h103418		DENIAL OF SERVICE ACTIVITY		ATTEMPTED-RECON		Not Equal

		2003h103418		PROTOCOL COMMAND DECODE		ATTEMPTED-RECON		Not Equal

		2003h103418		ATTEMPTED ADMIN PRIVILEGE GAIN		ATTEMPTED-RECON		Not Equal

		2003h103418		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED-RECON		Not Equal

		2003h103420		WEB APPLICATION ACTIVITY		WEB APPLICATION ACTIVITY		Equal		10

		2003h103420		WEB ATTACK		WEB ATTACK		Equal

		2003h103420		SYSTEM CALL DETECTION		SYSTEM CALL DETECTION		Equal

		2003h103420		SUSPICIOUS FILENAME DETECTION		SUSPICIOUS FILENAME DETECTION		Equal

		2003h103420		ATTEMPTED-RECON		ATTEMPTED-RECON		Equal

		2003h103420		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED USER PRIVILEGE GAIN		Equal

		2003h103420		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY		Equal

		2003h103420		PROTOCOL COMMAND DECODE		PROTOCOL COMMAND DECODE		Equal

		2003h103420		ATTEMPTED ADMIN PRIVILEGE GAIN		ATTEMPTED ADMIN PRIVILEGE GAIN		Equal

		2003h103420		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED DENIAL OF SERVICE		Equal

		2002H112450		WEB APPLICATION ACTIVITY		WEB ATTACK		Not Equal		2

		2002H112450		WEB ATTACK		WEB ATTACK		Equal

		2002H112450		SYSTEM CALL DETECTION		WEB ATTACK		Not Equal

		2002H112450		SUSPICIOUS FILENAME DETECTION		PROTOCOL COMMAND DECODE		Not Equal

		2002H112450		ATTEMPTED-RECON		ATTEMPTED USER PRIVILEGE GAIN		Not Equal

		2002H112450		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED ADMIN PRIVILEGE GAIN		Not Equal

		2002H112450		DENIAL OF SERVICE ACTIVITY		ATTEMPTED ADMIN PRIVILEGE GAIN		Not Equal

		2002H112450		PROTOCOL COMMAND DECODE		DENIAL OF SERVICE ACTIVITY		Not Equal

		2002H112450		ATTEMPTED ADMIN PRIVILEGE GAIN		ATTEMPTED ADMIN PRIVILEGE GAIN		Equal

		2002H112450		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED ADMIN PRIVILEGE GAIN		Not Equal

		2003h103423		WEB APPLICATION ACTIVITY		WEB APPLICATION ACTIVITY		Equal		9

		2003h103423		WEB ATTACK		WEB ATTACK		Equal

		2003h103423		SYSTEM CALL DETECTION		SYSTEM CALL DETECTION		Equal

		2003h103423		SUSPICIOUS FILENAME DETECTION		ATTEMPTED-RECON		Not Equal

		2003h103423		ATTEMPTED-RECON		ATTEMPTED-RECON		Equal

		2003h103423		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED USER PRIVILEGE GAIN		Equal

		2003h103423		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY		Equal

		2003h103423		PROTOCOL COMMAND DECODE		PROTOCOL COMMAND DECODE		Equal

		2003h103423		ATTEMPTED ADMIN PRIVILEGE GAIN		ATTEMPTED ADMIN PRIVILEGE GAIN		Equal

		2003h103423		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED DENIAL OF SERVICE		Equal

		2003h103425		WEB APPLICATION ACTIVITY		WEB APPLICATION ACTIVITY		Equal		5

		2003H103425		WEB ATTACK		WEB ATTACK		Equal

		2003H103425		SYSTEM CALL DETECTION		ATTEMPTED ADMIN PRIVILEGE GAIN		Not Equal

		2003H103425		SUSPICIOUS FILENAME DETECTION		PROTOCOL COMMAND DECODE		Not Equal

		2003H103425		ATTEMPTED-RECON				Not Equal

		2003H103425		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED USER PRIVILEGE GAIN		Equal

		2003H103425		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY		Equal

		2003H103425		PROTOCOL COMMAND DECODE		SUSPICIOUS FILENAME DETECTION		Not Equal

		2003H103425		ATTEMPTED ADMIN PRIVILEGE GAIN		SYSTEM CALL DETECTION		Not Equal

		2003H103425		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED DENIAL OF SERVICE		Equal

		1998HS03171		WEB APPLICATION ACTIVITY		ATTEMPTED-RECON		Not Equal		4

		1998HS03171		WEB ATTACK		WEB ATTACK		Equal

		1998HS03171		SYSTEM CALL DETECTION		WEB ATTACK		Not Equal

		1998HS03171		SUSPICIOUS FILENAME DETECTION		PROTOCOL COMMAND DECODE		Not Equal

		1998HS03171		ATTEMPTED-RECON		ATTEMPTED-RECON		Equal

		1998HS03171		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED-RECON		Not Equal

		1998HS03171		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY		Equal

		1998HS03171		PROTOCOL COMMAND DECODE		PROTOCOL COMMAND DECODE		Equal

		1998HS03171		ATTEMPTED ADMIN PRIVILEGE GAIN		PROTOCOL COMMAND DECODE		Not Equal

		1998HS03171		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED ADMIN PRIVILEGE GAIN		Not Equal

		2003H112045		WEB APPLICATION ACTIVITY		WEB APPLICATION ACTIVITY		Equal		5

		2003H112045		WEB ATTACK		WEB APPLICATION ACTIVITY		Not Equal

		2003H112045		SYSTEM CALL DETECTION		SYSTEM CALL DETECTION		Equal

		2003H112045		SUSPICIOUS FILENAME DETECTION		SUSPICIOUS FILENAME DETECTION		Equal

		2003H112045		ATTEMPTED-RECON		ATTEMPTED DENIAL OF SERVICE		Not Equal

		2003H112045		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED DENIAL OF SERVICE		Not Equal

		2003H112045		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY		Equal

		2003H112045		PROTOCOL COMMAND DECODE		PROTOCOL COMMAND DECODE		Equal

		2003H112045		ATTEMPTED ADMIN PRIVILEGE GAIN		SYSTEM CALL DETECTION		Not Equal

		2003H112045		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED-RECON		Not Equal

		2003h112057		WEB APPLICATION ACTIVITY		WEB APPLICATION ACTIVITY		Equal		10

		2003h112057		WEB ATTACK		WEB ATTACK		Equal

		2003h112057		SYSTEM CALL DETECTION		SYSTEM CALL DETECTION		Equal

		2003h112057		SUSPICIOUS FILENAME DETECTION		SUSPICIOUS FILENAME DETECTION		Equal

		2003h112057		ATTEMPTED-RECON		ATTEMPTED-RECON		Equal

		2003h112057		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED USER PRIVILEGE GAIN		Equal

		2003h112057		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY		Equal

		2003h112057		PROTOCOL COMMAND DECODE		PROTOCOL COMMAND DECODE		Equal

		2003h112057		ATTEMPTED ADMIN PRIVILEGE GAIN		ATTEMPTED ADMIN PRIVILEGE GAIN		Equal

		2003h112057		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED DENIAL OF SERVICE		Equal

		2002h103401		WEB APPLICATION ACTIVITY		WEB APPLICATION ACTIVITY		Equal		3

		2002h103401		WEB ATTACK		DENIAL OF SERVICE ACTIVITY		Not Equal

		2002h103401		SYSTEM CALL DETECTION		ATTEMPTED-RECON		Not Equal

		2002h103401		SUSPICIOUS FILENAME DETECTION		SUSPICIOUS FILENAME DETECTION		Equal

		2002h103401		ATTEMPTED-RECON		ATTEMPTED-RECON		Equal

		2002h103401		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED-RECON		Not Equal

		2002h103401		DENIAL OF SERVICE ACTIVITY		ATTEMPTED USER PRIVILEGE GAIN		Not Equal

		2002h103401		PROTOCOL COMMAND DECODE		SUSPICIOUS FILENAME DETECTION		Not Equal

		2002h103401		ATTEMPTED ADMIN PRIVILEGE GAIN		SUSPICIOUS FILENAME DETECTION		Not Equal

		2002h103401		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED ADMIN PRIVILEGE GAIN		Not Equal

		2002h112436		WEB APPLICATION ACTIVITY		WEB APPLICATION ACTIVITY		Equal		8

		2002h112436		WEB ATTACK		WEB APPLICATION ACTIVITY		Not Equal

		2002h112436		SYSTEM CALL DETECTION		ATTEMPTED ADMIN PRIVILEGE GAIN		Not Equal

		2002h112436		SUSPICIOUS FILENAME DETECTION		SUSPICIOUS FILENAME DETECTION		Equal

		2002h112436		ATTEMPTED-RECON		ATTEMPTED-RECON		Equal

		2002h112436		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED USER PRIVILEGE GAIN		Equal

		2002h112436		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY		Equal

		2002h112436		PROTOCOL COMMAND DECODE		PROTOCOL COMMAND DECODE		Equal

		2002h112436		ATTEMPTED ADMIN PRIVILEGE GAIN		ATTEMPTED ADMIN PRIVILEGE GAIN		Equal

		2002h112436		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED DENIAL OF SERVICE		Equal

		2002H112449		WEB APPLICATION ACTIVITY		ATTEMPTED-RECON		Not Equal		4

		2002H112449		WEB ATTACK		ATTEMPTED-RECON		Not Equal

		2002H112449		SYSTEM CALL DETECTION		ATTEMPTED USER PRIVILEGE GAIN		Not Equal

		2002H112449		SUSPICIOUS FILENAME DETECTION		SUSPICIOUS FILENAME DETECTION		Equal

		2002H112449		ATTEMPTED-RECON		ATTEMPTED-RECON		Equal

		2002H112449		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED ADMIN PRIVILEGE GAIN		Not Equal

		2002H112449		DENIAL OF SERVICE ACTIVITY		ATTEMPTED ADMIN PRIVILEGE GAIN		Not Equal

		2002H112449		PROTOCOL COMMAND DECODE		PROTOCOL COMMAND DECODE		Equal

		2002H112449		ATTEMPTED ADMIN PRIVILEGE GAIN		ATTEMPTED ADMIN PRIVILEGE GAIN		Equal

		2002H112449		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED ADMIN PRIVILEGE GAIN		Not Equal

		2002H112033		WEB APPLICATION ACTIVITY		WEB APPLICATION ACTIVITY		Equal		9

		2002H112033		WEB ATTACK		WEB ATTACK		Equal

		2002H112033		SYSTEM CALL DETECTION		PROTOCOL COMMAND DECODE		Not Equal

		2002H112033		SUSPICIOUS FILENAME DETECTION		SUSPICIOUS FILENAME DETECTION		Equal

		2002H112033		ATTEMPTED-RECON		ATTEMPTED-RECON		Equal

		2002H112033		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED USER PRIVILEGE GAIN		Equal

		2002H112033		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY		Equal

		2002H112033		PROTOCOL COMMAND DECODE		PROTOCOL COMMAND DECODE		Equal

		2002H112033		ATTEMPTED ADMIN PRIVILEGE GAIN		ATTEMPTED ADMIN PRIVILEGE GAIN		Equal

		2002H112033		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED DENIAL OF SERVICE		Equal

		2000a7ps096		WEB APPLICATION ACTIVITY		WEB APPLICATION ACTIVITY		Equal		6

		2000a7ps096		WEB ATTACK		WEB ATTACK		Equal

		2000a7ps096		SYSTEM CALL DETECTION		ATTEMPTED ADMIN PRIVILEGE GAIN		Not Equal

		2000a7ps096		SUSPICIOUS FILENAME DETECTION		PROTOCOL COMMAND DECODE		Not Equal

		2000a7ps096		ATTEMPTED-RECON		ATTEMPTED-RECON		Equal

		2000a7ps096		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED USER PRIVILEGE GAIN		Equal

		2000a7ps096		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY		Equal

		2000a7ps096		PROTOCOL COMMAND DECODE		SUSPICIOUS FILENAME DETECTION		Not Equal

		2000a7ps096		ATTEMPTED ADMIN PRIVILEGE GAIN		ATTEMPTED ADMIN PRIVILEGE GAIN		Equal

		2000a7ps096		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED DENIAL OF SERVICE		Equal

		2000B3A7479		WEB APPLICATION ACTIVITY		WEB APPLICATION ACTIVITY		Equal		6

		2000B3A7479		WEB ATTACK		WEB APPLICATION ACTIVITY		Not Equal

		2000B3A7479		SYSTEM CALL DETECTION		SYSTEM CALL DETECTION		Equal

		2000B3A7479		SUSPICIOUS FILENAME DETECTION		PROTOCOL COMMAND DECODE		Not Equal

		2000B3A7479		ATTEMPTED-RECON		ATTEMPTED-RECON		Equal

		2000B3A7479		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED USER PRIVILEGE GAIN		Equal

		2000B3A7479		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY		Equal

		2000B3A7479		PROTOCOL COMMAND DECODE		SUSPICIOUS FILENAME DETECTION		Not Equal

		2000B3A7479		ATTEMPTED ADMIN PRIVILEGE GAIN		SYSTEM CALL DETECTION		Not Equal

		2000B3A7479		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED DENIAL OF SERVICE		Equal

		2001C6PS358		WEB APPLICATION ACTIVITY		WEB APPLICATION ACTIVITY		Equal		5

		2001C6PS358		WEB ATTACK		WEB ATTACK		Equal

		2001C6PS358		SYSTEM CALL DETECTION		WEB ATTACK		Not Equal

		2001C6PS358		SUSPICIOUS FILENAME DETECTION		PROTOCOL COMMAND DECODE		Not Equal

		2001C6PS358		ATTEMPTED-RECON		PROTOCOL COMMAND DECODE		Not Equal

		2001C6PS358		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED USER PRIVILEGE GAIN		Equal

		2001C6PS358		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY		Equal

		2001C6PS358		PROTOCOL COMMAND DECODE		SUSPICIOUS FILENAME DETECTION		Not Equal

		2001C6PS358		ATTEMPTED ADMIN PRIVILEGE GAIN		SUSPICIOUS FILENAME DETECTION		Not Equal

		2001C6PS358		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED DENIAL OF SERVICE		Equal

		2003H103015		WEB APPLICATION ACTIVITY		WEB APPLICATION ACTIVITY		Equal		5

		2003H103015		WEB ATTACK		WEB ATTACK		Equal

		2003H103015		SYSTEM CALL DETECTION		WEB ATTACK		Not Equal

		2003H103015		SUSPICIOUS FILENAME DETECTION		SYSTEM CALL DETECTION		Not Equal

		2003H103015		ATTEMPTED-RECON		SYSTEM CALL DETECTION		Not Equal

		2003H103015		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED USER PRIVILEGE GAIN		Equal

		2003H103015		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY		Equal

		2003H103015		PROTOCOL COMMAND DECODE		SUSPICIOUS FILENAME DETECTION		Not Equal

		2003H103015		ATTEMPTED ADMIN PRIVILEGE GAIN		SYSTEM CALL DETECTION		Not Equal

		2003H103015		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED DENIAL OF SERVICE		Equal

		2003H103022		WEB APPLICATION ACTIVITY		WEB APPLICATION ACTIVITY		Equal		8

		2003H103022		WEB ATTACK		WEB ATTACK		Equal

		2003H103022		SYSTEM CALL DETECTION		WEB ATTACK		Not Equal

		2003H103022		SUSPICIOUS FILENAME DETECTION		PROTOCOL COMMAND DECODE		Not Equal

		2003H103022		ATTEMPTED-RECON		ATTEMPTED-RECON		Equal

		2003H103022		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED USER PRIVILEGE GAIN		Equal

		2003H103022		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY		Equal

		2003H103022		PROTOCOL COMMAND DECODE		PROTOCOL COMMAND DECODE		Equal

		2003H103022		ATTEMPTED ADMIN PRIVILEGE GAIN		ATTEMPTED ADMIN PRIVILEGE GAIN		Equal

		2003H103022		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED DENIAL OF SERVICE		Equal

		2002H103405		WEB APPLICATION ACTIVITY		WEB APPLICATION ACTIVITY		Equal		7

		2002H103405		WEB ATTACK		WEB ATTACK		Equal

		2002H103405		SYSTEM CALL DETECTION		SYSTEM CALL DETECTION		Equal

		2002H103405		SUSPICIOUS FILENAME DETECTION		PROTOCOL COMMAND DECODE		Not Equal

		2002H103405		ATTEMPTED-RECON		PROTOCOL COMMAND DECODE		Not Equal

		2002H103405		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED USER PRIVILEGE GAIN		Equal

		2002H103405		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY		Equal

		2002H103405		PROTOCOL COMMAND DECODE		SUSPICIOUS FILENAME DETECTION		Not Equal

		2002H103405		ATTEMPTED ADMIN PRIVILEGE GAIN		ATTEMPTED ADMIN PRIVILEGE GAIN		Equal

		2002H103405		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED DENIAL OF SERVICE		Equal

		2002H103410		WEB APPLICATION ACTIVITY		WEB APPLICATION ACTIVITY		Equal		6

		2002H103410		WEB ATTACK		WEB ATTACK		Equal

		2002H103410		SYSTEM CALL DETECTION		ATTEMPTED-RECON		Not Equal

		2002H103410		SUSPICIOUS FILENAME DETECTION		PROTOCOL COMMAND DECODE		Not Equal

		2002H103410		ATTEMPTED-RECON		PROTOCOL COMMAND DECODE		Not Equal

		2002H103410		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED USER PRIVILEGE GAIN		Equal

		2002H103410		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY		Equal

		2002H103410		PROTOCOL COMMAND DECODE		PROTOCOL COMMAND DECODE		Equal

		2002H103410		ATTEMPTED ADMIN PRIVILEGE GAIN		SYSTEM CALL DETECTION		Not Equal

		2002H103410		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED DENIAL OF SERVICE		Equal





TEST 1B

		ID		GENERATED_EVENT		IDENTIFIED_EVENT		MATCH RESULT		count		SAME CATEGORY		MATCH RESULT		COUNT		TOTAL

		2002H112450		protocol command decode		suspicious filename detection		Not Equal		3		mysql root login attempt		Not Equal		1		7

		2002H112450		Attempted-recon		SCAN FIN packet		Not Equal				scan fin packet		Equal

		2002H112450		system call detection		suspicious filename detection		Not Equal				oracle execute_system attempt		Not Equal

		2002H112450		suspicious filename detection		protocol command decode		Not Equal				ftp passwd retrieval attempt		Not Equal

		2002H112450		TELNET web miscellaneous attempt		protocol command decode		Not Equal				web application activity		Not Equal

		2002H112450		FINGER remote command execution attempt		FINGER remote command execution attempt		Equal				attempted user privilege gain		Not Equal

		2002H112450		WEB-ATTACKS chmod command attempt		MYSQL ROOT LOGIN ATTEMPT		Not Equal				web attack		Not Equal

		2002H112450		FTP CWD .... attempt		FTP CWD .... attempt		Equal				denial of service activity		Not Equal

		2002H112450		Distributed Denial of Service attack (Trinoo)		Distributed Denial of Service attack (Trinoo)		Equal				attempted denial of service		Not Equal

		2002H112450		attempted admin privilege gain		Distributed Denial of Service attack (Trinoo)		Not Equal				telnet resolv_host_conf retrieval attempt		Not Equal





TEST 2A

		ID		GENERATED_EVENT		GENERATED_EVENT_TIME		IDENTIFIED_EVENT		IDENTIFIED_EVENT_TIME		DIFF		DIFF in SECONDS		DIFF in SECONDS (modified)

		2002H112450		172.24.2.4		1082982754165		172.24.2.4		1082982775009		20844		20.844		20.844

		2002H112450		FTP passwd retrieval attempt		1082982628680		FTP passwd retrieval attempt		1082982669415		40735		40.735		40.735

		2002H112450		ORACLE EXECUTE_SYSTEM attempt		1082982252524		ORACLE EXECUTE_SYSTEM attempt		1082982282415		29891		29.891		29.891

		2002H112450		WEB-ATTACKS chown command attempt		1082982177274		WEB-ATTACKS chmod command attempt		1082982237274		60000		60		60

		2002H112450		WEB-ATTACKS chmod command attempt		1082982001712		NOT SELECTED		9999999999999		8917017998287		8917017998.287		900

		2002H112450		219.1.1.2		1082981901274		NOT SELECTED		9999999999999		8917018098725		8917018098.725		900





TEST 2B

		ID		GENERATED_EVENT		GENERATED_EVENT_TIME		IDENTIFIED_EVENT		IDENTIFIED_EVENT_TIME		DIFF in ms		DIFF in seconds		DIFF in seconds (MODIFIED)

		1998HS03171		219.1.1.2		1083131338703		219.1.1.2		1083131351593		12890		13		12.89		IF THE SUBJECT DID NOT IDENTIFY A PARTICULAR HOST OR FALSE POSITIVE, HIS/HER TIME OF IDENTIFICATION IS GIVEN AS 900 SECONDS AS IT IS MAXIMUMDURATION OF THE TEST

		1998HS03171		172.24.2.4		1083132191203		172.24.2.4		1083132203301		12098		12		12.098

		1998HS03171		FTP passwd retrieval attempt		1083132065765		FTP passwd retrieval attempt		1083132079662		13897		14		13.897

		1998HS03171		ORACLE EXECUTE_SYSTEM attempt		1083131689765		ORACLE EXECUTE_SYSTEM attempt		1083131697243		7478		7		7.478

		1998HS03171		WEB-ATTACKS chown command attempt		1083131614515		NOT SELECTED		9999999999999		8916868385484		8916868385		900

		1998HS03171		WEB-ATTACKS chmod command attempt		1083131439078		WEB-ATTACKS chmod command attempt		1083131447500		8422		8		8.422

		2002h103401		219.1.1.2		1083177801296		219.1.1.2		1083177818280		16984		17		16.984

		2002h103401		172.24.2.4		1083178652828		172.24.2.4		1083178662765		9937		10		9.937

		2000a7ps096		WEB-ATTACKS chown command attempt		1113127400972		NOT SELECETED		9999999999999		8886872599027		8886872599		900

		2000a7ps096		WEB-ATTACKS chmod command attempt		1113127526931		WEB-ATTACKS chmod command attempt		1113127540562		13631		14		13.631

		2000a7ps096		FTP passwd retrieval attempt		1113127401735		FTP passwd retrieval attempt		1113127409058		7323		7		7.323

		2000a7ps096		ORACLE EXECUTE_SYSTEM attempt		1113127476734		ORACLE EXECUTE_SYSTEM attempt		1113127487032		10298		10		10.298

		2002h112436		219.1.1.2		1083185001578		219.1.1.2		1083185016453		14875		15		14.875

		2002h112436		172.24.2.4		1083185853781		172.24.2.4		1083185861606		7825		8		7.825

		2000B3A7479		WEB-ATTACKS chown command attempt		1083110573774		WEB-ATTACKS chown command attempt		1083110661398		87624		88		87.624

		2000B3A7479		WEB-ATTACKS chmod command attempt		1083110699733		WEB-ATTACKS chmod command attempt		1083110709951		10218		10		10.218

		2000B3A7479		FTP passwd retrieval attempt		1083110574537		FTP passwd retrieval attempt		1083110583290		8753		9		8.753

		2000B3A7479		ORACLE EXECUTE_SYSTEM attempt		1083110649536		ORACLE EXECUTE_SYSTEM attempt		1083110657727		8191		8		8.191

		2001C6PS358		WEB-ATTACKS chown command attempt		1082919392872		WEB-ATTACKS chown command attempt		1082919480837		87965		88		87.965

		2001C6PS358		WEB-ATTACKS chmod command attempt		1082919518831		WEB-ATTACKS chmod command attempt		1082919529776		10945		11		10.945

		2001C6PS358		FTP passwd retrieval attempt		1082919393744		FTP passwd retrieval attempt		1082919402978		9234		9		9.234

		2001C6PS358		ORACLE EXECUTE_SYSTEM attempt		1082919468743		ORACLE EXECUTE_SYSTEM attempt		1082919480837		12094		12		12.094

		2002H112450		219.1.1.2		1082982898180		219.1.1.2		1082982911696		13516		14		13.516

		2002H112450		172.24.2.4		1082983751852		172.24.2.4		1082983763634		11782		12		11.782

		2002h103401		WEB-ATTACKS chmod command attempt		1083177901515		WEB-ATTACKS chmod command attempt		1083177953921		52406		52		52.406

		2003h103418		219.1.1.2		1082969590378		219.1.1.2		1082969603252		12874		13		12.874

		2002h103401		WEB-ATTACKS chown command attempt		1083178076859		WEB-ATTACKS chown command attempt		1083178156120		79261		79		79.261

		2002h103401		ORACLE EXECUTE_SYSTEM attempt		1083178152000		ORACLE EXECUTE_SYSTEM attempt		1083178167625		15625		16		15.625

		2002h103401		FTP passwd retrieval attempt		1083178527531		FTP passwd retrieval attempt		1083178536109		8578		9		8.578

		2003h103418		172.24.2.4		1082970291553		172.24.2.4		1082970301531		9978		10		9.978

		2002H103405		WEB-ATTACKS chown command attempt		1083126572593		WEB-ATTACKS chown command attempt		1083126658218		85625		86		85.625

		2002H103405		WEB-ATTACKS chmod command attempt		1083126397296		WEB-ATTACKS chmod command attempt		1083126405718		8422		8		8.422

		2003h103420		219.1.1.2		1080585548344		219.1.1.2		1080585556711		8367		8		8.367

		2002H103405		FTP passwd retrieval attempt		1083127023625		FTP passwd retrieval attempt		1083127035109		11484		11		11.484

		2002H103405		ORACLE EXECUTE_SYSTEM attempt		1083126647750		ORACLE EXECUTE_SYSTEM attempt		1083126655015		7265		7		7.265

		2003h103420		172.24.2.4		1080586406258		172.24.2.4		1080586413281		7023		7		7.023

		2003h103422		219.1.1.2		1082968737822		219.1.1.2		1082968752171		14349		14		14.349

		2002H103410		WEB-ATTACKS chmod command attempt		1082979348756		WEB-ATTACKS chmod command attempt		1082979361738		12982		13		12.982

		2002H103410		WEB-ATTACKS chown command attempt		1082979524193		WEB-ATTACKS chown command attempt		1082979610154		85961		86		85.961

		2002H103410		ORACLE EXECUTE_SYSTEM attempt		1082979699443		ORACLE EXECUTE_SYSTEM attempt		1082979714785		15342		15		15.342

		2003h103422		172.24.2.4		1082969431086		172.24.2.4		1082969439459		8373		8		8.373

		2002H103410		FTP passwd retrieval attempt		1082979985443		FTP passwd retrieval attempt		1082979999682		14239		14		14.239

		2002H112033		WEB-ATTACKS chown command attempt		1083153443687		WEB-ATTACKS chown command attempt		1083153533601		89914		90		89.914

		2002H112033		WEB-ATTACKS chmod command attempt		1083153268406		WEB-ATTACKS chmod command attempt		1083153279937		11531		12		11.531

		2002H112033		FTP passwd retrieval attempt		1083153894828		FTP passwd retrieval attempt		1083153905953		11125		11		11.125

		2002H112033		ORACLE EXECUTE_SYSTEM attempt		1083153518937		ORACLE EXECUTE_SYSTEM attempt		1083153528640		9703		10		9.703

		2003h103423		219.1.1.2		1083056456930		219.1.1.2		1083056472530		15600		16		15.6

		2003h103423		172.24.2.4		1083057310590		172.24.2.4		1083057317742		7152		7		7.152

		2002h112436		WEB-ATTACKS chown command attempt		1083185277406		WEB-ATTACKS chown command attempt		1083185367031		89625		90		89.625

		2002h112436		WEB-ATTACKS chmod command attempt		1083185101921		WEB-ATTACKS chmod command attempt		1083185109843		7922		8		7.922

		2002h112436		FTP passwd retrieval attempt		1083185728515		FTP passwd retrieval attempt		1083185739250		10735		11		10.735

		2002h112436		ORACLE EXECUTE_SYSTEM attempt		1083185352687		ORACLE EXECUTE_SYSTEM attempt		1083185363453		10766		11		10.766

		2003H112045		219.1.1.2		1083137028312		219.1.1.2		1083137039203		10891		11		10.891

		2003H112045		172.24.2.4		1083137880671		172.24.2.4		1083137889125		8454		8		8.454

		2002H112449		WEB-ATTACKS chown command attempt		1082960142562		WEB-ATTACKS chown command attempt		1082960226688		84126		84		84.126

		2002H112449		WEB-ATTACKS chmod command attempt		1082959967296		WEB-ATTACKS chmod command attempt		1082959987312		20016		20		20.016

		2002H112449		FTP passwd retrieval attempt		1082960593234		FTP passwd retrieval attempt		1082960605212		11978		12		11.978

		2002H112449		ORACLE EXECUTE_SYSTEM attempt		1082960217750		ORACLE EXECUTE_SYSTEM attempt		1082960225609		7859		8		7.859

		2003h112057		219.1.1.2		1083092185046		219.1.1.2		1083092194875		9829		10		9.829

		2003h112057		172.24.2.4		1083093036406		172.24.2.4		1083093047562		11156		11		11.156

		2002H112450		WEB-ATTACKS chown command attempt		1082983174540		NOT SELECETED		9999999999999		8917016825459		8917016825		900

		2002H112450		WEB-ATTACKS chmod command attempt		1082982998649		WEB-ATTACKS chmod command attempt		1082983021430		22781		23		22.781

		2003H103015		219.1.1.2		1146260322609		219.1.1.2		1146260334375		11766		12		11.766

		2003H103015		172.24.2.4		1146261175562		172.24.2.4		1146261191124		15562		16		15.562

		2002H112450		FTP passwd retrieval attempt		1082983626290		FTP passwd retrieval attempt		1082983633134		6844		7		6.844

		2002H112450		ORACLE EXECUTE_SYSTEM attempt		1082983249930		ORACLE EXECUTE_SYSTEM attempt		1082983259770		9840		10		9.84

		2002H103405		219.1.1.2		1083126296937		219.1.1.2		1083126310703		13766		14		13.766

		2002H103405		172.24.2.4		1083127148968		172.24.2.4		1083127155532		6564		7		6.564

		2003H103015		FTP passwd retrieval attempt		1146261050156		FTP passwd retrieval attempt		1146261057574		7418		7		7.418

		2003H103015		ORACLE EXECUTE_SYSTEM attempt		1146260673750		ORACLE EXECUTE_SYSTEM attempt		1146260683068		9318		9		9.318

		2003H103015		WEB-ATTACKS chmod command attempt		1146260422968		WEB-ATTACKS chmod command attempt		1146260430824		7856		8		7.856

		2003H103015		WEB-ATTACKS chown command attempt		1146260598468		WEB-ATTACKS chown command attempt		1146260680515		82047		82		82.047

		2000B3A7479		219.1.1.2		1083110296937		219.1.1.2		1083110309285		12348		12		12.348

		2000B3A7479		172.24.2.4		1083110397853		172.24.2.4		1083110406634		8781		9		8.781

		2003H103022		FTP passwd retrieval attempt		1083129975443		FTP passwd retrieval attempt		1083129988389		12946		13		12.946

		2003H103022		ORACLE EXECUTE_SYSTEM attempt		1083129599443		ORACLE EXECUTE_SYSTEM attempt		1083129610818		11375		11		11.375

		2003H103022		WEB-ATTACKS chown command attempt		1083129524193		WEB-ATTACKS chown command attempt		1083129614617		90424		90		90.424

		2003H103022		WEB-ATTACKS chmod command attempt		1083129348756		WEB-ATTACKS chmod command attempt		1083129363743		14987		15		14.987

		2001C6PS358		219.1.1.2		1082919116144		219.1.1.2		1082919126367		10223		10		10.223

		2001C6PS358		172.24.2.4		1082919217060		172.24.2.4		1082919228152		11092		11		11.092

		2003h103418		FTP passwd retrieval attempt		1082970165242		FTP passwd retrieval attempt		1082970172702		7460		7		7.46

		2003h103418		ORACLE EXECUTE_SYSTEM attempt		1082969785305		ORACLE EXECUTE_SYSTEM attempt		1082969796682		11377		11		11.377

		2003h103418		WEB-ATTACKS chown command attempt		1082969709336		WEB-ATTACKS chown command attempt		1082969799653		90317		90		90.317

		2003h103418		WEB-ATTACKS chmod command attempt		1082969532482		WEB-ATTACKS chmod command attempt		1082969549176		16694		17		16.694

		2000a7ps096		219.1.1.2		1113127124135		219.1.1.2		1113127137007		12872		13		12.872

		2000a7ps096		172.24.2.4		1113127225051		172.24.2.4		1113127235974		10923		11		10.923

		2003h103420		FTP passwd retrieval attempt		1080586280297		FTP passwd retrieval attempt		1080586290418		10121		10		10.121

		2003h103420		ORACLE EXECUTE_SYSTEM attempt		1080585901662		ORACLE EXECUTE_SYSTEM attempt		1080585913492		11830		12		11.83

		2003h103420		WEB-ATTACKS chown command attempt		1080585825954		WEB-ATTACKS chown command attempt		1080585910521		84567		85		84.567

		2003h103420		WEB-ATTACKS chmod command attempt		1080585649260		WEB-ATTACKS chmod command attempt		1080585661306		12046		12		12.046

		2002H112033		219.1.1.2		1083153168171		219.1.1.2		1083153184974		16803		17		16.803

		2003h103422		WEB-ATTACKS chmod command attempt		1082968838156		WEB-ATTACKS chmod command attempt		1082968854850		16694		17		16.694

		2003h103422		WEB-ATTACKS chown command attempt		1082969013689		NOT SELECETED		9999999999999		8917030986310		8917030986		900

		2003h103422		ORACLE EXECUTE_SYSTEM attempt		1082969088957		ORACLE EXECUTE_SYSTEM attempt		1082969100334		11377		11		11.377

		2003h103422		FTP passwd retrieval attempt		1082969465018		FTP passwd retrieval attempt		1082969472478		7460		7		7.46

		2002H112033		172.24.2.4		1083154020109		172.24.2.4		1083154032531		12422		12		12.422

		2003h103423		WEB-ATTACKS chown command attempt		1083056733040		WEB-ATTACKS chown command attempt		1083056818731		85691		86		85.691

		2003h103423		WEB-ATTACKS chmod command attempt		1083056557390		WEB-ATTACKS chmod command attempt		1083056566119		8729		9		8.729

		2002H112449		219.1.1.2		1082959867093		219.1.1.2		1082959878342		11249		11		11.249

		2002H112449		172.24.2.4		1082960718437		172.24.2.4		1082960731843		13406		13		13.406

		2003h103423		FTP passwd retrieval attempt		1083057184970		FTP passwd retrieval attempt		1083057193920		8950		9		8.95

		2003h103423		ORACLE EXECUTE_SYSTEM attempt		1083056808400		ORACLE EXECUTE_SYSTEM attempt		1083056815760		7360		7		7.36

		2003H103425		219.1.1.2		1083233797128		219.1.1.2		1083233806948		9820		10		9.82

		2003H103425		172.24.2.4		1083234649628		172.24.2.4		1083234662152		12524		13		12.524

		2003H103425		FTP passwd retrieval attempt		1083234524190		FTP passwd retrieval attempt		1083234532558		8368		8		8.368

		2003H103425		ORACLE EXECUTE_SYSTEM attempt		1083234148190		ORACLE EXECUTE_SYSTEM attempt		1083234160224		12034		12		12.034

		2003H103425		WEB-ATTACKS chown command attempt		1083234072940		WEB-ATTACKS chown command attempt		1083234152403		79463		79		79.463

		2003H103425		WEB-ATTACKS chmod command attempt		1083233897503		WEB-ATTACKS chmod command attempt		1083233937631		40128		40		40.128

		2003H103022		219.1.1.2		1083129248381		219.1.1.2		1083129261845		13464		13		13.464

		2003H103022		172.24.2.4		1083130100881		172.24.2.4		1083130111816		10935		11		10.935

		2003H112045		FTP passwd retrieval attempt		1083137755312		FTP passwd retrieval attempt		1083137761984		6672		7		6.672

		2003H112045		ORACLE EXECUTE_SYSTEM attempt		1083137379406		ORACLE EXECUTE_SYSTEM attempt		1083137389031		9625		10		9.625

		2003H112045		WEB-ATTACKS chown command attempt		1083137304109		WEB-ATTACKS chown command attempt		1083137392020		87911		88		87.911

		2003H112045		WEB-ATTACKS chmod command attempt		1083137128640		WEB-ATTACKS chmod command attempt		1083137146671		18031		18		18.031

		2002H103410		219.1.1.2		1082979248381		219.1.1.2		1082979258253		9872		10		9.872

		2002H103410		172.24.2.4		1082980100881		172.24.2.4		1082980111716		10835		11		10.835

		2003h112057		FTP passwd retrieval attempt		1083092911218		FTP passwd retrieval attempt		1083092918859		7641		8		7.641

		2003h112057		ORACLE EXECUTE_SYSTEM attempt		1083092535750		ORACLE EXECUTE_SYSTEM attempt		1083092546000		10250		10		10.25

		2003h112057		WEB-ATTACKS chown command attempt		1083092460562		WEB-ATTACKS chown command attempt		1083092558989		98427		98		98.427

		2003h112057		WEB-ATTACKS chmod command attempt		1083092285250		WEB-ATTACKS chmod command attempt		1083092297078		11828		12		11.828
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TRAINING

		ID		TEST_NUMBER		GENERATED_SOUND		IDENTIFIED_SOUND

		1		1		ATTEMPTED ADMIN PRIVILEGE GAIN		ATTEMPTED ADMIN PRIVILEGE GAIN

		1		1		ATTEMPTED DENIAL OF SERVICE		NOT SELECTED

		1		1		ATTEMPTED USER PRIVILEGE GAIN		NOT SELECTED

		1		1		ATTEMPTED-RECON		NOT SELECTED

		1		1		DENIAL OF SERVICE ACTIVITY		NOT SELECTED

		1		1		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

		1		1		FINGER REMOTE COMMAND EXECUTION ATTEMPT		NOT SELECTED

		1		1		FTP CWD .... ATTEMPT		NOT SELECTED

		1		1		FTP PASSWD RETRIEVAL ATTEMPT		SUSPICIOUS FILENAME DETECTION

		1		1		MYSQL ROOT LOGIN ATTEMPT		TELNET WEB MISCELLANEOUS ATTEMPT

		1		1		ORACLE EXECUTE_SYSTEM ATTEMPT		NOT SELECTED

		1		1		PROTOCOL COMMAND DECODE		NOT SELECTED

		1		1		SCAN FIN PACKET		NOT SELECTED

		1		1		SUSPICIOUS FILENAME DETECTION		MYSQL ROOT LOGIN ATTEMPT

		1		1		SYSTEM CALL DETECTION		SUSPICIOUS FILENAME DETECTION

		1		1		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT		SYSTEM CALL DETECTION

		1		1		TELNET WEB MISCELLANEOUS ATTEMPT		SUSPICIOUS FILENAME DETECTION

		1		1		WEB APPLICATION ACTIVITY		WEB-ATTACKS CHMOD COMMAND ATTEMPT

		1		1		WEB ATTACK		WEB ATTACK

		1		1		WEB-ATTACKS CHMOD COMMAND ATTEMPT		ORACLE EXECUTE_SYSTEM ATTEMPT

		1		2		ATTEMPTED ADMIN PRIVILEGE GAIN		NOT SELECTED

		1		2		ATTEMPTED ADMIN PRIVILEGE GAIN		ATTEMPTED ADMIN PRIVILEGE GAIN

		1		2		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED DENIAL OF SERVICE

		1		2		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED-RECON

		1		2		ATTEMPTED-RECON		NOT SELECTED

		1		2		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY

		1		2		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)		ATTEMPTED DENIAL OF SERVICE

		1		2		FINGER REMOTE COMMAND EXECUTION ATTEMPT		ATTEMPTED-RECON

		1		2		FTP CWD .... ATTEMPT		DENIAL OF SERVICE ACTIVITY

		1		2		FTP PASSWD RETRIEVAL ATTEMPT		MYSQL ROOT LOGIN ATTEMPT

		1		2		ORACLE EXECUTE_SYSTEM ATTEMPT		NOT SELECTED

		1		2		PROTOCOL COMMAND DECODE		PROTOCOL COMMAND DECODE

		1		2		SCAN FIN PACKET		NOT SELECTED

		1		2		SUSPICIOUS FILENAME DETECTION		SUSPICIOUS FILENAME DETECTION

		1		2		SYSTEM CALL DETECTION		NOT SELECTED

		1		2		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT		ATTEMPTED ADMIN PRIVILEGE GAIN

		1		2		TELNET WEB MISCELLANEOUS ATTEMPT		ATTEMPTED DENIAL OF SERVICE

		1		2		WEB APPLICATION ACTIVITY		NOT SELECTED

		1		2		WEB ATTACK		WEB-ATTACKS CHMOD COMMAND ATTEMPT

		1		2		WEB-ATTACKS CHMOD COMMAND ATTEMPT		WEB-ATTACKS CHMOD COMMAND ATTEMPT

		1		3		ATTEMPTED ADMIN PRIVILEGE GAIN		ATTEMPTED ADMIN PRIVILEGE GAIN

		1		3		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED DENIAL OF SERVICE

		1		3		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED USER PRIVILEGE GAIN

		1		3		ATTEMPTED-RECON		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

		1		3		DENIAL OF SERVICE ACTIVITY		NOT SELECTED

		1		3		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)		ATTEMPTED DENIAL OF SERVICE

		1		3		FINGER REMOTE COMMAND EXECUTION ATTEMPT		NOT SELECTED

		1		3		FTP CWD .... ATTEMPT		FTP CWD .... ATTEMPT

		1		3		FTP PASSWD RETRIEVAL ATTEMPT		NOT SELECTED

		1		3		MYSQL ROOT LOGIN ATTEMPT		PROTOCOL COMMAND DECODE

		1		3		ORACLE EXECUTE_SYSTEM ATTEMPT		SYSTEM CALL DETECTION

		1		3		PROTOCOL COMMAND DECODE		PROTOCOL COMMAND DECODE

		1		3		SCAN FIN PACKET		ATTEMPTED DENIAL OF SERVICE

		1		3		SUSPICIOUS FILENAME DETECTION		NOT SELECTED

		1		3		SYSTEM CALL DETECTION		NOT SELECTED

		1		3		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT		ATTEMPTED ADMIN PRIVILEGE GAIN

		1		3		TELNET WEB MISCELLANEOUS ATTEMPT		NOT SELECTED

		1		3		WEB APPLICATION ACTIVITY		NOT SELECTED

		1		3		WEB ATTACK		WEB ATTACK

		1		3		WEB-ATTACKS CHMOD COMMAND ATTEMPT		WEB ATTACK

		2		1		ATTEMPTED ADMIN PRIVILEGE GAIN		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

		2		1		ATTEMPTED DENIAL OF SERVICE		NOT SELECTED

		2		1		ATTEMPTED USER PRIVILEGE GAIN		NOT SELECTED

		2		1		ATTEMPTED-RECON		ATTEMPTED-RECON

		2		1		DENIAL OF SERVICE ACTIVITY		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

		2		1		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

		2		1		FINGER REMOTE COMMAND EXECUTION ATTEMPT		FINGER REMOTE COMMAND EXECUTION ATTEMPT

		2		1		FTP CWD .... ATTEMPT		FTP CWD .... ATTEMPT

		2		1		FTP PASSWD RETRIEVAL ATTEMPT		FTP PASSWD RETRIEVAL ATTEMPT

		2		1		MYSQL ROOT LOGIN ATTEMPT		PROTOCOL COMMAND DECODE

		2		1		ORACLE EXECUTE_SYSTEM ATTEMPT		ORACLE EXECUTE_SYSTEM ATTEMPT

		2		1		PROTOCOL COMMAND DECODE		NOT SELECTED

		2		1		SCAN FIN PACKET		NOT SELECTED

		2		1		SUSPICIOUS FILENAME DETECTION		FTP PASSWD RETRIEVAL ATTEMPT

		2		1		SYSTEM CALL DETECTION		SYSTEM CALL DETECTION

		2		1		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

		2		1		TELNET WEB MISCELLANEOUS ATTEMPT		TELNET WEB MISCELLANEOUS ATTEMPT

		2		1		WEB APPLICATION ACTIVITY		WEB APPLICATION ACTIVITY

		2		1		WEB ATTACK		NOT SELECTED

		2		1		WEB-ATTACKS CHMOD COMMAND ATTEMPT		WEB-ATTACKS CHMOD COMMAND ATTEMPT

		2		2		ATTEMPTED ADMIN PRIVILEGE GAIN		ATTEMPTED ADMIN PRIVILEGE GAIN

		2		2		ATTEMPTED ADMIN PRIVILEGE GAIN		ATTEMPTED ADMIN PRIVILEGE GAIN

		2		2		ATTEMPTED DENIAL OF SERVICE		NOT SELECTED

		2		2		ATTEMPTED USER PRIVILEGE GAIN		NOT SELECTED

		2		2		ATTEMPTED-RECON		SCAN FIN PACKET

		2		2		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY

		2		2		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

		2		2		FINGER REMOTE COMMAND EXECUTION ATTEMPT		FINGER REMOTE COMMAND EXECUTION ATTEMPT

		2		2		FTP CWD .... ATTEMPT		FTP CWD .... ATTEMPT

		2		2		FTP PASSWD RETRIEVAL ATTEMPT		SUSPICIOUS FILENAME DETECTION

		2		2		ORACLE EXECUTE_SYSTEM ATTEMPT		ORACLE EXECUTE_SYSTEM ATTEMPT

		2		2		PROTOCOL COMMAND DECODE		SUSPICIOUS FILENAME DETECTION

		2		2		SCAN FIN PACKET		ATTEMPTED-RECON

		2		2		SUSPICIOUS FILENAME DETECTION		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

		2		2		SYSTEM CALL DETECTION		NOT SELECTED

		2		2		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

		2		2		TELNET WEB MISCELLANEOUS ATTEMPT		NOT SELECTED

		2		2		WEB APPLICATION ACTIVITY		WEB APPLICATION ACTIVITY

		2		2		WEB ATTACK		WEB ATTACK

		2		2		WEB-ATTACKS CHMOD COMMAND ATTEMPT		WEB-ATTACKS CHMOD COMMAND ATTEMPT

		2		3		ATTEMPTED ADMIN PRIVILEGE GAIN		ATTEMPTED ADMIN PRIVILEGE GAIN

		2		3		ATTEMPTED DENIAL OF SERVICE		NOT SELECTED

		2		3		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED USER PRIVILEGE GAIN

		2		3		ATTEMPTED-RECON		NOT SELECTED

		2		3		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY

		2		3		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

		2		3		FINGER REMOTE COMMAND EXECUTION ATTEMPT		FINGER REMOTE COMMAND EXECUTION ATTEMPT

		2		3		FTP CWD .... ATTEMPT		FTP CWD .... ATTEMPT

		2		3		FTP PASSWD RETRIEVAL ATTEMPT		FTP PASSWD RETRIEVAL ATTEMPT

		2		3		MYSQL ROOT LOGIN ATTEMPT		MYSQL ROOT LOGIN ATTEMPT

		2		3		ORACLE EXECUTE_SYSTEM ATTEMPT		ORACLE EXECUTE_SYSTEM ATTEMPT

		2		3		PROTOCOL COMMAND DECODE		SUSPICIOUS FILENAME DETECTION

		2		3		SCAN FIN PACKET		NOT SELECTED

		2		3		SUSPICIOUS FILENAME DETECTION		NOT SELECTED

		2		3		SYSTEM CALL DETECTION		SYSTEM CALL DETECTION

		2		3		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT		ATTEMPTED ADMIN PRIVILEGE GAIN

		2		3		TELNET WEB MISCELLANEOUS ATTEMPT		TELNET WEB MISCELLANEOUS ATTEMPT

		2		3		WEB APPLICATION ACTIVITY		WEB APPLICATION ACTIVITY

		2		3		WEB ATTACK		WEB ATTACK

		2		3		WEB-ATTACKS CHMOD COMMAND ATTEMPT		WEB-ATTACKS CHMOD COMMAND ATTEMPT

		3		1		ATTEMPTED ADMIN PRIVILEGE GAIN		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

		3		1		ATTEMPTED DENIAL OF SERVICE		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

		3		1		ATTEMPTED USER PRIVILEGE GAIN		NOT SELECTED

		3		1		ATTEMPTED-RECON		NOT SELECTED

		3		1		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY

		3		1		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)		ATTEMPTED DENIAL OF SERVICE

		3		1		FINGER REMOTE COMMAND EXECUTION ATTEMPT		ATTEMPTED ADMIN PRIVILEGE GAIN

		3		1		FTP CWD .... ATTEMPT		FTP CWD .... ATTEMPT

		3		1		FTP PASSWD RETRIEVAL ATTEMPT		NOT SELECTED

		3		1		MYSQL ROOT LOGIN ATTEMPT		ORACLE EXECUTE_SYSTEM ATTEMPT

		3		1		ORACLE EXECUTE_SYSTEM ATTEMPT		NOT SELECTED

		3		1		PROTOCOL COMMAND DECODE		SUSPICIOUS FILENAME DETECTION

		3		1		SCAN FIN PACKET		ATTEMPTED-RECON

		3		1		SUSPICIOUS FILENAME DETECTION		PROTOCOL COMMAND DECODE

		3		1		SYSTEM CALL DETECTION		SYSTEM CALL DETECTION

		3		1		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT		ATTEMPTED ADMIN PRIVILEGE GAIN

		3		1		TELNET WEB MISCELLANEOUS ATTEMPT		TELNET WEB MISCELLANEOUS ATTEMPT

		3		1		WEB APPLICATION ACTIVITY		TELNET WEB MISCELLANEOUS ATTEMPT

		3		1		WEB ATTACK		WEB ATTACK

		3		1		WEB-ATTACKS CHMOD COMMAND ATTEMPT		WEB-ATTACKS CHMOD COMMAND ATTEMPT

		3		2		ATTEMPTED ADMIN PRIVILEGE GAIN		NOT SELECTED

		3		2		ATTEMPTED ADMIN PRIVILEGE GAIN		ATTEMPTED ADMIN PRIVILEGE GAIN

		3		2		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED-RECON

		3		2		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED USER PRIVILEGE GAIN

		3		2		ATTEMPTED-RECON		ATTEMPTED DENIAL OF SERVICE

		3		2		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY

		3		2		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

		3		2		FINGER REMOTE COMMAND EXECUTION ATTEMPT		FINGER REMOTE COMMAND EXECUTION ATTEMPT

		3		2		FTP CWD .... ATTEMPT		FTP CWD .... ATTEMPT

		3		2		FTP PASSWD RETRIEVAL ATTEMPT		PROTOCOL COMMAND DECODE

		3		2		ORACLE EXECUTE_SYSTEM ATTEMPT		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

		3		2		PROTOCOL COMMAND DECODE		PROTOCOL COMMAND DECODE

		3		2		SCAN FIN PACKET		NOT SELECTED

		3		2		SUSPICIOUS FILENAME DETECTION		PROTOCOL COMMAND DECODE

		3		2		SYSTEM CALL DETECTION		SYSTEM CALL DETECTION

		3		2		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT		NOT SELECTED

		3		2		TELNET WEB MISCELLANEOUS ATTEMPT		TELNET WEB MISCELLANEOUS ATTEMPT

		3		2		WEB APPLICATION ACTIVITY		WEB APPLICATION ACTIVITY

		3		2		WEB ATTACK		WEB ATTACK

		3		2		WEB-ATTACKS CHMOD COMMAND ATTEMPT		WEB-ATTACKS CHMOD COMMAND ATTEMPT

		3		3		ATTEMPTED ADMIN PRIVILEGE GAIN		ATTEMPTED ADMIN PRIVILEGE GAIN

		3		3		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED DENIAL OF SERVICE

		3		3		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED USER PRIVILEGE GAIN

		3		3		ATTEMPTED-RECON		SCAN FIN PACKET

		3		3		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY

		3		3		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

		3		3		FINGER REMOTE COMMAND EXECUTION ATTEMPT		FINGER REMOTE COMMAND EXECUTION ATTEMPT

		3		3		FTP CWD .... ATTEMPT		FTP CWD .... ATTEMPT

		3		3		FTP PASSWD RETRIEVAL ATTEMPT		SUSPICIOUS FILENAME DETECTION

		3		3		MYSQL ROOT LOGIN ATTEMPT		PROTOCOL COMMAND DECODE

		3		3		ORACLE EXECUTE_SYSTEM ATTEMPT		ORACLE EXECUTE_SYSTEM ATTEMPT

		3		3		PROTOCOL COMMAND DECODE		PROTOCOL COMMAND DECODE

		3		3		SCAN FIN PACKET		NOT SELECTED

		3		3		SUSPICIOUS FILENAME DETECTION		NOT SELECTED

		3		3		SYSTEM CALL DETECTION		SYSTEM CALL DETECTION

		3		3		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

		3		3		TELNET WEB MISCELLANEOUS ATTEMPT		TELNET WEB MISCELLANEOUS ATTEMPT

		3		3		WEB APPLICATION ACTIVITY		WEB APPLICATION ACTIVITY

		3		3		WEB ATTACK		WEB ATTACK

		3		3		WEB-ATTACKS CHMOD COMMAND ATTEMPT		WEB-ATTACKS CHMOD COMMAND ATTEMPT

		4		1		ATTEMPTED ADMIN PRIVILEGE GAIN		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

		4		1		ATTEMPTED DENIAL OF SERVICE		NOT SELECTED

		4		1		ATTEMPTED USER PRIVILEGE GAIN		NOT SELECTED

		4		1		ATTEMPTED-RECON		NOT SELECTED

		4		1		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY

		4		1		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)		ATTEMPTED DENIAL OF SERVICE

		4		1		FINGER REMOTE COMMAND EXECUTION ATTEMPT		FINGER REMOTE COMMAND EXECUTION ATTEMPT

		4		1		FTP CWD .... ATTEMPT		FTP CWD .... ATTEMPT

		4		1		FTP PASSWD RETRIEVAL ATTEMPT		SUSPICIOUS FILENAME DETECTION

		4		1		MYSQL ROOT LOGIN ATTEMPT		PROTOCOL COMMAND DECODE

		4		1		ORACLE EXECUTE_SYSTEM ATTEMPT		MYSQL ROOT LOGIN ATTEMPT

		4		1		PROTOCOL COMMAND DECODE		NOT SELECTED

		4		1		SCAN FIN PACKET		NOT SELECTED

		4		1		SUSPICIOUS FILENAME DETECTION		PROTOCOL COMMAND DECODE

		4		1		SYSTEM CALL DETECTION		NOT SELECTED

		4		1		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

		4		1		TELNET WEB MISCELLANEOUS ATTEMPT		TELNET WEB MISCELLANEOUS ATTEMPT

		4		1		WEB APPLICATION ACTIVITY		TELNET WEB MISCELLANEOUS ATTEMPT

		4		1		WEB ATTACK		WEB-ATTACKS CHMOD COMMAND ATTEMPT

		4		1		WEB-ATTACKS CHMOD COMMAND ATTEMPT		FTP CWD .... ATTEMPT

		4		2		ATTEMPTED ADMIN PRIVILEGE GAIN		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

		4		2		ATTEMPTED ADMIN PRIVILEGE GAIN		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

		4		2		ATTEMPTED DENIAL OF SERVICE		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

		4		2		ATTEMPTED USER PRIVILEGE GAIN		FINGER REMOTE COMMAND EXECUTION ATTEMPT

		4		2		ATTEMPTED-RECON		NOT SELECTED

		4		2		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY

		4		2		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

		4		2		FINGER REMOTE COMMAND EXECUTION ATTEMPT		FINGER REMOTE COMMAND EXECUTION ATTEMPT

		4		2		FTP CWD .... ATTEMPT		FTP CWD .... ATTEMPT

		4		2		FTP PASSWD RETRIEVAL ATTEMPT		NOT SELECTED

		4		2		ORACLE EXECUTE_SYSTEM ATTEMPT		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

		4		2		PROTOCOL COMMAND DECODE		PROTOCOL COMMAND DECODE

		4		2		SCAN FIN PACKET		NOT SELECTED

		4		2		SUSPICIOUS FILENAME DETECTION		SUSPICIOUS FILENAME DETECTION

		4		2		SYSTEM CALL DETECTION		NOT SELECTED

		4		2		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT		ATTEMPTED ADMIN PRIVILEGE GAIN

		4		2		TELNET WEB MISCELLANEOUS ATTEMPT		TELNET WEB MISCELLANEOUS ATTEMPT

		4		2		WEB APPLICATION ACTIVITY		WEB APPLICATION ACTIVITY

		4		2		WEB ATTACK		WEB ATTACK

		4		2		WEB-ATTACKS CHMOD COMMAND ATTEMPT		WEB-ATTACKS CHMOD COMMAND ATTEMPT

		4		3		ATTEMPTED ADMIN PRIVILEGE GAIN		ATTEMPTED ADMIN PRIVILEGE GAIN

		4		3		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED DENIAL OF SERVICE

		4		3		ATTEMPTED USER PRIVILEGE GAIN		FINGER REMOTE COMMAND EXECUTION ATTEMPT

		4		3		ATTEMPTED-RECON		NOT SELECTED

		4		3		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY

		4		3		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

		4		3		FINGER REMOTE COMMAND EXECUTION ATTEMPT		FINGER REMOTE COMMAND EXECUTION ATTEMPT

		4		3		FTP CWD .... ATTEMPT		FTP CWD .... ATTEMPT

		4		3		FTP PASSWD RETRIEVAL ATTEMPT		FTP PASSWD RETRIEVAL ATTEMPT

		4		3		MYSQL ROOT LOGIN ATTEMPT		MYSQL ROOT LOGIN ATTEMPT

		4		3		ORACLE EXECUTE_SYSTEM ATTEMPT		ORACLE EXECUTE_SYSTEM ATTEMPT

		4		3		PROTOCOL COMMAND DECODE		NOT SELECTED

		4		3		SCAN FIN PACKET		NOT SELECTED

		4		3		SUSPICIOUS FILENAME DETECTION		SUSPICIOUS FILENAME DETECTION

		4		3		SYSTEM CALL DETECTION		SYSTEM CALL DETECTION

		4		3		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

		4		3		TELNET WEB MISCELLANEOUS ATTEMPT		WEB APPLICATION ACTIVITY

		4		3		WEB APPLICATION ACTIVITY		NOT SELECTED

		4		3		WEB ATTACK		NOT SELECTED

		4		3		WEB-ATTACKS CHMOD COMMAND ATTEMPT		WEB-ATTACKS CHMOD COMMAND ATTEMPT

		5		1		ATTEMPTED ADMIN PRIVILEGE GAIN		ATTEMPTED ADMIN PRIVILEGE GAIN

		5		1		ATTEMPTED DENIAL OF SERVICE		NOT SELECTED

		5		1		ATTEMPTED USER PRIVILEGE GAIN		FINGER REMOTE COMMAND EXECUTION ATTEMPT

		5		1		ATTEMPTED-RECON		ATTEMPTED-RECON

		5		1		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY

		5		1		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)		ATTEMPTED DENIAL OF SERVICE

		5		1		FINGER REMOTE COMMAND EXECUTION ATTEMPT		ATTEMPTED USER PRIVILEGE GAIN

		5		1		FTP CWD .... ATTEMPT		FTP CWD .... ATTEMPT

		5		1		FTP PASSWD RETRIEVAL ATTEMPT		FTP PASSWD RETRIEVAL ATTEMPT

		5		1		MYSQL ROOT LOGIN ATTEMPT		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

		5		1		ORACLE EXECUTE_SYSTEM ATTEMPT		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

		5		1		PROTOCOL COMMAND DECODE		SUSPICIOUS FILENAME DETECTION

		5		1		SCAN FIN PACKET		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

		5		1		SUSPICIOUS FILENAME DETECTION		SUSPICIOUS FILENAME DETECTION

		5		1		SYSTEM CALL DETECTION		ATTEMPTED-RECON

		5		1		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

		5		1		TELNET WEB MISCELLANEOUS ATTEMPT		TELNET WEB MISCELLANEOUS ATTEMPT

		5		1		WEB APPLICATION ACTIVITY		WEB APPLICATION ACTIVITY

		5		1		WEB ATTACK		FTP CWD .... ATTEMPT

		5		1		WEB-ATTACKS CHMOD COMMAND ATTEMPT		WEB-ATTACKS CHMOD COMMAND ATTEMPT

		5		2		ATTEMPTED ADMIN PRIVILEGE GAIN		ATTEMPTED-RECON

		5		2		ATTEMPTED ADMIN PRIVILEGE GAIN		ATTEMPTED ADMIN PRIVILEGE GAIN

		5		2		ATTEMPTED DENIAL OF SERVICE		WEB APPLICATION ACTIVITY

		5		2		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED USER PRIVILEGE GAIN

		5		2		ATTEMPTED-RECON		ATTEMPTED-RECON

		5		2		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY

		5		2		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

		5		2		FINGER REMOTE COMMAND EXECUTION ATTEMPT		FINGER REMOTE COMMAND EXECUTION ATTEMPT

		5		2		FTP CWD .... ATTEMPT		FTP CWD .... ATTEMPT

		5		2		FTP PASSWD RETRIEVAL ATTEMPT		FTP PASSWD RETRIEVAL ATTEMPT

		5		2		ORACLE EXECUTE_SYSTEM ATTEMPT		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

		5		2		PROTOCOL COMMAND DECODE		SUSPICIOUS FILENAME DETECTION

		5		2		SCAN FIN PACKET		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

		5		2		SUSPICIOUS FILENAME DETECTION		SUSPICIOUS FILENAME DETECTION

		5		2		SYSTEM CALL DETECTION		ATTEMPTED DENIAL OF SERVICE

		5		2		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT		ATTEMPTED USER PRIVILEGE GAIN

		5		2		TELNET WEB MISCELLANEOUS ATTEMPT		TELNET WEB MISCELLANEOUS ATTEMPT

		5		2		WEB APPLICATION ACTIVITY		WEB APPLICATION ACTIVITY

		5		2		WEB ATTACK		FTP CWD .... ATTEMPT

		5		2		WEB-ATTACKS CHMOD COMMAND ATTEMPT		WEB-ATTACKS CHMOD COMMAND ATTEMPT

		5		3		ATTEMPTED ADMIN PRIVILEGE GAIN		ATTEMPTED-RECON

		5		3		ATTEMPTED DENIAL OF SERVICE		NOT SELECTED

		5		3		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED USER PRIVILEGE GAIN

		5		3		ATTEMPTED-RECON		ATTEMPTED-RECON

		5		3		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY

		5		3		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)		ATTEMPTED DENIAL OF SERVICE

		5		3		FINGER REMOTE COMMAND EXECUTION ATTEMPT		FINGER REMOTE COMMAND EXECUTION ATTEMPT

		5		3		FTP CWD .... ATTEMPT		FTP CWD .... ATTEMPT

		5		3		FTP PASSWD RETRIEVAL ATTEMPT		FTP PASSWD RETRIEVAL ATTEMPT

		5		3		MYSQL ROOT LOGIN ATTEMPT		MYSQL ROOT LOGIN ATTEMPT

		5		3		ORACLE EXECUTE_SYSTEM ATTEMPT		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

		5		3		PROTOCOL COMMAND DECODE		SUSPICIOUS FILENAME DETECTION

		5		3		SCAN FIN PACKET		ATTEMPTED DENIAL OF SERVICE

		5		3		SUSPICIOUS FILENAME DETECTION		MYSQL ROOT LOGIN ATTEMPT

		5		3		SYSTEM CALL DETECTION		ATTEMPTED-RECON

		5		3		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

		5		3		TELNET WEB MISCELLANEOUS ATTEMPT		TELNET WEB MISCELLANEOUS ATTEMPT

		5		3		WEB APPLICATION ACTIVITY		WEB APPLICATION ACTIVITY

		5		3		WEB ATTACK		WEB-ATTACKS CHMOD COMMAND ATTEMPT

		5		3		WEB-ATTACKS CHMOD COMMAND ATTEMPT		WEB-ATTACKS CHMOD COMMAND ATTEMPT

		6		1		ATTEMPTED ADMIN PRIVILEGE GAIN		ATTEMPTED ADMIN PRIVILEGE GAIN

		6		1		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED DENIAL OF SERVICE

		6		1		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED USER PRIVILEGE GAIN

		6		1		ATTEMPTED-RECON		ATTEMPTED-RECON

		6		1		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY

		6		1		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)		ATTEMPTED DENIAL OF SERVICE

		6		1		FINGER REMOTE COMMAND EXECUTION ATTEMPT		ATTEMPTED USER PRIVILEGE GAIN

		6		1		FTP CWD .... ATTEMPT		FTP CWD .... ATTEMPT

		6		1		FTP PASSWD RETRIEVAL ATTEMPT		FTP PASSWD RETRIEVAL ATTEMPT

		6		1		MYSQL ROOT LOGIN ATTEMPT		PROTOCOL COMMAND DECODE

		6		1		ORACLE EXECUTE_SYSTEM ATTEMPT		ORACLE EXECUTE_SYSTEM ATTEMPT

		6		1		PROTOCOL COMMAND DECODE		PROTOCOL COMMAND DECODE

		6		1		SCAN FIN PACKET		ATTEMPTED-RECON

		6		1		SUSPICIOUS FILENAME DETECTION		PROTOCOL COMMAND DECODE

		6		1		SYSTEM CALL DETECTION		SYSTEM CALL DETECTION

		6		1		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

		6		1		TELNET WEB MISCELLANEOUS ATTEMPT		TELNET WEB MISCELLANEOUS ATTEMPT

		6		1		WEB APPLICATION ACTIVITY		TELNET WEB MISCELLANEOUS ATTEMPT

		6		1		WEB ATTACK		WEB ATTACK

		6		1		WEB-ATTACKS CHMOD COMMAND ATTEMPT		WEB-ATTACKS CHMOD COMMAND ATTEMPT

		6		2		ATTEMPTED ADMIN PRIVILEGE GAIN		ATTEMPTED ADMIN PRIVILEGE GAIN

		6		2		ATTEMPTED ADMIN PRIVILEGE GAIN		ATTEMPTED ADMIN PRIVILEGE GAIN

		6		2		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED DENIAL OF SERVICE

		6		2		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED USER PRIVILEGE GAIN

		6		2		ATTEMPTED-RECON		ATTEMPTED-RECON

		6		2		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY

		6		2		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

		6		2		FINGER REMOTE COMMAND EXECUTION ATTEMPT		FINGER REMOTE COMMAND EXECUTION ATTEMPT

		6		2		FTP CWD .... ATTEMPT		DENIAL OF SERVICE ACTIVITY

		6		2		FTP PASSWD RETRIEVAL ATTEMPT		FTP PASSWD RETRIEVAL ATTEMPT

		6		2		ORACLE EXECUTE_SYSTEM ATTEMPT		ORACLE EXECUTE_SYSTEM ATTEMPT

		6		2		PROTOCOL COMMAND DECODE		PROTOCOL COMMAND DECODE

		6		2		SCAN FIN PACKET		NOT SELECTED

		6		2		SUSPICIOUS FILENAME DETECTION		PROTOCOL COMMAND DECODE

		6		2		SYSTEM CALL DETECTION		SYSTEM CALL DETECTION

		6		2		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

		6		2		TELNET WEB MISCELLANEOUS ATTEMPT		TELNET WEB MISCELLANEOUS ATTEMPT

		6		2		WEB APPLICATION ACTIVITY		WEB APPLICATION ACTIVITY

		6		2		WEB ATTACK		WEB ATTACK

		6		2		WEB-ATTACKS CHMOD COMMAND ATTEMPT		WEB-ATTACKS CHMOD COMMAND ATTEMPT

		6		3		ATTEMPTED ADMIN PRIVILEGE GAIN		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

		6		3		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED DENIAL OF SERVICE

		6		3		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED USER PRIVILEGE GAIN

		6		3		ATTEMPTED-RECON		ATTEMPTED-RECON

		6		3		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY

		6		3		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

		6		3		FINGER REMOTE COMMAND EXECUTION ATTEMPT		FINGER REMOTE COMMAND EXECUTION ATTEMPT

		6		3		FTP CWD .... ATTEMPT		FTP CWD .... ATTEMPT

		6		3		FTP PASSWD RETRIEVAL ATTEMPT		FTP PASSWD RETRIEVAL ATTEMPT

		6		3		MYSQL ROOT LOGIN ATTEMPT		SUSPICIOUS FILENAME DETECTION

		6		3		ORACLE EXECUTE_SYSTEM ATTEMPT		SYSTEM CALL DETECTION

		6		3		PROTOCOL COMMAND DECODE		PROTOCOL COMMAND DECODE

		6		3		SCAN FIN PACKET		ATTEMPTED-RECON

		6		3		SUSPICIOUS FILENAME DETECTION		SUSPICIOUS FILENAME DETECTION

		6		3		SYSTEM CALL DETECTION		SYSTEM CALL DETECTION

		6		3		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

		6		3		TELNET WEB MISCELLANEOUS ATTEMPT		WEB APPLICATION ACTIVITY

		6		3		WEB APPLICATION ACTIVITY		WEB APPLICATION ACTIVITY

		6		3		WEB ATTACK		WEB ATTACK

		6		3		WEB-ATTACKS CHMOD COMMAND ATTEMPT		WEB-ATTACKS CHMOD COMMAND ATTEMPT

		7		1		ATTEMPTED ADMIN PRIVILEGE GAIN		NOT SELECTED

		7		1		ATTEMPTED DENIAL OF SERVICE		NOT SELECTED

		7		1		ATTEMPTED USER PRIVILEGE GAIN		NOT SELECTED

		7		1		ATTEMPTED-RECON		SCAN FIN PACKET

		7		1		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY

		7		1		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

		7		1		FINGER REMOTE COMMAND EXECUTION ATTEMPT		FINGER REMOTE COMMAND EXECUTION ATTEMPT

		7		1		FTP CWD .... ATTEMPT		FTP CWD .... ATTEMPT

		7		1		FTP PASSWD RETRIEVAL ATTEMPT		NOT SELECTED

		7		1		MYSQL ROOT LOGIN ATTEMPT		MYSQL ROOT LOGIN ATTEMPT

		7		1		ORACLE EXECUTE_SYSTEM ATTEMPT		NOT SELECTED

		7		1		PROTOCOL COMMAND DECODE		SUSPICIOUS FILENAME DETECTION

		7		1		SCAN FIN PACKET		SCAN FIN PACKET

		7		1		SUSPICIOUS FILENAME DETECTION		NOT SELECTED

		7		1		SYSTEM CALL DETECTION		SYSTEM CALL DETECTION

		7		1		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT		NOT SELECTED

		7		1		TELNET WEB MISCELLANEOUS ATTEMPT		TELNET WEB MISCELLANEOUS ATTEMPT

		7		1		WEB APPLICATION ACTIVITY		NOT SELECTED

		7		1		WEB ATTACK		WEB-ATTACKS CHMOD COMMAND ATTEMPT

		7		1		WEB-ATTACKS CHMOD COMMAND ATTEMPT		WEB-ATTACKS CHMOD COMMAND ATTEMPT

		7		2		ATTEMPTED ADMIN PRIVILEGE GAIN		ATTEMPTED ADMIN PRIVILEGE GAIN

		7		2		ATTEMPTED ADMIN PRIVILEGE GAIN		ATTEMPTED ADMIN PRIVILEGE GAIN

		7		2		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED DENIAL OF SERVICE

		7		2		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED USER PRIVILEGE GAIN

		7		2		ATTEMPTED-RECON		SCAN FIN PACKET

		7		2		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY

		7		2		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

		7		2		FINGER REMOTE COMMAND EXECUTION ATTEMPT		FINGER REMOTE COMMAND EXECUTION ATTEMPT

		7		2		FTP CWD .... ATTEMPT		FTP CWD .... ATTEMPT

		7		2		FTP PASSWD RETRIEVAL ATTEMPT		SUSPICIOUS FILENAME DETECTION

		7		2		ORACLE EXECUTE_SYSTEM ATTEMPT		ORACLE EXECUTE_SYSTEM ATTEMPT

		7		2		PROTOCOL COMMAND DECODE		PROTOCOL COMMAND DECODE

		7		2		SCAN FIN PACKET		NOT SELECTED

		7		2		SUSPICIOUS FILENAME DETECTION		NOT SELECTED

		7		2		SYSTEM CALL DETECTION		SYSTEM CALL DETECTION

		7		2		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

		7		2		TELNET WEB MISCELLANEOUS ATTEMPT		WEB APPLICATION ACTIVITY

		7		2		WEB APPLICATION ACTIVITY		WEB APPLICATION ACTIVITY

		7		2		WEB ATTACK		WEB ATTACK

		7		2		WEB-ATTACKS CHMOD COMMAND ATTEMPT		WEB-ATTACKS CHMOD COMMAND ATTEMPT

		7		3		ATTEMPTED ADMIN PRIVILEGE GAIN		ATTEMPTED ADMIN PRIVILEGE GAIN

		7		3		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED DENIAL OF SERVICE

		7		3		ATTEMPTED USER PRIVILEGE GAIN		NOT SELECTED

		7		3		ATTEMPTED-RECON		NOT SELECTED

		7		3		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY

		7		3		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

		7		3		FINGER REMOTE COMMAND EXECUTION ATTEMPT		FINGER REMOTE COMMAND EXECUTION ATTEMPT

		7		3		FTP CWD .... ATTEMPT		FTP CWD .... ATTEMPT

		7		3		FTP PASSWD RETRIEVAL ATTEMPT		SUSPICIOUS FILENAME DETECTION

		7		3		MYSQL ROOT LOGIN ATTEMPT		MYSQL ROOT LOGIN ATTEMPT

		7		3		ORACLE EXECUTE_SYSTEM ATTEMPT		ORACLE EXECUTE_SYSTEM ATTEMPT

		7		3		PROTOCOL COMMAND DECODE		SUSPICIOUS FILENAME DETECTION

		7		3		SCAN FIN PACKET		ATTEMPTED-RECON

		7		3		SUSPICIOUS FILENAME DETECTION		NOT SELECTED

		7		3		SYSTEM CALL DETECTION		SYSTEM CALL DETECTION

		7		3		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

		7		3		TELNET WEB MISCELLANEOUS ATTEMPT		TELNET WEB MISCELLANEOUS ATTEMPT

		7		3		WEB APPLICATION ACTIVITY		WEB APPLICATION ACTIVITY

		7		3		WEB ATTACK		WEB ATTACK

		7		3		WEB-ATTACKS CHMOD COMMAND ATTEMPT		WEB-ATTACKS CHMOD COMMAND ATTEMPT

		8		1		ATTEMPTED ADMIN PRIVILEGE GAIN		ATTEMPTED ADMIN PRIVILEGE GAIN

		8		1		ATTEMPTED DENIAL OF SERVICE		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

		8		1		ATTEMPTED USER PRIVILEGE GAIN		FINGER REMOTE COMMAND EXECUTION ATTEMPT

		8		1		ATTEMPTED-RECON		NOT SELECTED

		8		1		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY

		8		1		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

		8		1		FINGER REMOTE COMMAND EXECUTION ATTEMPT		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

		8		1		FTP CWD .... ATTEMPT		DENIAL OF SERVICE ACTIVITY

		8		1		FTP PASSWD RETRIEVAL ATTEMPT		PROTOCOL COMMAND DECODE

		8		1		MYSQL ROOT LOGIN ATTEMPT		MYSQL ROOT LOGIN ATTEMPT

		8		1		ORACLE EXECUTE_SYSTEM ATTEMPT		ORACLE EXECUTE_SYSTEM ATTEMPT

		8		1		PROTOCOL COMMAND DECODE		SUSPICIOUS FILENAME DETECTION

		8		1		SCAN FIN PACKET		ATTEMPTED-RECON

		8		1		SUSPICIOUS FILENAME DETECTION		SUSPICIOUS FILENAME DETECTION

		8		1		SYSTEM CALL DETECTION		NOT SELECTED

		8		1		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT		ATTEMPTED ADMIN PRIVILEGE GAIN

		8		1		TELNET WEB MISCELLANEOUS ATTEMPT		ATTEMPTED-RECON

		8		1		WEB APPLICATION ACTIVITY		TELNET WEB MISCELLANEOUS ATTEMPT

		8		1		WEB ATTACK		WEB ATTACK

		8		1		WEB-ATTACKS CHMOD COMMAND ATTEMPT		WEB-ATTACKS CHMOD COMMAND ATTEMPT

		8		2		ATTEMPTED ADMIN PRIVILEGE GAIN		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

		8		2		ATTEMPTED ADMIN PRIVILEGE GAIN		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

		8		2		ATTEMPTED DENIAL OF SERVICE		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

		8		2		ATTEMPTED USER PRIVILEGE GAIN		FINGER REMOTE COMMAND EXECUTION ATTEMPT

		8		2		ATTEMPTED-RECON		ATTEMPTED-RECON

		8		2		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY

		8		2		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

		8		2		FINGER REMOTE COMMAND EXECUTION ATTEMPT		FINGER REMOTE COMMAND EXECUTION ATTEMPT

		8		2		FTP CWD .... ATTEMPT		DENIAL OF SERVICE ACTIVITY

		8		2		FTP PASSWD RETRIEVAL ATTEMPT		FTP PASSWD RETRIEVAL ATTEMPT

		8		2		ORACLE EXECUTE_SYSTEM ATTEMPT		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

		8		2		PROTOCOL COMMAND DECODE		PROTOCOL COMMAND DECODE

		8		2		SCAN FIN PACKET		SCAN FIN PACKET

		8		2		SUSPICIOUS FILENAME DETECTION		SUSPICIOUS FILENAME DETECTION

		8		2		SYSTEM CALL DETECTION		NOT SELECTED

		8		2		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

		8		2		TELNET WEB MISCELLANEOUS ATTEMPT		TELNET WEB MISCELLANEOUS ATTEMPT

		8		2		WEB APPLICATION ACTIVITY		WEB APPLICATION ACTIVITY

		8		2		WEB ATTACK		WEB ATTACK

		8		2		WEB-ATTACKS CHMOD COMMAND ATTEMPT		WEB-ATTACKS CHMOD COMMAND ATTEMPT

		8		3		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED DENIAL OF SERVICE

		8		3		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED USER PRIVILEGE GAIN

		8		3		ATTEMPTED-RECON		FTP PASSWD RETRIEVAL ATTEMPT

		8		3		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY

		8		3		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)		ATTEMPTED DENIAL OF SERVICE

		8		3		FINGER REMOTE COMMAND EXECUTION ATTEMPT		FINGER REMOTE COMMAND EXECUTION ATTEMPT

		8		3		FTP CWD .... ATTEMPT		NOT SELECTED

		8		3		FTP PASSWD RETRIEVAL ATTEMPT		FTP PASSWD RETRIEVAL ATTEMPT

		8		3		MYSQL ROOT LOGIN ATTEMPT		SUSPICIOUS FILENAME DETECTION

		8		3		ORACLE EXECUTE_SYSTEM ATTEMPT		FINGER REMOTE COMMAND EXECUTION ATTEMPT

		8		3		PROTOCOL COMMAND DECODE		PROTOCOL COMMAND DECODE

		8		3		SCAN FIN PACKET		SCAN FIN PACKET

		8		3		SUSPICIOUS FILENAME DETECTION		SUSPICIOUS FILENAME DETECTION

		8		3		SYSTEM CALL DETECTION		MYSQL ROOT LOGIN ATTEMPT

		8		3		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

		8		3		TELNET WEB MISCELLANEOUS ATTEMPT		WEB APPLICATION ACTIVITY

		8		3		WEB APPLICATION ACTIVITY		TELNET WEB MISCELLANEOUS ATTEMPT

		8		3		WEB ATTACK		WEB ATTACK

		8		3		WEB-ATTACKS CHMOD COMMAND ATTEMPT		WEB-ATTACKS CHMOD COMMAND ATTEMPT

		8		3		ATTEMPTED ADMIN PRIVILEGE GAIN		ATTEMPTED ADMIN PRIVILEGE GAIN

		9		1		ATTEMPTED ADMIN PRIVILEGE GAIN		ATTEMPTED ADMIN PRIVILEGE GAIN

		9		1		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED DENIAL OF SERVICE

		9		1		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED USER PRIVILEGE GAIN

		9		1		ATTEMPTED-RECON		ATTEMPTED-RECON

		9		1		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY

		9		1		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

		9		1		FINGER REMOTE COMMAND EXECUTION ATTEMPT		FINGER REMOTE COMMAND EXECUTION ATTEMPT

		9		1		FTP CWD .... ATTEMPT		FTP CWD .... ATTEMPT

		9		1		FTP PASSWD RETRIEVAL ATTEMPT		PROTOCOL COMMAND DECODE

		9		1		MYSQL ROOT LOGIN ATTEMPT		MYSQL ROOT LOGIN ATTEMPT

		9		1		ORACLE EXECUTE_SYSTEM ATTEMPT		ORACLE EXECUTE_SYSTEM ATTEMPT

		9		1		PROTOCOL COMMAND DECODE		SUSPICIOUS FILENAME DETECTION

		9		1		SCAN FIN PACKET		SCAN FIN PACKET

		9		1		SUSPICIOUS FILENAME DETECTION		SUSPICIOUS FILENAME DETECTION

		9		1		SYSTEM CALL DETECTION		SYSTEM CALL DETECTION

		9		1		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

		9		1		TELNET WEB MISCELLANEOUS ATTEMPT		TELNET WEB MISCELLANEOUS ATTEMPT

		9		1		WEB APPLICATION ACTIVITY		WEB APPLICATION ACTIVITY

		9		1		WEB ATTACK		WEB ATTACK

		9		1		WEB-ATTACKS CHMOD COMMAND ATTEMPT		WEB-ATTACKS CHMOD COMMAND ATTEMPT

		9		2		ATTEMPTED ADMIN PRIVILEGE GAIN		ATTEMPTED ADMIN PRIVILEGE GAIN

		9		2		ATTEMPTED ADMIN PRIVILEGE GAIN		SYSTEM CALL DETECTION

		9		2		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED DENIAL OF SERVICE

		9		2		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED USER PRIVILEGE GAIN

		9		2		ATTEMPTED-RECON		ATTEMPTED-RECON

		9		2		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY

		9		2		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

		9		2		FINGER REMOTE COMMAND EXECUTION ATTEMPT		ATTEMPTED USER PRIVILEGE GAIN

		9		2		FTP CWD .... ATTEMPT		FTP CWD .... ATTEMPT

		9		2		FTP PASSWD RETRIEVAL ATTEMPT		MYSQL ROOT LOGIN ATTEMPT

		9		2		ORACLE EXECUTE_SYSTEM ATTEMPT		ORACLE EXECUTE_SYSTEM ATTEMPT

		9		2		PROTOCOL COMMAND DECODE		PROTOCOL COMMAND DECODE

		9		2		SCAN FIN PACKET		SCAN FIN PACKET

		9		2		SUSPICIOUS FILENAME DETECTION		SUSPICIOUS FILENAME DETECTION

		9		2		SYSTEM CALL DETECTION		SYSTEM CALL DETECTION

		9		2		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

		9		2		TELNET WEB MISCELLANEOUS ATTEMPT		TELNET WEB MISCELLANEOUS ATTEMPT

		9		2		WEB APPLICATION ACTIVITY		WEB APPLICATION ACTIVITY

		9		2		WEB ATTACK		WEB ATTACK

		9		2		WEB-ATTACKS CHMOD COMMAND ATTEMPT		WEB-ATTACKS CHMOD COMMAND ATTEMPT

		9		3		ATTEMPTED ADMIN PRIVILEGE GAIN		ATTEMPTED ADMIN PRIVILEGE GAIN

		9		3		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED DENIAL OF SERVICE

		9		3		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED USER PRIVILEGE GAIN

		9		3		ATTEMPTED-RECON		ATTEMPTED-RECON

		9		3		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY

		9		3		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

		9		3		FINGER REMOTE COMMAND EXECUTION ATTEMPT		FINGER REMOTE COMMAND EXECUTION ATTEMPT

		9		3		FTP CWD .... ATTEMPT		FTP CWD .... ATTEMPT

		9		3		FTP PASSWD RETRIEVAL ATTEMPT		MYSQL ROOT LOGIN ATTEMPT

		9		3		MYSQL ROOT LOGIN ATTEMPT		MYSQL ROOT LOGIN ATTEMPT

		9		3		ORACLE EXECUTE_SYSTEM ATTEMPT		ORACLE EXECUTE_SYSTEM ATTEMPT

		9		3		PROTOCOL COMMAND DECODE		SUSPICIOUS FILENAME DETECTION

		9		3		SCAN FIN PACKET		SCAN FIN PACKET

		9		3		SUSPICIOUS FILENAME DETECTION		SUSPICIOUS FILENAME DETECTION

		9		3		SYSTEM CALL DETECTION		SYSTEM CALL DETECTION

		9		3		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT		ATTEMPTED ADMIN PRIVILEGE GAIN

		9		3		TELNET WEB MISCELLANEOUS ATTEMPT		TELNET WEB MISCELLANEOUS ATTEMPT

		9		3		WEB APPLICATION ACTIVITY		ATTEMPTED DENIAL OF SERVICE

		9		3		WEB ATTACK		WEB ATTACK

		9		3		WEB-ATTACKS CHMOD COMMAND ATTEMPT		WEB-ATTACKS CHMOD COMMAND ATTEMPT

		10		1		ATTEMPTED ADMIN PRIVILEGE GAIN		NOT SELECTED

		10		1		ATTEMPTED DENIAL OF SERVICE		NOT SELECTED

		10		1		ATTEMPTED USER PRIVILEGE GAIN		FINGER REMOTE COMMAND EXECUTION ATTEMPT

		10		1		ATTEMPTED-RECON		TELNET WEB MISCELLANEOUS ATTEMPT

		10		1		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY

		10		1		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

		10		1		FINGER REMOTE COMMAND EXECUTION ATTEMPT		FINGER REMOTE COMMAND EXECUTION ATTEMPT

		10		1		FTP CWD .... ATTEMPT		DENIAL OF SERVICE ACTIVITY

		10		1		FTP PASSWD RETRIEVAL ATTEMPT		MYSQL ROOT LOGIN ATTEMPT

		10		1		MYSQL ROOT LOGIN ATTEMPT		MYSQL ROOT LOGIN ATTEMPT

		10		1		ORACLE EXECUTE_SYSTEM ATTEMPT		NOT SELECTED

		10		1		PROTOCOL COMMAND DECODE		PROTOCOL COMMAND DECODE

		10		1		SCAN FIN PACKET		NOT SELECTED

		10		1		SUSPICIOUS FILENAME DETECTION		NOT SELECTED

		10		1		SYSTEM CALL DETECTION		ATTEMPTED ADMIN PRIVILEGE GAIN

		10		1		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT		FTP PASSWD RETRIEVAL ATTEMPT

		10		1		TELNET WEB MISCELLANEOUS ATTEMPT		NOT SELECTED

		10		1		WEB APPLICATION ACTIVITY		NOT SELECTED

		10		1		WEB ATTACK		WEB-ATTACKS CHMOD COMMAND ATTEMPT

		10		1		WEB-ATTACKS CHMOD COMMAND ATTEMPT		WEB-ATTACKS CHMOD COMMAND ATTEMPT

		10		2		ATTEMPTED ADMIN PRIVILEGE GAIN		ATTEMPTED ADMIN PRIVILEGE GAIN

		10		2		ATTEMPTED ADMIN PRIVILEGE GAIN		ATTEMPTED ADMIN PRIVILEGE GAIN

		10		2		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED USER PRIVILEGE GAIN

		10		2		ATTEMPTED USER PRIVILEGE GAIN		FINGER REMOTE COMMAND EXECUTION ATTEMPT

		10		2		ATTEMPTED-RECON		ATTEMPTED-RECON

		10		2		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY

		10		2		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

		10		2		FINGER REMOTE COMMAND EXECUTION ATTEMPT		FINGER REMOTE COMMAND EXECUTION ATTEMPT

		10		2		FTP CWD .... ATTEMPT		DENIAL OF SERVICE ACTIVITY

		10		2		FTP PASSWD RETRIEVAL ATTEMPT		MYSQL ROOT LOGIN ATTEMPT

		10		2		ORACLE EXECUTE_SYSTEM ATTEMPT		SCAN FIN PACKET

		10		2		PROTOCOL COMMAND DECODE		PROTOCOL COMMAND DECODE

		10		2		SCAN FIN PACKET		SYSTEM CALL DETECTION

		10		2		SUSPICIOUS FILENAME DETECTION		FTP PASSWD RETRIEVAL ATTEMPT

		10		2		SYSTEM CALL DETECTION		WEB ATTACK

		10		2		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT		ATTEMPTED ADMIN PRIVILEGE GAIN

		10		2		TELNET WEB MISCELLANEOUS ATTEMPT		WEB APPLICATION ACTIVITY

		10		2		WEB APPLICATION ACTIVITY		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

		10		2		WEB ATTACK		WEB-ATTACKS CHMOD COMMAND ATTEMPT

		10		2		WEB-ATTACKS CHMOD COMMAND ATTEMPT		WEB-ATTACKS CHMOD COMMAND ATTEMPT

		10		3		ATTEMPTED ADMIN PRIVILEGE GAIN		ATTEMPTED ADMIN PRIVILEGE GAIN

		10		3		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED DENIAL OF SERVICE

		10		3		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED USER PRIVILEGE GAIN

		10		3		ATTEMPTED-RECON		ATTEMPTED-RECON

		10		3		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY

		10		3		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

		10		3		FINGER REMOTE COMMAND EXECUTION ATTEMPT		ATTEMPTED USER PRIVILEGE GAIN

		10		3		FTP CWD .... ATTEMPT		ATTEMPTED DENIAL OF SERVICE

		10		3		FTP PASSWD RETRIEVAL ATTEMPT		MYSQL ROOT LOGIN ATTEMPT

		10		3		MYSQL ROOT LOGIN ATTEMPT		SUSPICIOUS FILENAME DETECTION

		10		3		ORACLE EXECUTE_SYSTEM ATTEMPT		SCAN FIN PACKET

		10		3		PROTOCOL COMMAND DECODE		PROTOCOL COMMAND DECODE

		10		3		SCAN FIN PACKET		NOT SELECTED

		10		3		SUSPICIOUS FILENAME DETECTION		FTP PASSWD RETRIEVAL ATTEMPT

		10		3		SYSTEM CALL DETECTION		ATTEMPTED DENIAL OF SERVICE

		10		3		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

		10		3		TELNET WEB MISCELLANEOUS ATTEMPT		ATTEMPTED USER PRIVILEGE GAIN

		10		3		WEB APPLICATION ACTIVITY		WEB APPLICATION ACTIVITY

		10		3		WEB ATTACK		WEB-ATTACKS CHMOD COMMAND ATTEMPT

		10		3		WEB-ATTACKS CHMOD COMMAND ATTEMPT		WEB-ATTACKS CHMOD COMMAND ATTEMPT

		11		1		ATTEMPTED ADMIN PRIVILEGE GAIN		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

		11		1		ATTEMPTED DENIAL OF SERVICE		SCAN FIN PACKET

		11		1		ATTEMPTED USER PRIVILEGE GAIN		NOT SELECTED

		11		1		ATTEMPTED-RECON		TELNET WEB MISCELLANEOUS ATTEMPT

		11		1		DENIAL OF SERVICE ACTIVITY		NOT SELECTED

		11		1		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)		FINGER REMOTE COMMAND EXECUTION ATTEMPT

		11		1		FINGER REMOTE COMMAND EXECUTION ATTEMPT		FINGER REMOTE COMMAND EXECUTION ATTEMPT

		11		1		FTP CWD .... ATTEMPT		DENIAL OF SERVICE ACTIVITY

		11		1		FTP PASSWD RETRIEVAL ATTEMPT		NOT SELECTED

		11		1		MYSQL ROOT LOGIN ATTEMPT		NOT SELECTED

		11		1		ORACLE EXECUTE_SYSTEM ATTEMPT		ATTEMPTED USER PRIVILEGE GAIN

		11		1		PROTOCOL COMMAND DECODE		NOT SELECTED

		11		1		SCAN FIN PACKET		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

		11		1		SUSPICIOUS FILENAME DETECTION		PROTOCOL COMMAND DECODE

		11		1		SYSTEM CALL DETECTION		FINGER REMOTE COMMAND EXECUTION ATTEMPT

		11		1		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT		SYSTEM CALL DETECTION

		11		1		TELNET WEB MISCELLANEOUS ATTEMPT		TELNET WEB MISCELLANEOUS ATTEMPT

		11		1		WEB APPLICATION ACTIVITY		WEB APPLICATION ACTIVITY

		11		1		WEB ATTACK		WEB-ATTACKS CHMOD COMMAND ATTEMPT

		11		1		WEB-ATTACKS CHMOD COMMAND ATTEMPT		WEB-ATTACKS CHMOD COMMAND ATTEMPT

		11		2		ATTEMPTED ADMIN PRIVILEGE GAIN		TELNET WEB MISCELLANEOUS ATTEMPT

		11		2		ATTEMPTED ADMIN PRIVILEGE GAIN		ATTEMPTED ADMIN PRIVILEGE GAIN

		11		2		ATTEMPTED DENIAL OF SERVICE		NOT SELECTED

		11		2		ATTEMPTED USER PRIVILEGE GAIN		FINGER REMOTE COMMAND EXECUTION ATTEMPT

		11		2		ATTEMPTED-RECON		NOT SELECTED

		11		2		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY

		11		2		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)		ATTEMPTED DENIAL OF SERVICE

		11		2		FINGER REMOTE COMMAND EXECUTION ATTEMPT		FINGER REMOTE COMMAND EXECUTION ATTEMPT

		11		2		FTP CWD .... ATTEMPT		DENIAL OF SERVICE ACTIVITY

		11		2		FTP PASSWD RETRIEVAL ATTEMPT		PROTOCOL COMMAND DECODE

		11		2		ORACLE EXECUTE_SYSTEM ATTEMPT		FINGER REMOTE COMMAND EXECUTION ATTEMPT

		11		2		PROTOCOL COMMAND DECODE		ATTEMPTED-RECON

		11		2		SCAN FIN PACKET		NOT SELECTED

		11		2		SUSPICIOUS FILENAME DETECTION		SUSPICIOUS FILENAME DETECTION

		11		2		SYSTEM CALL DETECTION		TELNET WEB MISCELLANEOUS ATTEMPT

		11		2		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT		NOT SELECTED

		11		2		TELNET WEB MISCELLANEOUS ATTEMPT		ATTEMPTED DENIAL OF SERVICE

		11		2		WEB APPLICATION ACTIVITY		SCAN FIN PACKET

		11		2		WEB ATTACK		WEB ATTACK

		11		2		WEB-ATTACKS CHMOD COMMAND ATTEMPT		WEB-ATTACKS CHMOD COMMAND ATTEMPT

		11		3		ATTEMPTED ADMIN PRIVILEGE GAIN		ATTEMPTED ADMIN PRIVILEGE GAIN

		11		3		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED USER PRIVILEGE GAIN

		11		3		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED USER PRIVILEGE GAIN

		11		3		ATTEMPTED-RECON		SUSPICIOUS FILENAME DETECTION

		11		3		DENIAL OF SERVICE ACTIVITY		NOT SELECTED

		11		3		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

		11		3		FINGER REMOTE COMMAND EXECUTION ATTEMPT		ATTEMPTED USER PRIVILEGE GAIN

		11		3		FTP CWD .... ATTEMPT		DENIAL OF SERVICE ACTIVITY

		11		3		FTP PASSWD RETRIEVAL ATTEMPT		PROTOCOL COMMAND DECODE

		11		3		MYSQL ROOT LOGIN ATTEMPT		NOT SELECTED

		11		3		ORACLE EXECUTE_SYSTEM ATTEMPT		ORACLE EXECUTE_SYSTEM ATTEMPT

		11		3		PROTOCOL COMMAND DECODE		PROTOCOL COMMAND DECODE

		11		3		SCAN FIN PACKET		ATTEMPTED DENIAL OF SERVICE

		11		3		SUSPICIOUS FILENAME DETECTION		PROTOCOL COMMAND DECODE

		11		3		SYSTEM CALL DETECTION		ATTEMPTED DENIAL OF SERVICE

		11		3		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT		ATTEMPTED ADMIN PRIVILEGE GAIN

		11		3		TELNET WEB MISCELLANEOUS ATTEMPT		WEB ATTACK

		11		3		WEB APPLICATION ACTIVITY		SUSPICIOUS FILENAME DETECTION

		11		3		WEB ATTACK		WEB ATTACK

		11		3		WEB-ATTACKS CHMOD COMMAND ATTEMPT		WEB-ATTACKS CHMOD COMMAND ATTEMPT

		12		1		ATTEMPTED ADMIN PRIVILEGE GAIN		NOT SELECTED

		12		1		ATTEMPTED DENIAL OF SERVICE		NOT SELECTED

		12		1		ATTEMPTED USER PRIVILEGE GAIN		NOT SELECTED

		12		1		ATTEMPTED-RECON		SCAN FIN PACKET

		12		1		DENIAL OF SERVICE ACTIVITY		NOT SELECTED

		12		1		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

		12		1		FINGER REMOTE COMMAND EXECUTION ATTEMPT		NOT SELECTED

		12		1		FTP CWD .... ATTEMPT		FTP CWD .... ATTEMPT

		12		1		FTP PASSWD RETRIEVAL ATTEMPT		NOT SELECTED

		12		1		MYSQL ROOT LOGIN ATTEMPT		NOT SELECTED

		12		1		ORACLE EXECUTE_SYSTEM ATTEMPT		NOT SELECTED

		12		1		PROTOCOL COMMAND DECODE		SUSPICIOUS FILENAME DETECTION

		12		1		SCAN FIN PACKET		NOT SELECTED

		12		1		SUSPICIOUS FILENAME DETECTION		NOT SELECTED

		12		1		SYSTEM CALL DETECTION		SUSPICIOUS FILENAME DETECTION

		12		1		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT		ORACLE EXECUTE_SYSTEM ATTEMPT

		12		1		TELNET WEB MISCELLANEOUS ATTEMPT		SUSPICIOUS FILENAME DETECTION

		12		1		WEB APPLICATION ACTIVITY		WEB ATTACK

		12		1		WEB ATTACK		WEB ATTACK

		12		1		WEB-ATTACKS CHMOD COMMAND ATTEMPT		WEB-ATTACKS CHMOD COMMAND ATTEMPT

		12		2		ATTEMPTED ADMIN PRIVILEGE GAIN		NOT SELECTED

		12		2		ATTEMPTED ADMIN PRIVILEGE GAIN		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

		12		2		ATTEMPTED DENIAL OF SERVICE		NOT SELECTED

		12		2		ATTEMPTED USER PRIVILEGE GAIN		FINGER REMOTE COMMAND EXECUTION ATTEMPT

		12		2		ATTEMPTED-RECON		NOT SELECTED

		12		2		DENIAL OF SERVICE ACTIVITY		NOT SELECTED

		12		2		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

		12		2		FINGER REMOTE COMMAND EXECUTION ATTEMPT		FINGER REMOTE COMMAND EXECUTION ATTEMPT

		12		2		FTP CWD .... ATTEMPT		FTP CWD .... ATTEMPT

		12		2		FTP PASSWD RETRIEVAL ATTEMPT		SUSPICIOUS FILENAME DETECTION

		12		2		ORACLE EXECUTE_SYSTEM ATTEMPT		ORACLE EXECUTE_SYSTEM ATTEMPT

		12		2		PROTOCOL COMMAND DECODE		PROTOCOL COMMAND DECODE

		12		2		SCAN FIN PACKET		SCAN FIN PACKET

		12		2		SUSPICIOUS FILENAME DETECTION		PROTOCOL COMMAND DECODE

		12		2		SYSTEM CALL DETECTION		NOT SELECTED

		12		2		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT		NOT SELECTED

		12		2		TELNET WEB MISCELLANEOUS ATTEMPT		TELNET WEB MISCELLANEOUS ATTEMPT

		12		2		WEB APPLICATION ACTIVITY		NOT SELECTED

		12		2		WEB ATTACK		WEB ATTACK

		12		2		WEB-ATTACKS CHMOD COMMAND ATTEMPT		WEB-ATTACKS CHMOD COMMAND ATTEMPT

		12		3		ATTEMPTED ADMIN PRIVILEGE GAIN		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

		12		3		ATTEMPTED DENIAL OF SERVICE		DENIAL OF SERVICE ACTIVITY

		12		3		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED USER PRIVILEGE GAIN

		12		3		ATTEMPTED-RECON		NOT SELECTED

		12		3		DENIAL OF SERVICE ACTIVITY		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

		12		3		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

		12		3		FINGER REMOTE COMMAND EXECUTION ATTEMPT		FINGER REMOTE COMMAND EXECUTION ATTEMPT

		12		3		FTP CWD .... ATTEMPT		FTP CWD .... ATTEMPT

		12		3		FTP PASSWD RETRIEVAL ATTEMPT		NOT SELECTED

		12		3		MYSQL ROOT LOGIN ATTEMPT		MYSQL ROOT LOGIN ATTEMPT

		12		3		ORACLE EXECUTE_SYSTEM ATTEMPT		ORACLE EXECUTE_SYSTEM ATTEMPT

		12		3		PROTOCOL COMMAND DECODE		SUSPICIOUS FILENAME DETECTION

		12		3		SCAN FIN PACKET		ATTEMPTED-RECON

		12		3		SUSPICIOUS FILENAME DETECTION		PROTOCOL COMMAND DECODE

		12		3		SYSTEM CALL DETECTION		NOT SELECTED

		12		3		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

		12		3		TELNET WEB MISCELLANEOUS ATTEMPT		TELNET WEB MISCELLANEOUS ATTEMPT

		12		3		WEB APPLICATION ACTIVITY		WEB APPLICATION ACTIVITY

		12		3		WEB ATTACK		WEB ATTACK

		12		3		WEB-ATTACKS CHMOD COMMAND ATTEMPT		WEB-ATTACKS CHMOD COMMAND ATTEMPT

		13		1		ATTEMPTED ADMIN PRIVILEGE GAIN		ATTEMPTED ADMIN PRIVILEGE GAIN

		13		1		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED DENIAL OF SERVICE

		13		1		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED USER PRIVILEGE GAIN

		13		1		ATTEMPTED-RECON		ATTEMPTED-RECON

		13		1		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY

		13		1		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

		13		1		FINGER REMOTE COMMAND EXECUTION ATTEMPT		FINGER REMOTE COMMAND EXECUTION ATTEMPT

		13		1		FTP CWD .... ATTEMPT		FTP CWD .... ATTEMPT

		13		1		FTP PASSWD RETRIEVAL ATTEMPT		FTP PASSWD RETRIEVAL ATTEMPT

		13		1		MYSQL ROOT LOGIN ATTEMPT		PROTOCOL COMMAND DECODE

		13		1		ORACLE EXECUTE_SYSTEM ATTEMPT		ORACLE EXECUTE_SYSTEM ATTEMPT

		13		1		PROTOCOL COMMAND DECODE		NOT SELECTED

		13		1		SCAN FIN PACKET		ATTEMPTED-RECON

		13		1		SUSPICIOUS FILENAME DETECTION		FTP PASSWD RETRIEVAL ATTEMPT

		13		1		SYSTEM CALL DETECTION		SYSTEM CALL DETECTION

		13		1		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

		13		1		TELNET WEB MISCELLANEOUS ATTEMPT		TELNET WEB MISCELLANEOUS ATTEMPT

		13		1		WEB APPLICATION ACTIVITY		WEB APPLICATION ACTIVITY

		13		1		WEB ATTACK		NOT SELECTED

		13		1		WEB-ATTACKS CHMOD COMMAND ATTEMPT		WEB-ATTACKS CHMOD COMMAND ATTEMPT

		13		2		ATTEMPTED ADMIN PRIVILEGE GAIN		ATTEMPTED ADMIN PRIVILEGE GAIN

		13		2		ATTEMPTED ADMIN PRIVILEGE GAIN		ATTEMPTED ADMIN PRIVILEGE GAIN

		13		2		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED DENIAL OF SERVICE

		13		2		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED USER PRIVILEGE GAIN

		13		2		ATTEMPTED-RECON		ATTEMPTED-RECON

		13		2		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY

		13		2		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

		13		2		FINGER REMOTE COMMAND EXECUTION ATTEMPT		FINGER REMOTE COMMAND EXECUTION ATTEMPT

		13		2		FTP CWD .... ATTEMPT		DENIAL OF SERVICE ACTIVITY

		13		2		FTP PASSWD RETRIEVAL ATTEMPT		FTP PASSWD RETRIEVAL ATTEMPT

		13		2		ORACLE EXECUTE_SYSTEM ATTEMPT		ORACLE EXECUTE_SYSTEM ATTEMPT

		13		2		PROTOCOL COMMAND DECODE		PROTOCOL COMMAND DECODE

		13		2		SCAN FIN PACKET		SCAN FIN PACKET

		13		2		SUSPICIOUS FILENAME DETECTION		SUSPICIOUS FILENAME DETECTION

		13		2		SYSTEM CALL DETECTION		SYSTEM CALL DETECTION

		13		2		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

		13		2		TELNET WEB MISCELLANEOUS ATTEMPT		WEB APPLICATION ACTIVITY

		13		2		WEB APPLICATION ACTIVITY		WEB APPLICATION ACTIVITY

		13		2		WEB ATTACK		WEB ATTACK

		13		2		WEB-ATTACKS CHMOD COMMAND ATTEMPT		WEB-ATTACKS CHMOD COMMAND ATTEMPT

		13		3		ATTEMPTED ADMIN PRIVILEGE GAIN		ATTEMPTED ADMIN PRIVILEGE GAIN

		13		3		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED DENIAL OF SERVICE

		13		3		ATTEMPTED USER PRIVILEGE GAIN		FINGER REMOTE COMMAND EXECUTION ATTEMPT

		13		3		ATTEMPTED-RECON		ATTEMPTED-RECON

		13		3		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY

		13		3		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

		13		3		FINGER REMOTE COMMAND EXECUTION ATTEMPT		FINGER REMOTE COMMAND EXECUTION ATTEMPT

		13		3		FTP CWD .... ATTEMPT		FTP CWD .... ATTEMPT

		13		3		FTP PASSWD RETRIEVAL ATTEMPT		FTP PASSWD RETRIEVAL ATTEMPT

		13		3		MYSQL ROOT LOGIN ATTEMPT		MYSQL ROOT LOGIN ATTEMPT

		13		3		ORACLE EXECUTE_SYSTEM ATTEMPT		ORACLE EXECUTE_SYSTEM ATTEMPT

		13		3		PROTOCOL COMMAND DECODE		PROTOCOL COMMAND DECODE

		13		3		SCAN FIN PACKET		ATTEMPTED-RECON

		13		3		SUSPICIOUS FILENAME DETECTION		SUSPICIOUS FILENAME DETECTION

		13		3		SYSTEM CALL DETECTION		SYSTEM CALL DETECTION

		13		3		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

		13		3		TELNET WEB MISCELLANEOUS ATTEMPT		TELNET WEB MISCELLANEOUS ATTEMPT

		13		3		WEB APPLICATION ACTIVITY		WEB APPLICATION ACTIVITY

		13		3		WEB ATTACK		WEB ATTACK

		13		3		WEB-ATTACKS CHMOD COMMAND ATTEMPT		WEB-ATTACKS CHMOD COMMAND ATTEMPT

		14		1		ATTEMPTED ADMIN PRIVILEGE GAIN		NOT SELECTED

		14		1		ATTEMPTED DENIAL OF SERVICE		NOT SELECTED

		14		1		ATTEMPTED USER PRIVILEGE GAIN		NOT SELECTED

		14		1		ATTEMPTED-RECON		SCAN FIN PACKET

		14		1		DENIAL OF SERVICE ACTIVITY		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

		14		1		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)		DENIAL OF SERVICE ACTIVITY

		14		1		FINGER REMOTE COMMAND EXECUTION ATTEMPT		NOT SELECTED

		14		1		FTP CWD .... ATTEMPT		FTP CWD .... ATTEMPT

		14		1		FTP PASSWD RETRIEVAL ATTEMPT		SUSPICIOUS FILENAME DETECTION

		14		1		MYSQL ROOT LOGIN ATTEMPT		FTP PASSWD RETRIEVAL ATTEMPT

		14		1		ORACLE EXECUTE_SYSTEM ATTEMPT		NOT SELECTED

		14		1		PROTOCOL COMMAND DECODE		NOT SELECTED

		14		1		SCAN FIN PACKET		ATTEMPTED-RECON

		14		1		SUSPICIOUS FILENAME DETECTION		PROTOCOL COMMAND DECODE

		14		1		SYSTEM CALL DETECTION		NOT SELECTED

		14		1		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

		14		1		TELNET WEB MISCELLANEOUS ATTEMPT		TELNET WEB MISCELLANEOUS ATTEMPT

		14		1		WEB APPLICATION ACTIVITY		WEB APPLICATION ACTIVITY

		14		1		WEB ATTACK		NOT SELECTED

		14		1		WEB-ATTACKS CHMOD COMMAND ATTEMPT		WEB-ATTACKS CHMOD COMMAND ATTEMPT

		14		2		ATTEMPTED ADMIN PRIVILEGE GAIN		SYSTEM CALL DETECTION

		14		2		ATTEMPTED ADMIN PRIVILEGE GAIN		ATTEMPTED ADMIN PRIVILEGE GAIN

		14		2		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED DENIAL OF SERVICE

		14		2		ATTEMPTED USER PRIVILEGE GAIN		NOT SELECTED

		14		2		ATTEMPTED-RECON		NOT SELECTED

		14		2		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY

		14		2		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

		14		2		FINGER REMOTE COMMAND EXECUTION ATTEMPT		ATTEMPTED USER PRIVILEGE GAIN

		14		2		FTP CWD .... ATTEMPT		FTP CWD .... ATTEMPT

		14		2		FTP PASSWD RETRIEVAL ATTEMPT		NOT SELECTED

		14		2		ORACLE EXECUTE_SYSTEM ATTEMPT		ORACLE EXECUTE_SYSTEM ATTEMPT

		14		2		PROTOCOL COMMAND DECODE		SUSPICIOUS FILENAME DETECTION

		14		2		SCAN FIN PACKET		NOT SELECTED

		14		2		SUSPICIOUS FILENAME DETECTION		FTP PASSWD RETRIEVAL ATTEMPT

		14		2		SYSTEM CALL DETECTION		ORACLE EXECUTE_SYSTEM ATTEMPT

		14		2		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

		14		2		TELNET WEB MISCELLANEOUS ATTEMPT		TELNET WEB MISCELLANEOUS ATTEMPT

		14		2		WEB APPLICATION ACTIVITY		WEB APPLICATION ACTIVITY

		14		2		WEB ATTACK		WEB ATTACK

		14		2		WEB-ATTACKS CHMOD COMMAND ATTEMPT		WEB-ATTACKS CHMOD COMMAND ATTEMPT

		14		3		ATTEMPTED ADMIN PRIVILEGE GAIN		ATTEMPTED ADMIN PRIVILEGE GAIN

		14		3		ATTEMPTED DENIAL OF SERVICE		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

		14		3		ATTEMPTED USER PRIVILEGE GAIN		FINGER REMOTE COMMAND EXECUTION ATTEMPT

		14		3		ATTEMPTED-RECON		SCAN FIN PACKET

		14		3		DENIAL OF SERVICE ACTIVITY		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

		14		3		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

		14		3		FINGER REMOTE COMMAND EXECUTION ATTEMPT		FINGER REMOTE COMMAND EXECUTION ATTEMPT

		14		3		FTP CWD .... ATTEMPT		FTP CWD .... ATTEMPT

		14		3		FTP PASSWD RETRIEVAL ATTEMPT		FTP PASSWD RETRIEVAL ATTEMPT

		14		3		MYSQL ROOT LOGIN ATTEMPT		FTP PASSWD RETRIEVAL ATTEMPT

		14		3		ORACLE EXECUTE_SYSTEM ATTEMPT		ORACLE EXECUTE_SYSTEM ATTEMPT

		14		3		PROTOCOL COMMAND DECODE		SUSPICIOUS FILENAME DETECTION

		14		3		SCAN FIN PACKET		NOT SELECTED

		14		3		SUSPICIOUS FILENAME DETECTION		PROTOCOL COMMAND DECODE

		14		3		SYSTEM CALL DETECTION		SYSTEM CALL DETECTION

		14		3		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

		14		3		TELNET WEB MISCELLANEOUS ATTEMPT		TELNET WEB MISCELLANEOUS ATTEMPT

		14		3		WEB APPLICATION ACTIVITY		WEB APPLICATION ACTIVITY

		14		3		WEB ATTACK		WEB-ATTACKS CHMOD COMMAND ATTEMPT

		14		3		WEB-ATTACKS CHMOD COMMAND ATTEMPT		WEB-ATTACKS CHMOD COMMAND ATTEMPT

		15		1		ATTEMPTED ADMIN PRIVILEGE GAIN		NOT SELECTED

		15		1		ATTEMPTED DENIAL OF SERVICE		WEB APPLICATION ACTIVITY

		15		1		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED USER PRIVILEGE GAIN

		15		1		ATTEMPTED-RECON		SYSTEM CALL DETECTION

		15		1		DENIAL OF SERVICE ACTIVITY		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

		15		1		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)		WEB-ATTACKS CHMOD COMMAND ATTEMPT

		15		1		FINGER REMOTE COMMAND EXECUTION ATTEMPT		FINGER REMOTE COMMAND EXECUTION ATTEMPT

		15		1		FTP CWD .... ATTEMPT		NOT SELECTED

		15		1		FTP PASSWD RETRIEVAL ATTEMPT		FTP PASSWD RETRIEVAL ATTEMPT

		15		1		MYSQL ROOT LOGIN ATTEMPT		SUSPICIOUS FILENAME DETECTION

		15		1		ORACLE EXECUTE_SYSTEM ATTEMPT		NOT SELECTED

		15		1		PROTOCOL COMMAND DECODE		PROTOCOL COMMAND DECODE

		15		1		SCAN FIN PACKET		ATTEMPTED-RECON

		15		1		SUSPICIOUS FILENAME DETECTION		SUSPICIOUS FILENAME DETECTION

		15		1		SYSTEM CALL DETECTION		NOT SELECTED

		15		1		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

		15		1		TELNET WEB MISCELLANEOUS ATTEMPT		TELNET WEB MISCELLANEOUS ATTEMPT

		15		1		WEB APPLICATION ACTIVITY		WEB APPLICATION ACTIVITY

		15		1		WEB ATTACK		WEB-ATTACKS CHMOD COMMAND ATTEMPT

		15		1		WEB-ATTACKS CHMOD COMMAND ATTEMPT		ORACLE EXECUTE_SYSTEM ATTEMPT

		15		2		ATTEMPTED ADMIN PRIVILEGE GAIN		SCAN FIN PACKET

		15		2		ATTEMPTED ADMIN PRIVILEGE GAIN		ATTEMPTED ADMIN PRIVILEGE GAIN

		15		2		ATTEMPTED DENIAL OF SERVICE		NOT SELECTED

		15		2		ATTEMPTED USER PRIVILEGE GAIN		FINGER REMOTE COMMAND EXECUTION ATTEMPT

		15		2		ATTEMPTED-RECON		ATTEMPTED-RECON

		15		2		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY

		15		2		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

		15		2		FINGER REMOTE COMMAND EXECUTION ATTEMPT		FINGER REMOTE COMMAND EXECUTION ATTEMPT

		15		2		FTP CWD .... ATTEMPT		DENIAL OF SERVICE ACTIVITY

		15		2		FTP PASSWD RETRIEVAL ATTEMPT		FTP PASSWD RETRIEVAL ATTEMPT

		15		2		ORACLE EXECUTE_SYSTEM ATTEMPT		NOT SELECTED

		15		2		PROTOCOL COMMAND DECODE		FTP PASSWD RETRIEVAL ATTEMPT

		15		2		SCAN FIN PACKET		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

		15		2		SUSPICIOUS FILENAME DETECTION		SUSPICIOUS FILENAME DETECTION

		15		2		SYSTEM CALL DETECTION		NOT SELECTED

		15		2		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

		15		2		TELNET WEB MISCELLANEOUS ATTEMPT		WEB APPLICATION ACTIVITY

		15		2		WEB APPLICATION ACTIVITY		TELNET WEB MISCELLANEOUS ATTEMPT

		15		2		WEB ATTACK		SUSPICIOUS FILENAME DETECTION

		15		2		WEB-ATTACKS CHMOD COMMAND ATTEMPT		FTP PASSWD RETRIEVAL ATTEMPT

		15		3		ATTEMPTED ADMIN PRIVILEGE GAIN		ATTEMPTED ADMIN PRIVILEGE GAIN

		15		3		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED DENIAL OF SERVICE

		15		3		ATTEMPTED USER PRIVILEGE GAIN		FINGER REMOTE COMMAND EXECUTION ATTEMPT

		15		3		ATTEMPTED-RECON		SYSTEM CALL DETECTION

		15		3		DENIAL OF SERVICE ACTIVITY		FTP CWD .... ATTEMPT

		15		3		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

		15		3		FINGER REMOTE COMMAND EXECUTION ATTEMPT		FINGER REMOTE COMMAND EXECUTION ATTEMPT

		15		3		FTP CWD .... ATTEMPT		FTP CWD .... ATTEMPT

		15		3		FTP PASSWD RETRIEVAL ATTEMPT		FTP PASSWD RETRIEVAL ATTEMPT

		15		3		MYSQL ROOT LOGIN ATTEMPT		FTP PASSWD RETRIEVAL ATTEMPT

		15		3		ORACLE EXECUTE_SYSTEM ATTEMPT		ORACLE EXECUTE_SYSTEM ATTEMPT

		15		3		PROTOCOL COMMAND DECODE		PROTOCOL COMMAND DECODE

		15		3		SCAN FIN PACKET		SCAN FIN PACKET

		15		3		SUSPICIOUS FILENAME DETECTION		SUSPICIOUS FILENAME DETECTION

		15		3		SYSTEM CALL DETECTION		SYSTEM CALL DETECTION

		15		3		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

		15		3		TELNET WEB MISCELLANEOUS ATTEMPT		TELNET WEB MISCELLANEOUS ATTEMPT

		15		3		WEB APPLICATION ACTIVITY		WEB APPLICATION ACTIVITY

		15		3		WEB ATTACK		WEB-ATTACKS CHMOD COMMAND ATTEMPT

		15		3		WEB-ATTACKS CHMOD COMMAND ATTEMPT		WEB-ATTACKS CHMOD COMMAND ATTEMPT

		16		1		ATTEMPTED ADMIN PRIVILEGE GAIN		ATTEMPTED ADMIN PRIVILEGE GAIN

		16		1		ATTEMPTED DENIAL OF SERVICE		NOT SELECTED

		16		1		ATTEMPTED USER PRIVILEGE GAIN		NOT SELECTED

		16		1		ATTEMPTED-RECON		ORACLE EXECUTE_SYSTEM ATTEMPT

		16		1		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY

		16		1		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

		16		1		FINGER REMOTE COMMAND EXECUTION ATTEMPT		NOT SELECTED

		16		1		FTP CWD .... ATTEMPT		PROTOCOL COMMAND DECODE

		16		1		FTP PASSWD RETRIEVAL ATTEMPT		FTP PASSWD RETRIEVAL ATTEMPT

		16		1		MYSQL ROOT LOGIN ATTEMPT		MYSQL ROOT LOGIN ATTEMPT

		16		1		ORACLE EXECUTE_SYSTEM ATTEMPT		NOT SELECTED

		16		1		PROTOCOL COMMAND DECODE		ATTEMPTED USER PRIVILEGE GAIN

		16		1		SCAN FIN PACKET		ORACLE EXECUTE_SYSTEM ATTEMPT

		16		1		SUSPICIOUS FILENAME DETECTION		PROTOCOL COMMAND DECODE

		16		1		SYSTEM CALL DETECTION		ATTEMPTED-RECON

		16		1		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

		16		1		TELNET WEB MISCELLANEOUS ATTEMPT		TELNET WEB MISCELLANEOUS ATTEMPT

		16		1		WEB APPLICATION ACTIVITY		WEB APPLICATION ACTIVITY

		16		1		WEB ATTACK		NOT SELECTED

		16		1		WEB-ATTACKS CHMOD COMMAND ATTEMPT		WEB-ATTACKS CHMOD COMMAND ATTEMPT

		16		2		ATTEMPTED ADMIN PRIVILEGE GAIN		ATTEMPTED ADMIN PRIVILEGE GAIN

		16		2		ATTEMPTED ADMIN PRIVILEGE GAIN		ATTEMPTED ADMIN PRIVILEGE GAIN

		16		2		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED DENIAL OF SERVICE

		16		2		ATTEMPTED USER PRIVILEGE GAIN		NOT SELECTED

		16		2		ATTEMPTED-RECON		SCAN FIN PACKET

		16		2		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY

		16		2		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

		16		2		FINGER REMOTE COMMAND EXECUTION ATTEMPT		FINGER REMOTE COMMAND EXECUTION ATTEMPT

		16		2		FTP CWD .... ATTEMPT		DENIAL OF SERVICE ACTIVITY

		16		2		FTP PASSWD RETRIEVAL ATTEMPT		FTP PASSWD RETRIEVAL ATTEMPT

		16		2		ORACLE EXECUTE_SYSTEM ATTEMPT		ORACLE EXECUTE_SYSTEM ATTEMPT

		16		2		PROTOCOL COMMAND DECODE		PROTOCOL COMMAND DECODE

		16		2		SCAN FIN PACKET		SCAN FIN PACKET

		16		2		SUSPICIOUS FILENAME DETECTION		SUSPICIOUS FILENAME DETECTION

		16		2		SYSTEM CALL DETECTION		ATTEMPTED-RECON

		16		2		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT		NOT SELECTED

		16		2		TELNET WEB MISCELLANEOUS ATTEMPT		TELNET WEB MISCELLANEOUS ATTEMPT

		16		2		WEB APPLICATION ACTIVITY		WEB APPLICATION ACTIVITY

		16		2		WEB ATTACK		WEB ATTACK

		16		2		WEB-ATTACKS CHMOD COMMAND ATTEMPT		WEB-ATTACKS CHMOD COMMAND ATTEMPT

		16		3		ATTEMPTED ADMIN PRIVILEGE GAIN		NOT SELECTED

		16		3		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED DENIAL OF SERVICE

		16		3		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED USER PRIVILEGE GAIN

		16		3		ATTEMPTED-RECON		ATTEMPTED-RECON

		16		3		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY

		16		3		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

		16		3		FINGER REMOTE COMMAND EXECUTION ATTEMPT		FINGER REMOTE COMMAND EXECUTION ATTEMPT

		16		3		FTP CWD .... ATTEMPT		FTP CWD .... ATTEMPT

		16		3		FTP PASSWD RETRIEVAL ATTEMPT		FTP PASSWD RETRIEVAL ATTEMPT

		16		3		MYSQL ROOT LOGIN ATTEMPT		MYSQL ROOT LOGIN ATTEMPT

		16		3		ORACLE EXECUTE_SYSTEM ATTEMPT		NOT SELECTED

		16		3		PROTOCOL COMMAND DECODE		PROTOCOL COMMAND DECODE

		16		3		SCAN FIN PACKET		SCAN FIN PACKET

		16		3		SUSPICIOUS FILENAME DETECTION		SUSPICIOUS FILENAME DETECTION

		16		3		SYSTEM CALL DETECTION		ATTEMPTED-RECON

		16		3		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

		16		3		TELNET WEB MISCELLANEOUS ATTEMPT		TELNET WEB MISCELLANEOUS ATTEMPT

		16		3		WEB APPLICATION ACTIVITY		WEB APPLICATION ACTIVITY

		16		3		WEB ATTACK		WEB ATTACK

		16		3		WEB-ATTACKS CHMOD COMMAND ATTEMPT		WEB ATTACK

		17		1		ATTEMPTED ADMIN PRIVILEGE GAIN		ATTEMPTED ADMIN PRIVILEGE GAIN

		17		1		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED DENIAL OF SERVICE

		17		1		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED USER PRIVILEGE GAIN

		17		1		ATTEMPTED-RECON		ATTEMPTED-RECON

		17		1		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY

		17		1		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

		17		1		FINGER REMOTE COMMAND EXECUTION ATTEMPT		FINGER REMOTE COMMAND EXECUTION ATTEMPT

		17		1		FTP CWD .... ATTEMPT		FTP CWD .... ATTEMPT

		17		1		FTP PASSWD RETRIEVAL ATTEMPT		FTP PASSWD RETRIEVAL ATTEMPT

		17		1		MYSQL ROOT LOGIN ATTEMPT		MYSQL ROOT LOGIN ATTEMPT

		17		1		ORACLE EXECUTE_SYSTEM ATTEMPT		NOT SELECTED

		17		1		PROTOCOL COMMAND DECODE		ATTEMPTED DENIAL OF SERVICE

		17		1		SCAN FIN PACKET		ORACLE EXECUTE_SYSTEM ATTEMPT

		17		1		SUSPICIOUS FILENAME DETECTION		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

		17		1		SYSTEM CALL DETECTION		ATTEMPTED-RECON

		17		1		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

		17		1		TELNET WEB MISCELLANEOUS ATTEMPT		TELNET WEB MISCELLANEOUS ATTEMPT

		17		1		WEB APPLICATION ACTIVITY		WEB APPLICATION ACTIVITY

		17		1		WEB ATTACK		TELNET WEB MISCELLANEOUS ATTEMPT

		17		1		WEB-ATTACKS CHMOD COMMAND ATTEMPT		WEB-ATTACKS CHMOD COMMAND ATTEMPT

		17		2		ATTEMPTED ADMIN PRIVILEGE GAIN		ATTEMPTED ADMIN PRIVILEGE GAIN

		17		2		ATTEMPTED ADMIN PRIVILEGE GAIN		ATTEMPTED ADMIN PRIVILEGE GAIN

		17		2		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED DENIAL OF SERVICE

		17		2		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED USER PRIVILEGE GAIN

		17		2		ATTEMPTED-RECON		SCAN FIN PACKET

		17		2		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY

		17		2		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

		17		2		FINGER REMOTE COMMAND EXECUTION ATTEMPT		FINGER REMOTE COMMAND EXECUTION ATTEMPT

		17		2		FTP CWD .... ATTEMPT		FTP CWD .... ATTEMPT

		17		2		FTP PASSWD RETRIEVAL ATTEMPT		FTP PASSWD RETRIEVAL ATTEMPT

		17		2		ORACLE EXECUTE_SYSTEM ATTEMPT		ORACLE EXECUTE_SYSTEM ATTEMPT

		17		2		PROTOCOL COMMAND DECODE		PROTOCOL COMMAND DECODE

		17		2		SCAN FIN PACKET		ATTEMPTED-RECON

		17		2		SUSPICIOUS FILENAME DETECTION		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

		17		2		SYSTEM CALL DETECTION		ATTEMPTED-RECON

		17		2		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

		17		2		TELNET WEB MISCELLANEOUS ATTEMPT		WEB APPLICATION ACTIVITY

		17		2		WEB APPLICATION ACTIVITY		WEB APPLICATION ACTIVITY

		17		2		WEB ATTACK		WEB ATTACK

		17		2		WEB-ATTACKS CHMOD COMMAND ATTEMPT		WEB-ATTACKS CHMOD COMMAND ATTEMPT

		17		3		ATTEMPTED ADMIN PRIVILEGE GAIN		ATTEMPTED ADMIN PRIVILEGE GAIN

		17		3		ATTEMPTED DENIAL OF SERVICE		ATTEMPTED DENIAL OF SERVICE

		17		3		ATTEMPTED USER PRIVILEGE GAIN		ATTEMPTED USER PRIVILEGE GAIN

		17		3		ATTEMPTED-RECON		ATTEMPTED-RECON

		17		3		DENIAL OF SERVICE ACTIVITY		DENIAL OF SERVICE ACTIVITY

		17		3		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

		17		3		FINGER REMOTE COMMAND EXECUTION ATTEMPT		ORACLE EXECUTE_SYSTEM ATTEMPT

		17		3		FTP CWD .... ATTEMPT		FTP CWD .... ATTEMPT

		17		3		FTP PASSWD RETRIEVAL ATTEMPT		FTP PASSWD RETRIEVAL ATTEMPT

		17		3		MYSQL ROOT LOGIN ATTEMPT		MYSQL ROOT LOGIN ATTEMPT

		17		3		ORACLE EXECUTE_SYSTEM ATTEMPT		SCAN FIN PACKET

		17		3		PROTOCOL COMMAND DECODE		SUSPICIOUS FILENAME DETECTION

		17		3		SCAN FIN PACKET		SCAN FIN PACKET

		17		3		SUSPICIOUS FILENAME DETECTION		SUSPICIOUS FILENAME DETECTION

		17		3		SYSTEM CALL DETECTION		SYSTEM CALL DETECTION

		17		3		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

		17		3		TELNET WEB MISCELLANEOUS ATTEMPT		TELNET WEB MISCELLANEOUS ATTEMPT

		17		3		WEB APPLICATION ACTIVITY		WEB APPLICATION ACTIVITY

		17		3		WEB ATTACK		WEB ATTACK

		17		3		WEB-ATTACKS CHMOD COMMAND ATTEMPT		WEB-ATTACKS CHMOD COMMAND ATTEMPT

		18		1		ATTEMPTED ADMIN PRIVILEGE GAIN		NOT SELECTED

		18		1		ATTEMPTED DENIAL OF SERVICE		NOT SELECTED

		18		1		ATTEMPTED USER PRIVILEGE GAIN		NOT SELECTED

		18		1		ATTEMPTED-RECON		NOT SELECTED

		18		1		DENIAL OF SERVICE ACTIVITY		NOT SELECTED

		18		1		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)		DISTRIBUTED DENIAL OF SERVICE ATTACK (TRINOO)

		18		1		FINGER REMOTE COMMAND EXECUTION ATTEMPT		NOT SELECTED

		18		1		FTP CWD .... ATTEMPT		FTP CWD .... ATTEMPT

		18		1		FTP PASSWD RETRIEVAL ATTEMPT		SUSPICIOUS FILENAME DETECTION

		18		1		MYSQL ROOT LOGIN ATTEMPT		TELNET WEB MISCELLANEOUS ATTEMPT

		18		1		ORACLE EXECUTE_SYSTEM ATTEMPT		NOT SELECTED

		18		1		PROTOCOL COMMAND DECODE		NOT SELECTED

		18		1		SCAN FIN PACKET		NOT SELECTED

		18		1		SUSPICIOUS FILENAME DETECTION		NOT SELECTED

		18		1		SYSTEM CALL DETECTION		NOT SELECTED

		18		1		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT		TELNET RESOLV_HOST_CONF RETRIEVAL ATTEMPT

		18		1		TELNET WEB MISCELLANEOUS ATTEMPT		TELNET WEB MISCELLANEOUS ATTEMPT

		18		1		WEB APPLICATION ACTIVITY		TELNET WEB MISCELLANEOUS ATTEMPT
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