Experiment Details for IDS Auralization

The subjects considered for this experiment comprise of students having basic knowledge of Intrusion Detection System. Totally 20 subjects shall be selected for this experiment. 

Subject Details

The following details shall be used for statistical analysis.

Name:

Degree:

Musical Interest (Tick any one of them)

i) Not at all interested

ii) Interested in listening to music

iii) Musician

Rate your Intrusion Detection Knowledge in a scale of ten: 

(0-No idea; 2-Naïve understanding; 5-Intermediate; 7-Fair knowledge; 10 –Expert ;) 

Training

Duration: 5-10 minutes

Objective:

To familiarize subjects with sounds

Procedure:

The subjects will be asked to familiarize themselves with sounds from a set of instruments that will be used for this experiment.

Experiment Design

The experiment shall be conducted for one hour and it comprises of two tests.

Test I: 

Duration: 15-20 minutes
Objective

To test whether sound can be used to convey intrusion information properly

(Third Hypothesis)

Procedure

In the first test, the subject shall be asked to find out the type of intrusions and the class type of intrusions based on the sound they would hear. During this test, only 22 intrusions will be simulated. For each intrusion, 2 sounds will be generated; one for its class type and the other will be for the type of intrusion. The class type sound will be generated before that of the specific intrusion.

Experimental Data

The subject shall be asked to fill the 1st & 3rd column of TABLE 1 as when they hear a sound related to an intrusion/ class type. The subject will be given the sound mappings of intrusions as well as its class types. The sound mappings for class types are given in TABLE 2. Based on this information, they can fill 3rd column of Table 1. 

The intrusions would not be generated in the same order as given in the table. If the subject is not able to identify a particular sound, he/she can continue with the test without making any entries in TABLE 1

TABLE 1

	Yes/NO
	Intrusion
	Class Type 

identified
	Intrusion

Sound Mapping

	
	ICMP Nemesis v1.1 Echo
	
	Piano

	
	ICMP traceroute ipopts
	
	    Guitar

	
	SCAN Proxy Port 8080 attempt
	
	

	
	SCAN FIN
	
	

	
	SCAN SYN FIN
	
	

	
	SCAN XMAS
	
	

	
	DDOS Trin00 Daemon to Master PONG message detected
	
	

	
	DDOS Trin00 Daemon to Master *HELLO* message detected
	
	

	
	DDOS mstream agent to handler
	
	

	
	FTP CWD .... attempt
	
	

	
	BAD-TRAFFIC tcp port 0 traffic
	
	

	
	BAD-TRAFFIC udp port 0 traffic
	
	

	
	MYSQL root login attempt
	
	

	
	FINGER remote command execution attempt
	
	

	
	FINGER root query
	
	

	
	TELNET Ezsetup account attempt
	
	

	
	ATTACK-RESPONSES successful kadmind buffer overflow attempt
	
	

	
	DNS EXPLOIT named overflow attempt
	
	

	
	WEB-MISC telnet attempt
	
	

	
	WEB_ATTACK ping command attempt
	
	


TABLE 2

	Sound

Mapping
	Class Types

	Guitar
	Protocol-command-decode

	Bird
	system-call-detect

	
	attempted-admin

	
	web-application-attack

	
	suspicious-filename-detect

	
	attempted-dos

	
	web-application-activity

	
	Successful-admin

	
	Suspicious-login

	
	Attempted-recon

	
	Attempted-user

	
	Misc-activity

	
	Denial-of-service


Data Collection Procedure

The above information will be collected through software built for this test. Whenever the subject, makes an entry in the table, the time will be automatically noted by the software. The timestamp will also be noted for the intrusions as when it is simulated. After generating all the intrusions, the software will automatically logs out the subject from this test. At the same time, the data will be automatically stored in the database.

Data Analysis Procedure


The difference between the timestamps (one collected whenever intrusion is generated, the other when the subject fills out a particular entry in the table) would help us to find whether the subject has identified the intrusion correctly or not.

Test II: 

Duration: 40-45 minutes
Objective

ii) To test whether sound can be used to identify false positives immediately

(First Hypothesis)

ii) To test whether sound can be used to identify a particular intruder or a vulnerable host immediately (Second Hypothesis)

Procedure 

In the second test, the subject shall be asked to find out the false positives by reviewing the log at a constant period of time. In this test, 10 intrusions will be generated repeatedly in a random order. Exactly 10 false positives will be simulated at random intervals of time. The subject will also be asked to find out particular intruders and vulnerable hosts with in this period. The subject has to track 2 intruders and 2 vulnerable hosts with in this time frame. In the test, 1 intruder, 1 vulnerable host, 5 intrusions would be auralized. The specified intruder will attack only once during this time. Likewise, the specified vulnerable hosts will be attacked only once during this period. The subject would be instructed to review the log immediately whenever they hear a sound, to look for false positives. Even if they did not hear any sound, the subject can review the log at any frequent interval of time according to his/her convenience.

Experimental Data

The subject has to review the log as when sounds occur or at regular intervals of time according to their convenience to check for false positives. Whenever the subject identifies a false positive, he has to fill up either 1st or 2nd column of TABLE 1.

Whenever he identifies a sound which matches a particular intruder or vulnerable host, he has to fill up either 1st or 2nd column of TABLE 2. The intrusion will not be generated in the same order as given in the following table.

TABLE 1

	False Positives

Identified through sound
	False Positives Identified without sound
	Intrusion
	Intrusion

Sound Mapping

	
	
	MYSQL root login attempt
	piano

	
	
	FINGER remote command execution attempt
	banjo

	
	
	FINGER root query
	

	
	
	TELNET Ezsetup account attempt
	

	
	
	ATTACK-RESPONSES successful kadmind buffer overflow attempt
	

	
	
	DNS EXPLOIT named overflow attempt
	

	
	
	WEB-MISC telnet attempt
	

	
	
	WEB_ATTACK ping command attempt
	

	
	
	FTP EXPLOIT STAT ? dos attempt
	

	
	
	FTP passwd retrieval attempt
	

	
	
	FTP shadow retrieval attempt
	

	
	
	WEB-ATTACKS chmod command attempt
	

	
	
	WEB-ATTACKS chgrp command attempt
	

	
	
	WEB-ATTACKS chown command attempt
	

	
	
	TELNET ld_library_path
	

	
	
	TELNET resolv_host_conf
	

	
	
	ORACLE EXECUTE_SYSTEM attempt
	

	
	
	ORACLE grant attempt
	


TABLE 2

	Identified through sound
	Identified 

without sound
	Host IP
	Host Type
	Host Sound Mapping

	
	
	172.2.3.4
	Intruder
	piano

	
	
	202.3.4.5
	Intruder
	telephone

	
	
	145.8.9.5
	Vulnerable Host
	

	
	
	134.7.8.9
	Vulnerable Host
	


Data Collection Procedure


The above information will be collected through software built for this test. Whenever the subject, makes an entry in the table, the time will be automatically noted by the software. The timestamp will also be noted for the intrusions as when it is simulated. After generating all the intrusions, the software will automatically logs out the subject from this test. At the same time, the data will be automatically stored in the database.

Data Analysis Procedure


The difference between the timestamps (one collected whenever false positive is simulated, the other when the subject fills out a particular entry in the 1st column of the Table 1) would help us to find whether the subject has identified the false positive correctly or not. Likewise, the time difference for 2nd column of Table 1 will be calculated. The difference in time between the values in the two columns of Table 1 would help us to find out the effectiveness of auralization in finding false positives.

Likewise the procedure would be repeated for Table 2
