Auralization of Intrusion Detection System

Hypothesis

The following questions may be answered by this proposed research:

1. Do subjects detect false positives earlier with the additional aural information than without?

2. Do subjects detect false negatives faster or slower with auralizations?

3. Does the subjects’ musical knowledge affect their ability to make use of program auralization?

The first question may be answered by having subjects detect false positives in a series of simulated attacks using a mixture of auralized and non-auralized intrusion detection points in the auralized system. Thus our first test may be expressed in the form of null hypothesis:
Program auralization has no effect on the level of detecting false positives immediately (H1o)
Whenever the intrusions are perceived by the subject, the manual log review has to be done in order to confirm the system has detected it properly. By capturing the time to detect likelihood of intrusions or false positives, the earlier detection of false positives can be measured. The false negatives may not be identified by the subject as it could be a new type of intrusion i.e., a new technique adopted by the intruder to attack the network, so auralization has no effect on detecting false negatives. The null hypothesis for question 2 can be expressed as: 
Program auralization has no effect on the time to find false negatives (H2o)

The third question requires surveying the subjects to discover their musical backgrounds. Results from this survey can then be compared with the scores obtained in detecting false positives and false negatives by the subject. One of the goals of this research was to develop a system that could be used by people with or without musical knowledge. Therefore we are expecting the musical knowledge of subjects have no significant effect on the results, which leads to the following hypothesis:
Musical Knowledge does not significantly affect the ability of subjects to use the system to find the type of intrusions (H3o)
If the subject performs as hoped, then we would be looking to accept or reject the three null hypotheses

	Hypothesis
	Accept / Reject

	H1o
	Reject – an effect is required i.e.,

early detection of false positives is possible 

	H2o
	Reject – an effect is required i.e., 

early detection of false negatives is possible

	H3o
	Accept – a difference would show musical expertise 

would help


