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Abstract

The network management function includes monitoring the activities of all network devices and the activities of the user. It also logs the anomalous or malicious activity of the user called intrusions. An intrusion detection system is one of the key components in the network management module. Normally the administrator would detect network problems or intrusions by analyzing the information in the log file at regular intervals of time. It is proposed to use aural signaling of malicious events. Thus a suitable auralization of all the modules in a network management application would allow a network administrator to take the necessary corrective actions earlier than otherwise.


The goal of this research is to investigate how useful is auralization in intrusion detection. The work focuses on the auralization of an intrusion detection system using JListen and an experimental determination of the effectiveness of the auralization performed. The auralization would allow the administrator to detect some attacks like Denial of service, which would assist in providing better service to the legitimate users by thwarting the intrusions immediately. The work attempts to find the use and effectiveness of auralization in these systems. 

Need for auralization of Intrusion Detection System

Intrusion Detection System helps the network administrator to discover malicious or anomalous activity of the intruder such as port scanning, denial of service attacks etc. These systems normally log the anomalous activity of the intruder by pattern matching. For example, the intruder may deny services to the legitimate users by opening many TCP connections, which will not complete three-way handshake protocol. This activity causes the server to run out of buffer space and reject connections for the authorized users. To detect denial of service attacks, the system logs the source IP address from where the connection has been initiated and associates the number of connections started by it. If this number exceeds the threshold, the system closes all connections from that particular user. There might be situation where a legal application may need more connections than that of threshold, but their request is rejected by the system. To avoid this, the administrator must reconfigure the system parameters. In this situation, the administrator will not be able to detect the problem earlier. However, if this system is auralized, the system may inform the administrator earlier by generating an aural notification whenever some host exceeds the configured threshold value. In the same way, the denial of service attacks can be detected earlier as and soon after they occur.

If a new network application deployed in the network contains an error such as broadcasting a packet instead of sending it to a particular host, it may congest the network within a short time interval. By auralization, the system will inform the administrator immediately by generating appropriate aural notifications for such events. Hence a counter action can be taken immediately to reduce congestion in the network, which in turns helps to improve the network performance immediately.

Plan of Work

	Serial Number
	Description of the work
	Deadline

	1
	Identification of auralization parameters for Intrusion Detection System. This requires the understanding of the basic features required for this system.
	15/02/2004

	2
	Jlisten module has to be extended to include these auralization points which includes proper auralization of “dtrack” and “atrack” activities 
	15/03/2004

	3
	Development of naïve Intrusion Detection system
	30/03/2004

	4
	Design and  conduct of experiments to determine the effectiveness of auralization in detecting intrusions.  Analyze data obtained from the experirmnts.
	15/04/2004

	5
	Submission of the proposed work
	30/04/2004


