=

An Access Control Model for Video Database Systems

. .
Elisa Bertino ! Moustafa A. Hammad 2
! Dipartimento di Scienze dell’lnformazione

Universita degli Studi di Milano
Via Comelico, 39/41 20135 Milano, ltaly
bertino @dsi.unimi.it

ABSTRACT

A novel approach for modeling access control in video data-
bases is presented. The proposed access control mechanism
uses both the semantics and the structural composition of
video data. The unit of authorization, a video element, can
either be a sequence of video frames or a video object that
appears as part of a frame, e.g., the face of an anonymous
person in an interview. The components of the access con-
trol model are the video elements, the potential users, and
the mode of operation, e.g., viewing, or editing. Video el-
ements are specified either explicitly by their identifiers or
implicitly by their semantic con tents, while users are har-
acterized b y the user credemials. An algorithm is presented
that determines the authorized portions of a video that a
given user may acquire, given the user’s creden tials, the
video content descriptions, and the type of requested video
operations. The description of the implementation of a pro-
totype MPEG-2 based video database system with access
con trol are also preserted.

1. INTRODUCTION

Handling video data needs multidisciplinary skills and leads
to problems that go far beyond video storage and retrieval
or image processing. Video possesses unique characteristics
such as volume and complexity of data even for simple and
short video clips.

A lot of work [7, 16] has been done in describing video data
content. In general, video content includes audio-visual con-
tent, that specifies audio signal, color intensity and distribu-
tion, texture patterns, object motions, to name a few, and
semantic con tert, that deals with the kno wledgeor infor-
mation contained in a given video segment. However, little
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w ork has been done in providing a secure and organized
access to video data. Video access is naturally described
in terms of its semantic con tews, for example, in a rat-
ing system, violent movies are restricted to audience above
certain age, based on video violen t content. We address
in this paper how to build video access control based on
both wvideo semantic contents and users credentials which is
a more flexible and natural way to express authorization for
video data. In a con ventional database emironment access
con trol is usually performed against a set of authorizations
stated b y securit y administrators according to some securit
policies. In its most basic form, an authorization is speci-
fied as a triple < s,0,m >, where subject s is authorized
to access object o under mode m, where the mode refers to
the actions that can be executed on the protectedobject,
such as read or write. Suc h an approah must be properly
extended in order to satisfy the additional challenging re-
quirements characterizing video database (VD) systems.
Video data is used in a variety of applications environments,
such as medical applications, teaching, environmental pro-
tection, manufacturing processes, scientific research, just to
name a few. In such environments, it is often the case that
different classes of users within the same organization must
receive different authorizations for the same set of data.
F or example, consider a sdool giving access to VD to both
teachers and students. Consider a set of videos illustrating
firearms. Whereas teachers canbe allo w edto see all such
videos, the students may only be allowed to see the videos
not sho wing hw to operate guns with the exception of stu-
den ts ha ving age equal or greater than 18.There is thus the
need formodels and mec hanisms supporting the specifica-
tion of authorizations on the basis of user qualifications or
characteristics rather than user identity.

Another crucial requirement is to support content-dependent
authorizations on video data objects. By content-dependent
authorizations we mean that authorizations are granted or
denied to a given user (or class of users) depending on the
actual contentof the video data objects. Consider again
the firearms example, supporting this requires determining
whic h videos she gun operations. Suc h a requiremert thus
calls for the in tegration of the access cotirol mechanism with
mechanisms able to express and model semantic contents of
video data.

A third important requirement results from the fact that
video data has a hierarc hical structure, for example video
stream, video scenes, frames and video objects. This re-
quirement calls for an access control model supporting vary-
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Figure 1: Video clips with blurred parts (face of a
person)

ing granularity levels of authorized objects. For example,
Figure 1 gives a set of frames in a video clip where the face
of the person is blurred, for the purpose of hiding identity.
In this paper we propose an access control model satisfying
the above requirements. Specific features of the proposed
model include: access control specification for video data
objects based on their semantic contents rather than their
identifiers; flexible specification of authorization based on
the notion of user credentials; varying granularity of autho-
rized objects ranging from an entire video, to part of a video
to specific portions of the frames. Our model also provides
functions for resource usage controls, such as limitations on
the play time or video resolution. We propose a video data
model that captures the compositional structure of video
data and can easily represent the semantic contents. We
have integrated our access control with the proposed video
data model.

The rest of this paper is structured as follows. Section 2
introduces related work and contrast it with our work. Sec-
tion 3 introduces the video data model and the video ele-
ments used throughout this paper. The video authorization
model and the detailed specification of its components are
described in Section 4. Section 5 presents the access con-
trol mechanisms and the algorithm proposed in this paper.
Section 6 introduces the access control architecture and our
prototype implementation. Section 7 gives some concluding
remarks.

2. RELATED WORK

Several efforts have been reported to extend conventional
database access control models to deal with new data types
and to provide new functions in authorization management.
Such efforts include temporal authorization models [3], and
extended authorization models for relational databases [4].
Such models are not however fully adequate for the protec-
tion of information in a video database system. The main
reason is that authorizations are specified in terms of user,
or user groups, and object identifiers rather than in terms
of user profiles and object contents. Also, to the authors’
knowledge, supporting varying levels of protection granular-
ity for video database objects has not been addressed before.
The only approach we are aware of has been proposed by Ku-
mar and Babu [13]. This approach only allows one to hide
entire frames for specific classes of users and has no sup-
port for sub-frame restriction. Moreover, even though such
an approach considers users as partitioned into user cate-
gories, it does not support authorizations containing predi-
cates against user profiles.
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In [1]a content-based access control for textual data objects
in digital libraries has been recently proposed. That ap-
proach supports authorizations to be associated either with
an entire document or with parts of it. Such a model has
no provision for video access control for the following rea-
sons. Video data has a more articulated object granularity,
e.g., entire video, sequence of frames, and parts of frames.
Moreover, spatio-temporal properties of video data should
be considered in describing the access context, e.g., some
video elements may be restricted in a specific context that
is described using spatial or temporal relations between their
contents.

Content-dependent access control has been addressed both
in relational DBMS and in object-oriented databases, through
the use of views [10]. Content-based access control is en-
forced by simply specifying some conditions against attribute
values of data objects. In contrast, due to the nature of
video data objects, content-dependent access control for a
VD must be based on the semantics of the video objects,
rather than on the attributes characterizing them. Video
attributes often only deal with physical characteristics of
the video data objects (for example, the color intensity and
distribution, texture patterns, and number of frames or seg-
ments composing the video) and therefore are not significant
for access control. Also, the spatio-temporal properties and
the varying granularities of video data should be considered
in constructing a view of authorized data. For example,
view definition should be able to describe situations like,
restricting appearance of a person in a specific context.

3. THE UNDERLYING VIDEO DATA MODEL

In this section, we introduce the video model used in the
development of our access control model. In general, the
video model should be able to represent the video seman-
tic contents, provide a way to represent the spatio-temporal
property of video data, provide a way to model different
granularity of video data and represent the compositional
structure of video. For example, one view of video data is
as a collection of sequences, a sequence is a collection of
shots and a shot is a contiguous set of frames that represent
a continuous action in time and space [6).

We model video data by three major elements; a video stream,
a video segment, and a video object. Refer to Figure 2 for an
illustration of the video data model. A video stream repre-
sents the continuous sequence of frames that forms the video
context. It is associated with textual annotations that se-
mantically describe the video element. The annotation can
be added manually or automatically extracted from video
(e.g. capturing closed captioning associated with video).
A video segment represents a sequence of frames that are
interrelated. The relationships among the frames are user
defined. The relationships may be built on physical char-
acteristics (e.g., when generated by scene change detection
techniques [12]), or on a semantic view (e.g., the sequence
of frames where a certain actor appears or that contains re-
lated shots in a movie). Each video segment has textual
annotations that describe its semantics.

The third element of the video model is the video object
that represents a visual video object (e.g., a human face,
a car, a building, etc.). A video object may have many
video object occurrences. Each video object occurrence has
spatio-temporal features attached with it that describe its
geometry, e.g., a sequence of polygons or minimum bound-
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Figure 2: Main components of the video data model.

ing rectangles (MBRs) representing the boundaries of the
video object over a period of time. Both, the video object
and the video object occurrence have textual annotations
that give the necessary semantic contents.

Each one of the video elements has a unique identifier and
is regarded as a new sequence of frames, even though it may
be composed of different video elements. For a video object,
it is composed of the set of video object occurrences. For
the other video elements, the set of pairs (video element id,
[start frame, end frame]) represents the compositional infor-
mation.

The video data model allows a video editor to compose a
new video element from existing video elements, e.g., com-
posing a news clip, and supports the representation of mul-
tiple video granularities, e.g., a whole video stream, a video
segment and a video object. In our model each of the video
elements can either be materialized (has a physical existence
in a raw video data) or virtually represented, if composed
from other existing video elements.

4. AN AUTHORIZATION MODEL FOR
VIDEO DATABASES

Integrating access control into database management sys-
tems is usually achieved by specifying a set of authorization
rules and control procedures [5]. Authorization rules describe
who is allowed to access what in the database. Control pro-
cedures deploy these rules on database transactions.

In a video database context, the general form of an autho-
rization rule is a 3-tuple <subject, object, mode>, where the
object refers to a video element as defined in Section 3. The
reader should not confuse the term object with the term
video object also defined in Section 3. In the following sec-
tions we present a detailed specification of the main com-
ponents of the video database authorization rules, i.e., the
subject, the object and the mode.

4.1 Subject Specification

Subjects in an authorization model represent entities trying
to access the database. In our model, we will assume sub-
jects to be end-users. However, our model can be easily ex-
tended by including subjects, such as roles and groups [15].
A suitable access control model should be able to incorpo-
rate information about user characteristics and profiles while
describing authorization to video. To this purpose, we adopt
in our model the notion of credentials [1]. A credential is
a set of security-relevant information, called credential at-
tributes, pertaining to a given user. The credential mech-
anism allows one to specify subjects in authorization rules
not only by using their user-ids (or other system-defined

338

identification mechanism), but also implicitly by specifying
the conditions users need to verify in order to access a given
video, or sets of videos. The credential mechanism provides
a language for formulating credential ezpressions, that is, a
Boolean combination of predicates, against which user char-
acteristics are matched. Evaluation of a credential expres-
sion thus results in a set of users that satisfy the expression
requirements. To ease the process of credential specifica-
tion, credentials with similar structures are grouped into a
credential type.

In the following, we recall from [1] definitions of some of
the above-mentioned notions. In the following definitions,
we assume that the following sets are given: AN - a set
of attribute names; 7 - the set of the possible types (such
as integer, real, Boolean, character, and string) of at-
tributes in AN; V - the set of legal values for types in T.
Moreover, we denote the set of credential-type identifiers
and the set of credential identifiers with C7 and CZ, respec-
tively. We use U to denote a set of user identifiers and we
use A(ct_id) to denote the set of the names of attributes in
credential type ct_id, where ct_id € CT.

DEFINITION 4.1. (Credential Type) [1]
A credential type is a pair (ct_id, attr), where ct_id € CT
s the credential type identifier; and attr is a set containing
an item for each attribute of the credential type. attr in
turn is a triple (name, dom, a_type), where name € AN
is the attribute name, dom € T s the attribute domain,
and a-type € {opt, mand} specifies whether the attribute is
optional (opt) or mandatory (mand) . m|

Example: The following is an example of credential type:
(Student, {(address, string, mand), (GPA, number, mand),
(status, string, opt), (registered, Boolean, mand)})

A credential is an instance of a credential type and pro-
vides the corresponding values to the specified attributes,
as specified by the following definition.

DEFINITION 4.2. (Credential) [1] A credential ¢ is a 4-
tuple (c-id, user-id, state, ct_id), where c_.id € CZI is the
credential identifier, user_id € U is the identifier of the user
with whom the credential is associated; state = (a1 : v1,..,an :
vn), where ai,... ,an € A(ct_id) are the names of the at-
tributes of ¢, and v1,... ,vn, €V are their values; and ct_id
€ CT s the identifier of the credential type of which c is an

instance. O
Example: The following is an example of credential:

(ci, John, (address:Waldron street, GPA:3.5,
Status:Graduate, Registered:Yes), Student). A

Note that the same subject can have different credentials.
Credential expressions are specified by a simple language
which consists of a set of variables Vary, ranging over the
set U of user identifiers and a set of predicate symbols Pred
of arity one, with type Vary. For each credential type
ct € CT, a corresponding predicate symbol ct() is defined
in Pred. Such predicates capture the associations of users
with credential types. Also, predicates can be defined as a
distinct set of user identifiers.



Expressions that can be specified in our language are for-
mally defined as follows.

DEFINITION 4.3. (Credential Expression)
Let © = {Z,#,>,<7Z;S;E,gyg”@,c:¢:3:272§:2} be a
set of relational comparison operators. The set CE of creden-
tial expressions is built from atoms and © as follows. Atomns
can be of the following types:
e P(x), where P € Pred and x € Vary;
e r.aopv, wherex € Vary,a€ AN, v €€V, and op € O.
Then the set CE of credential expressions is recursively de-
fined as follows:
e Every atom 1s a credential expression.
o If CEy and CEy are credential expressions, then CE1 A
CE>, CE, V CE», -CE:, (CE;) are also credential

ETPTESSLONS. a

The evaluation of a given credential against a credential ex-
pression comnsists of replacing the attribute names, in the
credential expression, with the corresponding values in the
credential and determining the truth value of the resulting
credential expression. The set of subjects to which autho-
rizations apply can thus be specified by means of some cre-
dential expression, as stated by the following definition.

DEFINITION 4.4. (Subject Set Specification) A sub-
ject set is a credential expression in CE. m|

Example: In what follows we present some examples of the
different forms that can be used to introduce subjects in our
model.

e (Viewer(x) A (x.age > 18)): this expression denotes
all viewers who are > 18 years old.

e {uid;,uid,, uids...}(x): this is an explicitly specified list
of authorized subjects. A

Credential types can be extended to include audio and vi-
sual characteristics of subjects that affect the way they ac-
cess video contents. For example, a speak impaired person
may be allowed to view video while replacing the associated
audio content by a superimposed sign language (introduced
by an illustrator) and hence save the bandwidth and speed
up the display process.

4.2 Object Specification

As discussed in Section 3, a video element can be repre-
sented as either a video stream, a video segment or a video
object. The specification of an authorization object in our
model is based on these video elements.

Video elements can be specified either directly, by provid-
ing their identifiers, or indirectly through their contents.
For example, the semantic contents, the audio-visual con-
tents, etc. Contents can be combined in content expressions.
A content expression involves one or more video contents
combined according to some Boolean, spatial, temporal or
spatio-temporal operators. Temporal relations are defined
over the interval between the start frame and end frame,
of the video elements and cover all the possible temporal
relations between two intervals (e.g., overlap, during, start,
end, meet (and their inverses), before, after and equal) [2].
The spatial relations apply only on video objects in a frame
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Figure 3: The relationship between authorized, pro-
tected and restricted objects.

and can either be topological relations (e.g., overlap, dis-
joint, touch and inside), directional relations (e.g., north,
south, east, west, above, below, left, right, middle, center),
or distance relations (e.g., far, near, close). Spatio-temporal
relations are also defined among video objects. For exam-
ple, the approach relation indicates an approaching video
object to another video object and is interpreted as the spa-
tial distance between them decreases over their common life
time interval [11]. Content expressions are specified by a
language similar to the one used in credential expression. In
the following definition we use the following sets: Vary - a
set of variables ranging over the video elements identifiers;
Pred - a set of predicate symbols of arity one, with type
Varv; CN - a set of video contents, for example contents
may represent the annotation associated with each video el-
ement; VCN - a set of values for video content; VOP - a set
of video operators (spatial, temporal, and spatio-temporal
operators).

Content expressions that can be specified in our language
are formally defined as follows.

DEFINITION 4.5. (Content Expression) Let © be a set
of operators defined over the video contents (e.g. © can be
the contain operator, to denote if a certain keyword(s) ewists
in a video element annotation, or © can be a comparison op-
erator). The set CN'E of content expressions is built from
atoms which can be of the following types:

e P(x), where P € Pred and v € Vary;

e x.cO v, wherex € Vary, ce€CN, v e VCN.

Then the set CN'E of content erpressions is recursively de-
fined as follows:

e Every atom 1s a content erpression.

o If CNE, and CNE> are content expressions and op €
VOP, then CNE, N CNE,, CNE:1 V CNE,;, ~-CNE\,
(CNE.), CNE, op CNE> are also content expressions. O

The evaluation of a content expression will result in those
video elements with contents satisfying the expression. The
following example shows a content expression, where the
content of interest is the video annotation, annot, associ-
ated with video elements.



Table 1: Definition of © operator on video elements

I Vitro Visgro [ voro

Vstpo The set of frame The set of frame Vstpo with blurred
sequences € Vstpo sequences € Vstpo appearance of Vopo
and € Vstro and € Vsgro

Vsgpo | The set of frame The set of frame Vsgpo with blurred
sequences € Vsgpo | sequences € Vsgpo appearance of Vopo
and € Vstro and € Vsgro

Vopo The set of frame The set of frame The set of frame
sequences including | sequences including | sequences including
Vopo and & Vstro | Vopo and & Vsgro | Vopo with blurred

appearance of Voro

Vst, Vsg, Vo denote video stream, video segment and video object, respectively,

and the subscripts po, 7o refer to protected and restricted element.

Example: The content expression

(x.annot contain ’Charles De Gaulle’) DURING (y.annot
contain "World War II’) will get all video elements (x) that
contain the phrase ’Charles De Gaulle’ in their annotations
and that temporally fall during the period of video elements
(v) that contain the phrase "World War II’ in their annota-
tions. A

Objects in our authorization model are introduced by spec-
ifying two components. The first component identifies a
video element, or set of video elements (that is, a video
stream, a video segment, a video object or sets of them)
the user wants to access. We refer to this component as
a protected object set. But video is more informative in
terms of its contents, and even though the user may have
access to video, he may be restricted to access part(s) of
it. So, the second component, in our specification specifies
censored parts, where the user should be denied access to.
Those censored parts represent video elements that should
not be accessed by the user. We refer to those censored parts
as restricted object set. The set of objects finally obtained
after excluding the censored parts is referred to as the au-
thorized object set. Those are the actual objects to which
the authorization applies. Figure 3 shows the relationship
between protected, restricted, and authorized objects with
the mapping on pixel/time domain, where each frame can
be considered as a two dimensional array of pixels.

A key feature of our model is that both the protected and the
restricted object sets are specified according to the same lan-
guage. Therefore, a seamless integration between the specifi-
cation of the two components is achieved in the specification
of the authorized object set. We refer to the specification
of a protected or restricted object set as object set specifica-
tion. A formal definition of object specification, protected
or restricted, is given in what follows.

DEFINITION 4.6. (Object Set Specification) The o0b-
ject set is defined as a content expression. O

Note that the object specifications can be quite heteroge-
neous, ranging from specifications given just in terms of an
explicit list of video elements to specifications given by im-
posing conditions on the video contents, according to the
content expression language. However, the actual objects
denoted by the specification are all video elements. More
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specifically:

e If the objects are explicitly specified by a list of video
elements, such as video streams, video segments or video
objects, then these video elements represent the object set
specification.

o If the objects are specified through a content expression,
then the video elements with contents satisfying the expres-
sion represent the object set specification.

The following definition states our notion of authorized ob-
ject set.

DEFINITION 4.7. (Authorized Object Set Specifica-
tion) Let po and ro be object set specifications defined ac-
cording to Definition 4.6. An authorized object set specifi-
cation, aos is a two-component expression po.ro, where the
first component s the protected object set, and the second
component is the restricted object set. O

Note that the restricted object set component, ro, is op-
tional, i.e., a missing ro part indicates an empty set, @), of
restricted objects.

To fully define our approach, we need to state what is the
actual semantics of an authorized object set specification.
The semantics formally states how we determine the actual
objects denoted by a given authorized object set specifica-
tion.

DEFINITION 4.8. (Semantics of Authorized Object
Set Specification) Let aos = po.ro be an authorized object
set specification defined according to Definition 4.7. The
semantics of aos is defined by the following erpression:
aos = po O ro,

where the © operator is defined in Table 1. O

Example: The following are some examples of authorized
object set specifications.
e po = (x.annot contain “Drug addiction interview”)

ro = {PersonID}(y)
This specification denotes all video elements reporting inter-
views about drug addiction without, however, showing the
addicted person. PersonID in the specification is the video
object identifier of the addicted person and denotes the re-
stricted object in the video.
e po = (x.annot contain “Firearms”)

ro (v.annot contain “gun” DURING y.annot contain
“operate”)
This specification denotes all videos showing firearms, by
restricting the video portions that show how actually guns
are operated. A

4.3 Mode Specification

Low level operations, such as physical read and write op-
erations, are not semantically meaningful for access control
in video database. Therefore, in our model we introduce a
set of abstract operations that are relevant to the way users
actually access VD objects.

Users of VD go through the following stages. The user first
submits a request for a given video. The VD server pro-
cesses the request, and returns to the user either the anno-
tations associated with the video, or a list of representative



Table 2: Video privileges, VP, provided by the ac-
cess control model

Class | Privilege | Meaning

View annotation To display the results as the associated annotations

only. It speeds up the query response time.

RFrames To display the results as a set of RFrames. Display-
ing only RFrames allows one to return relevant info-
rmation about the result and also save the bandwidth

by not returning the whole video.

Play (period, To play video element. period specifies permission to

quality) play for a specified period of time, say for 10 minutes;
+ indicates playing the entire video. Quality specifies
the desired displaying quality of video (low | high)

Play only indicates unlimited period and High quality.

Edit annotation To edit the annotations of the video elements.

video

To modify, delete or add video elements to VD.

frames, RFrames. The user can then request to play the
video or submit a more detailed request based on the inter-
mediate result. Also, the authorization may permit playing
for a specified duration (such as the first 10 minutes of the
video), or playing the video data elements according to dif-
ferent resolutions [17]. The last function uses authorization
to control resource usage. Suitable access modes should be
devised corresponding to operations performed in such a sce-
nario. Another group of operations for which access control
should also be provided include operations for editing the
video elements or for introducing new ones. In general, au-
thorizations to perform such operations should be given to
few, selected users. The highest privilege operations are to
add, delete or modify the existing video elements since such
operations may greatly affect other video elements.

The different modes of operation, video access privileges,
that are provided as part of our model are described in Ta-
ble 2. The privileges in the table can be ordered, in terms
of increasing power, according to user preference. In other
words the model permits user to indicate which operation is
subsumed by the other, for example viewing the annotation
may be considered more serious than viewing the RFrames,
if the text will reveal more information than the RFrames do.
The <, is used to represent a total order relation between
video privileges, for example one possible order of privileges
is: View(annotation) <, View (RFrames) <, Play (period,
quality) <, Edit(annotation) <, Edit(video).

4.4 Video Authorization Rule Specification

In this section a formal definition of authorization rules is
introduced. In the definition we assume that the following
sets are given: P - a set of time intervals expressed according
to some time unit; Q - a set of quality levels.

DEFINITION 4.9. (Authorization Rule) Let s be a sub-
ject set specification defined according to Definition 4.4. Let
aos be an authorized object set specification defined accord-
ing to Definition 4.7. Let m be an access mode in the set
{view(annotation), view(RFrames), edit(annotations),
edit(video)} |J {play (pi, i) | pi € P, a1 € Q}. An
authorization rule is defined as the tuple (s, aos, m). O
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According to the above definition, an authorization rule has
the following components:

e s: it is a set of authorized subjects. Subjects are intro-
duced as credential expression and s includes all subjects
that satisfy this expression.

® qos: it is a set of authorized video elements representing
the difference between two sets calculated according to the
© operator. The elements of both sets are specified by con-
tent expression as stated in Definition 4.6.

e m: it is the video operation allowed for the subjects on the
specified objects. If m is the play mode, the authorization
may optionally contain a time duration and a quality level.
In what follows, we present several examples illustrating the
features of our authorization model.

Example: Let VstID be the identifier of the interview video
stream, and VoID be the video object representing the face
of the interviewed person. Then, authorization

AR1 =(s: Viewer(x) AND (x.Class=General Audience),

aos: (po: VstID(y), ro: VoID(z)),
m: Play)

gives the play authorization on the T'V-interview, while hid-
ing the face of the interviewed person, to all viewers whose
class is general audience. A

Example: The authorization
AR2 =(s: Student(x) AND (x.major = History),
aos: (po:(y.annot contain “World War I1I”) AND
(y.annot contain “documentary movies”)),
m: Play)
gives the play authorization for browsing the World War II
video library to all college students whose major is history. A

S. ACCESS CONTROL

The main role of the access control mechanism is to ver-
ify that user u, trying to access object o, using a privilege
p, is authorized to do so. This access control scenario is
quite general [5]. However, video access control has the fol-
lowing distinct features. First, subjects are introduced by
using credential expressions. Hence, the subject verification
process should consider the satisfaction of user credential to
the provided credential expression. Also, the object verifi-
cation process should consider both possibilities of existence
of object identifier or satisfaction of content expression by
the contents of the requested object. In addition, authorized
objects are specified as two components, protected and re-
stricted objects. These components are not necessarily tem-
porally or spatially disjoint. For example, a protected object
may represent the video stream and a restricted object may
represent certain video segments or even video objects in
this video stream. This requires the access control to apply
some filtering based on the restriction part, such as clipping
restricted frames, or obscuring or blurring restricted sub-
frames.

The access control algorithm is specified in Figure 4. The
algorithm works as follows: It checks each authorization rule
in AR set that has u as one of its subjects and such that
p is an allowed video operation. Functions IsSubject and
IsMode perform these checks. The previous checking step
is important in the evaluation of access control since many
requests can be denied at this point without the overhead of
object retrieval and access checking. In our model we allow



ALGORITHM 5.1. Access Control Algorithm

INPUT: [1] An access request (u, 0, p), [2] The authorization rules set AR
OUTP UT [1] AcCEPT and return o , [2] REJECT otherwise
METHOD:
relevant_ar_set:={)
For each ar(s,aos,m) € AR do
If ( IsSubject” (u,s) A IsMode' ( p,m) ) Then
relevant_ar_set < relevant_ar_set U{ar}
EndI f
EndFor
If ( relevant_ar_set # 0 )Then
o +o
For each ar € relevant_ar_set do
o' < objects that belong to both o' and aos
EndFor
If (o' #0 )Then
return(ACCEPT, o)
Else
return(REJECT)
EndI f
Else
return(REJECT)
EndIf

* [sSubject(u,s) returns TRUE if user satisfies subject expression, else returns FALSE.
T IsMode(p,m) returns TRUE if p <p m or p=m, else returns FALSE.
P

Figure 4: Access control algorithm

the subject to have many authorization rules and we always
follow the most conservative ones. Hence, several authoriza-
tion rules can satisfy those conditions and all of them are
collected in relevant_ar_set. If after searching the whole AR
set, relevant_ar_set is empty then the user request is rejected
and the check is complete. Otherwise, for each authoriza-
tion rule in relevant_ar_set the requested video element is
restricted to the authorized object set. After processing all
the relevant_ar_set, o’ will contain the authorized objects. If
o' is empty, this means the user’s request is rejected, other-
wise it is accepted and returns o'.

6. SYSTEM ARCHITECTURE AND IMPLE-
MENTATION

The system architecture is depicted in Figure 5. The au-
thorization manager is responsible for the full management
of both the authorization rules base and credentials base.
Through the authorization manager, one can add, modify,
or delete user credentials or authorization rules. The ac-
cess control manager implements the access control algo-
rithm specified in Section 5. The content manager processes
content expressions and returns the video elements with con-
tents satisfying the expression. The video data manager is
responsible for handling of video data (video stream, video
segment and video object). The access control manager also
communicates with the filtering effects manager to perform
any necessary exclusion of frames or blurring of certain sub-
frames.

We have implemented our access control model and tested
the functionalities described in this paper. We use video
data sources in MPEG-2 format. MPEG stores video data
in a hierarchical structure of sequences, GOP (group of pic-
tures ) and pictures [14]. An MPEG sequence consists of
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Figure 5: System architecture for a secure video
database management system

one or more GOPs. We build an index table on top of each
MPEG file to be able to address GOP and sequences di-
rectly. We use a relational database management system to
implement our video model as described in Section 3 and to
store all necessary data (authorization rules, credentials and
index tables of MPEG source files).

The security administrator is the only user who has the
rights to introduce new authorizations. The administrator
should specify the mode of operation, the subject (as a cre-
dential expression) and both the protected and restricted ob-
ject sets (as a content expression). The system pre-evaluates
the content expressions to retrieve the corresponding video
elements and store their identifiers. The pre-computation of
the protected and restricted objects is important in order to
speed up the computation process as will be discussed later.
The system also allows the administrator to introduce new
users and define their profiles.

We have implemented a parser to process content expres-
sions, introduced in Definition 4.6. The parsing output is
a set of SQL commands that access the underlying rela-
tional video model. The SQL commands are then executed
to retrieve the target video elements. All video operations
(Boolean, temporal, spatial, or spatio-temporal) introduced
in Section 4.2 are easily expressed in SQL syntax. For ex-
ample, temporal operations are specified as Boolean checks
against start and end frames of video elements. Also, spatial
operations are expressed using Boolean checks against the
points representing the geometric description of the video
objects.

We deploy the following strategy in executing a user’s re-
quest. The request is directed only to those video elements
that belong to a protected object set. When obtaining the re-
sult (the set of video elements that satisfy the user’s request
and also belongs to the protected object set), we restrict
them with the restricted object set. The restriction process
follows Definition 4.8, and may involve clipping of frames or
blurring of video objects.

Clipping of frames is achieved by mapping the result to a non
overlapping sequence of frames and comparing them with a
non overlapping version of restricted frame sequences, then
clipping sequences that fall in the restricted region. This
is implemented by one scan over the sorted video intervals
as shown in Figure 6. Blurring parts of frames is accom-
plished by following the same steps as clipping but instead
of removing the restricted frames, we process (blur) video
objects in the intersected frames based on the stored ob-
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Figure 6: Clipping of video frames.

ject geometric description. Clipping of frames is performed
in two steps, the first step is a logical operation, where all
frames clipping is performed on the stored interval informa-
tion of video elements. The second step is performed only
as the user requests to play the video and involves stream-
ing the processed intervals to the user for display. Only at
this step we need to deal with raw video stream. The blur-
ring process is also done in two steps, where the first step
only records the need to blur a video object (identified by
a unique id) and the frame intervals to apply the changes.
The second step involves accessing the pictures that con-
tain the video objects and then blurring the area specified
by the minimum bounding rectangle (MBR). This approach
has the advantages of speeding up the video access process
(all data operations are performed against the video meta
data, in the data model) and accesses to raw video data is
delayed until display time. Our technique also does not slow
down the display process significantly since, video is usually
compressed and we integrate the process of filtering in the
decoding process.

7. CONCLUSION AND FUTURE WORK

In this paper we presented an access control model for video
databases. The main components of authorization rules
have been defined in video context. Our model allows one to
specify authorization subjects by their identifiers or accord-
ing to their credentials. The model also provides a clear
definition of authorized objects that can be specified im-
plicitly by using content expressions. A distinct contribu-
tion of our work is to provide access control for different
video granularities ranging from a whole video stream to
sub-frame regions or video objects. In order to implement
these techniques, filtering effects are incorporated into the
access control mechanism. Filtering effects are used to hide
a sequence of frames, or to blur sub-frame regions in these
sequences. They can be extended to deal with audio and
text as well. The access model also provides a categoriza-
tion of privileges that are meaningful for video data. The
privileges we have devised are abstract and suitable to in-
teract with video. They range from the privilege of just
viewing the annotations associated with video to full con-
trol on video elements. Because our authorization model
is based on video contents, it can be easily applied to dif-
ferent video data models. This is a relevant feature of our
work since several efforts are currently on-going in the area
of video content description (e.g. MPEG-7 [9]).
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