Syllabus

Course Title: Trustworthy Machine Learning
Course Number: CS 59300

Semester: 2026 Spring

Instructor: Hanshen Xiao

Course Description

The remarkable advances in machine learning (ML) over the past decade have primarily been
driven by optimizing loss functions aimed at predictive accuracy. Despite these successes, the
widespread deployment of artificial intelligence (Al) systems has raised significant societal and
ethical concerns. This course explores a broad range of cutting-edge topics in trustworthy
machine learning, including privacy, robustness, content protection, fairness, and
interpretability. We will examine recent advances across these areas—covering attacks, both
empirical and provable defenses, as well as evaluation and auditing techniques—and discuss
the methodologies that underpin them.

Prerequisites
CS 37300 and CS52600

Student Evaluation
25% Homework
25% Midterm Exam
50% Final Project

Course Schedule (Tentative)
1. Preliminaries (2 weeks):
1.1 Mathematical and Statistics Foundation (1 week)
1.2 Machine Learning Backgrounds (0.5 weeks)
1.2 Methodology in Attacks, Defense and Auditing/Evaluation (0.5 week)

2. Privacy and Integrity (4 weeks)
2.1 Differential Privacy (1 week)
2.2 PAC Privacy and Black-Box Privatization (1 week)
2.3 Membership Inference Attacks (0.5 week)
2.4 Secure Multi-Party Computation and Zero-Knowledge Integrity Proof (1 week)
2.5 Side-Channel Leakage in Machine Learning and Model Stealing/Extraction (0.5
week)

3. Robustness and Compliance (3 week)
3.1 Adversarial (Byzantine) Robustness (0.5 week)
3.2 Backdoor and Poisoning (1 week)
3.3 Prompt-level Robustness (0.5 week)
3.4 Compliance of Large Language Model (1 week)


https://selfservice.mypurdue.purdue.edu/prod/bzwsrch.p_catalog_detail?term=202610&subject=CS&cnbr=37300&enhanced=Y

Copyright and Content Protection (1 week)
4.1 Unauthorized Data Usage Detection (0.5 week)
4.2 Fair Data Sharing and Protection (0.5 week)

Fairness and Bias Mitigation (1 week)

Interpretability and Trustworthy Deployment (1 week)



