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Abstract

One of the central tasks in managing, monitoring and
mining data streams is that of identifying outliers. There is
a long history of study of various outliers in statistics and
databases, and a recent focus on mining outliers in data
streams. Here, we adopt the notion of “deviants™ from Ja-
gadish et al [19] as outliers. Deviants are based on one of
the most fundamental statistical concept of standard devi-
ation (or variance). Formally, deviants are defined based
on a representation sparsity metric, i.e., deviants are val-
ues whose removal from the dataset leads to an improved
compressed representation of the remaining items. Thus, de-
viants are not global maxima/minima, but rather these are
appropriate local aberrations. Deviants are known to be of
great mining value in time series databases.

We present first-known algorithms for identifying de-
viants on massive data streams. Our algorithms monitor
streams using very small space (polylogarithmic in data
size) and are able to quickly find deviants at any instant,
as the data stream evolves over time. For all versions of this
problem—uni- vs multivariate time series, optimal vs near-
optimal vs heuristic solutions, offline vs streaming—our al-
gorithms have the same framework of maintaining a hierar-
chical set of candidate deviants that are updated as the time
series data gets progressively revealed. \We show experimen-
tally using real network traffic data (SNMP aggregate time
series) as well as synthetic data that our algorithm is re-
markably accurate in determining the deviants.

1. Introduction

A challengein datamining is to develop methodsfor
mining datastreams.Data streamsare ubiquitous:obser
vations of atmosphericconditions(rainfall, temperature),
network trafc (highway, telephone,nternet, web click),
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nancial transactiongpoint-of-sales,credit card transac-
tions, stock tickets), etc. Traditional databasesleal with
datastoredin nite, persistentdatasetswith moderateup-
daterates.Streamsare potentiallyin nite, continuousar
riving atafastrateandin largeamountMining datastreams
entailsratheruniqueconstraints(1) individual dataitems
haveto beprocessedxtremelyfastto matchthestreanrate,
(2) only limited storageis availablefor processing—ocap-
turing andarchving—dataat streamrate, (3) mining hasto
beadaptveto changingrendsin thestreamand(4) mining
oftenhasto supportdecisionsystemsn near-real time be-
causeanumberof applicationsarederivedfrom monitoring
systemsthat feed alarms,operationsand other regulatory
actiities thatrequirereal-timeresponseThesechallenges
in datastreammining have now engagedhe databaseom-
munity; see[29] for asurwey and[30] for atopicalselection
of papers.

Clustering,classi cation and outlier analysesare some
of the fundamentamining tasks.Therehasbeena signi -
cantamountof work on clusteringandclassi cationin data
streamsThefocusof this paperis on outlier analysis. The
notionof outliersis intuitive in generalbut therearemary
formal approachego de ning and searchingfor themin
Statistics DatabaseandKDD communitieqa selectionof
booksis [27, 18, 3]). The simplestoutliersare“heavy hit-
ters”, i.e., valuesthat arelarge. Heavy hittersarerelevant
in network traf ¢ applicationsandhave beenstudiedexten-
sively in thatcontext (for example[10, 25], thoughthisis by
no meansxhaustve). In generaloneseeksmoresophisti-
catednotionsof outliers.A commonapproachs to de ne
outliersasthosethatareunexpected basedon someposited
probability distribution satis ed by the data;a small selec-
tion of reference®f this genreinclude[24, 28, 29]. An in-
terestingdistance-basedpproacho outlierswasoriginally
proposedy KnorrandNg [22]. Thereareotherapproaches
aswell, suchasclustering-classi cation-,depth-basedstc.
Many of thesemethodsdescribea global criterionfor out-
liers. An interestingtension,in the areaof outlier analyses,
is basedon the local vs globalaspecbf outliers. Thereis a
largebodyof work on nding outlierswithin localwindows
by using one of the outlier approachesibove within win-
dows (for example,seethe density-basedpproactof [4]).



Finally, a recentwork studieslocal outliers, but at multi- We presentthe rst known optimal algorithm for

ple granularitied23].* nding provably optimal deviants. More importantly,
In this paper we adoptthe notion of outliersintroduced we presentthe rst known provably nearoptimal
in Jagadishet al [19], namely that of deviants. Deviants streaming algorithms for mining deviants in data
areoutliersde ned basedon arepresentatiosparsitymet- streams.Our algorithm uses O((k3/¢) logn) space
ric. In particular x thehistogramrepresentationf thein- to storea summarydatastructureof the streamtak-
put data (the discussionmay proceedequally in termsof ing O((k*/e)logn) time to process each item.
ary otherrepresentatiomechanisnfor input data).A his- When queried, we can obtain deviants in time
togramcomprisesa few “buckets” thatareusedto summa- O((k®/€)logn). Algorithms that work in less than
rize the datalossily. Saywe have a budgetof B wordsto linearspaceandtime needto necessarilyputputanap-
storethe histogram.Supposewe removed k& < B points proximation rather than the exact answersfor this
out of the dataand storedthem separatelyand usedthe problem.We prove that the approximationis 1 + e,
restof the budgetof B wordsto lossily compresshe re- for arny userspeci ed toleranceg, on the error of ap-
mainingdatadistribution. Now, the problemis posedasan proximating the datastreamusing the combined
optimizationone. What is the choiceof &£ points, so that representatioof deviantsandthe histogramon there-
the combinedrepresentationf i pointsandthe remaining mainder We also presentheuristicsbasedon pseudo
histogramrepresentatiothestapproximategshe input data deviants, which do not have the provably approxi-
distribution?(Theformal de nition of this problemwill be mateguaranteehut performwell neverthelessandare
presentedn Section2.) The k pointsthatareremovedare signi cantly faster
calleddeviants. The authorsin [19] shavedthatthereis a Besidessimple outliers suchas heary hitters[10,
choiceof k for which oneobtainsthe “best” overall repre- 17], we do notknow of ary outlier detectionalgorithm
sentationandthatthedeviantpointscanbeusedasahighly thatworkson datastreamsi.e., in sublinearspaceand
effective mining device for time seriesdata.They alsopre- time.

sentedef cient algorithmsfor nding the deviants,taking
time O(n?k?B), onstoreddataof sizen. Their methodslo
notwork in the datastreamcase.

In this paper we study the problemof estimatingde-
viants on datastreamsintellectually deviantsare intrigu-
ing becausehey implicitly combinethe local outlier prop-
erty (deviants are pointsthat “stick out” in the contet of
a local bucket) with the global context (the bucket bound-
ariesarebasedon global criteria of sparsedatarepresenta-
tion). Technically nding deviantsappeargo be challeng-
ing. In fact,theresultin [19] reliedon doubledynamicpro-

e We next considerthe multivariate time seriescase
where at eachtime ¢, we have several functions as
f1(t), f2(t), ..., fe(t) that are obsered. This is typ-
ically the casein practice,and ¢ is small. Evenin
theof ine casewhereall the datais stored,this prob-
lemis likely to behard.We presenteuristicsolutions
basedon relaxed deviants for nding deviantsin mas-
sive multivariatetime seriesdatastreams.Thereare
the rst known algorithmsfor deviantanalysisin mul-
tivariatetime series.

grammingandit capturegdleviantsover alarge classof so- e We perform systematicexperimentswith real data—
lutions. However, we obsene herethat the deviantsfound SNMP data of aggregatedtrafc ow in backbone
in [19] arenot optimal. Rather onecanobtaina truly opti- links of anISP—andshaow thatour approximationsare

mal setof deviantsusinga structuralpropertyof deviants remarkablyaccuratein determiningnearoptimal de-

within buckets (Lemma1). Thusthe problemof optimal viantsef ciently overlargedatastreamsOursolutions
choiceof deviantsis fairly sophisticatedFinally, deviants canbeusedto continuouslymonitorthe changen de-

seento applyquitenaturallyto datastreamsvhich aretime viantpatternsovertimeandcangive ahierarchyof sig-

seriesobsenations.In mary applicationghatgeneratalata ni cant deviants.Also, the experimentsshow thatour

streams—@., IP network data—afew bucketssufce to cap- solutionsrunsmuchfasterandstorageusedis lessthan

turemostof theenepy of thedatadistributions[10]. Hence, whatourworstcaseboundspredict.

for relatively smallparameters andk, onecanobtainafew
meaningfuldeviantsfor datastreamsThis is quite attrac-
tive for datamining.

We initiate the studyof deviant mining on datastreams.
Ourmaincontritutionsareasfollows.

All oursolutionsarederivedusingauniformframework.
We maintaina hierarchicalset of potentialbucket bound-
aries as we streamthroughthe input. For eachpotential
bucket, we maintaina setof candidate items (that may be
deviants,pseudodeviantsor relaxed deviants), thatis suit-
e We rst considetthe univariatetime seriescasewhere  aplefor the problemunderconsiderationThe precisede-

ateachtime, wehaveafunction f(¢) thatisobsered.  taijls differ: which itemsaresuitablecandidateshow to up-
datethem, and how to updatethe bucket boundariesgtc.
1 This paper also has a nice overview of outlier detection literature. This framework is not novel in algorithmdesign:mary of




therecentdatastreamalgorithmsusesucha framework in-

cluding thosethat nd wavelets[11], quantiles[12], his-
tograms[14], heavy hitters[6], etc. Howeverit is novel to

combinethis framewnork with a setof candidatetems per
potentialbucket at eachlevel of the hierarchy For the uni-

variatecase the candidatesve identify form a smallsuper

setof itemsin abucketwhich areguaranteed to containthe
deviants.(A similarcharacterizatiors inherentn [5] which
may be thoughtof asa 1-bucket versionof our Lemmal.)

A similar characterizatiomloesnot exist for the multivari-

ate case.For the sale of ef ciency, someof our solutions
usecandidateghat can be identi ed quickly which prove
quite effective in experimentalanalysis,but do not a pri-

ori have guarantees.

Map. Therestof the paperis organizedasfollows.In Sec-
tion 2 we formally presenproblemsof ourinterest.n Sec-
tion 3 we outline somestructuralpropertieof deviantsand
provideasmallspacefastperitemprocessingime approx-
imationalgorithm.In Section4 we describeafasterheuris-
tic, basedbn whatwe call pseudadeviants.In Section5 we
extendthis to the multivariatetime seriedatastreamsSec-
tion 6 provides someexperimentalobsenationsover real
andsyntheticdatasetsandwe concluden section?.

2. Models and Problem Formulations

Here,we give somede nitions andprovide anoptimiza-
tion framawork for the problemof nding deviantsin the
datastream.

2.1. Histogramming

First, we formally de ne the problemof nding his-
togram representationWhile constructingthe histogram,
we breakthe datastreamuy, vo, ..., v,, into buckets of con-
tiguousindices.Then,all the numbersn a givenbucket B
are replacedby a single value k. The histogramminger
ror of this bucket is the sum squared error (SSE)given
by >,c5(v — h)?. Givenabucket, it is easyto seethat
the value h which minimizesthis histogramerror is just
the average(mean)of all the valuesin B and the mini-
mum possibleerror thenin B is nothing but the variance
of all the valuesin B. A simple expressionfor the vari-
anceVAR[BlisY_, .5 v*— (X ,c5 v)?/|B|. However, the
non-trivial taskhereis to nd out how to split the givense-
guencento buckets.

Problem 1 Optimal Histogram Construction.

Given a sequence X of length n and number of buckets
k, find a partition of X into k& contiguous buckets such
that the total error of the histogram representation that is
Zle V AR|B;] is minimum over all such partitions.

Jagadishet al [20] gives an optimal O(kn?) dynamic
programmingalgorithmfor the above problem.Whenthis
problemis seerasa streaminglataproblem this algorithm
takesO(kn) spaceandO(kn) peritem processindime.

In thedatastreamcontext, oneprovably cannot nd the
optimalhistogramusingonly sublineaispaceSo,oneseeks
anapproximate histogram thathask buckets,but SSEis at
most1 + e of the SSEof the optimal histogram.

Guhaet al [14] shav that whenwe only wantto nd
a histogramrepresentationvhich is approximateup to the
factor 1 + e of the optimal, this can be achieved by a
streamingalgorithmwhich takes O(k? log n/¢) spaceand
thesameperitem processingime.[15] givesanevenfaster
algorithmusing wavelets. Typically, in theseapplications,
n is very large and k. is a small constantWe canonly af-
ford peritem-timeandspacesublineaiin n, preferablylog-
arithmicin n.

2.2. Deviant Histogramming

We next describethe deviant histogrammingproblem.
[19] de nes this problem.Let E(X, k) denotethe mini-
mumbhistogramerror(SSE)for sequenc& whenweareal-
lowedto usek buckets.Consideromitting a subsetD from
the sequenceX. Now, if E(X — D,k — |D]) is lessthan
E(X, k), thenratherthanstoringa k bucket histogranrep-
resentatiorof X we would preferto storethesevaluesin
setD separatelyandthenstorea k — | D| buckethistogram
of X — D. Thisrepresentatiomould useexactly the same
spacebut will give lessererror. Any suchset D, suchthat
E(X — D,k —|D|) < E(X,k) is thencalleda setof de-
viantsfor a particularvalueof k. D is saidto beanoptimal
deviant set if it admitstheminimumerroroverall suchpos-
sibledeviantsets. Theproblemthenisto nd suchasetand
createcorrespondingdpistogram:

Problem 2 Optimal Deviant Histogram (ODH). Given a
sequence X, and number of resources k, find the optimal
deviant set D and k — | D| bucket histogram on the remain-
ing elements such that E(X — D, k — | D|) is minimized.

Jagadistet al [19] give an O(n?k3) algorithm for the
above problem. Their solution usesdouble dynamic pro-
grammingHowever, it is notguaranteetb producetheop-
timal solutionto this problemsincethe problemdoesnot
have the optimal subproblenstructure[7]. Their algorithm
work incrementallyover a bucket, and assumeshatif the
new valuein thebucketis nota deviantthenthe previously
selecteddeviantsdo notchangewhichis nottrue. We cor
rectthis algorithmto nd the optimaldeviantsusingstruc-
tural propertiesof deviantsandthe datastructurego main-
tainthem.In thedatastreancasethegoalis to produceone
with SSEatmost1 + € timestheerrorof theoptimaldeviant
histogram.



Problem 3 k£ Deviant Histogram (kDH). Given a se-
quence X, and number of buckets b and number of de-
viants k, find the optimal deviant set D of size k and a
b-bucket histogram on the remaining elements such that
E(X — D,b) is minimized over all such possible de-
viants sets such that | D| = k.

The main differencebetweerthis problemandthe pre-
vious oneis that herewe specify the exact numberof de-
viantswe wantto extract.In thepreviousoneit is choserby
the algorithmto achieve the minimum possibleerror. Note
thatby usingkDH we do not necessarilachieve betterer
ror than basichistogrammingwith & + b bucketsand we

never achiese bettererrorthan ODH with £ + b resources.

Neverthelesswe can nd the exactnumberof deviantsde-
sired.An O(n?bk?) algorithmis givenby [19] for this.

2.3. Multivariate Deviants

We now generalizéhede nitions aboveto themultivari-
atecase Now, thedatastreamy, . . ., ¥, is suchthateach
v; is ad-dimensionalvector All the vectorsin a bucket B
arereplacecby avectorh. The histogrammingerrorof this
bucketis > . p [|U — h||2 where||..||, is the L, norm of
thevector With thisnotionof error, thede nitions above of
optimalaswell asapproximation(deviant) histogramprob-
lemscanbegeneralizedo the multivariatecase.

3. Univariate Deviant Histogram Problem

We will rst identify a structuralproperty of univari-
ate deviants. This will motivate the candidatedata struc-
tureswhich we will describenext. Subsequento that we
describethe optimal deviant histogramalgorithm.We then
introducethe hierarchicabucketingframework incorporat-
ing the candidatedeviants,andderive a provably approxi-
matealgorithmfor the univariate deviant histogramprob-
lemfor the datastreamcase.

3.1. Structural Property of Deviants.

Let vy, va, ...., v, bethedatastreamLet B;; beablock
(or a set) consistingof datapoints {v;, v;41, ...,v;}. Let
VAR[B;,;] denotethe varianceof set B;;. Wheneer con-
venientwe shall also denotethis by VAR[i, j]. Let S; =
> -, v; andlet S = > v S0 = Sg = 0 Then,

(Sj = Si-1)?
j—i+1

Now let usassumave areallowedto omit k& valuesfrom
B;; sothatthe remainingnumbersn B;; have leastpossi-
ble variance We call it k-variance of the block anddenote
it by VARy[i, j]. Then,

VAR[i, j] = (S; — S;_,) —

‘ARy[i, j] = i AR[B;; — T
VAR[i, j] TgBrf}l,ﬁm:kV R[B;; — T
Let Sp = Y,.pv and Sy = Y, .02 Then,
0 0 0

VAR[i, j] = mingcp,, 7j=r(S; = S;—1 — Sp) — (55 —
Si1—57)*/(j —i—k+1). AndsuchaT = T}, which
achievestheminimumk-variancas the optimalsetof & de-
viants.

Let HZ’“7 bethesequencef  highestvaluesh}; > h?; >
.. > h¥; of By;. Similarly, let L¥; bethesequencef & low-
estvaluesl); < 1% < .. <IF of B;;. LetT} betheoptimal
setof k-deviantsin B;;. Then,

Lemma 1 (Candidacy Lemma) T} C HJ U Lj;. More
specifically,

i 7] = mi o (HL UL
VAR[i, j] = Join, VAR[B;j — (H;; U Lj;")]

That is, the optimal set of k& deviants always consists of
the [ highest and remaining k£ — [ lowest values, for some
[ <k.

Proof : Skippedfor conciseness. |
A similar lemmais in [5] for outlier analysiswithin a sin-
gle bucket. As we will seewe will usethislemmain anin-
tricateway, maintainingsuchcandidate# structuredouck-
etsoverdatastreamsUsingthis notionof k-variance prob-
lemsODH andkDH canbereformulatedFor example,the
formulationof kDH would be: Find the partition P of the
index set{1,2,...,n} into b bucketspy, p2, .., p» suchthat
Zle VAR, [pi] is minimizedsubjectto the constrainthat

25:1 ki = k.
3.2. Candidate Data Structures for Deviants

Here,we describeour datastructureto nd k-variance
of agivenblock B;; andto nd thecorrespondingleviants.
We call it the k-variance data structure and denoteit by
k-VDS|i, 7]. This datastructuretakes O(k) spaceandan-
swerseachvariancequeryin O(k) time. As the sizeof the
block grows, the data structurecan be updatedto corre-
spondto thelarger block in O(k) time. The datastructure
k-VDS|i, 7] consistof thefollowing: (1) Hfj sortedin de-
creasingorder (2) ij sortedin increasingorder (3) S;;
andSsj.

H;; andL;;, accordingo candidag lemmal form aset
of candidatesrom which k (or lessthank) deviantscanbe
chosenThisformsanimportantpartof the streamingsolu-
tion becausave haveto visit thetime seriesn only onepass
andcanmaintainonly limited (sublinear)storageandcan-
not remembelevery point visited for its possibleselection
asadeviant.



For singletonblock BJi, 1], it is easyto constructk-
VDS[i,i]. HE and LY. are both singletonlists consisting
of elementy;. S;; = v; andSEi = v2. We canquickly con-
structk- VDS[i, j + 1] from k- VDS[i, j] asfollows:

1. Insertv;,, into H}: to form HF, . Hf, , mayor
may not containv,;. In caseit does,the lowestel-
ementhfj is removed anddoesnot appeatin H; ;.
ThistakesO(k) time.

2. Likewise,insertv; ;; into L.

3. Sij+1=95i +vjq1 andS;),jH = S;')j + UJZ+1'

Oncewe maintainthis datastructurek- VDS[i, j], we
caneasily nd VAR, [i, j] alongwith thelist of correspond-
ing deviantsfor ary p € {0, ..,k} in O(k) time. For this
we try all possiblesetsof deviants D (|D| = p) suchthat
D =H};U ij_l andwe choosethe onewhich givesmini-
mumvarianceor B;; — D. Thevariancevaluecorrespond-
ing to eachset D of deviantscanbe computedn constant
time from S, Sjj, Sp and SZ. We can enumeratethese
possiblesetsof deviantsas! 6goesfrom 0 to p. And we can
alsokeeptrackof Sp and S, valuesin constantime (af-
ter O(k) preprocessingdswe enumeratéhesesets.

3.3. Optimal Deviant Histogram

We deriveanO(n?k?) dynamicprogrammingalgorithm
for nding the optimal deviant histogramon n-sizedtime
seriesHerek is thetotal numberof bucketsplusdeviants.

Let DH|[k,n] denotethe minimum SSEfor histogram-
ming vy, ..., v, With k& being numberof buckets plus de-
viantsusedfor histogrammingThen,

DHI[L,n] = VARy[1,n]

DH[p,1]=0

DHp,n| = mini<z<n o0<i<p—2{

DH[p—i—1,z]+ VAR;[x +1,n]}

To calculateDH [k, n|, we rst calculateVAR,[i, j] for
all valuesof p(< k),4,7(< n). This makesit O(kn?)
values.And eachvaluecanbe calculatedncrementallyin
O(k) time. Hencethis takes O (k%n?) time. Also, the stor
ageis O(kn?) becauséor eachblock B;; we storeH;; and
L;; whichamountgo O(k) valuesperblock. Giventhis,we
calculatehetableof DH [p, m] whichmalkesO(kn) values.
ComputingeachvaluetakesO(kn) time.Hence totally, we
spendO(k?n?) timeandO(kn?) space.

3.4. Approximate Deviant Histogram on Streams

Considerwhat happensvhenwe apply the aboremen-
tionedalgorithmto the streamingsetting.Whenitem v, is
nished processingwe have computedandstoredDH [p, x|
for all valuesof p € {0,..,k} andfor all valuesof = €
{1, ..,i}. We have alsostoredk-variancedatastructuredor
all blocks B[j, ] for all valuesof j € {0,..,i}. So,theto-
tal storages O(ik) thusfar. On seeinghe next valuev; 1,

we updatethe k-variancedatastructuresor blocks B|[j, ]

to B[j,i + 1] for all j € {0,..,i} andwe addk-variance
datastructurefor the singletonblock B[i + 1,7 + 1]. This

takes O(ik) time in all. Thenwe compute DH [p,i + 1]

for all valuesof p € {0, .., k}. This takesO(ik?) time be-
causewe scanO(ik) differentcombinationsand generat-
ing VAR; in eachcasetakesO(k) time. Thuswe cancon-
cludethatthis dynamicprogrammingalgorithmtransforms
directly into streamingalgorithmwith O(nk) storageand
O(nk?) processingime peritem.

In the datastreamcasewe would like analgorithmthat
worksin O(poly(k)poly(log n)) spaceThedif culty in the
algorithmpresenteaarlierwasthatz maytake n valuesx
wouldtake onfewervaluesif we settlefor 1 + ¢ approxima-
tion. Sotheideais to maintain DH [k, | only for logarith-
mically mary interspersedialuesof z. This is achiezable
becausevhenwe only gofor 1 + e approximationywe need
to storeDH [k, 2] valueonly whenit is moreby certainfac-
tor thanthatfor previousvalueof x. Notethat DH [k, z] is
amonotonicallyincreasingunctionof 2 andthe maximum
valueit canachiere is nR? where R is the largestnum-
berin the series.Soif we maintaina constanfactor1 + ¢
betweeneachsuccessie DH [k, ] valuesstored,thenwe
have to storeat mostO((log n + log R)/log(1 + §)) val-
uesof x.

3.4.1. TheAlgorithm. Insteadbf DH[p,«] asin dynamic
programmingalgorithm,we maintain A DH [p, =] (approxi-
matedevianthistogramhere We will shav thatADH [p, x]
closelyapproximateDH [p, x].

Let ADH|p, z] denotethecostof our solutionwherep is
the numberof buckets plus deviantsin v, ..., v,. Our al-
gorithm will inspectthe valuesindexed in increasingor-
der. Let the currentindex being consideredbe x. The pa-
rameteré will be x ed later For every 0 < p < Kk,
the algorithm will maintain ADH [p,y] for values1 =
vl < yh < yh < .. <y’ = x—1of ysuchthat
ADH[p,y"] < (1+6)ADH[p,y’ ; + 1] foralli < and
ADH|[p,y"] > (14 0)ADH|[p,y? ;] for all i < I. Associ-
atedwith eachA DH [p, y] valuewe alsostorethe rst block
(block containingy) alongwith the list of deviantsin this
rst blockin thesolutionof ADH [p, y]. Thisis maintained
to reconstructhe histogramandget the deviantswhenwe
completeour passon the entire data set. For eachsuch
valueof y, we have alsomaintainedk- VDS[y + 1,z — 1].
Thusthetotal storagés O(k?1). Additionally, thealgorithm
alsomaintainsa benchmarkvalueb = ADH[p,yf’_1 +1]
(v’ 4 1 canbethesameasy?).

On seeingthe xth valuewv,, the algorithmdoesthe fol-
lowing:

1. It updatesk-VDS[y + 1,z — 1] to k-VDS[y + 1, z].
Thereareat mostkl valuesof y. Sothis canbe done
in O(k21) time.



2. Thenit computesA DH [p, z| for eachvalueof p. For
this it scansADH|q,y] for eachvalueq < p and
eachvalueof y in y{, v, .., y/. It checksthe quantity
ADH|q,y]+ VAR,_,—1[y+1, z] andselectshecom-
bination which minimizesthis sum. Along with the
ADH |p, z] value, it also storesthe VAR,_,_1[y +
1, z] term which minimizedit and the list of corre-
spondingdeviantsin the block [y + 1, z]. Each VAR
computatiortakesO(k) time andwe try O(kl) differ-
entvalues.Sothis takesO(k?1) time for eachvalueof
p andhencetotally, O(k31).

3. Once ADH]|p, z] valuesare computedthe algorithm
decidesfor eachof them,whethetto discardtheprevi-
ousvalue ADH [p, z — 1] andreplacet by ADH [p, x|
or to justadd ADH |p, x] to the collectionincreasing
I by 1. It replaceshe previousvalueif ADH [p,z] <
(1+0)b. Otherwise(i.e. ADH [p, z] > (1+4)b) it in-
crementd, addsADH [p, z] to the collectionandsets
new benchmark = ADH [p, z].

4. Finally, the algorithm computesADH [k, n]. Thenit
outputstheboundarie®f the rst bucket[n,y + 1] and
its list of ¢ deviants,andthenrepeatgshis recursvely
on ADH[k — q — 1, y] to gettheentirelist of deviants
andbuckets.

3.4.2. Correctness.

Theorem 1 The values generated by our algorithm approx-
imate the values for the optimal dynamic programming al-
gorithm. The following inequality gives the approximation
bound:

ADH[p,x] < (1+ )P ' DH|p, x]

Proof : We rst notethat DH[k,z] < DHIk,y] when-
everz < y. Also VAR[y,z] < VARg|z,z] wheneer
x < y. Now, we shall prove the theoremby induc-
tion in p. Basecase,p = 1, is trivially true because
ADHI[1,z] = DH[1,2] = VARy[1, z]. Now let's assume
ADH|g,z] < (146)9"'DH|[q, x] for all g < p. Thenlet's
sayDH|[p,z] = DH|[q, z] + VAR,_4—1[z + 1, z] for some
q, z. Thatis thesey, z arethe minimizing combinationLet
t bethesmallesindex suchthaty > 2. Thenz >y | +1.
So,DH|q, z] > DH|q,y{_, + 1]. By inductionhypothesis
ADHlg,y! 1 +1] < (1+6)9"'DH][q,y]_, + 1]. Also, by
ourconstructionADH|q, y{] < (1+6)ADH|[q,y{ _, +1].
Combiningall thesewe get

ADH|q,y] < (1+6)IDH|q, z]

Since our algorithm, while computing ADH [p, z],
checks ADH|q,y#], ADH[p,x] < ADH[q,y] +
VAR, ,_1lyf + 1,z]. Also, VAR, ,_1[y} + 1,z] <
VAR, 4-1]z + 1,z]. Hence, ADH|[p,x] <
(1+0)!DH|[q, 2]+ VAR,_4—1[z + 1, z]. Sinceq < p, this
implies,

ADH|[p,z] < (1+ )"~ DH|[p, 7]
|

3.4.3. Analysis. Since,we want ADH[k,n] < (1 +
€)DH [k,n] we needto setd suchthat (1 + §)* < 1 +e.
Thussettinglog(1 + ¢) = €/k is sufcient. Thenumber of
valuesmaintainedis boundedabove by O(log DH [k, n +
1]/1og(1 + 6)). DH[k,n + 1] < nR? where R is the
largestnumberin the series.Also, for our operationswe
would assumethe size of eachnumberis O(logn) i.e.,
log R = O(logn). Therefore] = O(klogn/e). Combin-
ing this with runningtimesin previous subsectionsve get
thefollowing theorem:

Theorem 2 Our algorithm gives (1 + ¢) approximation to
optimal deviant histogramming (ODH) problem. The space
required for the algorithm is O(k3logn/e) and per item
processing time is O(k* logn/¢).

3.5. Extension to kDH

We can similarly apply the sametechniqueto the dy-
namicprogrammingalgorithmusedto solve kDH. Here, in-
steadof DH [k, n], we have to de ne k-DH [k, b,n] which
denoteghe minimumsquareerrorin histogramming ..v,,
with b bucketsandk deviantsremoved.

Theorem 3 We can compute (1 + €) approximation to
kDH problem with b buckets and & deviants using only
O((k*b*/€)logn) space and O((k3b%/¢)logn) per item
processing time.

4. Pseudo-Deviant Algorithm

In this section,we will shav anotheralgorithmfor the
univariatedeviant histogramproblemon datastreamsThis
hasthe samehierarchicalframewnork asthe datastreamal-
gorithm above. Along the notion of deviantswe shall de-

ne slightly differentoutlierscalledpseudodeviants or pde-
viants for short.As will be evident,they arefasterto com-
putebut have a slightly differentnotion of optimality than
deviants.They follow theoptimality of deviantsin thesense
of alignmentof bucket boundariesbut whenit comesto
choosingdeviants within the bucket they perform differ-
ently. Hence they may be suboptimal However, the speed
of computationis notthe only mainmotivationfor de ning
pdeviants. Pdeviants are also very attractve whenwe ex-
tendthis ideato multivariatedatastreamsThis will bedis-
cussedn thenext section.

Pseudo Deviants. Let AVE[:, j| denote the aver
age(mean)of the block B;;. Let T bethe setof k points
in B;; which are the farthestfrom AVE][i,j]. i.e. set
of k points with highest |v; — AVE]i, j]| value. Then



k-pseudovariance (k-pvariance for short)of ablock B;; is
de nedas PVARL[i,j] = VAR[B;; — T) andsuchasetT
is calledthesetof k-pseudodeviants (k-pdeviants for short).
Notethat PVARL[i, j] > VARg[i, j] by the minimality of
VAR} i, j]. As pointedout by lemmal the differencebe-
tweendeviants 7' and pdeviants 7" is that the deviants 7'
arethe k farthestvaluesfrom AVE[B;; — T] while pde-
viantsarek farthestvaluesfrom AVE[B;;]. As will beevi-
dentfrom analysisand experiments pdeviantsare not sig-
ni cantly different from deviants in most cases(aside
from some pathological examples) and are much eas-
ier andfasterto computeover streams.

Problem 4 Optimal Pdeviant Histogram (OPH). Given
a sequence vy, vo, .., and a number of resources k, find a
partition P into b buckets p1, p2, ps, .., pp along with pde-
viants such that Zle PVARY, [pi] is minimized subject to

the constraint b+ Y0, ki = k.

Candidate Data Structure. For pdeviants,the k-pvariance
datastructurds almostthesameasthatfor thedeviants.We
maintainH;; and L;; in sortedorder Eachcanbe updated
in O(k) time. The maindifferenceis thatin O(k) time to-

tally, we cananswerall of the k£ pvariancequeries.Thus,
eachpvariance,on an average,can be answeredn O(1)

time insteadof O(k). This is wherepdeviantsachieve the
speedup by factorof a k.

Algorithm. Thealgorithmsfor pdeviantsarealmostexactly
thesameastheonesfor deviants.Theonly changasin how
the pseudeariancefor a givenblock is computed.The k-
pvariancedatastructureheremaintainsH;;, L;; asbefore
andmoreoverit maintainsavalueu whichis the averageof
the valuesin the block. i is merely S;; /(j — @ + 1). Now
to form the setof pseudodeiants P, it merely memgesthe
sortedlists H;; andL;; and nds k pseudodeéantsin the
order of their distancefrom p. This memge procedurecan
alsogive the pseudeariancevaluesfor eachk in a single
passThusak-PVDSdatastructurecanbeupdatedn O(k)
time andeachpseude®ariancequeryon the given structure
canbeansweredn O(1) time (giventhe preprocessingur
ing mege).

This meansthe of ine algorithmfor k-pseudodeiants
(similar to the one in section3.3) runsin time O(n?k)
becauseprocessinghe ith point takes O(:k) (insteadof
O(ik?) earlier). Similarly, for the streamingcase,the up-
datescanbe donein O(k?1) time giving the following the-
orem.

Theorem 4 There is an algorithm which gives (1 + €) ap-
proximation to the optimal pseudodeviant histogram-
ming (OPH) problem. The space required for the algo-
rithm is O(k3 logn/€) and per item processing time is also
O(k3logn/e).

5. Multivariate Data Streams

Firstconsidettheof ine versionwhereall datais stored.
Further considerasimpli ed versionof the problemwhere
the numberof bucketsis 1 andwe wish to remove £ de-
viants.Givenn vectorswhich k of theseshouldberemoved
sothattheremainingvectorswill have minimumvariance?
This problemis closelyrelatedto the problemin [9] of out-
lier removal in high dimensionsaswell asto learninglin-
earthresholdfunctionsin presencef noise[2]. Although
we have not proved our problemto be NP-Hard,we sus-
pectthatit is very likely to be hard.

Offline pseudodeviants. In the caseof pseudodeiants,the
meanto be considereds the averageof entirebucket with-
out removal. Hence,pseudodeiants are easily computed
overmultivariatetime seriegMTS). We now outlinetheof-
ine algorithmto computeghepseudodeiantsonMTS. The
algorithmis similarto theof ine dynamicprogrammingdor
univariatetime seriesn section3.3,with the exceptionthat
k-VDS containsall the pointsin the bucket, not just H;;
and L;;. Hence the updateof the k-VDS takesO(n) time
in theworstcase Thereforejnsteadof beinganO(n2k) al-
gorithm,thisbecomesanO(n?) algorithm(assuming/ asa
smallconstant)To computehek-varianceof agivenblock,
we have to rst obtainthe meanvalue of the bucket and
thenamongstll the pointsin the bucket choosethe k far
thestonesto this meanvaluepoint. This is becausevena
smallchangen the meanvalue point of the bucket canre-
sultin completelynewn pseudodeiantsand hencewe can-
notreally limit the numberof candidatepointsfor pseudo-
deviants (or deviants)asin the caseof univariatetime se-
ries. The absenceof candidatebasedstructurealsomeans
thatwe cannotactuallycalculatethe pseudodeiantsor ap-
proximatepseudodeiantsin the streamingmodel.

Example. Consideran exampleof a time seriesin 2 di-
mensiondor whichwe wantto nd % pseudodeiantsin a
bucket of n + 1 points.Let the rst n pointsvisited con-
sistof n/k groupsof k pointseachat unit distancefrom the
origin (0,0). Eachgroupconsistsof k& copiesof the same
point. The ith group has points whoseangle from vector
(0,1) is 2mki/n. Now, ary of thesen/k groupscouldform
the group of k-pseudodeiantsdependingon the n + 1st
point.

Streams and Relaxed deviants. Themearnvaluepointof the
bucket,in mostcasesds progressiely lesslikely to change
asthe bucket size grows. Hence,a reasonablédeuristicto

guessghe candidatedasedon currentpositionof the mean
valuepointis asfollows. Choosea parametet (this param-
eterwill dependndimensionality)Maintainthe rst ck el-

ementsn thebucketascandidatesdNow attheentryof each
new pointin thebucket, nd thenew mearnvaluepoint.If all

the candidatesnaintainedarefartherfrom this meanvalue
pointthanthenew pointthenthelist of candidatesemains



thesameElse,insertthis new pointin thelist of candidates
andremove the onewhich is the nearesto the meanvalue
point. Now, outof theseck candidates;hoosdhek farthest
from themeanvaluepointaspseudodeiants.We call these
relaxed deviants or rdeviants for short.They maybefar dif-
ferentfrom pseudodeiantsin pathologicalcaseshut they
arenearlysimilarin practicaldatasets.

Given a bucket b of datapoints ¢;, .., v; (alsodenoted
B[i,j]), apointd;, i < [ < j, is oneof the k relaxed de-
viants if andonly if

1. ¢j isoneof theck fartheselementsrom AVE(BJi, 1])
in amongstheelementsn B[, ].

2. Amongtheall pointsin B, j] which satisfythe pre-
viouscriteria, 7; is oneof the k fartheselementsrom
AVE(BIi, j))

If Risthesetof k relaxeddeviantsin BJi, j], thenthe k-
rvarianceRVARy[i, j] = VAR(BJi, j| — R). Theproblem
Optimal Rdeviant Histogram(ORH) can be de ned simi-
lar to previousdeviant histogramproblemsabove. Interest-
ingly, notethatif entire datastreamwereto be reversed,
deviants and pdeviants stay the samewhile rdeviants can
be different.This is becausehe de nition of rdeviantsde-
pendson thedirectionalityof the stream.

Candidate data structure. The candidate data struc-
ture for BJi,j] consistsof ck candidatessortedin de-
creasing order of their distance from AV E(B]i,j]).
Call them 7,75, ..., 7. We also store the partial sums
S, =% _ 7n.andS) = ' [|7nl3 Notethat S°
are scalarswhile S are vectors. Then, variancecalcula-
tion is the sameasin previoussections.

Algorithm. Thealgorithmagainonly differsfrom the uni-

variate casein how the k-rvariancedata structureis up-

dated.During eachupdatewe sort the candidatesassum-
ing parameter and dimensionalityd are small constants,
the updatescan be done in O(klogk) time. And then

with this preprocessingeachrvariancequery can be an-

sweredin O(1) time. Hence the peritem processingime

is O(k3log klogn/e).

6. Experiments

We implementedthe exact aswell asthe approximate
versionf ODH andkDH problemsTheexperimentsvere
doneonapentiumPC(2.78GHz) We usedthesealgorithms
over syntheticaswell asreal (IP network) data.Basedona
large numberof experimentscarriedout, we presentsome
representatie andinterestingobsenations.We use SNMP
datasetswhich shaws the time seriesof aggreyatedtraf-

¢ oninternetlinks. We usesyntheticallygeneratedatafor
experimentswvith multivariatetime series.

In generalfor our experimentsye chooseaparameter
whichis equalto 1/4. For theworstcaseapproximatiorra-

tio aswe discussedn the section3.4.3,log(1 + ) hasto
be setto e¢/k. i.e.,,§ < €/k. This meansfor approximat-
ing a solutionwithin 1% error with 10 resourcesve need
d = 1000. However, this is only in the worstcase We ob-
sene that,in mostpracticalcasesvend = 10 or d = 50
canachieve 1% error. As anaddedadvantageour algorithm
storedewervaluesandworksquitefast.We discusghisfur-
therin oneof the subsectionsvhich follow.

Experimental example. We rst usedan arti cially de-
signedsmall dataset consistingof 90 points, mainly con-
centratedaroundthreebuckets.Six outlierswereintroduced
amongthese.The algorithm,whengiven9 resourcescor-

rectlyidenti ed 3 bucketsand6 deviants.

Convergence of approximation algorithm towards the opti-
mal. In mostcasesgven 1% errortoleranceis enoughfor
asuboptimakolutionto not catchoneor moreof the signif-
icantdeviants.If the bucket boundariesleterminedby the
suboptimahlgorithmis verydifferentthantheoptimal,then
thedeviantscapturedtanbesigni cantly different. Thusthe
guestionin generals whetherthe approximatioralgorithm
identi es the signi cant deviants given by the optimal al-
gorithm. Thereis no de niti ve answerto this question put
all our experimentalexperienceindicatesthat our approxi-
mationalgorithmcapturessigni cant deviantsidenti ed by
theoptimal.

We experimentedvith mary SNMP datasets As the pa-
rameterd increasei value,the SSEgoesdown andwe ob-
senedthatthebucketboundariesirere ned moreandmore
tobesimilarto thosein theoptimalsolutionfor deviantsand
hencedeviantsturnoutto bethealmostsame Themostsig-
ni cant deviantsarecapturedrst atevencoarsersmalld)
levels of approximationandotherlesssigni cant onesare
capturedater, asd increases.For one particulardataset,
atd = 30 the deviantscapturedwere exactly the sameas
the optimal, whereaghe SSEwas 431805 ascomparedo
428223 for optimal. Looking at the plot of the dataseries,
thesedeviantsareintuitively very accurateasseerfrom hu-
man eye. However, dueto spacelimitations, we omit the

gure depictingthe dataseries.

Emergence of deviants with varying number of resources.

Whenwe experimentusingthe ODH model,the number
of resource$ave to be split betweerbucketsanddeviants.
Thesecomparisonsf thesplitting of resourcesvasdoneby
[19]. We obserethatit is almostalwaysthe casethatinitial
resourcesmreusedasbucketsfor histogrammingandthen,
asresourcesncreasethe algorithmusesthemasdeviants.
The orderin which deviantsemege with increasingnum-
berof resourcesndicatesheir signi canceor ranking.Our
datastructurecan be simultaneouslygueriedin real time
with differentnumberof resourcesThis canbe usedto es-
tablishthe hierarchyof signi cant deviantsat ary pointin
time.
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Figure 1. Timing analysis

Timing analysis. Here,we presensomedetailsonrunning
timesof algorithm,for differentparametewalues.The rst
two in gure 1 arethe chartsgeneratedrom the sameta-
ble. Theseindicatemuchfasterrunningtimesthanthe ac-
tual theoreticalbounds.Theoretically the runningtime of
algorithm should scalelinearly with d. However, we ob-
sene it is quite sublineay and actually more like log d.
Hence,even thoughin worst caseour datastorageis lin-
earin d, we obsene a muchmoresublineartrendindicat-
ing a smallerstorageand fasteraccessWith k, our run-
ningtimesscaleroughlyaroundk2-6. Althoughourtheoret-
ical boundis O(k*). We getone k factordown by isolat-
ing d from k which for theoreticaFequirementss linearin
k. And further improvementcan be attributedto the spar
sity in dynamicprogramming.

In thethird chart,we expecttherunningtime to scaleas
nlogn. Theplot looks almostlinearwith a very slight up-
ward curvaturefor the log n factor This plot wasdonefor
d =100 andk = 10.

Pseudodeviants vs Deviants. We usedanSNMP datasetto
dothecomparatie experimentdor pseudodeiantsandde-
viants. We found absolutelyno differencein the deviants
and pseudodeiantsreportedfor variousvaluesof param-
eters.The comparatie processingimesfor pdeviantsare
much lesserthan thosefor deviants. This is shown in the
fourthchartin gure 1 wherewetaken = 500 andd = 25.
In the chart,we seethat againstk, pseudodeiantstendto
have time compleity which grows as k'-® while the em-
pirical growth proportionalityfor deviantsseemgo be %26,
Again, theseshouldbe k3 and k* respectiely, but we cut
down a factor of k£ in both by xing d. Thus, pseudode-
viantsareeffective andfastsubstitutegor deviants.

Multivariate time series. For the experimentswith multi-
variatetime serieswe usesyntheticallygenerate@® dimen-
sionaldataset,which is blockwisegaussiarwith outliers.
The meanvalue point and the deviation of dataare cho-
senat uniformly at random.Eachcoordinateof the mean
valuepointis choserfrom [—50, 50] anddeviation is cho-
senuniformly at randomfrom [0, 5]. At eachpointthereis
0.01 probability of changingtheseparameterso new ones.
Also, at eachpointthereis 0.01 probability thatit is intro-
ducedasan outlier in which casethis particularpoint can
bechoserjustlike the meanvaluepointabove.

We did variousexperimentdor of ine aswell asstream-
ing casesWe found that rdeviantsfound by streamingare
almostthesameaspdeviantsfoundby theof ine algorithm.
And signi cant deviantsthusfoundaresame Whenwe in-
creasethe numberof resourcessometimesve get oneor
two deviantsto be differentfrom the pdeviantsbut they are
notthesigni cant ones Whenthevalueof parametet isin-
creased> 2), eventheslight differencebetweerpdeviants
andrdeviantsis eliminated.



7. Concluding Remarks

Outlier detectionin datastreamss an importantprob-
lem, andwe expectmary differentkinds of outlier analy-
sesto be studiedovertime. Deviantsareintriguing outliers,
combininglocalandglobalfeaturesWe have presentedrst
known, ef cient algorithmsfor nding deviants—optimal,
approximateheuristicor univariate,multivariate,etc—on
data streams.Pdeviants are motivated by their speedof
computationin the univariatecaseandin multivariatecase
they arein factthe only known solution.Rdeviantsaremo-
tivatedby the fact that even pdeviants cant be computed
effectively in the datastreammodelin the caseof multi-
variatetime series.We have seenby the experimentsthat
pdeviants are remarkablycloseto deviants and in multi-
variate case,rdeviants are remarkablycloseto pdeviants.
Hence we think thatrdeviantsprovide agoodsubstitutefor
deviantsfor mining multivariatetime seriesdatastreams.
Theproblemof nding anoptimalalgorithmfor deviantsin
multivariatecasestill remainsopen. Our experimentalre-
sultsshav thatour algorithmis fasterthanour worst case
bounds Also, the approximatealgorithmswith reasonable
precisionparametersapturesigni cant deviantsof the op-
timal algorithms.
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