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Abstract

One of the central tasks in managing, monitoring and
mining data streams is that of identifying outliers. There is
a long history of study of various outliers in statistics and
databases, and a recent focus on mining outliers in data
streams. Here, we adopt the notion of “deviants” from Ja-
gadish et al [19] as outliers. Deviants are based on one of
the most fundamental statistical concept of standard devi-
ation (or variance). Formally, deviants are defined based
on a representation sparsity metric, i.e., deviants are val-
ues whose removal from the dataset leads to an improved
compressed representation of the remaining items. Thus, de-
viants are not global maxima/minima, but rather these are
appropriate local aberrations. Deviants are known to be of
great mining value in time series databases.

We present first-known algorithms for identifying de-
viants on massive data streams. Our algorithms monitor
streams using very small space (polylogarithmic in data
size) and are able to quickly find deviants at any instant,
as the data stream evolves over time. For all versions of this
problem—uni- vs multivariate time series, optimal vs near-
optimal vs heuristic solutions, offline vs streaming—our al-
gorithms have the same framework of maintaining a hierar-
chical set of candidate deviants that are updated as the time
series data gets progressively revealed. We show experimen-
tally using real network traffic data (SNMP aggregate time
series) as well as synthetic data that our algorithm is re-
markably accurate in determining the deviants.

1. Introduction

A challengein datamining is to develop methodsfor
mining datastreams.Data streamsare ubiquitous:obser-
vationsof atmosphericconditions(rainfall, temperature),
network traf�c (highway, telephone,internet,web click),
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�nancial transactions(point-of-sales,credit card transac-
tions, stock tickets), etc. Traditional databasesdeal with
datastoredin �nite, persistentdatasetswith moderateup-
daterates.Streamsarepotentially in�nite, continuous,ar-
rivingatafastrateandin largeamount.Mining datastreams
entailsratheruniqueconstraints:(1) individual dataitems
havetobeprocessedextremelyfastto matchthestreamrate,
(2) only limited storageis availablefor processing–orcap-
turing andarchiving–dataat streamrate,(3) mining hasto
beadaptiveto changingtrendsin thestream,and(4) mining
oftenhasto supportdecisionsystemsin near-real time be-
causeanumberof applicationsarederivedfrom monitoring
systemsthat feed alarms,operationsand other regulatory
activities that requirereal-timeresponse.Thesechallenges
in datastreammininghavenow engagedthedatabasecom-
munity;see[29] for asurvey and[30] for atopicalselection
of papers.

Clustering,classi�cation andoutlier analysesaresome
of the fundamentalmining tasks.Therehasbeena signi�-
cantamountof work onclusteringandclassi�cationin data
streams.Thefocusof this paperis on outlier analysis. The
notionof outliersis intuitive in general,but therearemany
formal approachesto de�ning and searchingfor them in
Statistics,DatabasesandKDD communities(a selectionof
booksis [27, 18, 3]). The simplestoutliersare“heavy hit-
ters”, i.e., valuesthat are large.Heavy hittersarerelevant
in network traf�c applicationsandhavebeenstudiedexten-
sively in thatcontext (for example[10, 25], thoughthisis by
no meansexhaustive). In general,oneseeksmoresophisti-
catednotionsof outliers.A commonapproachis to de�ne
outliersasthosethatareunexpected basedonsomeposited
probabilitydistribution satis�ed by thedata;a smallselec-
tion of referencesof this genreinclude[24, 28, 29]. An in-
terestingdistance-basedapproachto outlierswasoriginally
proposedby Knorr andNg [22]. Thereareotherapproaches
aswell, suchasclustering-,classi�cation-,depth-based,etc.
Many of thesemethodsdescribea globalcriterion for out-
liers.An interestingtension,in theareaof outlier analyses,
is basedon thelocal vs globalaspectof outliers.Thereis a
largebodyof work on�nding outlierswithin localwindows
by usingoneof the outlier approachesabove within win-
dows (for example,seethedensity-basedapproachof [4]).



Finally, a recentwork studieslocal outliers,but at multi-
plegranularities[23].1

In this paper, we adoptthenotionof outliersintroduced
in Jagadishet al [19], namely, that of deviants. Deviants
areoutliersde�ned basedon a representationsparsitymet-
ric. In particular, �x thehistogramrepresentationof thein-
put data(the discussionmay proceedequally in termsof
any otherrepresentationmechanismfor input data).A his-
togramcomprisesa few “buckets” thatareusedto summa-
rize the datalossily. Saywe have a budgetof B wordsto
storethe histogram.Supposewe removed k ≤ B points
out of the dataand storedthem separately, and usedthe
restof the budgetof B words to lossily compressthe re-
mainingdatadistribution.Now, theproblemis posedasan
optimizationone.What is the choiceof k points,so that
thecombinedrepresentationof k pointsandtheremaining
histogramrepresentationbestapproximatesthe input data
distribution?(Theformal de�nition of this problemwill be
presentedin Section2.) Thek pointsthatareremovedare
calleddeviants. The authorsin [19] showedthat thereis a
choiceof k for which oneobtainsthe“best” overall repre-
sentation,andthatthedeviantpointscanbeusedasahighly
effectivemining device for time seriesdata.They alsopre-
sentedef�cient algorithmsfor �nding the deviants,taking
timeO(n2k2B), onstoreddataof sizen. Theirmethodsdo
notwork in thedatastreamcase.

In this paper, we study the problemof estimatingde-
viantson datastreams.Intellectually, deviantsare intrigu-
ing becausethey implicitly combinethe local outlier prop-
erty (deviantsarepoints that “stick out” in the context of
a local bucket) with the global context (the bucket bound-
ariesarebasedon globalcriteriaof sparsedatarepresenta-
tion). Technically, �nding deviantsappearsto bechalleng-
ing. In fact,theresultin [19] reliedondoubledynamicpro-
gramming,andit capturesdeviantsovera largeclassof so-
lutions.However, we observe herethat the deviantsfound
in [19] arenot optimal.Rather, onecanobtaina truly opti-
mal setof deviantsusinga structuralpropertyof deviants
within buckets (Lemma1). Thus the problemof optimal
choiceof deviantsis fairly sophisticated.Finally, deviants
seemto applyquitenaturallyto datastreamswhicharetime
seriesobservations.In many applicationsthatgeneratedata
streams–eg., IP network data–afew bucketssuf�ce to cap-
turemostof theenergyof thedatadistributions[10]. Hence,
for relatively smallparametersb andk, onecanobtainafew
meaningfuldeviantsfor datastreams.This is quite attrac-
tive for datamining.

We initiate thestudyof deviant mining on datastreams.
Ourmaincontributionsareasfollows.

• We �rst considertheunivariatetime seriescasewhere
ateachtimet, wehaveafunctionf(t) thatis observed.

1 This paper also has a nice overview of outlier detection literature.

We presentthe �rst known optimal algorithm for
�nding provably optimal deviants.More importantly,
we present the �rst known provably near-optimal
streaming algorithms for mining deviants in data
streams.Our algorithm usesO((k3/ε) log n) space
to storea summarydatastructureof the streamtak-
ing O((k4/ε) logn) time to process each item.
When queried, we can obtain deviants in time
O((k3/ε) logn). Algorithms that work in less than
linearspaceandtimeneedto necessarilyoutputanap-
proximation rather than the exact answersfor this
problem.We prove that the approximationis 1 + ε,
for any userspeci�ed toleranceε, on the error of ap-
proximating the datastreamusing the combined
representationof deviantsandthehistogramonthere-
mainder. We alsopresentheuristicsbasedon pseudo
deviants, which do not have the provably approxi-
mateguarantee,but performwell nevertheless,andare
signi�cantly faster.

Besidessimple outliers suchas heavy hitters [10,
17], wedonotknow of any outlierdetectionalgorithm
thatworksondatastreams,i.e., in sublinearspaceand
time.

• We next consider the multivariate time seriescase
where at eachtime t, we have several functions as
f1(t), f2(t), . . . , f`(t) that are observed. This is typ-
ically the casein practice,and ` is small. Even in
theof�ine casewhereall thedatais stored,this prob-
lem is likely to behard.We presentheuristicsolutions
basedon relaxed deviants for �nding deviantsin mas-
sive multivariatetime seriesdatastreams.Thereare
the�rst known algorithmsfor deviantanalysisin mul-
tivariatetime series.

• We perform systematicexperimentswith real data–
SNMP data of aggregated traf�c �o w in backbone
links of anISP–andshow thatour approximationsare
remarkablyaccuratein determiningnear-optimal de-
viantsef�ciently overlargedatastreams.Oursolutions
canbeusedto continuouslymonitorthechangein de-
viantpatternsovertimeandcangiveahierarchyof sig-
ni�cant deviants.Also, theexperimentsshow thatour
solutionsrunsmuchfasterandstorageusedis lessthan
whatourworstcaseboundspredict.

All oursolutionsarederivedusingauniformframework.
We maintaina hierarchicalsetof potentialbucket bound-
aries as we streamthrough the input. For eachpotential
bucket, we maintaina setof candidate items(that may be
deviants,pseudodeviantsor relaxeddeviants),that is suit-
able for the problemunderconsideration.The precisede-
tails differ: which itemsaresuitablecandidates,how to up-
datethem,andhow to updatethe bucket boundaries,etc.
This framework is not novel in algorithmdesign:many of



therecentdatastreamalgorithmsusesucha framework in-
cluding thosethat �nd wavelets [11], quantiles[12], his-
tograms[14], heavy hitters[6], etc.However it is novel to
combinethis framework with a setof candidateitemsper
potentialbucket at eachlevel of thehierarchy. For theuni-
variatecase,thecandidateswe identify form a smallsuper-
setof itemsin abucketwhichareguaranteed to containthe
deviants.(A similarcharacterizationis inherentin [5] which
maybe thoughtof asa 1-bucket versionof our Lemma1.)
A similar characterizationdoesnot exist for themultivari-
atecase.For the sake of ef�ciency, someof our solutions
usecandidatesthat canbe identi�ed quickly which prove
quite effective in experimentalanalysis,but do not a pri-
ori haveguarantees.

Map. Therestof thepaperis organizedasfollows.In Sec-
tion 2 weformally presentproblemsof our interest.In Sec-
tion 3 weoutlinesomestructuralpropertiesof deviantsand
provideasmallspace,fastper-itemprocessingtimeapprox-
imationalgorithm.In Section4 wedescribea fasterheuris-
tic, basedonwhatwecall pseudodeviants.In Section5 we
extendthis to themultivariatetimeseriesdatastreams.Sec-
tion 6 providessomeexperimentalobservationsover real
andsyntheticdatasetsandweconcludein section7.

2. Models and Problem Formulations

Here,wegivesomede�nitions andprovideanoptimiza-
tion framework for the problemof �nding deviants in the
datastream.

2.1. Histogramming

First, we formally de�ne the problem of �nding his-
togramrepresentation.While constructingthe histogram,
we breakthedatastreamv1, v2, ..., vn into buckets of con-
tiguousindices.Then,all thenumbersin a givenbucket B
are replacedby a single value h. The histogramminger-
ror of this bucket is the sum squared error (SSE) given
by

∑
v∈B(v − h)2. Given a bucket, it is easyto seethat

the value h which minimizesthis histogramerror is just
the average(mean)of all the valuesin B and the mini-
mum possibleerror then in B is nothingbut the variance
of all the valuesin B. A simple expressionfor the vari-
anceV AR[B] is

∑
v∈B v2−(

∑
v∈B v)2/|B|. However, the

non-trivial taskhereis to �nd out how to split thegivense-
quenceinto buckets.

Problem 1 Optimal Histogram Construction.
Given a sequence X of length n and number of buckets
k, find a partition of X into k contiguous buckets such
that the total error of the histogram representation that is∑k

i=1
V AR[Bi] is minimum over all such partitions.

Jagadishet al [20] gives an optimal O(kn2) dynamic
programmingalgorithmfor the above problem.Whenthis
problemis seenasastreamingdataproblem,thisalgorithm
takesO(kn) spaceandO(kn) per-itemprocessingtime.

In thedatastreamcontext, oneprovablycannot �nd the
optimalhistogramusingonly sublinearspace.So,oneseeks
anapproximate histogram thathask buckets,but SSEis at
most1 + ε of theSSEof theoptimalhistogram.

Guhaet al [14] show that when we only want to �nd
a histogramrepresentationwhich is approximateup to the
factor 1 + ε of the optimal, this can be achieved by a
streamingalgorithmwhich takesO(k2 log n/ε) spaceand
thesameper-itemprocessingtime.[15] givesanevenfaster
algorithmusingwavelets.Typically, in theseapplications,
n is very large andk is a small constant.We canonly af-
ford per-item-timeandspacesublinearin n, preferablylog-
arithmicin n.

2.2. Deviant Histogramming

We next describethe deviant histogrammingproblem.
[19] de�nes this problem.Let E(X, k) denotethe mini-
mumhistogramerror(SSE)for sequenceX whenweareal-
lowedto usek buckets.Consideromitting a subsetD from
the sequenceX . Now, if E(X − D, k − |D|) is lessthan
E(X, k), thenratherthanstoringak buckethistogramrep-
resentationof X we would prefer to storethesevaluesin
setD separatelyandthenstoreak − |D| buckethistogram
of X − D. This representationwould useexactly thesame
spacebut will give lessererror. Any suchsetD, suchthat
E(X − D, k − |D|) < E(X, k) is thencalleda setof de-
viantsfor a particularvalueof k. D is saidto beanoptimal
deviant set if it admitstheminimumerroroverall suchpos-
sibledeviantsets.Theproblemthenis to �nd suchasetand
createcorrespondinghistogram:

Problem 2 Optimal Deviant Histogram (ODH). Given a
sequence X , and number of resources k, find the optimal
deviant set D and k − |D| bucket histogram on the remain-
ing elements such that E(X − D, k − |D|) is minimized.

Jagadishet al [19] give an O(n2k3) algorithm for the
above problem.Their solution usesdoubledynamicpro-
gramming.However, it is notguaranteedto producetheop-
timal solutionto this problemsincethe problemdoesnot
have theoptimalsubproblemstructure[7]. Their algorithm
work incrementallyover a bucket, andassumesthat if the
new valuein thebucket is not a deviant thenthepreviously
selecteddeviantsdonotchange,which is not true. We cor-
rect this algorithmto �nd theoptimaldeviantsusingstruc-
tural propertiesof deviantsandthedatastructuresto main-
tainthem.In thedatastreamcase,thegoalis to produceone
with SSEatmost1+ε timestheerrorof theoptimaldeviant
histogram.



Problem 3 k Deviant Histogram (kDH). Given a se-
quence X , and number of buckets b and number of de-
viants k, find the optimal deviant set D of size k and a
b-bucket histogram on the remaining elements such that
E(X − D, b) is minimized over all such possible de-
viants sets such that |D| = k.

The main differencebetweenthis problemandthe pre-
vious oneis that herewe specify the exact numberof de-
viantswewantto extract.In thepreviousoneit is chosenby
thealgorithmto achieve theminimumpossibleerror. Note
thatby usingkDH we do not necessarilyachieve betterer-
ror thanbasichistogrammingwith k + b bucketsandwe
never achieve bettererror thanODH with k + b resources.
Nevertheless,we can�nd theexactnumberof deviantsde-
sired.An O(n2bk2) algorithmis givenby [19] for this.

2.3. Multivariate Deviants

Wenow generalizethede�nitions aboveto themultivari-
atecase.Now, thedatastream~v1, . . . , ~vn is suchthateach
~vi is a d-dimensionalvector. All thevectorsin a bucket B
arereplacedby a vector~h. Thehistogrammingerrorof this
bucket is

∑
~v∈B ||~v − ~h||22 where||..||2 is the L2 norm of

thevector. With thisnotionof error, thede�nitions aboveof
optimalaswell asapproximation(deviant)histogramprob-
lemscanbegeneralizedto themultivariatecase.

3. Univariate Deviant Histogram Problem

We will �rst identify a structuralproperty of univari-
ate deviants.This will motivate the candidatedatastruc-
tureswhich we will describenext. Subsequentto that we
describetheoptimaldeviant histogramalgorithm.We then
introducethehierarchicalbucketingframework incorporat-
ing the candidatedeviants,andderive a provably approxi-
matealgorithmfor the univariatedeviant histogramprob-
lemfor thedatastreamcase.

3.1. Structural Property of Deviants.

Let v1, v2, ...., vn bethedatastream.Let Bij bea block
(or a set) consistingof datapoints {vi, vi+1, ..., vj}. Let
VAR[Bij ] denotethe varianceof setBij . Whenever con-
venientwe shall also denotethis by VAR[i, j]. Let Si =
∑i

j=1
vj andlet S

0

i =
∑i

j=1
v2

j . S0 = S
0

0 = 0 Then,

VAR[i, j] = (S
0

j − S
0

i−1) −
(Sj − Si−1)

2

j − i + 1

Now let usassumeweareallowedto omit k valuesfrom
Bij so that theremainingnumbersin Bij have leastpossi-
ble variance.We call it k-variance of theblock anddenote
it by VARk[i, j]. Then,

VARk[i, j] = min
T⊆Bij ,|T |=k

VAR[Bij − T ]

Let ST =
∑

v∈T v and S
0

T =
∑

v∈T v2. Then,
VARk[i, j] = minT⊆Bij ,|T |=k(S

0

j − S
0

i−1 − S
0

T ) − (Sj −

Si−1 − ST )2/(j − i − k + 1). And sucha T = T k
ij which

achievestheminimumk-varianceis theoptimalsetof k de-
viants.

Let Hk
ij bethesequenceof k highestvaluesh1

ij ≥ h2
ij ≥

.. ≥ hk
ij of Bij . Similarly, let Lk

ij bethesequenceof k low-
estvaluesl1ij ≤ l2ij ≤ .. ≤ lkij of Bij . Let T k

ij betheoptimal
setof k-deviantsin Bij . Then,

Lemma 1 (Candidacy Lemma) T k
ij ⊆ Hk

ij ∪ Lk
ij . More

specifically,

VARk[i, j] = min
0≤l≤k

VAR[Bij − (H l
ij ∪ Lk−l

ij )]

That is, the optimal set of k deviants always consists of
the l highest and remaining k − l lowest values, for some
l ≤ k.

Proof : Skippedfor conciseness.
A similar lemmais in [5] for outlier analysiswithin a sin-
glebucket.As wewill see,wewill usethis lemmain anin-
tricateway, maintainingsuchcandidatesin structuredbuck-
etsoverdatastreams.Usingthisnotionof k-variance,prob-
lemsODH andkDH canbereformulated.For example,the
formulationof kDH would be: Find the partition P of the
index set{1, 2, ..., n} into b bucketsp1, p2, .., pb suchthat
∑b

i=1
VARki

[pi] is minimizedsubjectto theconstraintthat
∑b

i=1
ki = k.

3.2. Candidate Data Structures for Deviants

Here,we describeour datastructureto �nd k-variance
of agivenblockBij andto �nd thecorrespondingdeviants.
We call it the k-variance data structure and denoteit by
k-VDS [i, j]. This datastructuretakesO(k) spaceandan-
swerseachvariancequeryin O(k) time. As thesizeof the
block grows, the datastructurecan be updatedto corre-
spondto the larger block in O(k) time. The datastructure
k-VDS [i, j] consistsof thefollowing: (1) Hk

ij sortedin de-
creasingorder. (2) Lk

ij sortedin increasingorder. (3) Sij

andS
0

ij .
Hij andLij , accordingto candidacy lemma1 form aset

of candidatesfrom whichk (or lessthank) deviantscanbe
chosen.This formsanimportantpartof thestreamingsolu-
tion becausewehaveto visit thetimeseriesin only onepass
andcanmaintainonly limited (sublinear)storage,andcan-
not rememberevery point visited for its possibleselection
asadeviant.



For singletonblock B[i, i], it is easy to constructk-
VDS [i, i]. Hk

ii and Lk
ii are both singletonlists consisting

of elementvi. Sii = vi andS
0

ii = v2
i . We canquickly con-

structk-VDS [i, j + 1] from k-VDS [i, j] asfollows:
1. Insertvj+1 into Hk

ij to form Hk
i,j+1. Hk

i,j+1 may or
may not containvj+1. In caseit does,the lowestel-
ementhk

ij is removedanddoesnot appearin Hi,j+1.
This takesO(k) time.

2. Likewise,insertvj+1 into Lk
ij .

3. Si,j+1 = Sij + vj+1 andS
0

i,j+1 = S
0

ij + v2
j+1.

Oncewe maintain this datastructurek-VDS [i, j], we
caneasily�nd VARp[i, j] alongwith thelist of correspond-
ing deviants for any p ∈ {0, .., k} in O(k) time. For this
we try all possiblesetsof deviantsD (|D| = p) suchthat
D = H l

ij ∪ Lp−l
ij andwe choosetheonewhichgivesmini-

mumvariancefor Bij −D. Thevariancevaluecorrespond-
ing to eachsetD of deviantscanbecomputedin constant
time from Sij , S

0

ij , SD and S
0

D. We can enumeratethese
possiblesetsof deviantsasl goesfrom 0 to p. And we can
alsokeeptrackof SD andS

0

D valuesin constanttime (af-
terO(k) preprocessing)aswe enumeratethesesets.

3.3. Optimal Deviant Histogram

WederiveanO(n2k2) dynamicprogrammingalgorithm
for �nding the optimal deviant histogramon n-sizedtime
series.Herek is thetotalnumberof bucketsplusdeviants.

Let DH [k, n] denotethe minimum SSEfor histogram-
ming v1, ..., vn with k being numberof buckets plus de-
viantsusedfor histogramming.Then,

DH [1, n] = VAR0[1, n]
DH [p, 1] = 0
DH [p, n] = min1≤x<n,0≤i≤p−2{

DH [p − i − 1, x] + VARi[x + 1, n]}
To calculateDH [k, n], we �rst calculateVARp[i, j] for

all valuesof p(≤ k), i, j(≤ n). This makes it O(kn2)
values.And eachvaluecanbe calculatedincrementallyin
O(k) time. Hencethis takesO(k2n2) time. Also, thestor-
ageis O(kn2) becausefor eachblockBij westoreHij and
Lij whichamountsto O(k) valuesperblock.Giventhis,we
calculatethetableof DH [p, m] whichmakesO(kn) values.
ComputingeachvaluetakesO(kn) time.Hence,totally, we
spendO(k2n2) timeandO(kn2) space.

3.4. Approximate Deviant Histogram on Streams

Considerwhat happenswhenwe apply the abovemen-
tionedalgorithmto the streamingsetting.Whenitem vi is
�nished processing,wehavecomputedandstoredDH [p, x]
for all valuesof p ∈ {0, .., k} and for all valuesof x ∈
{1, .., i}. We havealsostoredk-variancedatastructuresfor
all blocksB[j, i] for all valuesof j ∈ {0, .., i}. So,the to-
tal storageis O(ik) thusfar. On seeingthenext valuevi+1,

we updatethek-variancedatastructuresfor blocksB[j, i]
to B[j, i + 1] for all j ∈ {0, .., i} andwe addk-variance
datastructurefor thesingletonblock B[i + 1, i + 1]. This
takes O(ik) time in all. Then we computeDH [p, i + 1]
for all valuesof p ∈ {0, .., k}. This takesO(ik2) time be-
causewe scanO(ik) different combinationsand generat-
ing VARi in eachcasetakesO(k) time. Thuswe cancon-
cludethatthis dynamicprogrammingalgorithmtransforms
directly into streamingalgorithmwith O(nk) storageand
O(nk2) processingtime peritem.

In thedatastreamcase,we would like analgorithmthat
worksin O(poly(k)poly(log n)) space.Thedif�culty in the
algorithmpresentedearlierwasthatx maytaken values.x
wouldtakeonfewervaluesif wesettlefor 1+ε approxima-
tion. So the ideais to maintainDH [k, x] only for logarith-
mically many interspersedvaluesof x. This is achievable
becausewhenweonly gofor 1+ ε approximation,weneed
to storeDH [k, x] valueonly whenit is moreby certainfac-
tor thanthat for previousvalueof x. NotethatDH [k, x] is
amonotonicallyincreasingfunctionof x andthemaximum
value it can achieve is nR2 whereR is the largestnum-
ber in theseries.Soif we maintaina constantfactor1 + δ
betweeneachsuccessive DH [k, x] valuesstored,thenwe
have to storeat mostO((log n + log R)/ log(1 + δ)) val-
uesof x.

3.4.1. The Algorithm. Insteadof DH [p, x] asin dynamic
programmingalgorithm,we maintainADH [p, x] (approxi-
matedevianthistogram)here.Wewill show thatADH [p, x]
closelyapproximatesDH [p, x].

Let ADH [p, x] denotethecostof oursolutionwherep is
the numberof bucketsplus deviants in v1, ..., vx. Our al-
gorithm will inspectthe valuesindexed in increasingor-
der. Let the currentindex beingconsideredbe x. The pa-
rameterδ will be �x ed later. For every 0 ≤ p ≤ k,
the algorithm will maintain ADH [p, y] for values1 =
yp
1 < yp

2 < yp
3 < ... < yp

l = x − 1 of y such that
ADH [p, yp

i ] ≤ (1 + δ)ADH [p, yp
i−1 + 1] for all i ≤ l and

ADH [p, yp
i ] > (1 + δ)ADH [p, yp

i−1
] for all i < l. Associ-

atedwith eachADH [p, y] valuewealsostorethe�rst block
(block containingy) alongwith the list of deviantsin this
�rst block in thesolutionof ADH [p, y]. This is maintained
to reconstructthehistogramandget thedeviantswhenwe
completeour passon the entire data set. For eachsuch
valueof y, we have alsomaintainedk-VDS [y + 1, x − 1].
Thusthetotalstorageis O(k2l). Additionally, thealgorithm
alsomaintainsa benchmarkvalueb = ADH [p, yp−1

l + 1]

(yp−1

l + 1 canbethesameasyp
l ).

On seeingthexth valuevx, the algorithmdoesthe fol-
lowing:

1. It updatesk-VDS [y + 1, x − 1] to k-VDS [y + 1, x].
Thereareat mostkl valuesof y. So this canbe done
in O(k2l) time.



2. Thenit computesADH [p, x] for eachvalueof p. For
this it scansADH [q, y] for eachvalue q < p and
eachvalueof y in yq

1, y
q
2, .., y

q
l . It checksthequantity

ADH [q, y]+VARp−q−1[y+1, x] andselectsthecom-
bination which minimizes this sum. Along with the
ADH [p, x] value, it also storesthe VARp−q−1[y +
1, x] term which minimized it and the list of corre-
spondingdeviantsin the block [y + 1, x]. EachVAR

computationtakesO(k) time andwe try O(kl) differ-
entvalues.Sothis takesO(k2l) time for eachvalueof
p andhencetotally, O(k3l).

3. OnceADH [p, x] valuesarecomputed,the algorithm
decides,for eachof them,whetherto discardtheprevi-
ousvalueADH [p, x− 1] andreplaceit by ADH [p, x]
or to just addADH [p, x] to the collectionincreasing
l by 1. It replacesthepreviousvalueif ADH [p, x] ≤
(1+ δ)b. Otherwise,(i.e.ADH [p, x] > (1+ δ)b) it in-
crementsl, addsADH [p, x] to thecollectionandsets
new benchmarkb = ADH [p, x].

4. Finally, the algorithm computesADH [k, n]. Then it
outputstheboundariesof the�rst bucket [n, y +1] and
its list of q deviants,andthenrepeatsthis recursively
onADH [k − q − 1, y] to gettheentirelist of deviants
andbuckets.

3.4.2. Correctness.

Theorem 1 The values generated by our algorithm approx-
imate the values for the optimal dynamic programming al-
gorithm. The following inequality gives the approximation
bound:

ADH [p, x] ≤ (1 + δ)p−1
DH [p, x]

Proof : We �rst note that DH [k, x] ≤ DH [k, y] when-
ever x ≤ y. Also VARk[y, z] ≤ VARk[x, z] whenever
x ≤ y. Now, we shall prove the theorem by induc-
tion in p. Base case,p = 1, is trivially true because
ADH [1, x] = DH [1, x] = VAR0[1, x]. Now let's assume
ADH [q, x] ≤ (1 + δ)q−1DH [q, x] for all q < p. Then,let's
sayDH [p, x] = DH [q, z] + VARp−q−1[z + 1, x] for some
q, z. Thatis theseq, z aretheminimizing combination.Let
t bethesmallestindex suchthatyq

t ≥ z. Thenz ≥ yq
t−1+1.

So,DH [q, z] ≥ DH [q, yq
t−1 + 1]. By inductionhypothesis

ADH [q, yq
t−1 + 1] ≤ (1 + δ)q−1DH [q, yq

t−1 + 1]. Also, by
ourconstruction,ADH [q, yq

t ] ≤ (1 + δ)ADH [q, yq
t−1 + 1].

Combiningall these,weget

ADH [q, yq
t ] ≤ (1 + δ)q

DH [q, z]

Since our algorithm, while computing ADH [p, x],
checks ADH [q, yq

t ], ADH [p, x] ≤ ADH [q, yq
t ] +

VARp−q−1[y
q
t + 1, x]. Also, VARp−q−1[y

q
t + 1, x] ≤

VARp−q−1[z + 1, x]. Hence, ADH [p, x] ≤
(1 + δ)qDH [q, z] + VARp−q−1[z + 1, x]. Sinceq < p, this
implies,

ADH [p, x] ≤ (1 + δ)p−1
DH [p, x]

3.4.3. Analysis. Since, we want ADH [k, n] ≤ (1 +
ε)DH [k, n] we needto setδ suchthat (1 + δ)k ≤ 1 + ε.
Thussettinglog(1+δ) = ε/k is suf�cient. Thenumberl of
valuesmaintainedis boundedabove by O(log DH [k, n +
1]/ log(1 + δ)). DH [k, n + 1] ≤ nR2 where R is the
largestnumberin the series.Also, for our operations,we
would assumethe size of eachnumber is O(log n) i.e.,
log R = O(log n). Therefore,l = O(k log n/ε). Combin-
ing this with runningtimesin previoussubsectionswe get
thefollowing theorem:

Theorem 2 Our algorithm gives (1 + ε) approximation to
optimal deviant histogramming (ODH) problem. The space
required for the algorithm is O(k3 log n/ε) and per item
processing time is O(k4 log n/ε).

3.5. Extension to kDH

We can similarly apply the sametechniqueto the dy-
namicprogrammingalgorithmusedto solvekDH. Here,in-
steadof DH [k, n], we have to de�ne k-DH [k, b, n] which
denotestheminimumsquareerrorin histogrammingv1..vn

with b bucketsandk deviantsremoved.

Theorem 3 We can compute (1 + ε) approximation to
kDH problem with b buckets and k deviants using only
O((k2b2/ε) logn) space and O((k3b2/ε) log n) per item
processing time.

4. Pseudo-Deviant Algorithm

In this section,we will show anotheralgorithmfor the
univariatedevianthistogramproblemondatastreams.This
hasthesamehierarchicalframework asthedatastreamal-
gorithm above. Along the notion of deviantswe shall de-
�ne slightly differentoutlierscalledpseudodeviants or pde-
viants for short.As will beevident,they arefasterto com-
putebut have a slightly differentnotion of optimality than
deviants.They follow theoptimalityof deviantsin thesense
of alignmentof bucket boundariesbut when it comesto
choosingdeviants within the bucket they perform differ-
ently. Hence,they maybesuboptimal.However, thespeed
of computationis not theonly mainmotivationfor de�ning
pdeviants.Pdeviantsare also very attractive when we ex-
tendthis ideato multivariatedatastreams.This will bedis-
cussedin thenext section.

Pseudo Deviants. Let AVE [i, j] denote the aver-
age(mean)of the block Bij . Let T̂ be the setof k points
in Bij which are the farthest from AVE [i, j]. i.e. set
of k points with highest |vl − AVE [i, j]| value. Then



k-pseudovariance (k-pvariance for short)of a block Bij is
de�ned asPVARk[i, j] = VAR[Bij − T̂ ] andsucha setT̂
is calledthesetof k-pseudodeviants (k-pdeviants for short).
Note thatPVARk[i, j] ≥ VARk[i, j] by theminimality of
VARk[i, j]. As pointedout by lemma1 the differencebe-
tweendeviants T and pdeviants T̂ is that the deviants T
are the k farthestvaluesfrom AVE [Bij − T ] while pde-
viantsarek farthestvaluesfrom AVE [Bij ]. As will beevi-
dentfrom analysisandexperiments,pdeviantsarenot sig-
ni�cantly different from deviants in most cases(aside
from some pathological examples) and are much eas-
ier andfasterto computeoverstreams.

Problem 4 Optimal Pdeviant Histogram (OPH). Given
a sequence v1, v2, ..vn and a number of resources k, find a
partition P into b buckets p1, p2, p3, .., pb along with pde-
viants such that

∑b
i=1

PVARki
[pi] is minimized subject to

the constraint b +
∑b

i=1
ki = k.

Candidate Data Structure. For pdeviants,thek-pvariance
datastructureis almostthesameasthatfor thedeviants.We
maintainHij andLij in sortedorder. Eachcanbeupdated
in O(k) time. Themaindifferenceis that in O(k) time to-
tally, we cananswerall of the k pvariancequeries.Thus,
eachpvariance,on an average,can be answeredin O(1)
time insteadof O(k). This is wherepdeviantsachieve the
speedupby factorof ak.

Algorithm. Thealgorithmsfor pdeviantsarealmostexactly
thesameastheonesfor deviants.Theonly changeis in how
the pseudovariancefor a given block is computed.The k-
pvariancedatastructureheremaintainsHij , Lij asbefore
andmoreoverit maintainsavalueµ which is theaverageof
thevaluesin theblock. µ is merelySij/(j − i + 1). Now
to form the setof pseudodeviantsP , it merelymergesthe
sortedlists Hij andLij and�nds k pseudodeviantsin the
orderof their distancefrom µ. This merge procedurecan
alsogive the pseudovariancevaluesfor eachk in a single
pass.Thusak-PVDSdatastructurecanbeupdatedin O(k)
time andeachpseudovariancequeryon thegivenstructure
canbeansweredin O(1) time(giventhepreprocessingdur-
ing merge).

This meansthe of�ine algorithm for k-pseudodeviants
(similar to the one in section3.3) runs in time O(n2k)
becauseprocessingthe ith point takes O(ik) (insteadof
O(ik2) earlier).Similarly, for the streamingcase,the up-
datescanbedonein O(k2l) time giving thefollowing the-
orem.

Theorem 4 There is an algorithm which gives (1 + ε) ap-
proximation to the optimal pseudodeviant histogram-
ming (OPH) problem. The space required for the algo-
rithm is O(k3 log n/ε) and per item processing time is also
O(k3 log n/ε).

5. Multivariate Data Streams

Firstconsidertheof�ine versionwhereall datais stored.
Further, considerasimpli�ed versionof theproblemwhere
the numberof buckets is 1 andwe wish to remove k de-
viants.Givenn vectors,whichk of theseshouldberemoved
sothattheremainingvectorswill haveminimumvariance?
Thisproblemis closelyrelatedto theproblemin [9] of out-
lier removal in high dimensions,aswell asto learninglin-
earthresholdfunctionsin presenceof noise[2]. Although
we have not proved our problemto be NP-Hard,we sus-
pectthatit is very likely to behard.

Offline pseudodeviants. In thecaseof pseudodeviants,the
meanto beconsideredis theaverageof entirebucket with-
out removal. Hence,pseudodeviants are easily computed
overmultivariatetimeseries(MTS).Wenow outlinetheof-
�ine algorithmto computethepseudodeviantsonMTS.The
algorithmis similar to theof�ine dynamicprogrammingfor
univariatetimeseriesin section3.3,with theexceptionthat
k-VDS containsall the points in the bucket, not just Hij

andLij . Hence,theupdateof thek-VDS takesO(n) time
in theworstcase.Therefore,insteadof beinganO(n2k) al-
gorithm,thisbecomesanO(n3) algorithm(assumingd asa
smallconstant).To computethek-varianceof agivenblock,
we have to �rst obtain the meanvalue of the bucket and
thenamongstall thepointsin thebucket choosethek far-
thestonesto this meanvaluepoint. This is becauseevena
smallchangein themeanvaluepoint of thebucket canre-
sult in completelynew pseudodeviantsandhencewe can-
not really limit thenumberof candidatepointsfor pseudo-
deviants(or deviants)as in the caseof univariatetime se-
ries.The absenceof candidatebasedstructurealsomeans
thatwe cannotactuallycalculatethepseudodeviantsor ap-
proximatepseudodeviantsin thestreamingmodel.

Example. Consideran exampleof a time seriesin 2 di-
mensionsfor which we want to �nd k pseudodeviantsin a
bucket of n + 1 points.Let the �rst n pointsvisited con-
sistof n/k groupsof k pointseachatunit distancefrom the
origin (0, 0). Eachgroupconsistsof k copiesof the same
point. The ith group haspoints whoseanglefrom vector
(0, 1) is 2πki/n. Now, any of thesen/k groupscouldform
the group of k-pseudodeviantsdependingon the n + 1st
point.

Streams and Relaxed deviants. Themeanvaluepointof the
bucket, in mostcasesis progressively lesslikely to change
asthe bucket sizegrows. Hence,a reasonableheuristicto
guessthecandidatesbasedon currentpositionof themean
valuepoint is asfollows.Chooseaparameterc (thisparam-
eterwill dependondimensionality).Maintainthe�rst ck el-
ementsin thebucketascandidates.Now attheentryof each
new pointin thebucket,�nd thenew meanvaluepoint.If all
thecandidatesmaintainedarefartherfrom this meanvalue
point thanthenew point thenthelist of candidatesremains



thesame.Else,insertthisnew point in thelist of candidates
andremove theonewhich is thenearestto themeanvalue
point.Now, outof theseck candidates,choosethek farthest
from themeanvaluepointaspseudodeviants.We call these
relaxed deviants or rdeviants for short.They maybefardif-
ferentfrom pseudodeviantsin pathologicalcases,but they
arenearlysimilar in practicaldatasets.

Given a bucket b of datapoints~vi, .., ~vj (also denoted
B[i,j]), a point ~vl, i ≤ l ≤ j, is oneof the k relaxed de-
viants if andonly if

1. ~vl is oneof theck farthestelementsfromAVE (B[i, l])
in amongsttheelementsin B[i, l].

2. Among theall pointsin B[i, j] which satisfythepre-
viouscriteria,~vl is oneof thek farthestelementsfrom
AVE(B[i, j])

If R is thesetof k relaxeddeviantsin B[i, j], thenthek-
rvarianceRVARk[i, j] = V AR(B[i, j] − R). Theproblem
Optimal Rdeviant Histogram(ORH) canbe de�ned simi-
lar to previousdeviant histogramproblemsabove. Interest-
ingly, note that if entire datastreamwere to be reversed,
deviantsand pdeviantsstay the samewhile rdeviants can
bedifferent.This is becausethede�nition of rdeviantsde-
pendson thedirectionalityof thestream.

Candidate data structure. The candidate data struc-
ture for B[i, j] consistsof ck candidatessorted in de-
creasing order of their distance from AV E(B[i, j]).
Call them ~r1, ~r2, ..., ~rck. We also store the partial sums
~Sl =

∑l
m=1

~rm and S
0

l =
∑l

m=1
||~rm||22. Note that S

0

are scalarswhile S are vectors.Then, variancecalcula-
tion is thesameasin previoussections.

Algorithm. Thealgorithmagainonly differsfrom theuni-
variatecasein how the k-rvariancedata structureis up-
dated.During eachupdatewe sort the candidates;assum-
ing parameterc anddimensionalityd aresmall constants,
the updatescan be done in O(k log k) time. And then
with this preprocessing,eachrvariancequery can be an-
sweredin O(1) time. Hence,the per-item processingtime
is O(k3 log k log n/ε).

6. Experiments

We implementedthe exact as well as the approximate
versionsof ODH andkDH problems.Theexperimentswere
doneonapentiumPC(2.78GHz).Weusedthesealgorithms
oversyntheticaswell asreal(IP network) data.Basedona
largenumberof experimentscarriedout, we presentsome
representative andinterestingobservations.We useSNMP
datasetswhich shows the time seriesof aggregatedtraf-
�c oninternetlinks. Weusesyntheticallygenerateddatafor
experimentswith multivariatetimeseries.

In general,for ourexperiments,wechooseaparameterd
which is equalto 1/δ. For theworstcaseapproximationra-

tio aswe discussedin the section3.4.3,log(1 + δ) hasto
be set to ε/k. i.e., δ ≤ ε/k. This meansfor approximat-
ing a solutionwithin 1% error with 10 resourceswe need
d = 1000. However, this is only in theworstcase.We ob-
serve that, in mostpracticalcasesevend = 10 or d = 50
canachieve1% error. As anaddedadvantage,ouralgorithm
storesfewervaluesandworksquitefast.Wediscussthisfur-
therin oneof thesubsectionswhich follow.

Experimental example. We �rst usedan arti�cially de-
signedsmall datasetconsistingof 90 points,mainly con-
centratedaroundthreebuckets.Six outlierswereintroduced
amongthese.The algorithm,whengiven9 resources,cor-
rectly identi�ed 3 bucketsand6 deviants.

Convergence of approximation algorithm towards the opti-
mal. In mostcases,even1% errortoleranceis enoughfor
asuboptimalsolutionto notcatchoneor moreof thesignif-
icant deviants.If the bucket boundariesdeterminedby the
suboptimalalgorithmis verydifferentthantheoptimal,then
thedeviantscapturedcanbesigni�cantly different.Thusthe
questionin generalis whethertheapproximationalgorithm
identi�es the signi�cant deviantsgiven by the optimal al-
gorithm.Thereis no de�niti ve answerto this question,but
all our experimentalexperienceindicatesthatour approxi-
mationalgorithmcapturessigni�cant deviantsidenti�ed by
theoptimal.

Weexperimentedwith many SNMPdatasets.As thepa-
rameterd increasesin value,theSSEgoesdown andweob-
servedthatthebucketboundariesarere�ned moreandmore
tobesimilarto thosein theoptimalsolutionfor deviantsand
hencedeviantsturnoutto bethealmostsame.Themostsig-
ni�cant deviantsarecaptured�rst at evencoarser(smalld)
levelsof approximation,andotherlesssigni�cant onesare
capturedlater, asd increases.For oneparticulardataset,
at d = 30 the deviantscapturedwereexactly the sameas
the optimal,whereasthe SSEwas431805 ascomparedto
428223 for optimal.Looking at theplot of the dataseries,
thesedeviantsareintuitively veryaccurateasseenfrom hu-
man eye. However, due to spacelimitations, we omit the
�gure depictingthedataseries.

Emergence of deviants with varying number of resources.
Whenwe experimentusingthe ODH model,the number

of resourceshave to besplit betweenbucketsanddeviants.
Thesecomparisonsof thesplittingof resourceswasdoneby
[19]. Weobservethatit is almostalwaysthecasethatinitial
resourcesareusedasbucketsfor histogrammingandthen,
asresourcesincrease,thealgorithmusesthemasdeviants.
The orderin which deviantsemerge with increasingnum-
berof resourcesindicatestheir signi�canceor ranking.Our
datastructurecan be simultaneouslyqueriedin real time
with differentnumberof resources.This canbeusedto es-
tablishthehierarchyof signi�cant deviantsat any point in
time.
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Figure 1. Timing analysis

Timing analysis. Here,wepresentsomedetailsonrunning
timesof algorithm,for differentparametervalues.The�rst
two in �gure 1 arethe chartsgeneratedfrom the sameta-
ble. Theseindicatemuchfasterrunningtimesthantheac-
tual theoreticalbounds.Theoretically, the runningtime of
algorithm shouldscalelinearly with d. However, we ob-
serve it is quite sublinear, and actually more like log d.
Hence,even thoughin worst caseour datastorageis lin-
earin d, we observe a muchmoresublineartrendindicat-
ing a smallerstorageand fasteraccess.With k, our run-
ningtimesscaleroughlyaroundk2.6. Althoughourtheoret-
ical boundis O(k4). We get onek factordown by isolat-
ing d from k which for theoreticalrequirementsis linearin
k. And further improvementcanbe attributedto the spar-
sity in dynamicprogramming.

In thethird chart,we expecttherunningtime to scaleas
n logn. Theplot looksalmostlinearwith a very slight up-
wardcurvaturefor the log n factor. This plot wasdonefor
d = 100 andk = 10.

Pseudodeviants vs Deviants. WeusedanSNMPdatasetto
do thecomparativeexperimentsfor pseudodeviantsandde-
viants.We found absolutelyno differencein the deviants
andpseudodeviantsreportedfor variousvaluesof param-
eters.The comparative processingtimes for pdeviantsare
much lesserthan thosefor deviants.This is shown in the
fourthchartin �gure 1 wherewe taken = 500 andd = 25.
In the chart,we seethat againstk, pseudodeviantstendto
have time complexity which grows ask1.8 while the em-
pirical growth proportionalityfor deviantsseemsto bek2.6.
Again, theseshouldbe k3 andk4 respectively, but we cut
down a factor of k in both by �xing d. Thus,pseudode-
viantsareeffectiveandfastsubstitutesfor deviants.

Multivariate time series. For the experimentswith multi-
variatetimeseries,weusesyntheticallygenerated3 dimen-
sionaldataset,which is blockwisegaussianwith outliers.
The meanvalue point and the deviation of dataare cho-
senat uniformly at random.Eachcoordinateof the mean
valuepoint is chosenfrom [−50, 50] anddeviation is cho-
senuniformly at randomfrom [0, 5]. At eachpoint thereis
0.01 probabilityof changingtheseparametersto new ones.
Also, at eachpoint thereis 0.01 probability that it is intro-
ducedasan outlier in which casethis particularpoint can
bechosenjust like themeanvaluepointabove.

Wedid variousexperimentsfor of�ine aswell asstream-
ing cases.We found that rdeviantsfoundby streamingare
almostthesameaspdeviantsfoundby theof�ine algorithm.
And signi�cant deviantsthusfoundaresame.Whenwe in-
creasethe numberof resources,sometimeswe get oneor
two deviantsto bedifferentfrom thepdeviantsbut they are
notthesigni�cant ones.Whenthevalueof parameterc is in-
creased(≥ 2), eventheslightdifferencebetweenpdeviants
andrdeviantsis eliminated.



7. Concluding Remarks

Outlier detectionin datastreamsis an importantprob-
lem, andwe expectmany differentkinds of outlier analy-
sesto bestudiedover time.Deviantsareintriguingoutliers,
combininglocalandglobalfeatures.Wehavepresented�rst
known, ef�cient algorithmsfor �nding deviants—optimal,
approximate,heuristicor univariate,multivariate,etc—on
data streams.Pdeviants are motivated by their speedof
computationin theunivariatecaseandin multivariatecase
they arein facttheonly known solution.Rdeviantsaremo-
tivatedby the fact that even pdeviantscan't be computed
effectively in the datastreammodel in the caseof multi-
variatetime series.We have seenby the experimentsthat
pdeviants are remarkablyclose to deviants and in multi-
variatecase,rdeviants are remarkablycloseto pdeviants.
Hence,wethink thatrdeviantsprovideagoodsubstitutefor
deviants for mining multivariatetime seriesdatastreams.
Theproblemof �nding anoptimalalgorithmfor deviantsin
multivariatecasestill remainsopen. Our experimentalre-
sultsshow that our algorithmis fasterthanour worst case
bounds.Also, theapproximatealgorithmswith reasonable
precisionparameterscapturesigni�cant deviantsof theop-
timal algorithms.
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