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What is caller-ID spoofing?

Caller deliberately falsifies their caller-ID to disguise their identify
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Why worry about caller-ID spoofing?
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Caller-ID spoofing is a growing problem

% OF SPOOFED CALLS IN THE US
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Why is caller-ID spoofing still feasible?

4G Evolved Packet Core (EPC) IP-Multimedia Subsystem (IMS)
Subscriber Identifiers: IMSI, MSISDN Subscriber Identifiers: SIP (TO, FROM)
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Lack of runtime authentication

4G Evolved Packet Core (EPC) IP-Multimedia Subsystem (IMS)
Subscriber Identifiers: IMSI, MSISDN Subscriber Identifiers: SIP (TO, FROM)

Lack of Runtime Authentication in VOLTE calls can lead to caller-ID spoofing
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Existing solutions
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Comparison of runtime caller-ID validation solutions
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Telecom regulatory bodies such as the FCC in US now require network operators to provide caller-ID authentication
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Why is caller-ID spoofing still feasible?

Can we leverage EPC authentication to support runtime caller-ID validation?
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NASCENT - Key Idea

Detect

Leverage EPC authentication to perform runtime caller-ID validation
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NASCENT - Key Idea
Detect

Leverage EPC authentication to perform runtime caller-ID validation

(1) The PGW is not SIP aware.
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Challenges in the real world (1)

Leverage EPC authentication to perform runtime caller-ID validation
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Challenges in the real world (2)

(1) No direct connection exists between the PGW and IMS

- PGW and IMS interface via the Policy Control and Charging Function
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(2) IMS Access control procedure is performed after the Callee is Notified.
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NASCENT: Trade-offs in the real world
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NASCENT vs Existing runtime caller-ID validation

Deployment Complexity

NASCENT is a network supported Passive Validation solution that Endpoint
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Experimental Evaluation




Experimental evaluation goals

— ® What is the performance overhead of NASCENT?
® Resource overhead (CPU)
Analyze Latency incurred by users

® How does NASCENT compare with other Active User Authentication
solutions (CHAP)?




Evaluation results (Traditional Deployment)

NASCENT has significantly lower resource overhead
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Evaluation results (Traditional Deployment)

AVERAGE LATENCY AT 0% SPOOFED CALLS
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Experimental evaluation goals

‘_-__l ® How does the Service Deployment Model impact the performance?
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Evaluation results (NFV Deployment)

® Lower overheads due resource sharing between EPC and IMS
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Much more in the paper..

®* NASCENT variants and trade-offs

® Backward compatibility vs performance overhead

® Selective validation of caller-1D

® NASCENT has negligible overhead if 5% of calls are validated

® Will NASCENT work in 5G?




Conclusions

® Caller-ID spoofing is an important and challenging problem

® Existing solutions have high infrastructure and performance overheads

®* NASCENT proposes a cross validation based solution to detect Caller-ID spoofing
® Leverage existing EPC authentication

® Multiple variants to balance trade-offs

®* NASCENT outperforms existing solutions




Questions?







Experimental setup
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Evaluation Results (Traditional Deployment)

PERCENTAGE OF SUCCESSFUL CALLS AT 0% SPOOFED CALLS
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CPU (%)

Evaluation Results (Traditional Deployment)

PERCENTAGE OF SUCCESSFUL CALLS AT 0% SPOOFED CALLS

-
(=]
o

p

CPU UTILIZATION WITH 0% SPOOFED CALLS 2 o
120 % ZZ :i:tsi:g:falidation(CHAP)
B Baseline i Active-Validation(CHAP) il NASCENT-Rx-Gx = T
80 900 1000 1100 1200 1300 1400
1 OO CALLS/SECOND
80
60
40
20
0
1000 1200 1400

CALLS/SECOND



Why is Caller-ID spoofing possible in 4G?

Packet Delivery + Call AddressingCall Addressing
Evolved Packet Core (EPC) IP-Multimedia Subsystem (IMS)
Subscriber Identifiers: IMSI, MSISDN Subscriber Identifiers: SIP (TO, FROM, etc)
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