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Problem Statement

Information is Everywhere.
Is information valid?
Source revocation?
In a confidential environment?



Intelligence Reports/News Articles

Document
– Information
– Confidential Sources

Producer wants protect sources and methods
End users need information
Derived information
Revocation?
Solution: Secure Content Validation



Secure Content Validation Models

Trust Third Party (TTP)
– Public Key Cryptography

Public Key Encryption (PKE, PKE*)
– Homomorphic Encryption

RSA, El Gamal, Paillier…

– Threshold Encryption
Paillier



Implementation

C 
– Paillier (TTP)
– Paillier Threshold Encryption (PKE,PKE*)

Translated from Java implementation

GMP 
– GNU Multiple Precision Arithmetic Library



What Constitutes Performance

Communication
– Source Revocation
– Content Validation
– Common Source Detection

Calculation
– Content Creation
– Content Validation
– Common Source Detection

Calculation > Communication



Theoretical – TTP Model

Content Creation
– O(n)

Content Validation
– O(|V|)

Common Source Detection
– O(m * Nm)



TTP-Content Creation Performance

Content Creation
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TTP-Common Source Detection
TTP-Content Validation Performance

Content Source Validation

0
500

1000
1500
2000

1 4 16 64 25
6

10
24

40
96

Number of Items to Validate

Ti
m

e 
in

 m
s

ICDS30-m

EXPERT-m

Ratio Prev/Next ICDS30

0
2
4
6
8

10
12

0 1000 2000 3000 4000 5000

Items to Validate

R
at

io

Ratio

 Ratio Prev/Next Expert

0
2
4
6
8

10
12

0 500 1000 1500 2000 2500

Items to Validate

R
at

io
Ratio



Theoretical – PKE Model

Content Creation
– O(n)

Content Validation
– O(|RL| * |V|)

Common Source Detection
– O(m * N1 * Nm)
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