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Abstract

Protocol reverse engineeringhas often beena manual
processthat is considered time-consuming, tedious and
error-prone. To addressthis limitation, a numberof solu-
tions haverecentlybeenproposedto allow for automatic
protocol reverse engineering. Unfortunately, they are ei-
ther limited in extractingprotocol �elds dueto lack of pro-
gram semanticsin networktracesor primitive in only re-
vealingthe �at structure of protocol format. In this paper,
wepresenta systemcalledAutoFormatthataimsat notonly
extracting protocol �elds with high accuracy, but also re-
vealingtheinherently“non-�at”, hierarchical structuresof
protocolmessages. AutoFormat is basedon thekey insight
that different protocol �elds in the samemessage are typi-
cally handledin differentexecutioncontexts (e.g., the run-
time call stack). As such, by monitoringthe program exe-
cution,wecancollecttheexecutioncontext informationfor
every message byte(annotatedwith its offset in the entire
message)andclusterthemto derivetheprotocolformat.We
haveevaluatedour systemwith more than30protocolmes-
sagesfromsevenprotocols,includingtwo text-basedproto-
cols(HTTPandSIP),threebinary-basedprotocols(DHCP,
RIP, andOSPF),onehybrid protocol (CIFS/SMB),aswell
as one unknownprotocol usedby a real-world malware.
Our resultsshowthatAutoFormatcannotonlyidentifyindi-
vidualmessage�elds automaticallyandwith highaccuracy
(an average 93:4% match ratio comparedwith Wireshark),
but also unveil the structure of the protocol format by re-
vealingpossiblerelations(e.g., sequential,parallel, andhi-
erarchical) amongthemessage �elds.

� Partof thisresearchhasbeensupportedby theNationalScienceFoun-
dationundergrantsCNS-0716376and CNS-0716444.The bulk of this
work wasperformedwhenthe�rst authorwasvisiting GeorgeMasonUni-
versityin Summer2007.

1 Intr oduction

The knowledgeaboutnetwork protocolspeci�cation is
valuableto many securityapplications:Network-basedin-
trusion detectionsystems(e.g., Snort [4] and Bro [24])
or vulnerability-speci�c �lters (e.g., Shield [28]) require
knowledge about protocols to perform deep packet in-
spection;Network managementsoftwaredependson such
knowledge to correctly recognizeand classify monitored
network traf�c; Fuzztesting(e.g.,Packet Vaccine[29] and
ShieldGen[14]) cantake advantageof suchknowledgeto
improve the fuzzingprocessby generating“malicious” in-
putsmoreef�ciently .

In practice,however, it is mostly a manualand error-
proneprocessto deriveprotocolspeci�cations.For anopen
protocol (e.g., HTTP), the speci�cation can be acquired
from publicdocumentationsuchasRFCs.For aclosedpro-
tocol (e.g.,SMB or Skype), the speci�cationhasto be re-
verseengineeredmanuallyand complexities arise: (1) A
single protocol messageusually containsa large number
of �elds (e.g.,theSambaNTLMSSPAUTH messagecon-
tainsabout50 �elds); (2) An individual �eld may not be
staticandmayhavevaryingsize;and(3) More importantly,
theremayexist complex relationships(e.g.,sequential,par-
allel, and hierarchical)or dependenciesamongthe �elds.
As such,protocol reverseengineeringis widely known as
a challengingtaskandexisting manualapproachestendto
betedious,time-consuming,anderror-prone.As anexam-
ple, after numeroustrials and errors, it took 12 yearsfor
theopen-sourceSambaprojectto reverseengineertheMi-
crosoftSMB protocol[1].

To addressthis challenge,new solutions,includingPro-
tocolInformatics(PI) [3], Discoverer[12], andPolyglot[9],
have recentlybeenproposedto automatetheprocessof re-
verseengineeringnetwork protocols.ThePI projectadopts
sequencealignment– a techniquewidely usedin bioinfor-
maticsto �nd certainpatternsin largesequencesof strings



– to infer protocolformat from network traces.Discoverer
takesa stepfurther by applying recursive clusteringtech-
niquesto group messageswith similar formatssuchthat,
with thehelpof atype-basedsequencealignmentalgorithm,
it canproducemoreconciseresultsin therevealedprotocol
format.However, aspointedout in [9], thelack of protocol
semanticsin network tracesfundamentallylimits theaccu-
racy of the extractedprotocol format. Moreover, any net-
work trace-basedapproachbecomesineffective whennet-
work traf�c is encrypted.

From anotherperspective, Polyglot recognizesthe fact
that the way a protocol is implementedfor handling in-
comingprotocolmessagesrevealsa wealthof information
aboutprotocolformat.Therefore,theprotocolimplementa-
tion canbe naturallyanalyzedto uncover protocolformat.
Speci�cally, Polyglot proposesa dynamicbinary analysis
approachthatexploits thesemanticsof payload-processing
instructionsto identify detailedmessage�elds. Although
instruction-level semanticinformation is indeeduseful in
extractingmessage�elds, it is still limited in only reveal-
ing the “�at” structureof protocol format. To reverseen-
gineernetwork protocolsmoreaccuratelyandthoroughly,
in addition to the extraction of detailedprotocol �elds, it
is equallyimportantto exposeinherentlyhierarchicalstruc-
turesof “non-�at” protocolmessagesandrevealcross-�eld
relations.

We note that the above protocol information is natu-
rally speci�ed in protocolspeci�cations.For example,the
Backus - Naur Form (BNF), which hasbeenwidely used
to expressnetwork protocol syntax,is designedto be ex-
pressiveenoughin describingthehierarchicalstructureof a
protocolmessageandcross-�eld relationswithin the mes-
sage.Meanwhile,anumberof existing techniquescanben-
e�t from the richer knowledgeaboutprotocolformat. For
example,fuzz testingcangreatlyreducethe fuzzingspace
with the knowledgeof possiblecross-�eld relations;Dis-
covererandPI canleveragetheknowledgeto achievebetter
alignmentamongcollectedtraces.

In this paper, we presentAutoFormat,a new host-based
approachthataimsatuncoveringnotonly detailedprotocol
�elds in aprotocolmessage,but alsotheinherenthierarchi-
cal structureaswell ascross-�eld relations.AutoFormatis
basedon the key observation that different protocol �elds
in the samemessage are typically handledin different ex-
ecutioncontexts suchas the run-timecall stackand loca-
tion of theinstructionbeingexecuted.In otherwords,adja-
centmessagebytesbelongingto thesameprotocol�eld are
usuallyhandledin the sameexecutioncontext. Therefore,
by monitoringprogramexecution,wecancollectexecution
context informationfor every messagebyteannotatedwith
its offsetin theentiremessage,andthenclusterthemto dis-
cover protocol �elds. Further, basedon the samecontext
information,we canuncover thestructuralhierarchy of the

messageformat aswell aspossiblecross-�eld relationsin
themessage.

We have implementeda proof-of-conceptprototypeand
evaluatedit with more than 30 protocol messagesfrom
sevenprotocols,includingtwo text-basedprotocols(HTTP
and SIP), three binary-basedprotocols(DHCP, RIP, and
OSPF),onehybridprotocol(CIFS/SMB),andoneunknown
protocol usedby a real-world malware. The experimen-
tal resultsare encouraging:For the six known protocols,
AutoFormatis ableto identify protocol�elds automatically
with high accuracy (an average93:4% match ratio com-
paredwith the message�elds derived by Wireshark[5]).
Furthermore,it unveils thehierarchicalstructureof theen-
tire messageas well as cross-�eld relations. For the un-
known malware protocol, AutoFormat resultsmatchwell
with our manualstaticanalysisresults. AutoFormatdoes
not requireaccessingprotocolsourcecodeandis therefore
applicableto analyzingproprietaryor unknown protocols.

Therestof thepaperis organizedasfollows. Section2
describestheproblemscopeandde�nes the terminologies
usedin thepaper. Thesystemdesignandkey techniquesfor
the extractionof protocolformatwill be presentedin Sec-
tion 3. In Section4, we show the evaluationresults. The
relatedwork will be discussedin Section5. We examine
limitations of AutoFormat and suggestpossibleimprove-
mentin Section6. Section7 concludesthispaper.

2 ProblemScopeand Terminologies

In this section,we �rst discussthegeneralgoalsof net-
work protocolreverseengineeringandoutlineour speci�c
problemscope.We thende�ne the terminologiesthatwill
beusedthroughoutthepaper.

2.1 ProblemScope

In network protocolreverseengineering,thereexist two
main challengingtasks: (1) The �rst taskfocuseson each
individual protocol messageand aims at identifying the
boundary(or size) of every single protocol �eld as well
as the entire structurebuilt on the �elds; (2) The second
taskinvolvesmultiple protocolmessagesandthegoal is to
build theentireprotocolstatemachine,which includesvar-
iousprotocol-speci�cstatesandtheir transitions.Sincethe
�rst tasklays thefoundationfor protocolreverseengineer-
ing and its accuracy and completenessaffects the second
task,we in this paperfocuson the �rst taskandleave the
secondoneasfuturework.

To articulatethechallengesthatarisefrom the�rst task,
we usea real-world example.Figure1 shows thestandard
BNF structureof the HTTP Requestmessagedocumented
in RFC2616(“Hypertext TransferProtocol– HTTP/1.1”).
Particularly, an HTTP Requestmessagecontainsmultiple



Request = Request-Line
*(( general-header
| request-header
| entity-header ) CRLF) CRLF
[ message-body ]

Request-Line = Method SP Request-URI SP HTTP-Version CRLF

Figure 1. The BNF structure of the HTTP Re­
quest messa ge documented in RFC2616.

high-level �elds: Request-Line , general-header ,
request-header , entity-header , CRLF, and op-
tionally message-body . Noticethat(1) A �eld cancon-
tainmultiplesub-�elds.For example,theRequest-Line
�eld contains the method (Method ) to be applied to
the requestedresource, the identi�er (Request-URI )
of the requestedresource, and the protocol version
(HTTP-Version ) in use, as well as several separa-
tors such as SP and CRLF. (2) The “*” (iterative)
and “ j” (alternative) symbols in Figure 1 re�ect the
intrinsic parallel relationship among certain high-level
�elds, e.g.,general-header , request-header , and
entity-header . As such,a solutionto protocolreverse
engineeringshouldnot only identify the boundaryof each
�eld in theprotocolmessage,but alsostructurethe identi-
�ed �elds sothattheoverallmessageskeletonandtherela-
tionsamongmessage�elds canbeuncovered.

2.2 Terminologies

Consideringthe recursive natureof de�ning a protocol
�eld, this paperusesthe term �nest-grained �eld to rep-
resentthe smallestsubsequencethat cannotbe further di-
vided into smallersub-�elds. For easeof representation,
we use �( x) to representa �eld x in a protocol format
(�( x) can be thoughtof as the nameof �eld x), and its
value is a set which containsall the offsets in the proto-
col messagebelongingto �( x) (hence,the sizeof �eld x
cansimplybedenotedasj�( x)j). Usingthesameexample,
we use�( Request-Line ) and�( Method ) to represent
two different�elds eventhough�( Method ) is a sub-�eld
of �( Request-Line ). In the following, we de�ne three
importanttypesof relationbetweenprotocol�elds andthe
determinationof theserelationsis a main focusof this pa-
per.

Hierarchical: The hierarchical relation re�ects the
fact that a �eld can be further divided into multiple
sub-�elds. As mentionedearlier, �( Request-Line )
in Figure 1 contains a number of sub-�elds includ-
ing �( Method ), �( SP), �( Request-URI ), �( SP),
�( HTTP-Version ), and �( CRLF). For simplicity, we
call the�eld with anumberof sub-�eldsahierarchical�eld.

�( Request-Line ) is ahierarchical�eld.
Sequential: The sequentialrelationcapturesthe order-

ing betweentwo adjacent�elds in a protocol message.
For example,in thehierarchical�eld �( Request-Line ),
�( Method ) is alwaysfollowedby �( SP) which is in turn
followed by �( Request-URI ). We call suchadjacent
�elds sequential�elds.

Parallel: The parallel relation re�ects the fact that
the positions of two or more �elds are exchangeable
in the protocol speci�cation. As an example, Figure
1 shows that in an HTTP Requestmessage,the posi-
tionsof thefollowing three�elds, �( general-header ),
�( request-header ) and �( entity-header ) can
beexchangedwithoutaffectingthemessage'ssemantics.In
this paper, we call suchposition-exchangeable�elds paral-
lel �elds.

3 SystemDesign

The intuition behindour approachis simple but effec-
tive: A binary implementingthe protocol is programmed
to recognizetheprotocolformatof receivedmessages.As
such,thespeci�c wayof handlinganincomingmessagecan
beexaminedto uncover its format. As anexample,Figure
2 shows the codesnippet from a real-world web server
(i.e. theNullHTTPdserver) thatprocessestheheader�elds
of an HTTP Requestmessage.Basedon the BNF format
shown in Figure 1, the �rst line of the requestpayload
(received in thecontext of thesgets() function– line 129)
containsthe �( Request-Line ) �eld, which is divided
into multiple sub-�elds �( Method ), �( Request-URI ),
and �( HTTP-Version ) (line 137). In other words,
the �elds �( Method ), �( Request-URI ), and
�( HTTP-Version ) are sequential �elds and their
combination forms a hierarchical �eld. Similarly, the
next few lines (lines147-162) handlevariousotherheader
�elds andthe way of handlingthemleadsto the exposure
of several parallel �elds – �( Cookie ) (lines 154-155),
�( Host ) (lines 156-157), �( If-Modified-Since )
(lines158-159), and�( User-Agent ) (lines160-161).

AutoFormat is interestedin how �eld-speci�c execu-
tion context informationcanbe collectedandanalyzedto
extract protocol format. Figure 3 shows an architectural
overview of AutoFormat,whichhastwo maincomponents:
acontext-awareexecutionmonitorandaprotocol�eld iden-
ti�er . Givenabinarythatimplementstheprotocolto bean-
alyzed,AutoFormatworksasfollows: (1) On receiving an
incomingprotocolmessage,it �rst marksthereceiveddata
andkeepstrackof theirpropagationat thebytegranularity;
(2) Onceamessagebyteis read,theexecutionmonitorlogs
thatparticularbyte,its offset in theentiremessage,andthe
run-timeexecutioncontext at thatmoment,which includes
the call stackandthe locationof the instructionbeingex-



119 int read_header(int sid) {
...

/* read a line with no more than size(line)-1 bytes; the return character '\n' signals the end of the line. */
129 sgets(line, sizeof(line)-1, conn[sid].socket);
...

/* break down the first line of the HTTP Request message, i.e., the f(Request-Line) field, into different message fields. */
137 if (sscanf(line, "%[ˆ ] %[ˆ ] %[ˆ ]", conn[sid].dat->in_RequestMethod, conn[sid].dat->in_RequestURI, conn[sid].dat->in_Protocol)!=3)
138 printerror(sid, 400, "Bad Request", "Can't Parse Request.");
...
147 while (strlen(line)>0) {

/* read the next line, which is either a general-header, request-header, or entity-header. */
148 sgets(line, sizeof(line)-1, conn[sid].socket);
...

/* break down the line into more specific subfields, e.g., f(Cookie), f(Host), f(If-Modified-Since), and f(User-Agent). */
154 if (strncasecmp(line, "Cookie: ", 8)==0)
155 strncpy(conn[sid].dat->in_Cookie, (char *)&line+8, sizeof(conn[sid].dat->in_Cookie)-1);
156 if (strncasecmp(line, "Host: ", 6)==0)
157 strncpy(conn[sid].dat->in_Host, (char *)&line+6, sizeof(conn[sid].dat->in_Host)-1);
158 if (strncasecmp(line, "If-Modified-Since: ", 19)==0)
159 strncpy(conn[sid].dat->in_IfModifiedSince, (char *)&line+19, sizeof(conn[sid].dat->in_IfModifiedSince)-1);
160 if (strncasecmp(line, "User-Agent: ", 12)==0)
161 strncpy(conn[sid].dat->in_UserAgent, (char *)&line+12, sizeof(conn[sid].dat->in_UserAgent)-1);
162 }
...
187 }

Figure 2. Code snippet in a real­w orld web server parsing the incoming HTTP Request messa ge
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Figure 3. AutoFormat: An architectural overview

ecuted;(3) With thecollectedcontext information,theoff-
line protocol �eld identi�er is invoked to identify protocol
�elds andextractthestructurallayoutof themessage.

3.1 Context­AwareExecutionMonitor

By monitoringprogramexecution,we caninterceptthe
network-relatedsystemcalls (e.g., syssocket), mark the
messagesreceived, andannotateevery messagebyte with
its offset in the entiremessage.Moreover, throughoutthe
messageprocessinglife-time,weinstrumentthedatamove-
mentinstructions(e.g.,mov) aswell asarithmetic/logicin-
structions(e.g.,add , mul , and) to propagatethe annota-
tion. More speci�cally, for a datamovementinstruction,
we checkwhetherthe sourceoperandis marked. If yes,
we will annotatethe destinationoperand,which canbe a
register or a memory location, with the sourceoperand's
annotation,i.e. its offset in the original message.If the
sourceoperandis not marked, we will simply unmarkthe
destinationoperand.If two markedoperandsappearin the
sameinstruction,we will union their annotations(e.g.,for
the add operation,the result is the union of the operands
if they arebothmarked). Notethatthemarkingandpropa-
gationoperationsarebasedon thetaint analysistechnique,

whichhasbeenwidely adopted.Wereferinterestedreaders
to relatedliteraturesuchas[8, 10, 11, 15, 23, 26, 27, 31].

AutoFormatis interestedin two typesof executioncon-
text information: therun-timecall stackandtheaddressof
theinstructionthataccessesamarkedmemorylocation.By
monitoringprogramexecution,wecaneasilyrecordthein-
structionlocationwhenit is referencinga markedmemory
location. However, to acquirethe run-time call stackin-
formation,we needto traversethe stackframes:For each
function stackframe,we canobtainthe returnaddressin-
sidethe frameand,if the symbolinformationis available,
we can further derive the function namefrom the return
address.Note that suchtechniqueworks exceptwhenthe
programis compiledwithout the stackframepointersup-
port,whichpreventsusfrom traversingthestack.However,
we canovercomethis problemby instrumentingthe func-
tion call andreturninstructionsandmaintaininga shadow
stackframeinsidetheexecutionmonitor. Theshadow stack
frame containsthe return addressesfor all the functions
calledso far. From this shadow stackframe,we areable
to derive therun-timecall stack.



...
0040   cd 46 47 45 54 20 2f 6e  65 77 73 2e 68 74 6d 6c  .FGET /news.html
0050   20 48 54 54 50 2f 31 2e  30 0d 0a 55 73 65 72 2d   HTTP/1.0..User-
0060   41 67 65 6e 74 3a 20 57  67 65 74 2f 31 2e 31 30  Agent: Wget/1.10
0070   2e 32 20 28 52 65 64 20  48 61 74 20 6d 6f 64 69  .2 (Red Hat modi
0080   66 69 65 64 29 0d 0a 41  63 63 65 70 74 3a 20 2a  fied)..Accept: *
0090   2f 2a 0d 0a 48 6f 73 74  3a 20 31 32 39 2e 31 37  /*..Host: 129.17
00a0   34 2e 38 38 2e 37 31 0d  0a 43 6f 6e 6e 65 63 74  4.88.71..Connect
00b0   69 6f 6e 3a 20 4b 65 65  70 2d 41 6c 69 76 65 0d  ion: Keep-Alive.
00c0   0a 0d 0a                                          ...

(a)A raw HTTPRequestmessagecapturedby TCPDUMP (b) Theprotocolformatidenti�ed by Wireshark

Figure 4. A raw HTTP Request messa ge and the protocol format identi�ed by Wireshark

Algorithm 1 ProtocolField TreeGeneration
1: Input : thelog arrayl og (with totalN records).For thei th recordl og[i ], it hasmembers:(1) l og[i ]:o – thebyteoffset,(2) l og[i ]:s – thecall-stack,and(3) l og[i ]:l – the

instructionlocation;
2: Output : f tr ee – theprotocol�eld tree.

3: Field TreeCreation (l og) f
4: f tr ee  R OOT ; /* CreatetheROOT node,whichcontainsall theoffsetsof inputdata*/
5: R OOT  f 0; 1; 2; :::m � 1g;
6: Get l og[0] .o, l og[0] .s; /* Processthe1st record*/
7: p f l og[0] :og;
8: for (i 1; i < N ; i++)f /* Processthei th record*/
9: Get l og[i ].o, l og[i ].s;
10: q f l og[i ]:og;
11: if ( (l og[i ].o == (l og[i � 1].o)+1) && (l og[i ].s == l og[i � 1].s) )
12: p UNION(p, q);
13: else f
14: Createanew nodev with offsetinterval p;
15: Find anodeu in f tr ee, suchthatu , but not its children(if any), subsumes(theoffsetinterval of) v ;
16: if (u haschildren)move thosechildrenwhoseoffsetintervalsareeachasubsetof v aschildrenof v;
17: Insert v asthechild of u ;
18: p  q;
19: g
20: g
21: Return f tr ee;
22: g

3.2 ProtocolField Identi�er

In this subsection,we walk through an example to
demonstratehow AutoFormatworks. This exampleis re-
latedto anHTTPRequestmessagethatis sentby theLinux
wget commandto askfor an HTML �le namednews.html
from an Apache-based(version2:0:59) web server. Fig-
ure 4(a) shows the raw requestpayloadin the TCPDUMP
form andFigure4(b) shows the messageformat identi�ed
by Wireshark[5]. Notethattheexecutionof thewebserver
is monitoredby AutoFormat.

3.2.1 Identifying Finest-GrainedFieldsand Hierar chi-
cal Fields

Whena marked memorylocation is beingread,AutoFor-
matwill log theexecutioncontext andsave it asa recordin
the form of < o;c;s; l > , whereo is the offset of the ref-
erencedmemoryin theentiremessage,c is its content,s is
therun-timecall stackwhenthememoryreferenceoccurs,
and l is the locationof the memoryreferenceinstruction.
Whenprocessingthe log �le, we cansimply considerthe
log �le asanarray, log, with N elementsandeachelement,

saylog[i ], hasfour members:log[i ]:o, log[i ]:c, log[i ]:s, and
log[i ]:l . Becauseof thelocality propertyof programexecu-
tion, certainoffsetmaybeintensively referencedandthere
mayexist severalcontinuouslog recordsthatareidentical.
In thatcase,we will �rst pre-processthelog �le to discard
all but one of the successive identical log records. Some
pre-processedlog recordsareshown in AppendixI.

Our next stepis to build a protocol�eld treef tr eeand
usethe protocol �eld treeto storethe identi�ed �elds and
expresspossiblehierarchicalrelationsamongthem. More
speci�cally, eachnodeof f tr ee representseithera �nest-
grained�eld or a hierarchical�eld. Each�eld is associated
with anoffsetinterval denotedby thestartingpositionand
the sizeof the �eld. A nodeis a child to a parentif and
only if theformer's offset interval is a subsetof thelatter's
offset interval. Our protocol�eld treegenerationalgorithm
is shown in Algorithm 1.

Essentially, Algorithm 1 scansthe entire log �le and
checkswhethertwosuccessiverecords(log[i ] andlog[i � 1])
arerelatedto two consecutive offsets(line 12: log[i ]:o ==
(log[i � 1]:o) + 1) of theinput dataandhave thesameex-
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GET /news.html HTTP/1.0\r\n
User-Agent: Wget/1.10.2 (Red Hat modified)\r\nAccept: */*\r\n
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(a)Step1: Building aprotocol�eld treefrom theraw executiontraces

ROOT

GET /news.html HTTP/1.0\r\n
User-Agent: Wget/1.10.2 (Red Hat modified)\r\nAccept: */*\r\n

Host: 129.174.88.71\r\nConnection: Keep-Alive\r\n\r\n

GET /news.html HTTP/1.0 \r\n

GET  /news.html

 /news.html  

User-Agent: Wet/1.10.2 (Red Hat modified)\r\nAccept: */*\r\n

Host: 129.174.88.71\r\nConnection: Keep-Alive\r\n
\r\n

User-Agent: Wget/1.10.2 (Red Hat modified)\r\n Accept: */*\r\n Host: 129.174.88.71\r\n Connection: Keep-Alive\r\n

User-Agent:  Wget/1.10.2 (Red Hat modified) \r\n Accept:  */* \r\n* Host:  129.174.88.71 \r\n Connection:  Keep-Alive \r\n

(b) Step2: Re�ning theprotocol�eld treewith theidenti�ed ®nest-grained�elds andhierarchical �elds

GET  /news.html  HTTP/1.0 \r\n

Accept:

Host:

User-Agent:  Wget/1.9+cvs-stable (Red Hat modified) \r\n

 */* \r\n

 129.174.88.71 \r\n

Connection:  Keep-Alive \r\n

\r\n

(c) Step3: Presentingtheprotocolformatwith thediscoveredparallel andsequential�elds

Figure 5. Steps of AutoFormat when reverse engineering the HTTP Request messa ge format

ecutioncontext (line 12: log[i ]:s == log[i � 1]:s)1. If so,
we merge the correspondingoffset intervals into one(line

1We note that, whenanalyzingtext protocols,we uselog[i ]:s asex-
ecutioncontext. However, whenanalyzingbinary protocols,we replace
log[i ]:s with log[i ]:l – thecurrentinstructionlocation– asexecutioncon-
text.

13: p  UNION(p;q)). If not, a new protocol�eld node
will becreated(line 14). To link thenew nodeto the tree,
an existing nodewill be chosenas the new node's parent
node(lines15-18). This chosennode– but not its child (if
any) – shouldcontainthenew node'soffset(s).If wecannot
�nd sucha node,we will insertthenew nodeasa child of



theROOT nodewhichcontainsall offsets(line 5). For the
parentof thenew node,someof its childrenmaybemoved
down to becomethenew node'schildren(lines16-17).The
reasonfor themove is to maintainthehierarchicalproperty
of theprotocol�eld tree.Theresultof runningAlgorithm 1
onthecollectedlog for thewget requestmessageis shown
in Figure5(a).

Ideally, wewould like to haveeachleafnodeasa �nest-
grained�eld. However, Figure5(a) shows that not all the
leafnodesare�nest-grained�elds. Furthermore,theproto-
col �eld treebuilt by Algorithm 1 raisesthefollowing three
issues:(1) Someleaf nodesmight be of overly �ne gran-
ularity. The reasonis that the implementationcodetypi-
cally containsfunctionsthatdonotalwaysreferenceall the
�eld offsets– examplesarestrcmp , strcasecmp , and
strlen . In theHTTPRequestexample,the“culprit” func-
tion is ap rgetline core , which, in theApache-2.0.59
implementation,reverselyreadsaninput line andnaturally
introducesa few overly-�ne-grained �elds. Thesefactors
thusleadtosomestrangenodesin thetreesuchasH, U, W, A,
`\r ' and`\n '; (2) Certain�elds maybereferencedmulti-
pletimesatdifferenttimeinstances(e.g., \̀ ', news.html ,
H, U) and thus they are redundant;(3) Thereexist some
�elds that may not be referencedat all. One exampleis
thespace in the“ \ ” �eld. For eachof theabove issues,
we proposea correspondingheuristicto re�ne theprotocol
�eld tree.

� Tokenization: Text-basedprotocolsusuallyhave de-
limiters to separateprotocol �elds andthe characters
in each�eld canusuallyform a token. As such,if the
contentin two neighboringchild nodescanform one
token, we will merge thesetwo child nodesinto one.
However, thisheuristicmaynotbeapplicableto binary
protocols.

� Redundant node deletion: An internal node in the
�eld tree is redundantif and only if it hasonly one
child (e.g.,theleft child of ROOTandtheparentnodes
with only one leaf nodechild in Figure 5(a)). Such
redundancy can be removed by merging the internal
nodewith its child. This re�nementcontinuesuntil no
furthereliminationcanbeconducted.

� New node insertion: If the offsetsof all childrendo
not exactly matchthe offsetsof their parent,we will
insertanew child nodewith themissingoffsets(theto-
kenizationheuristicmayapply). Thereexistsanother
possibilityof nodeinsertion,whichoccurswheniden-
tifying parallel�elds. We deferits descriptionto Sec-
tion 3.2.2.

Basedon the above threeheuristics,we can re�ne the
protocol�eld treeandtheresultis shown in Figure5(b). It
is encouragingto noticethatall theidenti�ed �nest-grained

�elds arenow leaf nodesof the tree. Thus,a simple tree
traversalalgorithmon the leaf nodescan immediatelyre-
vealthe�at structureof theprotocolmessage.To unveil the
“non-�at” natureof thesameprotocolmessage,we needto
identify thehierarchical�elds. In fact,many existing pro-
tocolanalyzersincludingWiresharkhaveprovidedthis fea-
ture to facilitatetheunderstandingof theprotocol. Conve-
niently, thewaywebuild theprotocol�eld treereadilypro-
videssuchinformation. We cansimply performa breadth-
�rst traversalon theprotocol�eld tree: Any non-leafnode
representsahierarchical�eld.

3.2.2 Identifying Parallel and SequentialFields

Parallel �elds arethosewhosepositionsareexchangeable
in themessagestructure.Theidenti�cation of parallel�elds
is particularlyusefulfor protocolfuzz testingandfor �eld
alignmentin PI [3]. Parallel�elds aretypically processedin
a loop (anexampleis shown in Figure2), thusthese�elds
sharecertainexecutionhistory. To discover theparallelre-
lationsamongtheidenti�ed �elds, AutoFormatutilizesthe
executioncontext history, de�ned asa sequenceof execu-
tion contexts for aparticularoffset.Detailsaredescribedin
Algorithm 2.

Algorithm 2 Parallel Field Identi�cation
1: /* l og: thelog �le with N records;f tr ee: theprotocol�eld tree*/
2: Parallel Field Identi�cation (f tr ee, l og)f
3: Breadth-�rst traversef tr eef
4: for eachnodev traversedf
5: for eachof v 's child chil d[i ] f

/* accumulatethehistoryfor thelowestoffsetof child[i]*/;
6: Let l o bethelowestoffsetof chil d[i ];
7: for (k 0; k < N ; k++)f
8: Get l og[k ].o, l og[k ].s;
9: if (l og[k ].o == l o) chil d[i ]:histor y += l og[k ].s;
10: g
11: g
12: Identify thosechildrenof v with similarexecutionhistoryandmark

eachof themasaparallel�eld (or thestartof anew parallel�eld);
13: g
14: g
15: g

Speci�cally, we �rst collect the executionhistory seen
by the lowestoffset (i.e. the �rst byte)of eachnodein the
re�ned protocol�eld tree2 (lines5-11).For aparentnode,if
someof its child nodessharesimilarexecutionhistory3, we
will markeachof themasa parallel�eld (line 12). If there
exist non-markedchild node(s)betweentwo markedones,
themarkedoneon the left (with a smalleroffset)will join
the non-marked child node(s)to form a new parallel �eld

2The reasonfor choosingthe lowestoffset is that not all offsetsin a
nodeareprocessedin thesamecapacityandthe �rst byteof a �eld tends
to bethemostprocessedamongall.

3Weconsidertwo executionhistoriesas“similar” if they sharecommon
historypre�x (assequenceof stackframes).Thesharedpre�x is at least
h% of theentirehistoryandh is a tunableparameter. In our experiments,
weseth = 80.



Protocol Program BinarySize Protocol Program BinarySize

HTTP Apache-2.0.59 253K DHCP Dhcp-3.0.5 1.86M
SIP Asterisk-1.4.4 8.93M RIP Ripd (Zebra-0.95a) 234K

CIFS/SMB Samba-3.0.8 2.77M OSPF Ospfd(Zebra-0.95a) 1.10M

Table 1. Six kno wn protocols for the evaluation of AutoFormat

(recallthenew nodeinsertionheuristicin Section3.2.1).In
this case,a hierarchicalnodewill be insertedinto the tree
to representthenew parallel�eld. Notethat thesizeof the
parallel�elds mayvaryandthey mayhavedifferentnumber
of sub-�elds.

In the HTTP Requestexample,Algorithm 2 will iden-
tify the following four parallel �elds: “User-Agent:
Wget...\r\n ”, “Accept: */*\r\n ”, “Host:
129.174.88.71\r\n ”, and “Connection:
...\r\n ”. However, no new hierarchicalnodeswill
be insertedinto the protocol �eld treeasthese�elds have
beenrepresentedby existingnodesin thetree.

Basedon the protocol �eld tree and the parallel �elds
identi�ed, AutoFormat further identi�es the sequential
�elds: It �rst performsa pre-ordertraversalof the treebut
only lists the leaf nodesandthoseinternalnodesthateach
representsa parentof multiple parallel�elds. Theresultof
this traversalis a list of sequential�elds. Recursively, the
sametraversalis performedon thesub-treeseachrootedat
ahierarchicalnodethatrepresentsaparallel�eld. Thisway
we are able to identify all lists of sequential�elds in the
protocol �eld tree. We point out that the identi�cation of
sequential�elds is alsousefulto protocolfuzztestingasthe
sequential�elds shouldbetreatedatomicallyfor eachfuzz
test.

Finally, after identifying both theparallel�elds andthe
sequential�elds, wecanconvenientlyderive theBNF spec-
i�cation of the protocol message,guidedby the protocol
�eld tree. As anexample,Figure5(c) shows theBNF def-
inition of the HTTP Requestmessage:The leaf nodesare
mappedto the smallestboxeswhile the internalnodesare
mappedto the larger boxes. The topologyof the treenat-
urally determinesthenestingof the boxes. Thesequential
�elds areconnectedbysolidarrows,while theparallel�elds
are laid out in parallel. A comparisonbetweenAutoFor-
mat's resultin Figure5(c)andtheactualBNF speci�cation
con�rms thecorrectnessof theformer. More evaluationre-
sultsusingreal-world protocolswill bepresentedin thenext
section.

4 Evaluation

Wehave implementedanAutoFormatprototypethatex-
tendsthelatestreleaseof Valgrind[21] (version3:2:3). This
versionprovidesmemorymarkingandpropagationcapabil-
ities necessaryto enablecontext-awareexecutionmonitor-

ing. However, wenotethatourdesignis not tightly coupled
with Valgrind andcanbe implementedusingotherbinary
instrumentationtoolssuchasPin [19] andQEMU [2].

We will presenttwo setsof experiments.The�rst setof
experimentsinvolve 21 protocolmessagesfrom six known
network protocols. Table 1 shows the list of protocols.
Speci�cally, we choosetwo text-basedprotocols(HTTP
andSIP),threebinary-basedprotocols(DHCP, RIP, OSPF),
andonehybridprotocol(CIFS/SMB).Theprogrambinaries
areobtainedeitherdirectly from the standardOS distribu-
tion or by compiling thesourcecodewith thedefault con-
�guration. Thesecondsetof experimentsinvolve11proto-
col messagesin an unknownprotocolusedby the Slapper
worm [25]. Thesemessagesareeitherfor synchronization
amonginfectedhoststo form a P2Pattacknetwork or for
conveying commandsfrom theattacker (e.g.,abotmaster).

In the�rst setof experimentswith known protocols,we
areableto quantitatively evaluatetheeffectivenessof Aut-
oFormat. More speci�cally, we compareour resultswith
theresultsfrom thelatestversion(0:99:6) of a popularnet-
work protocolanalyzer– Wireshark[5]. We representthe
setsof �nest-grained�elds, hierarchical�elds, andparal-
lel �elds asF , H , andP, respectively andwe count jF j,
jH j, and jP j in both Wiresharkand AutoFormat results.
For eachset,wealsocounthow many Wireshark-identi�ed
�elds areautomaticallydiscoveredby AutoFormatandcal-
culate the correspondingexact match ratio Re. For the
threesets,the ratios are denotedas Re(F ), Re(H ), and
Re(P), respectively. In addition,sinceAutoFormatmaydi-
videaWireshark-identi�ed�eld intomultiple�elds, eachof
which is countedasan overly-�ne-grained�eld, we count
thetotal numberof overly-�ne-grained�elds asjFoj. Sim-
ilarly, AutoFormat may consolidatemultiple Wireshark-
identi�ed �elds asone �nest-grained�eld, which we call
a coarse-grained�eld. We alsocount the total numberof
coarse-grained�elds namelyjFcj.

Table 2 reportsour results. We take the averagesof
Re(F ), Re(H ), and Re(P) and obtain the following:
Re(F ) = 88:5%, Re(H ) = 98:0%, Re(P) = 100:0%.
If we do not differentiatethe �eld types,the total average
matchratein ourexperimentswouldbeRe = (Re(F )� 21+
Re(H ) � 16+ Re(P) � 7)=(21+ 16+ 7) = 93:4%, where21,
16, 7 arethenumbersof valid messages(excludingthe“-”
itemsin Table2) usedin ourcalculationof Re(F ), Re(H ),
andRe(P), respectively. In thefollowing, we describeour
experimentsin greaterdetail.



Wireshark AutoFormat Analysisof F
Protocol RequestMsgType

jF j jH j jP j jF j R e (F ) jH j R e (H ) jP j R e (P ) jFo j jF c j

Linux Wget 8 1 0 23 8/8 9 1/1 4 - 15 0
Linux Firefox 15 1 0 51 15/15 16 1/1 11 - 36 0

HTTP Windows Firefox 12 1 0 39 12/12 13 1/1 8 - 27 0
Windows IE 11 1 0 35 11/11 12 1/1 7 - 24 0

SIPREGISTER 20 9 11 116 20/20 37 9/9 12 11/11 96 0
SIP STATUS200OK 20 9 11 110 20/20 39 9/9 12 11/11 90 0

SIPSUBSCRIBE 21 9 12 118 21/21 41 9/9 13 12/12 97 0

DHCP DHCPBOOTPRequest 39 8 7 34 28/39 9 7/8 7 7/7 1 5
RIPv2Request 8 0 0 6 5/8 0 - 0 - 0 1

RIP RIPv2Response 9 0 0 9 9/9 0 - 0 - 0 0
OSPFHello Packet 15 0 0 15 15/15 0 - 0 - 0 0
OSPFDB Descr. 20 1 0 17 15/20 1 1/1 0 - 0 2

OSPF OSPFLS Request 11 0 0 10 9/11 0 - 0 - 0 1
OSPFLS ACK 16 0 0 13 11/16 0 - 0 - 0 2

NegotiateRequest 26 9 6 24 23/26 9 9/9 6 6/6 0 1
NTLMSSPNEGO 35 8 2 37 28/35 7 7/8 2 2/2 7 2
NTLMSSPAUTH 49 14 6 51 42/49 13 13/14 6 6/6 7 2

CIFS/SMB TreeConnect 22 2 0 20 19/22 2 2/2 0 - 0 1
NT Create 30 2 0 28 27/30 2 2/2 0 - 0 1

Read 23 2 0 21 20/23 2 2/2 0 - 0 1
Close 16 2 0 14 13/16 2 2/2 0 - 0 1

Table 2. Protocol format comparison between Wireshark and AutoFormat (NoteP � F
S

H ).

HTTP GET Query: Sincethe variancesof protocol
messagesof thesametypeis usefulin inferring thegeneric
protocol format, we have usedvarious web-clients(e.g.,
wget, Firefox, andIE) to generatedifferentHTTP request
messages.The resultsin Table2 show that for each�eld
identi�ed by Wireshark,thereis anidentical�eld automat-
ically discoveredby AutoFormat. Moreover, AutoFormat
performsdeeper�eld discovery by revealing more �nest-
grained�elds (jF j = 23 for AutoFormat; jF j = 8 for
Wireshark). Thoughour evaluationunfavorably considers
suchsituationashaving overly-�ne-grained�elds, we be-
lieveour resultsoutperformWireshark.

More speci�cally, using the wget requestmessageas
anexample,theWiresharkresult(shown in Figure4(b)) re-
portsjF j = 8, jH j = 1, andjP j = 0. Wiresharkonly con-
sidersthe�rst line asa hierarchical�eld (with three�nest-
grainedsub-�elds) and identi�es all other lines as �nest-
grained�elds, which, basedon the standardBNF de�ni-
tion (Figure 1), needsto be further divided into multiple
sub-�elds. Moreover, no parallel �eld hasbeenidenti�ed
despitethe fact that, as dictatedby both the “*” and “ j”
symbolsin the standardBNF (Figure 1), the �elds start-
ing with keywords User-Agent , Accept , Host , and
Connections areactuallyparallel�elds.

In comparison,AutoFormat (shown in Figure5(c)) re-
portsjF j = 23; jH j = 9; jP j = 4. For each�eld identi�ed
by Wireshark,we can�nd an exact matchin AutoFormat,
henceRe(F ) = Re(H ) = Re(P) = 100% (due to the
fact that jP j = 0 in Wireshark,we markthecorresponding
tableentry with “-”). Detailedanalysisfurther shows that
jFoj = 15 and jFcj = 0. The high value of jFoj is due
to the needof separatingeachline in the message(which
is consideredasonesingle �eld in Wireshark)into multi-

ple meaningfulsub-�elds. As anexample,AutoFormatdi-
videsthe�rst line into six �nest-grained�elds while Wire-
sharkonly highlights threeof them; for the second,third,
andfourth lines, AutoFormat identi�es four �nest-grained
�elds in eachline while Wiresharkonly hasone �eld per
line. Moreover, thehierarchicalstructureexposedby Auto-
Formatfurther revealstheoverall skeletonof themessage.
Particularly, theidenti�cation of four parallel�elds, not re-
portedby Wireshark,is importantin understandingthepro-
tocol format.

SIP REGISTER Request: In this experiment,we
monitor the executionof Asterisk and trace18 SIP mes-
sagesduring a successfulregistrationsession.In these18
SIPmessages,wehavenineSIPREGISTERsub-messages,
four SIPSTATUSsub-messages,and� veSIPSUBSCRIBE
sub-messages.Sincethe structureof eachsub-messageof
thesametypeis similar, we randomlychooseonefor each
sub-messagetypein ourevaluation.

Similar to the HTTP scenario,for eachparallel or hi-
erarchical�eld identi�ed by Wireshark,there is an iden-
tical �eld automaticallydiscoveredby AutoFormat. As a
detailedexample,for the SIP REGISTERmessage,Auto-
FormatreportsjF j = 109, jH j = 19, andjP j = 12 while
Wiresharkshows jF j = 20, jH j = 9, andjP j = 11. The
vast differenceis due to the fact that Wiresharkdoesnot
perform deep�eld identi�cation. Instead,Wiresharkex-
tractsprotocol �elds for the SIP protocol in a way similar
to the HTTP protocol4. For comparison,Figures6(a) and
6(b) show theprotocolformatsderivedby AutoFormatand
Wireshark,respectively. We also show the entire re�ned
protocol�eld treegeneratedby AutoFormatin Figure7.

4In fact, thedesignof theSIP protocolis heavily basedon theHTTP
protocol.



\r\nREGISTER  sip:129.174.88.71  SIP/2.0 \r\n

Via: SIP/2.0/UDP 129.174.89.195:19050;branch=z9hG4bK-d87543-1d0cbc7f68650279-1--d87543-;rport\r\n

Max-Forwards: 70\r\n

Contact: <sip:laptop@129.174.89.195:19050;rinstance=7297a8945e5bc399>\r\n

To: "laptop"<sip:laptop@129.174.88.71>\r\n

From: "laptop"<sip:laptop@129.174.88.71>;tag=693efe4a\r\n

Call-ID: YTY0ODYwYjg0ZmNhYTEyYmE3YmI4NWZhYWFhYjc1Zjc.\r\n

CSeq: 1 REGISTER\r\n

Expires: 3600\r\n

Allow: INVITE, ACK, CANCEL, OPTIONS, BYE, REFER, NOTIFY, MESSAGE, SUBSCRIBE, INFO\r\n

User-Agent: X-Lite release 1011s stamp 41150\r\n

Content-Length: 0\r\n

(a)AutoFormatresultshowing depth-two traversalof there�ned protocol�eld tree(jF j = 109, jH j = 19, andjP j = 12)

(b) Wiresharkresult(jF j = 20; jH j = 9; jP j = 11)

Figure 6. Comparison of AutoFormat and Wireshark results for the SIP Register messa ge



ROOT

REGISTER sip:129.174.88.71 SIP/2.0 \r\n

Via: SIP/2.0/UDP 129.174.89.195:19050;branch=z9hG4bK-d87543-1d0cbc7f68650279-1--d87543-;rport\r\n
Max-Forwards: 70\r\n

Contact: <sip:laptop@129.174.89.195:19050;rinstance=7297a8945e5bc399>\r\n
To: "laptop"<sip:laptop@129.174.88.71>\r\n

From: "laptop"<sip:laptop@129.174.88.71>;tag=693efe4a\r\n
Call-ID: YTY0ODYwYjg0ZmNhYTEyYmE3YmI4NWZhYWFhYjc1Zjc.\r\n

CSeq: 1 REGISTER\r\n
Expires: 3600\r\n

Allow: INVITE, ACK, CANCEL, OPTIONS, BYE, REFER, NOTIFY, MESSAGE, SUBSCRIBE, INFO\r\n
User-Agent: X-Lite release 1011s stamp 41150\r\n

Content-Length: 0\r\n\r\n

REGISTER

 

sip:129.174.88.71

 

SIP/2.0

 

\r\n

Via: SIP/2.0/UDP 129.174.89.195:19050;branch=z9hG4bK-d87543-1d0cbc7f68650279-1--d87543-;rport\r\n

Max-Forwards: 70\r\n

Contact: <sip:laptop@129.174.89.195:19050;rinstance=7297a8945e5bc399>\r\n

To: "laptop"<sip:laptop@129.174.88.71>\r\n

From: "laptop"<sip:laptop@129.174.88.71>;tag=693efe4a\r\n

Call-ID: YTY0ODYwYjg0ZmNhYTEyYmE3YmI4NWZhYWFhYjc1Zjc.\r\n

CSeq: 1 REGISTER\r\n

Expires: 3600\r\n

Allow: INVITE, ACK, CANCEL, OPTIONS, BYE, REFER, NOTIFY, MESSAGE, SUBSCRIBE, INFO\r\n

User-Agent: X-Lite release 1011s stamp 41150\r\n

Content-Length: 0\r\n

\r\n

sip:

129.174.88.71

Via:

 

SIP/2.0/UDP

 

129.174.89.195:19050;

branch=z9hG4bK-d87543-1d0cbc7f68650279-1--d87543-;

rport

\r\n

129.174.89.195:

19050;

129.174.89.195

:

19050

;

branch=

z9hG4bK-d87543-1d0cbc7f68650279-1--d87543-;

branch

=

z9hG4bK-d87543-1d0cbc7f68650279-1--d87543-

;Max-Forwards:

 

70

\r\n

Contact:

 

<sip:laptop@129.174.89.195:19050;rinstance=7297a8945e5bc399>

\r\n

<

sip:

laptop@

129.174.89.195:

19050;

rinstance=

7297a8945e5bc399>

laptop

@

129.174.89.195

:

19050

;

rinstance

=

7297a8945e5bc399

>

To:

 

"laptop"

<sip:laptop@

129.174.88.71>

\r\n

<

sip:

laptop@ laptop

@129.174.88.71

>

From:

 

"laptop"<sip:laptop@129.174.88.71>;

tag=693efe4a

\r\n

"laptop"<

sip:

laptop@

129.174.88.71>

;

"laptop"

<

laptop

@

129.174.88.71

>

tag=

693efe4a

tag

=

Call-ID:

 

YTY0ODYwYjg0ZmNhYTEyYmE3YmI4NWZhYWFhYjc1Zjc.

\r\n

CSeq:

 

1

 

REGISTER

\r\n

Expires:

 

3600

\r\n

Allow:

 

INVITE,

 

ACK,

 

CANCEL,

 

OPTIONS,

 

BYE,

 

REFER,

 

NOTIFY,

 

MESSAGE,

 

SUBSCRIBE,

 

INFO

\r\n

User-Agent:

 

X-Lite

 

release

 

1011s

 

stamp

 

41150

\r\n

Content-Length:

 

0

\r\n

Figure 7. The re�ned protocol �eld tree for the SIP REGISTER messa ge generated by AutoFormat



Wireshark AutoFormat Wireshark AutoFormat
FieldName Size Size Match? FieldName Size Size Match?

Messagetype 1 1
p

Value 2 2
p

Hardwaretype 1 1
p

Option 1 1
p

Hardwareaddresslength 1 1
p

Length 1 1
p

Hops 1 1
p

Value 4 4
p

TransactionID 4 Option 1 1
p

Secondselapsed 2 6 Coarse-grained Length 1 1
p

Bootp�ags 2 2
p

Value 4 4
p

Client IP address 4 4
p

Option 1 1
p

Your (client) IP address 4 Length 1 1
p

Next server IP address 4 8 Coarse-grained Value 14 14
p

RelayagentIP address 4 4
p

Option 1 1
p

6
p

Length 1
Clienthardwareaddress 6 10 Overly-�ne-grained Value 19 20 Coarse-grained

Serverhostname 64 Option 1 1
p

Boot �le name 128 192 Coarse-grained Length 1
Magiccookie 4 4

p
Hardwaretype 1 8 Coarse-grained

Option 1 1
p

ClientMAC address 6
Length 1 1

p
EndOption 1 1

p

Value 1 1
p

Padding 242 242
p

Option 1 1
p

Length 1 1
p

Table 3. Detailed comparison between Wireshark and AutoFormat on the �nest­grained �elds identi­
�ed for the DHCP BOOTP Request messa ge (jFW ir eshar k j = 39; jFAutoF or mat j = 34).

DHCP BOOTP Request: In this experiment, we
monitor the executionof the dhcpddaemonandstudythe
BOOTP requestmessage.Table2 shows that AutoFormat
reportsjF j = 34, jH j = 9, andjP j = 7 while Wireshark
reportsjF j = 39, jH j = 8, andjP j = 7. Note that Aut-
oFormatandWiresharkhave identi�ed almostidenticalhi-
erarchical�elds andparallel �elds. But they differ in the
extraction of the �nest-grained�elds. More speci�cally,
amongthe 39 �nest-grained�elds by Wireshark,only 28
of themarediscoveredby AutoFormat. To understandthe
reason,we perform a detailedcomparisonbetweenthese
�nest-grained�elds andtheresultsareshown in Table3.

The table shows the existenceof coarse-grained�elds
as well as an overly-�ne-grained �eld in the AutoFor-
mat results. To �nd out the root cause,we map the
messagepayload to the correspondingapplication han-
dling code and �nd out that there are two main reasons
behind the coarse-grained�elds: (1) Certain �elds of
the payload are simply zeroed place-holdersand the
server code does not need to handle them. For exam-
ple, the �elds �( Your (Client) IP Address ),
�( Next Server IP Address ),
�( Server host name), and �( Boot file name)
are place-holderswithin this particular requestmessage.
As a result, they are usually zeroedout. (2) The appli-
cation code is programmedto ignore certain �elds in
the messagepayload. For example, when handling the
BOOTP requestmessage,the daemonanalyzedsimply
ignores the �elds such as �( Transaction ID ) and
�( Seconds elapsed ). Note that the secondreason
is implementation-speci�cand the coarse-grained�elds
identi�ed could be useful for a variety of applications,

such as protocol compliance checking [7], application
�ngerprinting [8], andfuzz testing[29].

The existenceof the overly-�ne-grained �eld (jFoj =
1), interestingly, exposesthe wrong interpretationof the
BOOTP Requestmessagein the currentWiresharkimple-
mentation.Note that the applicationsourcecodedoesde-
clare the �eld asa 16-byte �eld andour input datais six
none-zerobytesfollowed by 10 zero bytes. When Wire-
sharkhandlesthis �eld, it only interpretsthe �rst six bytes
and declaresa �( Client hardware address ) �eld
with only six bytes. According to RFC 2131 for DHCP,
the�( Client hardware address ) �eld is indeed16
byteslong.

SMB NegotiateRequest: In this experiment,we col-
lect 30 SMB messagesin a usersessionwhena Windows-
basedclient successfullyopensa directory in a remote
Linux server. For the SMB NegotiateRequestmessage,
AutoFormat reports jF j = 24, jH j = 9, and jP j =
6 while Wireshark reports jF j = 26, jH j = 9, and
jP j = 6. For comparison,we show the detailed�elds
in Table 4. The only differenceis one coarse-grained
�eld: the three �nest-grained �elds identi�ed by Wire-
shark – �( Process ID High ), �( Signature ) and
�( Reserved ) – areconsolidatedinto one�eld by Auto-
Format.Similarto thepreviousexperiment,themainreason
is thattheserverprogramsimply ignoresthese�elds.

RIP and OSPF messages: We experimentwith RIP
andOSPFprotocolsby monitoringtheexecutionof theZe-
bra routing software. More speci�cally, we analyzetwo
RIP messagesandfour OSPFmessages.As shown in Ta-
ble2, wehave identicalresultsfor theRIPv2 Response



Wireshark AutoFormat Wireshark AutoFormat
FieldName Size Size Match? FieldName Size Size Match?

ServerComponent 4 4
p

ByteCount 2 2
p

SMB Command 1 1
p

Buffer Format 1 1
p

NT Status 4 4
p

Name 23 23
p

Flags 1 1
p

Buffer Format 1 1
p

Flags2 2 2
p

Name 10 10
p

ProcessID High 2 Buffer Format 1 1
p

Signature 8 12 Coarse-grained Name 28 28
p

Reserved 2 Buffer Format 1 1
p

TreeID 2 2
p

Name 10 10
p

ProcessID 2 2
p

Buffer Format 1 1
p

UserID 2 2
p

Name 10 10
p

Multiplex ID 2 2
p

Buffer Format 1 1
p

WordCount 1 1
p

Name 11 11
p

Table 4. Detailed comparison between Wireshark and AutoFormat on the �nest­grained �elds identi­
�ed for the Samba Negotiate Request messa ge (jFW ir eshar k j = 26; jFAutoF or mat j = 24).

messageandthe OSPF Hello message.For the RIPv2
Request message,we have one coarse-grained�eld,
which correspondsto threesub-�elds in Wireshark. Sim-
ilarly, we have onecoarse-grained�eld for the OSPF LS
Request . For theothertwo messagetypes,theAutoFor-
mat resultscontaintwo coarse-grained�elds. The reason
for theseunmatchedcoarse-grained�elds is thesameasthe
DHCPcase:Thecorrespondingmessagebytesarenot fur-
ther processedby the software implementation.Note that
whenweexperimentwith theRIPprotocol,wedeliberately
compileit without the stack-framepointersupportandwe
strip all the symbolsin the generatedbinary. AutoFormat
still worksthanksto its executioncontext capturetechnique
(Section3.1).

SlapperWorm Messages: Wenow presentoursecond
setof experimentsshowing thatAutoFormatfully uncovers
the messageformat of an unknown protocol usedby the
Slapperworm.

It has beenreportedthat the Slapperworm can self-
organize infected hosts into a P2P attack network [16].
However, to the bestof our knowledge,the exact protocol
formatusedby theSlapperworm hasnot beenfully inves-
tigatedor reported. In this experiment,we useAutoFor-
matto reverseengineerthemessageformatof theunknown
protocol. Speci�cally, we launchthe Slapperworm inside
a virtual worm playgroundenvironment[16] anda special
masterprogram[6] capableof issuingcommandsto theat-
tack network is deployed, connectingto only oneinfected
host.Meanwhile,it is interestingthatin eachSlapperworm
propagationsession,it will replicateitself with acopy of its
sourcecode.As such,we canstaticallyanalyzethesource
codeand manually identify all the message�elds, which
will beusedto verify theAutoFormatresults.

AutoFormathasidenti�ed 11 messagetypesandthere-
sultsarepresentedin Table5. It is encouragingthatAuto-
Formatresultsmatchour staticanalysisresultswell. In the
following, we detail our resultsfor two speci�c message

types. Thesetwo typesof messagesaresentby the mas-
terprogramwhenissuingthefollowing commands:(1) The
LISTcommandis usedto list all membersin theP2Pattack
network; (2) The DNSFlood commandis usedto launch
a DNS �ooding attack. The detailedformat of thesetwo
messagetypes,derived by staticanalysisandby AutoFor-
mat,areshown in Figure8.

Ourstaticanalysisshowsthatfor theLISTcommand,the
messagehastwo high-level �elds thatarede�ned with two
datastructures:struct llheaderandstructheader. struct ll-
headerhasthreemember�elds: char type, unsignedlong
checksum, andunsignedlong id. It is interestingto point
out thatthecompilerautomaticallypadsthe�rst char mem-
ber to 4 bytes,which is identi�ed by AutoFormat as two
�nest-grained�elds (oneat offset 0 andanotherat offsets
1-3). Thesamereasonholdsfor the�rst member– char tag
– in the struct headerdatastructure. The only remaining
differenceis the coarse-grained�eld at offsets20-27. By
checkingits sourcecode,we�nd out thattheSlapperworm
simply ignoresthis �eld.

For the DNSFlood message,thereare two differences
in the staticanalysisandAutoFormatresults:AutoFormat
identi�es two additional�nest-grained�elds (oneat offset
1-3 andanotherat offsets13-15)andmissesonehierarchi-
cal �eld (at offsets12-25). As explainedearlier, the two
�nest-grained�elds are introducedby the compiler. The
missinghierarchical�eld is relatedto thestructheaderdata
structurewhich is embeddedasa memberwithin a higher-
level structdf recdatastructure.Notethat thehigher-level
hierarchical�eld (offset 12-31) is correctly uncoveredby
AutoFormat.Themainreasonfor missingthenestedstruct
header�eld is thatthewormbinaryusesthesameexecution
context to handleall membersin thedf recdatastructure.



StaticAnalysis AutoFormat Analysisof F
Protocol RequestMsgType

jF j jH j jP j jF j R e (F ) jH j R e (H ) jP j R e (P ) jFo j jF c j

LIST command 7 2 0 8 5/7 2 2/2 0 - 0 1
INFO command 9 3 0 10 7/9 2 2/3 0 - 0 1
SHCommand 8 2 0 10 8/8 2 2/2 0 - 0 0

Unknown UDPFlood 11 3 0 12 9/11 2 2/3 0 - 0 1
protocol TCPFlood 10 3 0 11 8/10 2 2/3 0 - 0 1
usedby DNSFlood 9 3 0 11 9/9 2 2/3 0 - 0 0
Slapper EmailScan 8 3 0 8 6/8 2 2/3 0 - 0 1
worms GetMyIP* 8 3 0 7 5/8 2 2/3 0 - 0 1

IncomingClient* 7 2 0 5 4/7 2 2/2 0 - 0 1
Route* 10 3 0 13 10/10 2 2/3 0 - 0 0

Info Packet* 18 3 0 19 16/18 2 2/3 0 - 0 1

Table 5. Comparison between static analysis and AutoFormat results for the unkno wn protocol
used by Slapper worm: The rows marked by “*” represent those messa ges exchang ed between
worm­inf ected hosts; while other unmarked rows represent the messa ges exchang ed between a
worm­inf ected host and the special master program. (NoteP � F

S
H ).
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(b) Messageformatcomparisonfor theDNSFloodcommand

Figure 8. Comparison of Slapper worm messa ge formats derived by static analysis and by AutoFormat

5 RelatedWork

In this section,we describerelatedwork and compare
it with AutoFormat. Note that AutoFormat relies on the
generictechniqueof dynamictaintanalysis.Sincethetech-
niqueitself hasbeenwidely investigatedandthereexistsa
largebodyof recentwork in taintanalysis,weomit detailed
discussionin this section.Interestedreadersarereferredto
[10, 11, 15, 23, 26, 27, 31].

Sharingthesamegoalof automatingprotocolreverseen-
gineering,theProtocolInformatics(PI) project[3], Discov-
erer [12], Polyglot [9], and [30] by Wondraceket al. are
closely relatedto our work. Particularly, from a network
perspective, both PI andDiscovereraim at extractingpro-
tocol format from collectednetwork traces.They have the
advantageof convenienttracecollection. But the lack of

programsemanticsin network tracessigni�cantly limits the
accuracy of extractedprotocolformats.Moreover, they be-
comeineffective in thefaceof encryptednetwork traf�c.

From a hostperspective, both Polyglot [9] and the so-
lution in [30] sharethekey insight that theway a protocol
is implementedto recognizeandhandleprotocolmessages
provides a wealth of information about the protocol for-
mat.AutoFormatdiffersfrom themin its way of extracting
protocol format. By recognizingandleveragingthe �eld-
speci�c executioncontext, AutoFormat collectsand ana-
lyzesrun-timeexecutioncontext informationto infer pro-
tocol format. Nonetheless,it is possibleto integrateall the
above host-basedsolutionsto achieve betteraccuracy and
completenessin protocolreverseengineering.

Thereexist other relatedtechniquesdesignedfor other
purposesbut having the ability, at leastto someextent, of



extracting certainprotocol format. For example,applica-
tion dialogreplaysystemssuchasRolePlayer[13], Script-
Gen[17, 18], andReplayer[22] sharethe needof identi-
fying andupdatingcertaininput �elds that areembedded
in a capturedprotocolsession.Particularly, by leveraging
byte-wisesequencealignmentfrom network traces,Role-
PlayerandScriptGenheuristicallyidentify andadjustsome
speci�c �elds; Replayerinsteadleverageshost-basedbinary
analysisto enableautomaticprotocolreplay. Thesesystems
aim at discoveringonly partialprotocolformatto serve the
purposeof replayingtheprotocoldialog,whereasAutoFor-
mat aimsat extractingthe entireprotocolmessageformat
andrevealingpossiblecross-�eldrelations.

Protocolidenti�cation proposedby Ma et al. [20] also
hastheability of inferring partialprotocolformat(e.g.,the
formatof the�rst 64bytesof aprotocolsessiondata).How-
ever, their approachis purelybasedon network tracesthus
sharingthe samelimitations as the other network trace-
basedapproaches[3, 12]. ProtocolanalyzerssuchasWire-
shark[5] have thecapabilityof properlyformatinga proto-
col message,but they requireprior knowledgeaboutthose
protocolsandthusareof lessusewhenanalyzingunknown
protocols.

6 Limitations and Futur eWork

The �rst limitation of AutoFormatis the dynamictrace
dependency. SinceAutoFormatrelieson executiontraces,
the protocol format it derives dependson the diversity of
input recordedin the executiontrace. In otherwords,if a
certainmessageformat never occursin the trace,it is im-
possiblefor AutoFormatto infer thatformat.

Secondly, our currentprototypeonly analyzesprotocol
formatat thebytegranularityandis thusunableto discover
protocol�elds at thebit level. However, this limitation can
be removedby re-implementingexisting memorymarking
andpropagationtechniqueat thebit-level. Ourcurrentpro-
totypeis not �e xible enoughin distinguishingbetweentext
and binary protocols. However, the tokenizationprocess
proposedin Discoverercanpotentiallybeadoptedfor auto-
maticrecognition.

Thirdly, AutoFormatanalyzeseachmessagein isolation
anddoesnot correlatemultiple messagesin the samepro-
tocol session.ExtendingAutoFormatto furtherreconstruct
theentireprotocolstatemachineis partof our futurework.

Finally, AutoFormatcannotyet handleobfuscatedbina-
ries.However, sincesuchbinariesstill needto interpretand
handleincomingmessages,it is inevitablethatcertaindata
andcontroldependenciesstill exist in theobfuscatedcode.
Suchdependenciesmaybeleveragedto overcomethedif�-
cultiescausedby theobfuscationtechniques.

7 Conclusion

We have presentedAutoFormat,a systemfor automatic
protocol format extraction. AutoFormat is basedon the
insight that a protocol implementationis programmedto
recognizethe protocol format and usually createsproto-
col �eld-speci�c executioncontexts. By instrumentingand
monitoring programexecution,we can obtain the execu-
tion context informationanduseit asclusteringcriteria to
identify protocol�elds andtheir relations.We have imple-
menteda prototypeof AutoFormatandevaluatedit with a
varietyof protocolmessagesfrom sevenreal-world (known
or unknown) protocols.Our experimentalresultsshow that
AutoFormatachieveshighaccuracy in protocol�eld identi-
�cation andmessageformatreconstruction.
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Appendix I

Figure9 shows an excerptof the pre-processedlog �le
generatedby AutoFormat.



Offset Content Stack Location

0 'G' main->ap_mpm_run->0x15C57->0x15B38->0x15941->ap_process_connection- >ap_run_process_connection 0x4BA56A2

->0xF5A8->ap_read_request->ap_rgetline_core->ap_get_brigade->0x2D2C E->ap_get_brigade->0x2D667

->apr_brigade_split_line->memchr

1 'E' main->ap_mpm_run->0x15C57->0x15B38->0x15941->ap_process_connection- >ap_run_process_connection 0x4BA56A2

->0xF5A8->ap_read_request->ap_rgetline_core->ap_get_brigade->0x2D2C E->ap_get_brigade->0x2D667

->apr_brigade_split_line->memchr

2 'T' main->ap_mpm_run->0x15C57->0x15B38->0x15941->ap_process_connection- >ap_run_process_connection 0x4BA56A2

->0xF5A8->ap_read_request->ap_rgetline_core->ap_get_brigade->0x2D2C E->ap_get_brigade->0x2D667

->apr_brigade_split_line->memchr

3 ' ' main->ap_mpm_run->0x15C57->0x15B38->0x15941->ap_process_connection- >ap_run_process_connection 0x4BA56A2

->0xF5A8->ap_read_request->ap_rgetline_core->ap_get_brigade->0x2D2C E->ap_get_brigade->0x2D667

->apr_brigade_split_line->memchr

4 '/' main->ap_mpm_run->0x15C57->0x15B38->0x15941->ap_process_connection- >ap_run_process_connection 0x4BA56A2

->0xF5A8->ap_read_request->ap_rgetline_core->ap_get_brigade->0x2D2C E->ap_get_brigade->0x2D667

->apr_brigade_split_line->memchr

5 'n' main->ap_mpm_run->0x15C57->0x15B38->0x15941->ap_process_connection- >ap_run_process_connection 0x4BA56A2

->0xF5A8->ap_read_request->ap_rgetline_core->ap_get_brigade->0x2D2C E->ap_get_brigade->0x2D667

->apr_brigade_split_line->memchr

6 'e' main->ap_mpm_run->0x15C57->0x15B38->0x15941->ap_process_connection- >ap_run_process_connection 0x4BA56A2

->0xF5A8->ap_read_request->ap_rgetline_core->ap_get_brigade->0x2D2C E->ap_get_brigade->0x2D667

->apr_brigade_split_line->memchr

7 'w' main->ap_mpm_run->0x15C57->0x15B38->0x15941->ap_process_connection- >ap_run_process_connection 0x4BA56A2

->0xF5A8->ap_read_request->ap_rgetline_core->ap_get_brigade->0x2D2C E->ap_get_brigade->0x2D667

->apr_brigade_split_line->memchr

...

24 '\n' main->ap_mpm_run->0x15C57->0x15B38->0x15941->ap_process_connection- >ap_run_process_connection 0x26187

->0xF5A8->ap_read_request->ap_rgetline_core

23 '\r' main->ap_mpm_run->0x15C57->0x15B38->0x15941->ap_process_connection- >ap_run_process_connection 0x26322

->0xF5A8->ap_read_request->ap_rgetline_core

22 '0' main->ap_mpm_run->0x15C57->0x15B38->0x15941->ap_process_connection- >ap_run_process_connection 0x261B3

->0xF5A8->ap_read_request->ap_rgetline_core

0 'G' main->ap_mpm_run->0x15C57->0x15B38->0x15941->ap_process_connection- >ap_run_process_connection 0x1F7F3

->0xF5A8->ap_read_request->ap_getword_white

1 'E' main->ap_mpm_run->0x15C57->0x15B38->0x15941->ap_process_connection- >ap_run_process_connection 0x1F7F3

->0xF5A8->ap_read_request->ap_getword_white

2 'T' main->ap_mpm_run->0x15C57->0x15B38->0x15941->ap_process_connection- >ap_run_process_connection 0x1F7F3

->0xF5A8->ap_read_request->ap_getword_white

3 ' ' main->ap_mpm_run->0x15C57->0x15B38->0x15941->ap_process_connection- >ap_run_process_connection 0x1F7F3

->0xF5A8->ap_read_request->ap_getword_white

...

Figure 9. Sample log entries collected and cleansed by AutoFormat when monitoring the Apac he
web server processing an incoming HTTP Request messa ge


