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Abstract

Protocol reverse engineeringhas often beena manual
processthat is consideed time-consuming tedious and
error-prone To addressthis limitation, a numberof solu-
tions haverecentlybeenproposedto allow for automatic
protocol reverse engineering Unfortunately they are ei-
ther limited in extracting protocol elds dueto lack of pro-
gram semanticsn networktracesor primitive in only re-
vealingthe at structuse of protocolformat. In this paper
wepresent systentalled AutoFormatthataimsat notonly
extracting protocol elds with high accuracy, but also re-
vealingtheinherently“non- at”, hierarchical structuesof
protocol messges. AutoFormatis basedon the key insight
that different protocol elds in the samemessge are typi-
cally handledin differentexecutioncontexts (e.g., the run-
time call stak). Assud, by monitoringthe program exe-
cution,we cancollectthe executioncontet informationfor
every messge byte (annotatedwith its offsetin the entire
messge) andclusterthemto derivetheprotocolformat. We
haveevaluatedour systenwith more than 30 protocolmes-
sagesfromsevenprotocols,includingtwo text-basedoroto-
cols(HTTPandSIP),threebinary-basegrotocols(DHCR,
RIP, and OSPF),onehybrid protocol (CIFS/SMB)aswell
as one unknownprotocol usedby a real-world malware.
Our resultsshowthat AutoFormatcannotonlyidentifyindi-
vidualmessge elds automaticallyandwith highaccumacy
(an average 93:4% matd ratio compaedwith Wireshark),
but also urveil the structue of the protocol format by re-
vealingpossiblerelations(e.g., sequentialparallel, andhi-
erarchical) amongthemessge elds.

Partof thisresearcthasbeensupportedy theNationalScience~oun-
dation undergrantsCNS-0716376and CNS-0716444.The bulk of this
work wasperformedvhenthe rst authorwasvisiting Geoge MasonUni-
versityin Summer2007.
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1 Intr oduction

The knowledge aboutnetwork protocol speci cationis
valuableto mary securityapplications:Network-basedn-
trusion detectionsystems(e.g., Snort [4] and Bro [24])
or vulnerability-speci ¢ lters (e.g., Shield [28]) require
knowledge about protocols to perform deep paclet in-
spection;Network managemensoftware dependsn such
knowledgeto correctly recognizeand classify monitored
network traf c; Fuzztesting(e.g.,Packet Vaccine[29] and
ShieldGen[14]) cantake adwantageof suchknowledgeto
improve the fuzzing procesdy generatingmalicious” in-
putsmoreef ciently .

In practice,however, it is mostly a manualand error
proneprocesgo derive protocolspeci cations.For anopen
protocol (e.g., HTTP), the speci cation can be acquired
from publicdocumentatiosuchasRFCs.For aclosedpro-
tocol (e.g., SMB or Skype), the speci cation hasto bere-
verseengineerednanually and compleities arise: (1) A
single protocol messagaisually containsa large number
of elds (e.g.,the SambaNTLMSSP AUTH messageon-
tainsabout50 elds); (2) An individual eld may not be
staticandmayhave varyingsize;and(3) More importantly
theremayexist comple relationshipge.g.,sequentialpar
allel, and hierarchical)or dependencieamongthe elds.
As such, protocolreverseengineerings widely known as
a challengingtaskandexisting manualapproachesendto
betedious, time-consuminganderrorprone. As an exam-
ple, after numeroustrials and errors, it took 12 yearsfor
the open-sourc&ambaprojectto reverseengineetthe Mi-
crosoftSMB protocol[1].

To addresghis challenge new solutions,including Pro-
tocolInformatics(PI) [3], Discoverer[12], andPolyglot[9],
have recentlybeenproposedo automatehe procesf re-
verseengineeringietwork protocols.The Pl projectadopts
sequencalignment- a techniquewidely usedin bioinfor-
maticsto nd certainpatternsn large sequencesf strings



—to infer protocolformatfrom network traces.Discoverer
takes a stepfurther by applyingrecursve clusteringtech-
niguesto group messagesvith similar formatssuchthat,
with thehelpof atype-basedequencalignmenialgorithm,
it canproducemoreconciseresultsin therevealedprotocol
format. However, aspointedoutin [9], thelack of protocol
semanticsn network tracesfundamentallylimits the accu-
ragy of the extractedprotocolformat. Moreover, ary net-
work trace-base@pproachbecomesneffective when net-
work traf c is encrypted.

From anotherperspectie, Polyglot recognizeghe fact
that the way a protocol is implementedfor handlingin-
coming protocolmessagesevealsa wealthof information
aboutprotocolformat. Thereforethe protocolimplementa-
tion canbe naturallyanalyzedto uncover protocolformat.
Speci cally, Polyglot proposesa dynamicbinary analysis
approachthatexploits the semanticof payload-processing
instructionsto identify detailedmessageelds. Although
instruction-lezel semanticinformationis indeedusefulin
extractingmessageelds, it is still limited in only reveal-
ing the “ at” structureof protocolformat. To reverseen-
gineernetwork protocolsmore accuratelyandthoroughly
in additionto the extraction of detailedprotocol elds, it
is equallyimportantto exposeinherentlyhierarchicaktruc-
turesof “non- at” protocolmessageandrevealcross- eld
relations.

We note that the above protocol information is natu-
rally speci edin protocolspeci cations. For example,the
Badkus- Naur Form (BNF), which hasbeenwidely used
to expressnetwork protocol syntax,is designedo be ex-
pressie enoughin describinghehierarchicaktructureof a
protocolmessageand cross- eld relationswithin the mes-
sage.Meanwhile,a numberof existing techniqueganben-
et from thericher knowledgeaboutprotocolformat. For
example,fuzz testingcangreatlyreducethe fuzzing space
with the knowledge of possiblecross- eld relations; Dis-
covererandPI canleveragetheknowledgeto achiese better
alignmentamongcollectedtraces.

In this paper we presentAutoFormat,a new host-based
approacithataimsatuncoveringnotonly detailedprotocol
elds in aprotocolmessageyut alsotheinherenthierarchi-
cal structureaswell ascross- eld relations.AutoFormatis
basedon the key obsenation that different protocol elds
in the samemessge are typically handledin different ex-
ecutioncontets suchasthe run-time call stackandloca-
tion of theinstructionbeingexecuted.In otherwords,adja-
centmessag®ytesbelongingto thesameprotocol eld are
usuallyhandledin the sameexecutioncontext. Therefore,
by monitoringprogramexecution,we cancollectexecution
contet informationfor every messagéyte annotatedvith
its offsetin theentiremessageandthenclusterthemto dis-
cover protocol elds. Further basedon the samecontext
information,we canuncover the structuralhierarcly of the

messagdormataswell aspossiblecross- eld relationsin
themessage.

We have implementeda proof-of-concepprototypeand
evaluatedit with more than 30 protocol messagedrom
se/en protocols,includingtwo text-basedorotocols(HTTP
and SIP), three binary-basedprotocols (DHCR RIP, and
OSPF)ponehybrid protocol(CIFS/SMB),andoneunknavn
protocol usedby a real-world maware. The experimen-
tal resultsare encouraging:For the six known protocols,
AutoFormatis ableto identify protocol elds automatically
with high accurag (an average93.4% matchratio com-
paredwith the messageelds derived by Wireshark[5]).
Furthermoreit unveils the hierarchicalstructureof the en-
tire messageaswell as cross- eld relations. For the un-
known mablare protocol, AutoFormat resultsmatchwell
with our manualstatic analysisresults. AutoFormatdoes
not requireaccessingrotocolsourcecodeandis therefore
applicableto analyzingproprietaryor unknovn protocols.

Therestof the paperis organizedasfollows. Section2
describeghe problemscopeandde nes the terminologies
usedin the paper Thesystendesignandkey techniquegor
the extractionof protocolformatwill be presentedn Sec-
tion 3. In Section4, we shaw the evaluationresults. The
relatedwork will be discussedn Section5. We examine
limitations of AutoFormat and suggestpossibleimprove-
mentin Section6. Section7 concludeghis paper

2 Problem Scopeand Terminologies

In this section,we rst discusshe generalgoalsof net-
work protocolreverseengineeringandoutline our speci ¢
problemscope.We thende ne the terminologieshat will
be usedthroughouthe paper

2.1 Problem Scope

In network protocolreverseengineeringthereexist two
main challengingtasks: (1) The rst taskfocuseson each
individual protocol messageand aims at identifying the
boundary(or size) of every single protocol eld as well
asthe entire structurebuilt on the elds; (2) The second
taskinvolvesmultiple protocolmessageandthe goalis to
build the entireprotocolstatemachine which includesvar
ious protocol-speci cstatesandtheir transitions.Sincethe
rst tasklaysthe foundationfor protocolreverseengineer
ing andits accurag and completenessiffects the second
task,we in this paperfocuson the rst taskandleave the
secondneasfuturework.

To articulatethe challengeghatarisefrom the rst task,
we usea real-world example. Figure 1 shows the standard
BNF structureof the HTTP Requesmessagelocumented
in RFC2616(“Hypertext TransferProtocol- HTTP/1.1").
Particularly an HTTP Requesimessageontainsmultiple



Request = Request-Line
*(( general-header
| request-header
| entity-header
[ message-body ]
Request-Line = Method SP Request-URI

) CRLF) CRLF

SP HTTP-Version CRLF

Figure 1. The BNF structure of the HTTP Re-
guest message documented in RFC2616.

high-level elds: Request-Line , general-header
request-header , entity-header , CRLF, and op-
tionally message-body . Noticethat(1) A eld cancon-
tainmultiple sub- elds. For example theRequest-Line

eld containsthe method (Method ) to be applied to
the requestedresource, the identi er (Request-URI )
of the requestedresource, and the protocol version
(HTTP-Version ) in use, as well as several separa-
tors such as SP and CRLE (2) The “*” (iterative)
and “j” (alternatve) symbols in Figure 1 re ect the
intrinsic parallel relationship among certain high-level
elds, e.g.,general-header  ,request-header ,and
entity-header . As such,a solutionto protocolreverse
engineeringshouldnot only identify the boundaryof each
eld in the protocolmessagebut alsostructurethe identi-
ed elds sothattheoverallmessagskeletonandtherela-
tionsamongmessageelds canbeuncovered.

2.2 Terminologies

Consideringthe recursve natureof de ning a protocol
eld, this paperusesthe term nest-grained eld to rep-
resentthe smallestsubsequencthat cannotbe further di-
vided into smallersub- elds. For easeof representation,
we use ( X) to representa eld x in a protocol format
(( x) canbe thoughtof asthe nameof eld x), andits
valueis a setwhich containsall the offsetsin the proto-
col messagdelongingto ( x) (hencethesizeof eld x
cansimply bedenotedasj ( x)j). Usingthesameexample,
we use ( Request-Line ) and ( Method ) to represent
two different elds eventhough ( Method ) is a sub- eld
of ( Request-Line ). In thefollowing, we de ne three
importanttypesof relationbetweenprotocol elds andthe
determinatiorof theserelationsis a mainfocusof this pa-
per.

Hierarchical: The hierarchical relation re ects the
fact that a eld can be further divided into multiple
sub- elds. As mentionedearlier ( Request-Line )
in Figure 1 contains a number of sub- elds includ-
ing ( Method), ( SP), ( Request-URI ), ( SP),
( HTTP-Version ), and ( CRLF. For simplicity, we
callthe eld with anumberof sub- eldsahierarchicaleld.

( Request-Line ) isahierarchicaleld.

Sequential The sequentiakelation captureshe order
ing betweentwo adjacent elds in a protocol message.
For example,in thehierarchicaleld ( Request-Line ),
( Method) is alwaysfollowedby ( SP) whichisin turn
followed by ( Request-URI ). We call suchadjacent
elds sequentialelds.

Parallel: The parallel relation re ects the fact that
the positions of two or more elds are exchangeable
in the protocol speci cation. As an example, Figure
1 shaws that in an HTTP Requestmessage the posi-
tionsof thefollowing three elds, ( general-header ),
( request-header ) and ( entity-header ) can
beexchangedvithoutaffectingthemessaga semanticsin
this paper we call suchposition-exchangeableelds paral-
lel elds.

3 SystemDesign

The intuition behindour approachis simple but effec-
tive: A binary implementingthe protocolis programmed
to recognizethe protocolformat of receved messagesAs
such thespeci ¢ way of handlinganincomingmessagean
be examinedto uncover its format. As anexample,Figure
2 shaws the code snippet from a real-world web sener
(i.e. theNullHTTPd sener) thatprocessethe headerelds
of an HTTP Requesimessage Basedon the BNF format
shavn in Figure 1, the rst line of the requestpayload
(receizedin the context of the sgets() function—line 129
containsthe ( Request-Line ) eld, which is divided
into multiple sub- elds ( Method ), ( Request-URI ),
and ( HTTP-Version ) (line 137). In other words,
the elds ( Method), ( Request-URI ), and
( HTTP-Version ) are sequential elds and their
combination forms a hierarchical eld. ~ Similarly, the
next few lines (lines 147-162) handlevariousotherheader
elds andthe way of handlingthemleadsto the exposure
of several parallel elds — ( Cookie ) (lines 154155),
( Host) (lines 156157, ( If-Modified-Since )
(lines158159), and ( User-Agent ) (lines160-161).

AutoFormat is interestedin how eld-speci ¢ execu-
tion context information can be collectedand analyzedto
extract protocol format. Figure 3 shawvs an architectural
overview of AutoFormat,which hastwo maincomponents:
acontet-aware executionmonitorandaprotocol eld iden-
ti er . Givenabinarythatimplementgheprotocolto bean-
alyzed,AutoFormatworks asfollows: (1) Onreceving an
incomingprotocolmessageit rst marksthereceved data
andkeepstrackof their propagtionat the byte granularity;
(2) Onceamessagbyteis read theexecutionmonitorlogs
thatparticularbyte, its offsetin theentiremessageandthe
run-timeexecutioncontext at thatmoment,which includes
the call stackandthe locationof the instructionbeing ex-



119 int read_header(int sid)  {

/* read a line with no more than size(line)-1 bytes;
129 sgets(line, sizeof(line)-1, conn[sid].socket);

/* break down the first line of the HTTP Request message, i.e.,
137 if (sscanf(line, "%l 1 % ] %l I
138 printerror(sid, 400, "Bad Request’, "Can't

147  while (strlen(line)>0) {

the return character '\n'

the f(Request-Line) field, into
conn[sid].dat->in_RequestMethod,
Parse Request.");

signals the end of the line. %/

different message fields. */

conn[sid].dat->in_RequestURI, conn(sid].dat->in_Protocol)!=3)

/* read the next line, which is either a general-header, request-header, or entity-header. */
148 sgets(line, sizeof(line)-1, conn[sid].socket);
/* break down the line into more specific subfields, e.g., f(Cookie), f(Host), f(I-Modified-Since), and f(User-Agent). */
154 if  (strncasecmp(line, "Cookie: ", 8)==0)
155 strncpy(conn[sid].dat->in_Cookie, (char  *)&line+8, sizeof(conn[sid].dat->in_Cookie)-1);
156 if  (strncasecmp(line, "Host: ", 6)==0)
157 strncpy(conn[sid].dat->in_Host, (char  *)&line+6, sizeof(conn[sid].dat->in_Host)-1);
158 if  (strncasecmp(line, "If-Modified-Since: Y, 19)==
159 strncpy(conn[sid].dat->in_IfModifiedSince, (char  *)&line+19, sizeof(conn[sid].dat->in_I|fModifiedSince)-1);
160 if (strncasecmp(line, "User-Agent: ", 12)==0)
161 ) strncpy(conn(sid].dat->in_UserAgent, (char  *)&line+12, sizeof(conn[sid].dat->in_UserAgent)-1);
162
187 }

Figure 2. Code snippet in areal-world web server parsing the incoming HTTP Request message
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K |

Figure 3. AutoFormat: An architectural overview

ecuted;(3) With the collectedcontet information, the off-
line protocol eld identi er is invoked to identify protocol
elds andextractthe structurallayoutof themessage.

3.1 Context-Aware Execution Monitor

By monitoring programexecution,we caninterceptthe
network-relatedsystemcalls (e.g., syssodet), mark the
messagesgeceved, and annotatesvery messagdyte with
its offsetin the entire message Moreover, throughoutthe
messagerocessingife-time, weinstrumenthedatamove-
mentinstructiong(e.g.,mov) aswell asarithmetic/logicin-
structions(e.g.,add, mul, and) to propagtethe annota-
tion. More speci cally, for a datamovementinstruction,
we checkwhetherthe sourceoperandis marked. If yes,
we will annotatethe destinationoperand,which canbe a
register or a memorylocation, with the sourceoperands
annotation,i.e. its offsetin the original message.If the
sourceoperands not marked, we will simply unmarkthe
destinationoperand.If two marked operandsppeaiin the
sameinstruction,we will uniontheir annotationge.g.,for
theadd operation,the resultis the union of the operands
if they arebothmarked). Notethatthe markingandpropa-
gation operationsarebasedon the taint analysistechnique,

whichhasbeenwidely adopted We referinterestedeaders
to relatedliteraturesuchas(8, 10, 11, 15, 23, 26, 27, 31].

AutoFormatis interestedn two typesof executioncon-
text information: the run-timecall stackandthe addresof
theinstructionthataccessea markedmemaorylocation. By
monitoringprogramexecution,we caneasilyrecordthein-
structionlocationwhenit is referencinga marked memory
location. However, to acquirethe run-time call stackin-
formation, we needto traversethe stackframes: For each
function stackframe, we canobtainthe returnaddressn-
sidethe frameand, if the symbolinformationis available,
we can further derive the function namefrom the return
address.Note that suchtechniqueworks exceptwhenthe
programis compiledwithout the stackframe pointer sup-
port,which preventsusfrom traversingthe stack.However,
we canovercomethis problemby instrumentingthe func-
tion call andreturninstructionsand maintaininga shadev
stackframeinsidethe executionmonitor Theshadav stack
frame containsthe return addressedor all the functions
calledsofar. From this shadav stackframe, we areable
to derive therun-timecall stack.



0040 cd 46 47 45 54 20 2f 6e 65 77 73 2e 68 74 6d 6¢c .FGET /news.html
0050 2048545450 2f312e 300d 0a557365722d HTTP/1.0..User-
0060 4167 65 6e 74 3a 2057 67 65 74 2f 31 2e 31 30 Agent: Wget/1.10
0070 2e 322028526564 20 48 61 74 20 6d 6f 64 69 .2 (Red Hat modi
0080 66 69 65 64 29 0d Oa 41 63 63 65 70 74 3a 20 2a fied)..Accept: *
0090 2f2a 0d Oa 48 6f 73 74 3a 20 31 32 39 2e 31 37 /*..Host: 129.17
00a0 34 2e 3838 2e 37 31 0d 0Oa 43 6f 6e 6e 65 63 74 4.88.71..Connect
00b0 69 6f 6e 3a 20 4b 65 65 70 2d 41 6¢ 69 76 65 0d ion: Keep-Alive.
00cO 0Oa 0d Oa

(a) A raw HTTP Requestnessageapturecoy TCPDUMP

= GET JShews.htm]l HTTR/L. 0%ryhn

Reguest Method: GET
Regquest URI: Snews.html
Request version: HTTRSL.0
User-agent: wget,/1.10.2 (rRed Hat modified)™rn
AccEpT: MR rNN
HostT: 129.174.88.71%rhn
Connection: Keep-aliveiryn
R

(b) Theprotocolformatidenti ed by Wireshark

Figure 4. A raw HTTP Request message and the protocol format identied by Wireshark

Algorithm 1 ProtocolField TreeGeneation

1: Input: thelog arrayl og (with totalN records).For thei " record og[i], it hasmembers(1) log[i]:0 —thebyteoffset,(2) log[i]:s —thecall-stackand(3) og[i]:l —the

instructionlocation;
2: Output: f tr ee —theprotocol eld tree.

3: Field_TreeCreation (log) f

ftree ROOT; /* Createthe ROOT node,which containsall the offsetsof input data*/
5 ROOT f 0;1;2;:xm 1g;
6: Getlog[0].0, log[0] s; I* Processhe 1% record*/
7 p flog[0]:0g;
8: for (i 1;i < N;i++)f /* Processhei™ record*/
9: Getlog[i].o, log[i].s;
10: g flog[i]:og;
11: if ((loglilo==(log[i 1].0)+1)&& (log[i].s ==log[i  1].s))
12: p UNION(p, q);
13: else f
14: Createanew nodev with offsetinterval p;
15: Find anodeu in f tr ee, suchthatu, but notits children(if ary), subsumegthe offsetinterval of) v;
16: if (u haschildren)move thosechildrenwhoseoffsetintervalsareeacha subsebf v aschildrenof v;
17: Insert v asthechild of u;
18: p q
19: g
20:
21: Return ftr ee;
22: g

3.2 ProtocolField Identi er

In this subsection,we walk through an example to
demonstraténow AutoFormatworks. This exampleis re-
latedto anHTTP Requestmessag¢hatis sentby the Linux
wget commandto askfor anHTML le namednews.html
from an Apache-basedversion2:0:59) web sener. Fig-
ure 4(a) shavs the raw requestpayloadin the TCPDUMP
form and Figure 4(b) shavs the messagdormatidenti ed
by Wireshark{5]. Notethatthe executionof thewebsener
is monitoredby AutoFormat.

3.2.1 Identifying Finest-GrainedFieldsand Hierar chi-
cal Fields

Whena marked memorylocationis being read, AutoFor-
matwill log the executioncontext andsave it asarecordin
theform of < 0;c;s;| >, whereo is the offset of the ref-
erencedmemoryin the entiremessages is its content,s is
therun-timecall stackwhenthe memoryreferenceoccurs,
and| is the location of the memoryreferencenstruction.
When processinghe log le, we cansimply considerthe
log le asanarray log, with N elementsandeachelement,

saylog]i], hasfour membersiod[i]:o, log]i]:c, log[i]:s, and
logi]:l. Becausef thelocality propertyof programexecu-
tion, certainoffsetmay beintensvely referencedandthere
may exist several continuoudog recordsthatareidentical.
In thatcasewe will rst pre-processhelog le to discard
all but one of the successie identicallog records. Some
pre-processelbg recordsareshavn in AppendixI.

Our next stepis to build a protocol eld treef tr eeand
usethe protocol eld treeto storetheidenti ed elds and
expresspossiblehierarchicalrelationsamongthem. More
speci cally, eachnodeof f tr ee represent®ithera nest-
grainedeld or ahierarchicaleld. Each eld is associated
with an offsetinterval denotedby the startingpositionand
the size of the eld. A nodeis a child to a parentif and
only if theformer's offsetinterval is a subsebf thelatter's
offsetinterval. Our protocol eld treegeneratioralgorithm
is shavnin Algorithm 1.

Essentially Algorithm 1 scansthe entire log le and
checksvhethertwo successierecordglog[i] andlog]i 1])
arerelatedto two consecutie offsets(line 12: log]i]:0 ==
(lodi 1J0) + 1) of theinputdataandhave the sameex-
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(b) Step2: Re ning theprotocol eld treewith theidenti ed @nest-gained elds andhierarchical elds
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(c) Step3: Presentindhe protocolformatwith the discoveredparallel andsequentialelds

Figure 5. Steps of AutoFormat when reverse engineering the HTTP Request message format

ecutioncontext (line 12: log[i]:s == logli  1]:s). If so, 13: p  UNION(p;q)). If not, a new protocol eld node
we meige the correspondingffsetintervals into one (line will be created(line 14). To link the new nodeto thetree,

ecutioncontet. However, whenanalyzingbinary protocols,we replace
log[i]:s with log[i]:| —thecurrentinstructionlocation— asexecutioncon-

an existing nodewill be chosenasthe nev nodes parent
1we notethat, when analyzingtext protocols,we uselog[i]:s asex- node(lines 15-18). This chosemode- but notits child (if
ary) —shouldcontainthenew nodes offset(s).If we cannot
text. nd suchanode,we will insertthe new nodeasa child of



theROOT nodewhich containsall offsets(line 5). For the
parentof thenew node,someof its childrenmaybe moved
down to becomeaheneaw nodes children(lines16-17).The
reasorfor themove is to maintainthe hierarchicaproperty
of theprotocol eld tree. Theresultof runningAlgorithm 1
onthecollectedlog for thewget requesimessagés shavn
in Figure5(a).

Ideally, we would like to have eachleaf nodeasa nest-
grained eld. However, Figure5(a) shavs that not all the
leaf nodesare nest-grained elds. Furthermoretheproto-
col eld treebuilt by Algorithm 1 raiseshefollowing three
issues:(1) Someleaf nodesmight be of overly ne gran-
ularity. The reasonis that the implementationcode typi-
cally containsfunctionsthatdo not alwaysreferenceall the
eld offsets— examplesarestrcmp , strcasecmp , and
strlen . IntheHTTPRequesexample the“culprit” func-
tionisap_rgetline  _core , which,in the Apache-2.0.59
implementationreverselyreadsaninput line andnaturally
introducesa few overly- ne-grained elds. Thesefactors
thusleadto somestrangenodedn thetreesuchasH, U, WA,
\r "and™\n '; (2) Certain elds may bereferencednulti-
pletimesatdifferenttimeinstancege.g.,\ ', news.html
H, U) andthusthey are redundant;(3) There exist some
elds that may not be referencedat all. One exampleis
thespace inthe“ \” eld. Foreachof theaboreissues,
we proposea correspondindpeuristicto re ne the protocol
eld tree.

Tokenization: Text-basedprotocolsusually have de-
limiters to separategrotocol elds andthe characters
in each eld canusuallyform atoken. As such,if the
contentin two neighboringchild nodescanform one
token, we will memge thesetwo child nodesinto one.
However, thisheuristicmaynotbeapplicableo binary
protocols.

Redundant node deletion: An internal nodein the
eld treeis redundantf andonly if it hasonly one
child (e.g.,theleft child of ROOTandthe parentnodes
with only oneleaf nodechild in Figure5(a)). Such
redundang can be removed by memging the internal
nodewith its child. Thisre nementcontinueauntil no
furthereliminationcanbe conducted.

New node insertion: If the offsetsof all childrendo
not exactly matchthe offsetsof their parent,we will
insertanew child nodewith the missingoffsets(theto-
kenizationheuristicmay apply). Thereexists another
possibility of nodeinsertion,which occurswheniden-
tifying parallel elds. We deferits descriptionto Sec-
tion 3.2.2.

Basedon the above threeheuristics,we canre ne the
protocol eld treeandtheresultis shavn in Figure5(b). It
is encouragingo noticethatall theidenti ed nest-grained

elds arenow leaf nodesof the tree. Thus, a simpletree
traversalalgorithm on the leaf nodescanimmediatelyre-
vealthe at structureof the protocolmessageTo unveil the
“non- at” natureof the sameprotocolmessagewe needto
identify the hierarchical elds. In fact, mary existing pro-
tocol analyzersncluding Wiresharkhave providedthis fea-
tureto facilitatethe understandingf the protocol. Conve-
niently, theway we build theprotocol eld treereadilypro-
videssuchinformation. We cansimply performa breadth-
rst traversalon the protocol eld tree: Any non-leafnode
represents hierarchicaleld.

3.2.2 Identifying Parallel and SequentialFields

Parallel elds arethosewhosepositionsare exchangeable
in themessagstructure.Theidenti cation of parallel elds
is particularlyusefulfor protocolfuzz testingandfor eld
alignmentin PI[3]. Parallel elds aretypically processeth
aloop (an exampleis shavn in Figure2), thusthese elds
sharecertainexecutionhistory To discover the parallelre-
lationsamongtheidenti ed elds, AutoFormatutilizesthe
executioncontet history, de ned asa sequencef execu-
tion contexts for a particularoffset. Detailsaredescribedn
Algorithm 2.

Algorithm 2 Parallel Field Identi cation

1: /* log: thelog le with N recordsf tr ee: theprotocol eld tree*/
2: Parallel_Field_Identi cation (f tr ee, log)f
3 Breadth- rsttraversef tr eef
4 for eachnodev traversedt
5 for eachof v'schild chil d[i] f
/* accumulatehe historyfor the lowestoffsetof child[i]*/;
6: Letlo bethelowestoffsetof chil d[i];
7:
8
9

for (k 0; k < N; k++)f

Getlog[k].o, log[k].s;

: if (log[k].o== 1lo)chil d[i]:histor y +=log[k].s;
10: g

11: g

12: Identify thosechildrenof v with similar executionhistoryandmark
eachof themasaparallel eld (or thestartof anew parallel eld);

13: g

14:

15: g

Speci cally, we rst collect the executionhistory seen
by the lowestoffset (i.e. the rst byte) of eachnodein the
re ned protocol eld tre€ (lines5-11). For aparentinodeif
someof its child nodessharesimilar executionhistory?, we
will markeachof themasa parallel eld (line 12). If there
exist non-marled child node(s)betweentwo marked ones,
the marked oneon the left (with a smalleroffset) will join
the non-marled child node(s)to form a new parallel eld

2The reasonfor choosingthe lowest offset is that not all offsetsin a
nodeareprocessedh the samecapacityandthe rst byteof a eld tends
to bethemostprocesse@mongall.

3We considetwo executionhistoriesas“similar” if they sharecommon
history pre x (assequenc®f stackframes). The sharedpre x is atleast
h% of the entirehistoryandh is atunableparameterln our experiments,
weseth = 80.



[ Protocol |  Program [ BinarySize || Protocol | Program | BinarySize |
HTTP Apache-2.0.59 253K DHCP Dhcp-3.0.5 1.86M
SIP Asterisk-1.4.4 8.93M RIP Ripd (Zebra-0.95a) 234K
CIFS/SMB Samba-3.0.8 2.77TM OSPF Ospfd(Zebra-0.95a) 1.10M

Table 1. Six known protocols for the evaluation of AutoFormat

(recallthenew nodeinsertionheuristicin Section3.2.1).1n

this case,a hierarchicalnodewill be insertedinto thetree
to representhenew parallel eld. Notethatthesizeof the
parallel elds mayvary andthey mayhave differentnumber
of sub- elds.

In the HTTP Requestkxample, Algorithm 2 will iden-
tify the following four parallel elds: “User-Agent:
Wget...\n\n ", “Accept: *\r\n ",  “Host:
129.174.88.71\r\n and “Connection:
.A\nn ", However, no newv hierarchicalnodeswill
be insertedinto the protocol eld treeasthese elds have
beenrepresentedly existing nodesn thetree.

Basedon the protocol eld tree andthe parallel elds
identi ed, AutoFormat further identi es the sequential
elds: It rst performsa pre-ordentraversalof the treebut
only lists the leaf nodesandthoseinternalnodesthateach
represents parentof multiple parallel elds. Theresultof
this traversalis a list of sequentialelds. Recursiely, the
sametraversalis performedon the sub-treesachrootedat
ahierarchicahodethatrepresentaparallel eld. Thisway
we are able to identify all lists of sequentialelds in the
protocol eld tree. We point out that the identi cation of
sequentialelds is alsousefulto protocolfuzztestingasthe
sequentialelds shouldbetreatedatomicallyfor eachfuzz
test.

Finally, afteridentifying boththe parallel elds andthe
sequentialelds, we cancorvenientlyderive the BNF spec-
i cation of the protocol messageguidedby the protocol
eld tree. As anexample,Figure5(c) shavs the BNF def-
inition of the HTTP RequesmessageThe leaf nodesare
mappedto the smallestboxeswhile the internalnodesare
mappedto the larger boxes. The topology of the tree nat-
urally determineghe nestingof the boxes. The sequential
elds areconnectedby solidarrovs, while theparallel elds
arelaid out in parallel. A comparisonbetweenAutoFor-
mat's resultin Figure5(c) andtheactualBNF speci cation
con rms the correctnessf theformer More evaluationre-
sultsusingreal-world protocolswill bepresentedh thenext
section.

4 Evaluation

We have implementedan AutoFormatprototypethatex-
tendgsthelatestreleasef Valgrind[21] (version3:2:3). This
versionprovidesmemorymarkingandpropagtioncapabil-
ities necessaryo enablecontet-aware executionmonitor

ing. However, we notethatourdesignis nottightly coupled
with Valgrind and can be implementedusing other binary
instrumentatiorioolssuchasPin [19] andQEMU [2].

We will presentwo setsof experiments.The rst setof
experimentsinvolve 21 protocolmessagefrom six known
network protocols. Table 1 shaws the list of protocols.
Speci cally, we choosetwo text-basedprotocols (HTTP
andSIP),threebinary-basegrotocols(DHCR RIP, OSPF),
andonehybrid protocol(CIFS/SMB).Theprogrambinaries
are obtainedeitherdirectly from the standardOS distribu-
tion or by compiling the sourcecodewith the default con-
guration. Thesecondsetof experimentdnvolve 11 proto-
col messages an unknownprotocolusedby the Slapper
worm [25]. Thesemessageareeitherfor synchronization
amonginfectedhoststo form a P2Pattacknetwork or for
conveying commandgrom theattacler (e.g.,abot master).

In the rst setof experimentswith known protocols,we
areableto quantitatvely evaluatethe effectivenessf Aut-
oFormat. More speci cally, we compareour resultswith
theresultsfrom the latestversion(0:99:6) of a popularnet-
work protocolanalyzer— Wireshark[5]. We representhe
setsof nest-grained elds, hierarchical elds, and paral-
lel elds asF, H, andP, respectrely andwe countjFj,
jHj, andjPj in both Wiresharkand AutoFormat results.
For eachset,we alsocounthow mary Wireshark-identi ed
elds areautomaticallydiscoveredby AutoFormatandcal-
culate the correspondingexact matchratio Re. For the
three sets, the ratios are denotedas Re(F), Re(H), and
Re(P), respectiely. In addition,sinceAutoFormatmaydi-
videaWireshark-identi edeld into multiple elds, eachof
which is countedasan overly- ne-grained eld, we count
thetotal numberof overly- ne-grained elds asjF,j. Sim-
ilarly, AutoFormat may consolidatemultiple Wireshark-
identi ed elds asone nest-grained eld, which we call
a coarse-graineceld. We also countthe total numberof
coarse-grainecelds namelyjFj.

Table 2 reportsour results. We take the averagesof
Re(F), Re(H), and R¢(P) and obtain the following:
Re(F) = 885%, Re(H) = 980%, Re(P) = 1000%.
If we do not differentiatethe eld types,the total average
matchratein ourexperimentsvouldbeRe = (Re(F) 21+
Re(H) 16+ Re(P) 7)=(21+ 16+ 7) = 93:4%, where21,
16, 7 arethe numbersof valid messageéexcludingthe “-”
itemsin Table2) usedin our calculationof R¢(F ), Re(H),
andR¢(P), respectiely. In thefollowing, we describeour
experimentsn greaterdetail.




Wireshark AutoFormat Analysisof F

prowcel | Reauestioa el iei [y | ipi || iFi | Re®) [ iR | Retr) [ iPi | ey || iFoi [ iFei
Linux Wget 8 1 0 23 88 9 1 2 - 15 0

Linux Firefox 15 1 0 51 15/15 16 171 11 - 36 0

HTTP Windows Firefox [ 1 0 39 | 122 | 13 1 ] - 27 0
Windows IE T 1 0 35 [ UL | 12 T 7 - 27 0

SIPREGISTER 20 | 9 | I || 116 | 20120 | 37 979 2 | 111 96 0

sip STATUS 2000K 20 [ 9 | IT || 110 | 20/20 | 39 979 2 [ IU1L 90 0
SIPSUBSCRIBE 21 [ 9 | 1z || 118 | 2121 | 41 979 3 [ 1212 97 0

DHCP | DHCPBOOTPRequest]] 39 | 8 7 3% | 28/39 | 9 778 7 i 1 5
RIPV2Request ) 0 0 5 578 0 - 0 - 0 T

RIP RIPV2Response 9 0 0 9 979 0 0 0 0
OSPFHello Packet 5 [ 0 0 5 | 1515 | © - 0 0 0

OSPFDB Descr 20 [ 1 0 I7 [ 15720 | 1 T 0 0 2

OSPF OSPFLS Request T [ 0 0 0 | 91l 0 - 0 0 T
OSPFLSACK 6 | 0 0 3 | 106 | 0 - 0 - 0 2
NegotiateRequest 26 9 6 24 23/26 9 9/9 6 6/6 0 1
NTLMSSPNEGO 35 | 8 2 37 [ 28135 | 7 778 2 212 7 2
NTLMSSPAUTH 79 | 14 | © 51 | 42/49 | 13 | 13714 | 6 66 7 2

CIFS/SMB TreeConnect 22 1 2 0 20 [ 19722 | 2 212 0 - 0 T
NT Create 30 | 2 0 28 | 27730 | 2 212 0 0 T

Read 23 | 2 0 21 | 2023 | 2 212 0 0 I

Close 6 | 2 0 7 | 1376 | 2 212 0 0 I

. . S
Table 2. Protocol format comparison between Wireshark and AutoFormat (NoteP F  H).

HTTP GET Query: Sincethe variancesof protocol
messagesf the sametypeis usefulin inferring the generic
protocol format, we have usedvarious web-clients(e.g.,
wget, Firefox andIE) to generatadifferentHTTP request
messagesThe resultsin Table 2 showv thatfor each eld
identi ed by Wireshark thereis anidentical eld automat-
ically discoreredby AutoFormat. Moreover, AutoFormat
performsdeepereld discorery by revealingmore nest-
grained elds (jFj = 23 for AutoFormat; jFj = 8 for
Wireshark). Thoughour evaluationunfavorably considers
suchsituationas having overly- ne-grained elds, we be-
lieve our resultsoutperformwireshark.

More speci cally, usingthe wget requestmessages
anexample theWiresharkresult(shavn in Figure4(b)) re-
portsjFj = 8,jHj = 1, andjPj = 0. Wiresharkonly con-
sidersthe rst line asahierarchicaleld (with three nest-
grainedsub- elds) andidenti es all otherlines as nest-
grained elds, which, basedon the standardBNF de ni-
tion (Figure 1), needsto be further divided into multiple
sub- elds. Moreover, no parallel eld hasbeenidenti ed
despitethe fact that, as dictatedby both the “*” and “j”
symbolsin the standardBNF (Figure 1), the elds start-
ing with keywords User-Agent , Accept , Host, and
Connections areactuallyparallel elds.

In comparison AutoFormat (shavn in Figure 5(c)) re-
portsjFj = 23;jHj = 9;jPj = 4. Foreacheld identi ed
by Wireshark,we can nd an exactmatchin AutoFormat,
henceRe(F) = Re(H) = Re(P) = 100% (dueto the
factthatjPj = 0in Wiresharkwe markthe corresponding
tableentry with “-"). Detailedanalysisfurther shavs that
jFoj = 15andjF¢j = 0. The high valueof jF,j is due
to the needof separatingeachline in the messagdwhich
is consideredasonesingle eld in Wireshark)into multi-

ple meaningfulsub- elds. As anexample,AutoFormatdi-
videsthe rst line into six nest-grained elds while Wire-
sharkonly highlightsthreeof them; for the second third,
andfourth lines, AutoFormatidenti es four nest-grained
elds in eachline while Wiresharkonly hasone eld per
line. Moreover, the hierarchicaktructureexposecdby Auto-
Formatfurtherrevealsthe overall skeletonof the message.
Particularly theidenti cation of four parallel elds, notre-
portedby Wireshark is importantin understandinghe pro-
tocolformat.

SIP REGISTER Request: In this experiment,we
monitor the execution of Asterisk and trace 18 SIP mes-
sagedduring a successfutegistrationsession.In thesel8
SIPmessagesye have nine SIPREGISTERsub-messages,
four SIPSTATUS sub-messageand ve SIPSUBSCRIBE
sub-messagesSincethe structureof eachsub-messagef
the sametypeis similar, we randomlychooseonefor each
sub-messagiypein our evaluation.

Similar to the HTTP scenario,for eachparallel or hi-
erarchical eld identi ed by Wireshark,thereis an iden-
tical eld automaticallydiscoreredby AutoFormat. As a
detailedexample,for the SIP REGISTERmessageAuto-
FormatreportsjFj = 109, jHj = 19, andjPj = 12 while
Wiresharkshavs jFj = 20, jHj = 9, andjPj = 11 The
vast differenceis dueto the fact that Wiresharkdoesnot
perform deep eld identi cation. Instead,Wiresharkex-
tractsprotocol elds for the SIP protocolin a way similar
to the HTTP protocof. For comparisonFigures6(a) and
6(b) shav the protocolformatsderived by AutoFormatand
Wireshark,respectiely. We also shov the entire re ned
protocol eld treegeneratedby AutoFormatin Figure?.

4In fact, the designof the SIP protocolis heavily basedonthe HTTP
protocol.



‘ Via: SIP/2.0/UDP 129.174.89.195:19050;blanCh:Z9hG4bKrdB7543—1dOchc7f6865027971~d87543qmel\r\r{

Max-Forwards: 70\in

‘ Contact: <sip:| 129.174.89.195:19050;it 1ce=729 399: \‘\n

‘ To: "laptop"<sip:laptop@129.174.88.71>\r\n

‘ From: “Iaplup"<sip:\aplop@129.174.85.71>;|ag:693e|943\r\r*

‘ Call-ID: YTYOODYwYjg0ZmNhYTEYYmE3YmI4ANWZhYWFhYjc1Zjc.\r\in ‘

A/

‘ ‘ REGISTER H }—V s|p:129.174.88.71‘—.{ H SIP/2.0 ‘—.{ \nn H—

Expires: 3600\rin

Allow: INVITE, ACK, CANCEL, OPTIONS, BYE, REFER, NOTIFY, MESSAGE, SUBSCRIBE, INFO\n\n

‘ User-Agent: X-Lite release 1011s stamp 41150\r\n|

Content-Length: 0\f\n

(a) AutoFormatresultshaving depth-tvo traversalof there ned protocol eld tree(jFj = 109, jHj = 19, andjPj = 12)

(b) Wiresharkresult(jFj = 20;jHj = 9;jPj = 11)

Figure 6. Comparison of AutoFormat and Wireshark results for the SIP Register message



eld tree for the SIP REGISTER message generated by AutoFormat

Figure 7. The re ned protocol



[ Wireshark I AutoFormat 1M Wireshark I AutoFormat \
| FieldName [ Size || Size ] Match? [[| FieldName | Size || Size ] Match? |
Messageype 1 1 ; Value 2 2 ;
Hardwaretype 1 1 o Option 1 1 o
Hardwareaddresdength 1 1 N Length 1 1 n
Hops 1 1 i Value 4 4 n
TransactioriD 4 ) Option 1 1 n
Secondelapsed 2 6 Coarss—gramed Length 1 1 n
Bootp ags 2 2 n Value 4 4 o
ClientIP address 4 4 il Option 1 1 n
Your (client) IP address 4 ] Length 1 1 n
Next sener IP address Z 8 Coarss-gralned Value 14 14 o
RelayagentlP address 4 4 o Option 1 1 B
Clienthardwareaddress 6 160 Overly- ne-grained \lerug;h 119 20 Coarss-grained
Senerhostname 64 . Option 1 1 b
Boot e name 128 || 192 Coarsg-gramed Ltfngth 1
Magic cookie 4 4 n Hardwaretype 1 8 Coarse-grained
Option 1 1 N ClientMAC address| 6 n
Length 1 1 n EndOption 1 1 o
Value 1 1 N Padding 242 || 242 i
Option 1 1 n
Length 1 1 B

Table 3. Detailed comparison

between Wireshark and AutoFormat on the nest-grained

elds identi-

ed for the DHCP BOOTP Request message (jFwir eshar kj = 39;jFautor ormat j = 34).

DHCP BOOTP Request:  In this experiment, we
monitor the executionof the dhcpddaemonand studythe
BOOTP requestmessage Table 2 shavs that AutoFormat
reportsiFj = 34, jHj = 9, andjPj = 7 while Wireshark
reportsjFj = 39, jHj = 8, andjPj = 7. NotethatAut-
oFormatandWiresharkhave identi ed almostidenticalhi-
erarchical elds and parallel elds. But they differ in the
extraction of the nest-grained elds. More speci cally,
amongthe 39 nest-grained elds by Wireshark,only 28
of themarediscoreredby AutoFormat. To understandhe
reason,we perform a detailedcomparisonbetweenthese
nest-grained elds andtheresultsareshovn in Table3.

The table shaws the existenceof coarse-grainedelds
as well as an overly- ne-grained eld in the AutoFor-
mat results. To nd out the root cause,we map the
messagepayload to the correspondingapplication han-
dling codeand nd out that there are two main reasons
behind the coarse-grainedelds: (1) Certain elds of
the payload are simply zeroed place-holdersand the
sener code doesnot needto handlethem. For exam-

ple, the elds ( Your (Client) IP Address ),
( Next Server [P Address ),
( Server host name), and ( Boot file  name)

are place-holderswithin this particular requestmessage.

As a result, they are usually zeroedout. (2) The appli-
cation code is programmedto ignore certain elds in

the messagepayload. For example, when handling the
BOOTP requestmessagethe daemonanalyzedsimply
ignores the elds such as ( Transaction ID) and
( Seconds elapsed ). Note that the secondreason
is implementation-speci cand the coarse-grainedelds

identi ed could be useful for a variety of applications,

such as protocol compliance checking [7], application
ngerprinting [8], andfuzz testing[29].

The existenceof the overly- ne-grained eld (jFoj =
1), interestingly exposesthe wrong interpretationof the
BOOTP Requesimessagén the currentWiresharkimple-
mentation. Note that the applicationsourcecodedoesde-
clarethe eld asa 16-byte eld andour input datais six
none-zerobytesfollowed by 10 zero bytes. When Wire-
sharkhandleshis eld, it only interpretsthe rst six bytes
anddeclaresa ( Client  hardware address ) eld
with only six bytes. Accordingto RFC 2131 for DHCR,
the ( Client  hardware address ) eld isindeedl6
byteslong.

SMB NegotiateRequest: In this experiment,we col-
lect 30 SMB messages a usersessiorwhena Windows-
basedclient successfullyopensa directory in a remote

Linux sener. For the SMB Negotiate Requestmessage,
AutoFormat reportsjFj = 24, jHj = 9, andjPj =
6 while WiresharkreportsjFj = 26, jHj = 9, and

jPj = 6. For comparison,we shov the detailed elds

in Table 4. The only differenceis one coarse-grained
eld: the three nest-grained elds identied by Wire-

shark— ( Process ID High), ( Signature ) and

( Reserved ) — areconsolidatednto one eld by Auto-

Format.Similarto thepreviousexperimentthemainreason
is thatthe sener programsimply ignoresthese elds.

RIP and OSPF messages: We experimentwith RIP
andOSPFprotocolsby monitoringthe executionof the Ze-
bra routing software. More speci cally, we analyzetwo
RIP messageandfour OSPFmessagesAs shavn in Ta-
ble 2, we have identicalresultsfor theRIPv2 Response



[ Wireshark I AutoFormat Il Wireshark [[  AutoFormat |

| FieldName [ Size || Size ] Match? [[| FieldName | Size [| Size | Match? |
SenerComponent| 4 4 0 Byte Count 2 2 n
SMB Command 1 1 o Buffer Format 1 1 n
NT Status 4 4 n Name 23 23 N
Flags 1 1 n Buffer Format | 1 1 n
Flags2 2 2 i Name 10 10 -
ProcessD High 2 Buffer Format 1 1 E
Signature 8 12 Coarse-grained||| Name 28 28 N
Resered 2 N Buffer Format 1 1 N
TreelD 2 2 o Name 10 10 n
ProcessD 2 2 o Buffer Format 1 1 n
UserID 2 2 - Name 10 10 -
Multiplex ID 2 2 E Buffer Format 1 1 E
Word Count 1 1 il Name 11 11 i

Table 4. Detailed comparison between Wireshark and AutoFormat on the nest-grained elds identi-

ed for the Samba Negotiate Request message (jFw i eshar kj = 26; jFautor ormat | = 24).

messagandthe OSPF Hello messageFor the RIPv2
Request message,we have one coarse-grainedeld,
which correspondso threesub- elds in Wireshark. Sim-
ilarly, we have one coarse-graineceld for the OSPF LS
Request . For the othertwo messageypes,the AutoFor-
mat resultscontaintwo coarse-grainecelds. The reason
for theseunmatcheatoarse-graineclds is the sameasthe
DHCP case:The correspondingnessag®ytesarenot fur-
ther processedy the softwareimplementation.Note that
whenwe experimentwith the RIP protocol,we deliberately
compileit without the stack-framepointersupportandwe
strip all the symbolsin the generatedinary AutoFormat
still worksthanksto its executioncontext capturetechnique
(Section3.1).

SlapperWorm Messages: We now presenbursecond
setof experimentshaving thatAutoFormatfully uncovers
the messagdormat of an unknawvn protocol usedby the
Slappemworm.

It has beenreportedthat the Slapperworm can self-
organize infected hostsinto a P2P attack network [16].
However, to the bestof our knowledge,the exact protocol
formatusedby the Slappemnworm hasnot beenfully inves-
tigatedor reported. In this experiment,we use AutoFor-
matto reverseengineethe messagéormatof the unknavn
protocol. Speci cally, we launchthe Slapperworm inside
a virtual worm playgroundervironment[16] anda special
masterprogram[6] capableof issuingcommanddo the at-
tack network is deployed, connectingto only oneinfected
host.Meanwhile,it is interestinghatin eachSlappemorm
propagtionsessionit will replicateitself with acopy of its
sourcecode. As such,we canstaticallyanalyzethe source
codeand manuallyidentify all the messageelds, which
will beusedto verify the AutoFormatresults.

AutoFormathasidenti ed 11 messageéypesandthere-
sultsarepresentedn Table5. It is encouraginghat Auto-
Formatresultsmatchour staticanalysisresultswell. In the
following, we detail our resultsfor two speci ¢ message

types. Thesetwo typesof messagesare sentby the mas-
ter programwhenissuingthefollowing commands(1) The
LIST commands usedto list all membersn the P2Pattack
network; (2) The DNS Flood commandis usedto launch
a DNS ooding attack. The detailedformat of thesetwo
messageypes,derived by staticanalysisandby AutoFor-
mat,areshowvn in Figure8.

Ourstaticanalysisshavsthatfor theLISTcommandthe
messagéastwo high-level elds thatarede ned with two
datastructuresstructllheaderandstructheader structll-
headerhasthreemember elds: char typg unsignedong
cheksum andunsignediong id. It is interestingto point
outthatthecompilerautomaticallypadsthe rst char mem-
berto 4 bytes,which is identi ed by AutoFormatas two
nest-grained elds (oneat offset 0 and anotherat offsets
1-3). Thesamereasorholdsfor the rst member chartag
— in the struct headerdatastructure. The only remaining
differenceis the coarse-graineceld at offsets20-27. By
checkingits sourcecode,we nd outthatthe Slappemvorm
simply ignoresthis eld.

For the DNS Flood messagetherearetwo differences
in the staticanalysisand AutoFormatresults: AutoFormat
identi es two additional nest-grained elds (oneat offset
1-3 andanotherat offsets13-15)andmissesonehierarchi-
cal eld (at offsets12-25). As explainedearliet the two
nest-grained elds areintroducedby the compiletr The
missinghierarchicaleld is relatedto thestructheaderdata
structurewhich is embeddedsa membemwithin a higher
level structdf_rec datastructure.Notethatthe higherlevel
hierarchical eld (offset 12-31)is correctly uncoveredby
AutoFormat. Themainreasorfor missingthe nestedstruct
headereld isthatthewormbinaryuseghesameexecution
contet to handleall membersn the df recdatastructure.



StaticAnalysis AutoFormat Analysisof F

protocol | Reauestsa™e 1 i [ jwi [ iei || i | Re®) | imi | Retr) [ iPi | Rep) || iFoi | iFei
LIST command 7 2 0 8 5/7 2 2/2 0 - 0 1

INFO command 9 3 0 10 719 2 273 0 - 1
SHCommand 8 2 0 10 8/8 2 212 0 - 0 0

Unknawvn UDP Flood 11 3 0 12 9711 2 213 0 - 0 1
protocol TCPFlood 10 3 0 11 8/10 2 213 0 - 0 1
usedby DNS Flood 9 3 0 11 9/9 2 273 0 - 0 0
Slapper Email Scan 8 3 0 8 6/8 2 213 0 - 0 1
worms GetMyIP* 8 3 0 7 5/8 2 213 0 - 0 1
IncomingClient* 7 2 0 5 a77 2 22 0 - 0 1

Route* 10 3 0 13 10/10 2 273 0 - 0 0
Info Paclet* 18 3 0 19 16718 2 273 0 - 0 1

Table 5. Comparison between static analysis and AutoFormat results for the unknown

protocol

used by Slapper worm: The rows marked by “*" represent those messages exchanged between
worm-inf ected hosts; while other unmarked rows represent th% messages exchanged between a

worm-inf ected host and the special master program. (NoteP F

Static Analysis AutoFormat Result

(0 char type 0 fixed
t : unused
¢ N fixed
lIheader '< unsigned long checksum fixed >
8 8
unsigned long id fixed
~
12 char tag 12 fixed \
13 13
unused
16 16
intid fixed N
header fixed
< 20 20 >
unsigned long len
24 24 unused
unsigned long seq
L J

(IFI=7.]HI=2, |PI=0) (IFI=8,[H|=2,|P|=0)

(a) Messagdormatcomparisorfor the LISTcommand

Static Analysis AutoFormat Result
[ char type 0 fixed
o N unused
4 4
fixed
liheader unsigned long checksum fixed
8 8
unsigned long id fixed
N
2 char tag 12 fixed
13 13
unused
16 16
intid fixed
h r
eade ~< 20 20
unsigned long len fixed
df_rec 24 24 > fixed
unsigned long seq fixed
\
26 26
unsigned long target fixed
28 28
unsigned long secs fixed

(IFI=9,|H|=3, |P|=0) (IFI=11,|H|=2,|P|=0)

(b) Messagdormatcomparisorfor the DNSFlood command

Figure 8. Comparison of Slapper worm message formats derived by static analysis and by AutoFormat

5 RelatedWork

In this section,we describerelatedwork and compare
it with AutoFormat. Note that AutoFormatrelies on the
generictechniqueof dynamictaintanalysis.Sincethetech-
nigueitself hasbeenwidely investigatedandthereexists a
largebodyof recentwork in taintanalysiswe omit detailed
discussionin this section.Interestedeadersarereferredto
[10, 11, 15, 23, 26, 27, 31].

Sharingthesamegoalof automatingprotocolreverseen-
gineeringtheProtocolinformatics(PI) project[3], Discov-
erer[12], Polyglot[9], and[30] by Wondraceket al. are
closelyrelatedto our work. Particularly, from a network
perspectie, both Pl and Discovereraim at extracting pro-
tocol formatfrom collectednetwork traces. They have the
adwantageof convenienttracecollection. But the lack of

programsemanticén network tracessigni cantly limits the
accurayg of extractedprotocolformats.Moreover, they be-
comeineffective in thefaceof encryptedchetwork traf c.

From a host perspectie, both Polyglot [9] andthe so-
lution in [30] sharethe key insightthatthe way a protocol
is implementedo recognizeandhandleprotocolmessages
provides a wealth of information aboutthe protocol for-
mat. AutoFormatdiffersfrom themin its way of extracting
protocolformat. By recognizingand leveragingthe eld-
speci ¢ execution contet, AutoFormat collectsand ana-
lyzesrun-time executioncontect informationto infer pro-
tocol format. Nonethelesst is possibleto integrateall the
abore host-basedolutionsto achieve betteraccurag and
completenesm protocolreverseengineering.

Thereexist otherrelatedtechniquesdesignedor other
purposesiut having the ability, at leastto someextent, of



extracting certainprotocol format. For example,applica-
tion dialog replaysystemssuchasRolePlayef13], Script-
Gen[17, 18], and Replayer[22] sharethe needof identi-
fying andupdatingcertaininput elds that are embedded
in a capturedprotocolsession.Particularly by leveraging
byte-wisesequencealignmentfrom network traces,Role-
PlayerandScriptGerheuristicallyidentify andadjustsome
speci ¢ elds; Replayeiinsteadeveragesost-basetinary
analysigo enableautomatigrotocolreplay Thesesystems
aim at discovering only partial protocolformatto sene the
purposeof replayingthe protocoldialog,whereasAutoFor-
mat aims at extracting the entire protocol messagdormat
andrevealingpossiblecross- eldrelations.

Protocolidenti cation proposedoy Ma et al. [20] also
hasthe ability of inferring partial protocolformat(e.g.,the
formatof the rst 64 bytesof aprotocolsessiordata).How-
ever, their approactis purely basedon network tracesthus
sharingthe samelimitations as the other network trace-
basedapproachefs3, 12]. ProtocolanalyzersuchasWire-
shark[5] have the capabilityof properlyformatinga proto-
col messagehut they requireprior knowledgeaboutthose
protocolsandthusareof lessusewhenanalyzingunknovn
protocols.

6 Limitations and Futur e Work

The rst limitation of AutoFormatis the dynamictrace
dependenc SinceAutoFormatrelieson executiontraces,
the protocolformat it derives dependson the diversity of
input recordedn the executiontrace. In otherwords,if a
certainmessagdormat never occursin the trace, it is im-
possiblefor AutoFormatto infer thatformat.

Secondly our currentprototypeonly analyzesprotocol
formatatthe byte granularityandis thusunableto discover
protocol elds atthebit level. However, this limitation can
be removed by re-implementingaxisting memorymarking
andpropagtiontechniqueat thebit-level. Our currentpro-
totypeis not e xible enoughin distinguishingbetweertext
and binary protocols. However, the tokenizationprocess
proposedn Discoverercanpotentiallybe adoptedor auto-
maticrecognition.

Thirdly, AutoFormatanalyzesachmessagén isolation
anddoesnot correlatemultiple messages the samepro-
tocol session ExtendingAutoFormatto furtherreconstruct
the entireprotocolstatemachines partof our futurework.

Finally, AutoFormatcannotyet handleobfuscatedina-
ries. However, sincesuchbinariesstill needto interpretand
handleincomingmessagest is inevitable that certaindata
andcontroldependenciestill exist in the obfuscatectode.
Suchdependenciesiaybeleveragedo overcomethedif -
cultiescausedy the obfuscatiortechniques.

7 Conclusion

We have presenteddutoFormat,a systemfor automatic
protocol format extraction. AutoFormatis basedon the
insight that a protocol implementationis programmedo
recognizethe protocol format and usually createsproto-
col eld-speci c executioncontets. By instrumentingand
monitoring programexecution, we can obtain the execu-
tion contet informationanduseit asclusteringcriteriato
identify protocol elds andtheir relations.We have imple-
menteda prototypeof AutoFormatandevaluatedit with a
variety of protocolmessagefom sevenreal-world (known
or unknawn) protocols.Our experimentakesultsshow that
AutoFormatachiezeshigh accurag in protocol eld identi-
cation andmessagéormatreconstruction.

References

[1] How Samba Was Written.
http://samba.ay/ftp/tridge/misc/fendr_cafetxt.

[2] QEMU: an open source processor emulator
http://wwwgemu.og/.

[3] The Protocol Informatics Project.

http://wwwbaselineeseach.net/PlI/

[4] The SNORT network intrusion detection system.
http://wwwsnort.og.

[5] Wireshark: The World's Most PopularNetwork Protocol
Analyzer http://wwwwireshark.og/.

[6] PUD: PeefTo-Peer UDP Distributed Denial of Service.
http://wwwpadetstormsecuritprg/distributed/pud.tgz
2002.

[7]1 N. Borisov, D. Brumley, H. J. Wang,J. Duna@n, P. Joshi,
andC. Guo. A genericapplication-leel protocolanalyzer
andits languageln Proceeding®fthel4thAnnualNetwork
andDistributedSystensecuritySymposiuniNDSS'07) San
Diego, CA, February2007.

[8] D. Brumley, J. Caballero, Z. Liang, J. Newsome, and
D. Song. Towardsautomaticdiscovery of deviationsin bi-
nary implementationswith applicationsto error detection
and ngerprint generation. In In Proceedingsof the 16th
USENIX Security Symposiunm(Security'07) Boston, MA,
August2007.

[9] J. CaballeroandD. Song. Polyglot: Automatic extraction
of protocolformat usingdynamicbinary analysis. In Pro-
ceeding®f the 14thACM Confeenceon Computermandand
CommunicationSecurity(CCS'07) 2007.

[10] J. Chow, B. Pfaff, K. Christopher and M. Rosenblum.
Understandingdatalifetime via whole-systemsimulation.
2004.

[11] J.R.Crandall,S.F. Wu, andF. T. Chong.Minos: Architec-
tural supporffor protectingcontroldata.ACM Trans.Archit.
CodeOptim, 3(4):359-3892006.

[12] W. Cui, J.Kannan,andH. J. Wang. Discoverer: Automatic
protocolreverseengineeringrom network traces. In Pro-
ceedingsof the 16th USENIX Security Symposiun{Secu-
rity'07), Boston,MA, August2007.



[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

W. Cui, V. Paxson,N. Weaver, andR. H. Katz. Protocol-
independentdaptve replay of applicationdialog. In Pro-
ceeding®fthe13thAnnualNetworkandDistributedSystem
SecuritySymposiunfNDSS'06) SanDiego, CA, February
2006.

W. Cui, M. PeinadoH. J. Wang,andM. Locasto. Shield-
gen: Automaticdatapatchgeneratiorfor unknavn vulner
abilitieswith informedprobing. In In Proceedingf 2007
IEEE Symposiunon Securityand Privacy, Oakland,CA,
May 2007.

M. Egele, C. Kruegel, E. Kirda, H. Yin, , and D. Song.
Dynamic spyware analysis. In Proceedingsof the 2007
USENIX Annual Technical Confeence (Usenix'07) June
2007.

X. Jiang,D. Xu, H. J. Wang,andE. H. Spaford. Virtual
Playgroundgor Worm Behavior Investigation. Proceedings
of the 8th International Symposiunon RecentAdvancesn
Intrusion Detection Sept.2005.

C. Leita, M. Dacier and F. Massicotte. Automatic han-
dling of protocoldependencieandreactionto 0-dayattacks
with scriptgerbasechongypots.In 9thInternationalSympo-
siumon RecentAdvancesn IntrusionDetection(RAID'06),
pagesl85-2052006.

C. Leita, K. Mermoud,andM. Dacier Scriptgen:anauto-
matedscriptgeneratiortool for honeyd. In Proceedingof
the21stAnnualComputelSecurityApplicationsConfeence
(ACSAC'05), pages203—214 WashingtonDC, USA, 2005.
C.-K. Luk, R. Cohn, R. Muth, H. Patil, A. Klauser
G. Lowney, S.Wallace,V. J.Reddi,andK. Hazelood. Pin:
building customizedprogramanalysistools with dynamic
instrumentationln Proceeding®f ACM SIGPLANConfer
enceon ProgrammingLanguaye Designand Implementa-
tion (PLDI'05), pagesl90—-2002007.

J. Ma, K. Levchenlo, C. Kreibich, S. Savage,and G. M.
Voelker. Unexpectedmeansof protocolinference. In Pro-
ceedingsf the 6th ACM SIGCOMMon Internetmeasue-
ment(IMC'06), pages313-326New York, NY, USA, 2006.
ACM Press.

N. Nethercoteand J. Sevard. Valgrind: a framework for
hearyweight dynamicbinary instrumentation.In Proceed-
ings of ACM SIGPLANConfeenceon ProgrammingLan-
guage Designand Implementation(PLDI'07), SanDiego,
California, USA, 2007.ACM Press.

J. Newsome,D. Brumley, J. Franklin, and D. Song. Re-
player: Automatic protocol replay by binary analysis. In
Proceeding®f the 13th ACM Confeenceon Computerand
and CommunicationSecurity(CCS'06) 2006.

J. NewsomeandD. Song. Dynamictaint analysisfor au-
tomaticdetection analysis,andsignaturegeneratiorof ex-
ploits on commaoditysoftware. In Proceedingf the 14th
Annual Network and Distributed SystemSecurity Sympo-
sium(NDSS'05) SanDiego, CA, February2005.

V. Paxson.Bro: A Systemfor DetectingNetwork Intruders
in Real-Time. ComputerNetworks,31(23-24):2345-2463
1999.

F.  Perriot and P  Szor An  Anal-
ysis of the Slapper Worm Exploit.
http://securityesponssymantec.com/avcentexfeience/
analysis.slappeworm.pdf

[26]

[27]

(28]

[29]

[30]

[31]

G. E. Suh,J. W. Lee, D. Zhang,and S. Devadas. Secure
programexecutionvia dynamicinformation o w tracking.
In Proceeding®f InternationalConfeenceon Architectural

Supportfor ProgrammingLanguaes and Opeiating Sys-
tems(ASPLOS'04)Boston,Massachusett2004.

P. Vogt, F. Nentwich, N. Jovanoric, E. Kirda, C. Kruegel,

andG. Vigna. Crosssite scriptingpreventionwith dynamic
datatainting andstaticanalysis.In Proceeding®of the 14th

Annual Network and Distributed SystemSecurity Sympo-
sium(NDSS'07) SanDiego, CA, February2007.

H. J. Wang, C. Guo, D. R. Simon, and A. Zugenmaier
Shield: vulnerability-driven network Iters for preventing
known vulnerability exploits. In Proceedingof ACM SIG-
COMM'04, pagesl93—-2042004.

X. Wang,Z. Li, J. Xu, M. K. Reiter C. Kil, andJ.Y. Choi.

Paclet vaccine: Black-box exploit detectionand signature
generation. In Proceedingsof the 13th ACM Confeence
on Computerand CommunicatiorSecurity(CCS'06) pages
37-46,New York, NY, USA, 2006.ACM Press.

G. WondracekP. M. ComparettiC. Kruegel, andE. Kirda.

AutomaticNetwork ProtocolAnalysis. Proceedingof the

15th AnnualNetworkand Distributed SystenBecuritySym-
posium(NDSS'08) Feh 2008.

H. Yin, D. Song, E. Manuel, C. Kruegel, and E. Kirda.

Panorama: Capturing system-wideinformation ow for

mablaredetectionandanalysis.In Proceeding®f the 14th

ACM Confeenceson Computerand CommunicatiorSecu-
rity (CCS'07) October2007.

Appendix |

Figure9 shawvs an excerptof the pre-processetbg le

generatedy AutoFormat.
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Figure 9. Sample log entries collected and cleansed by AutoFormat when monitoring
web server processing an incoming HTTP Request message

Content
G

Stack
main->ap_mpm_run->0x15C57->0x15B38->0x15941->ap_process_connection-
->0xF5A8->ap_read_request->ap_rgetline_core->ap_get_brigade->0x2D2C
->apr_brigade_split_line->memchr
main->ap_mpm_run->0x15C57->0x15B38->0x15941->ap_process_connection-
->0xF5A8->ap_read_request->ap_rgetline_core->ap_get_brigade->0x2D2C
->apr_brigade_split_line->memchr
main->ap_mpm_run->0x15C57->0x15B38->0x15941->ap_process_connection-
->0xF5A8->ap_read_request->ap_rgetline_core->ap_get_brigade->0x2D2C
->apr_brigade_split_line->memchr
main->ap_mpm_run->0x15C57->0x15B38->0x15941->ap_process_connection-
->0xF5A8->ap_read_request->ap_rgetline_core->ap_get_brigade->0x2D2C
->apr_brigade_split_line->memchr
main->ap_mpm_run->0x15C57->0x15B38->0x15941->ap_process_connection-
->0xF5A8->ap_read_request->ap_rgetline_core->ap_get_brigade->0x2D2C
->apr_brigade_split_line->memchr
main->ap_mpm_run->0x15C57->0x15B38->0x15941->ap_process_connection-
->0xF5A8->ap_read_request->ap_rgetline_core->ap_get_brigade->0x2D2C
->apr_brigade_split_line->memchr
main->ap_mpm_run->0x15C57->0x15B38->0x15941->ap_process_connection-
->0xF5A8->ap_read_request->ap_rgetline_core->ap_get_brigade->0x2D2C
->apr_brigade_split_line->memchr
main->ap_mpm_run->0x15C57->0x15B38->0x15941->ap_process_connection-
->0xF5A8->ap_read_request->ap_rgetline_core->ap_get_brigade->0x2D2C
->apr_brigade_split_line->memchr

main->ap_mpm_run->0x15C57->0x15B38->0x15941->ap_process_connection-
->0xF5A8->ap_read_request->ap_rgetline_core
main->ap_mpm_run->0x15C57->0x15B38->0x15941->ap_process_connection-
->0xF5A8->ap_read_request->ap_rgetline_core
main->ap_mpm_run->0x15C57->0x15B38->0x15941->ap_process_connection-
->0xF5A8->ap_read_request->ap_rgetline_core
main->ap_mpm_run->0x15C57->0x15B38->0x15941->ap_process_connection-
->0xF5A8->ap_read_request->ap_getword_white
main->ap_mpm_run->0x15C57->0x15B38->0x15941->ap_process_connection-
->0xF5A8->ap_read_request->ap_getword_white
main->ap_mpm_run->0x15C57->0x15B38->0x15941->ap_process_connection-
->0xF5A8->ap_read_request->ap_getword_white
main->ap_mpm_run->0x15C57->0x15B38->0x15941->ap_process_connection-
->0xF5A8->ap_read_request->ap_getword_white

>ap_run_process_connection
E->ap_get_brigade->0x2D667

>ap_run_process_connection
E->ap_get_brigade->0x2D667

>ap_run_process_connection
E->ap_get_brigade->0x2D667

>ap_run_process_connection
E->ap_get_brigade->0x2D667

>ap_run_process_connection
E->ap_get_brigade->0x2D667

>ap_run_process_connection
E->ap_get_brigade->0x2D667

>ap_run_process_connection
E->ap_get_brigade->0x2D667

>ap_run_process_connection
E->ap_get_brigade->0x2D667
>ap_run_process_connection
>ap_run_process_connection
>ap_run_process_connection
>ap_run_process_connection
>ap_run_process_connection
>ap_run_process_connection

>ap_run_process_connection

Location
0x4BA56A2

0x4BA56A2
0x4BA56A2
0x4BA56A2
0x4BA56A2
0x4BA56A2
0x4BA56A2
0x4BA56A2
0x26187
0x26322
0x261B3
Ox1F7F3
Ox1F7F3

Ox1F7F3

Ox1F7F3
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