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ABSTRACT

Modern geographic databases can contain a large volume of
data that need to be distributed to subscribed customers.
The data can be modeled as a cube, where typical dimen-
sions include latitude, longitude, and time. One way of dis-
tributing the data consists of making freely available en-
crypted versions of selected subsets of the data, and giving
each paying customer the decryption keys for their autho-
rized subsets only. The total space for these encrypted ver-
sions should be close to linear in the size of the data, yet
the subset for a customer can be an arbitrary orthogonal
range of the data; there is a quadratic number of such sub-
sets, and we do not know ahead of time which subset will be
subscribed (so the almost linear, and a priori selected sub-
sets, must be enough to exactly express any of the quadratic
number of ranges that could possibly interest a customer).
This is mainly a data structuring and algorithmic problem.

For a geo-spatial database in which the geography is mod-
eled as an m x n grid of cells (with m > n), we provide a
novel scheme that: (i) assigns a constant number of keys to
a user; (ii) allows the user to derive the decryption key of
her authorized rectangular area by using a constant num-
ber of inexpensive cryptographic operations (hash function
computations); (iii) uses O(mnlog* m) public storage. This
improves by a factor of (loglogm)? the space complexity of
the best previous result, while matching all its other per-
formance characteristics. Our approach can also handle
higher dimensional data efficiently, as long as each autho-
rized region is an orthogonal range. The improved bounds
are achieved using a combinatorial approach, and the only
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cryptographic notion we use is that of a one-way hash func-
tion.

1. INTRODUCTION
1.1 Background

The storage capabilities of modern information systems are
growing very fast. This makes it possible to store a huge
amount of geo-spatial data with very high quality, e.g., high-
resolution satellite images. Publishing such a large volume
of data is a challenge, especially when coupled with access
control enforcement and the support of data authentication
by users, because of the potential expensive costs from server
maintenance, personnel costs, etc. The third-party model of
data publishing is designed to help distribute large amounts
of data efficiently [25]. In this model, data can be distributed
over public channels, like HTTP servers, P2P networks,
wireless broadcasts, outsourced databases, etc. Providing
access control in third-party data distribution is an impor-
tant issue, as the data owner does not want users to obtain
data outside of their authorized ranges.

In this paper, we study secure data publishing schemes for
fine-grained temporal and geo-spatial data, like satellite im-
ages and traffic information. The importance of “fine-grained
access control mechanisms permitting the precise release of
location information to just the right parties under the right
circumstances” was discussed in the summary of the NRC’s
IT roadmap to a geo-spatial future [34]. It is one of the major
future challenges in geo-spatial computing.

In the third-party distribution of geo-spatial data, we model
the data to be an m x n grid of cells (with m > n). Tem-
poral geo-spatial data gives rise to a 3-dimensional grid,
whereas purely temporal data is 1-dimensional where each
cell represents a timestamp. The geo-spatial data are dis-
tributed through untrusted third-party distributors in en-
crypted form. More specifically, each grid cell (data) is en-
crypted by the data owner, and can only be decrypted with
a corresponding decryption key. A user can subscribe to a
rectangular subgrid of cells. To access the subscribed data,
the user may download the encrypted data from the third-
party data distributor (e.g., outsourced databases), and then
use the keys obtained from the data owner (or a separate
trusted third-party key distributor) to decrypt the data that
he or she is authorized to access.

Note that the model allows a user to download encrypted
data that she is not authorized to access, but she should



not be able to decrypt the data until a subscription is made
to that part of the data. This not only helps the user to
download the data early when a fast channel is available
(e.g., over a short-life P2P session), but also saves the data
distributors’ access control costs (as it is now no need to
enforce access control over encrypted data).

A naive approach would be to provide a subscribed user
with all the decryption keys corresponding to the user’s au-
thorized cell data. In this approach, the number of keys
assigned to a user could be as large as m x n, depending
on the size of the user’s subscribed subgrid. Such a large
number of decryption keys is undesirable (and in fact avoid-
able) when, for example, the user is using a weak hand-held
device without enough space to store all the decryption keys
— such a user prefers to have the ability to inexpensively
compute any of the authorized decryption keys on demand.
Therefore, key management is at the core of access control
for third-party data distribution.

In the previous literature on key management, the main fo-
cus has been key management schemes for hierarchical ac-
cess control systems [1, 4, 3, 37, 14, 18, 20, 30, 49]. Exten-
sions of these schemes to support time-based policies were
studied in [8, 17, 21, 28, 41, 42, 43, 46]. In a typical hier-
archical access control system, users are assigned to access
classes, and the access rights of a class are a superset of the
access rights of every descendant of that class in the access
hierarchy (see the hierarchically organized roles in RBAC
models [35] for example). When considering temporal con-
straints, each user is given access rights for a specific time
interval, in addition to having users organized in a hierar-
chy of classes. The access rights are realized by the specific
keys for the corresponding access classes — a class has one
key associated with it, that can efficiently derive any of the
authorized decryption keys for that class. In the setting
of geo-spatial data distributions, each subgrid of the data
corresponds to an access class, and the number of subgrids
(hence possible access classes) is as large as O(m?n?).

The literature of key management for access control suggests
key derivation mechanisms to handle such a large number
of access classes and keys. In schemes that are based on
key derivations, each user is given a set of secret keys that
it can use to derive only the keys of access classes that it
is authorized to access. The schemes assume a (preferably
small) amount of information that is public, i.e., accessible
to all users through the Internet. In the access control of
geo-spatial data, each grid cell corresponds to a base class,
and the access key for that base class is the decryption key
for accessing the cell’s data.

The evaluation criteria for a geo-spatial key derivation scheme
are:

e the number of secret keys that are assigned to a user;

e the amount of public storage in the server that is used
to help key derivations;

e the amount of computation it takes a user to derive a
decryption key of a data cell in her subscribed subgrid.

In this paper, we develop efficient key assignment and deriva-
tion schemes for access control of temporal and geo-spatial

Source ls:’sé;/itgz g:i,ivation Public Storage
[6] o(1) o(1) O(mloglogmlog™ m)
[6] 0(1) O(log™ m) O(mloglogm)
this o(1) o(1) O(mlog* m)
this O(log® m) o(1) O(m)
Table 1: Performance comparisons for temporal

data access control.

Source g;‘;:;i g:i,ivation Public Storage
[5] o(1) o(1) O(mn(loglogm)?log* m)
this o(1) o(1) O(mnlog® m)
this O(log™ m) O(1) O(mn)

Table 2: Performance comparisons for geo-spatial
data access control.

Private Key .
Source Storage Derivation Public Storage
this o(1) o(1) O (Nlog* N)
this O (log™ N) O(1) O(N)

Table 3: Summarized results of our high dimensional
schemes when d is fixed. N is the total number of
data cells.

data that are low in all of the above cost metrics, and that
improve on the previous state of the art.

1.2 Our Contributions

Table 1 summaries the results of our key management schemes
for temporal data. The temporal data are a set of data
items, each of which is labeled by a timestamp. Users can
subscribe to data items that belong to a time interval. To be
consistent with the grid-based notation for geo-spatial access
control, the temporal data are represented by an m x 1 grid,
and each subgrid represents a time interval. Our proposed
schemes are compared to the previous best-known work for
temporal access control by Atallah et al.[6] in Table 1. Here,
we do not assume the existence of a user hierarchy, but our
scheme could be incorporated into existing hierarchy-based
key management schemes with the general technique of De
Santis et al. [36] or Atallah et al. [6].

The centerpiece of this paper is the key derivation scheme
we provide for geo-spatial grids, because it uses a novel data
structure to achieve the following characteristics for a grid
composed of m x n data cells (where m > n):

e To derive the decryption keys of cell data in an arbi-
trary rectangular subgrid, a user is required to store
only a constant number of keys.

e Key derivation within the subscribed rectangle sub-
grid involves a constant number of operations, where
all the cryptographic operations are “lightweight” (sim-



ple cryptographic hashes, and no modular exponenti-
ation).

e The public storage to assist key derivations is almost
linear: O(mnlog™m).

Previous best-known key management scheme that achieve
constant number of secret keys and constant number of key
derivation operations are due to Atallah et al. [5]. Their

scheme required O(mn(loglogm)? log* m) public storage space.

Therefore, we have improved the space complexity by a fac-
tor of (loglog m)2. Additionally, our scheme is balanced in
the sense that all resource consumption such as the client’s
private storage, computation to derive keys, and the server
public storage are minimized, with tradeoffs being possible.
This allows the scheme to work even with very weak clients
and not to burden the server with excessive storage. A sum-
mary of our results is shown in Table 2. Our schemes are
constructed by a new approach that is different from the
previous work.

Our schemes can be extended to support access control for
higher dimensional data (e.g., OLAP data cube [19]). Access
control for high dimensional data is important. For exam-
ple, geo-spatial data may be continuously updating (e.g.,
real-time traffic information), and the data owner/collector
wants to impose a time constraint on users’ subscriptions.
In this case, a user is only allowed to decrypt data items in
a subgrid for a specific time interval. Assume that time is
divided into different time slots, and each data item is la-
beled (in additional to its spatial coordinates) by one of the
time slots, then a time interval can be represented by a set
of contiguous time slots. This is indeed an application of 3d
grids (combined temporal and geo-spatial).

The security requirements of the key management schemes
are: Given a user’s secret keys, the user U: (i) can generate
all keys for her designated subgrid Vi; (completeness) and
(ii) cannot generate a key outside of her Vi, (soundness).
Our schemes use the key derivation method of [4] as a ba-
sic building block, inheriting the security properties of the
schemes in [4], i.e., our schemes are secure against key re-
covery (or key indistinguishability with slight modification)
and collusion of multiple users. The security against collu-
sion attack means that if any subset of users collude, then
they are only able to derive the decryption keys of the union
of their subscribed data items.

Roadmap. This paper follows the style and notation of
[6, 5], on which it builds and improves, and is organized as
follows. Section 2 provides a brief review of related work.
Section 3 gives a formal problem definition, and describes
building blocks that are used later in this paper. Section
4 presents the improved schemes for temporal data access
control. New schemes for geo-spatial data access control are
presented in Section 5. Section 6 discusses the security of
the schemes. Section 7 concludes.

2. RELATED WORK

The third-party models for distribution of data have been
well studied, many of which are in the form of outsourced
databases [25]. Most of the research in outsourced databases
focus on integrity verifications of the query results and some
privacy issues [22, 31, 27, 32, 33, 29, 24, 15, 16, 44, 38, 7,

23, 13].

The literature on time-invariant key assignment (KA) schemes
in a user hierarchy is extensive, and we do not survey it in
this paper — for an overview of such publications, see, e.g.,
[3] and [20]. While the list of publications on time-invariant
KA schemes is very large, the number of publications that
consider time-based policies and provide schemes for them is
rather modest. The time-based setting and the first scheme
was introduced by Tzeng [41], and many subsequent schemes
were developed [48, 28, 17, 46, 40, 47, 21, 8, 43]. The work
of Ateniese at el. [8] was the first result that provided a
formal framework for time-based hierarchical KA schemes
and gave solutions that are provably secure with respect to
key indistinguishability. The work of De Santis et al. [36]
lists solutions with different performance parameters, and
their schemes are provably secure with respect to key in-
distinguishability. Concurrently and independently, Atal-
lah et al. [6] presented solutions with better performance
than the work of [36]. Both of these works [36, 6] have de-
scribed a general technique to incorporate any temporal data
key management scheme into hierarchical key management
schemes.

Recently, geo-spatial access control models were proposed
in [9, 11, 2]. These models, however, concentrate on policy
specification and not on key assignment or derivation mech-
anisms. Atallah et al. [5] first provided an efficient key man-
agement scheme that implements geo-spatial access control
policies, and their scheme can be incorporated into existing
hierarchy-based key management schemes using techniques
similar to [36, 6]. The recent work of Srivatsa et al. [39]
considers the specific application of location-based broad-
cast services.

3. PRELIMINARIES

In Section 3.1, we follow the presentation from [5, 6] to list
the requirements of the key management scheme for the tem-
poral and geo-spatio access controls. Section 3.2 and 3.3 re-
view a hash-based key derivation technique that will be used
as a building block of our key management schemes.

3.1 Problem Definitions

In a temporal access control model, the data items are la-
beled with m timestamps, denoted by T' = {t1,t2, - ,tm}.
For each timestamp ¢;, we assign a decryption key k¢,. De-

note the set of decryption keys to be K = {k¢,, kty, - , kt,, }-
Assume that a user U is authorized to access the system for a
set of contiguous timestamps Ty = {tstart, tstart+1,"** , tend |

where indices “start” and “end” are the parameters to iden-
tify the user’s authorized time interval. With such access
rights, U should be able to compute the decryption keys
KTL{ C K7 where KTM = {kti t; € Tu}.

Similarly, in a two dimensional geo-spatial access control
model, we have an m by n grid (where m > n), and each
grid node v;; (1 <i<mand 1 < j < n) is assigned with a
decryption key k., ; to allow a user to decrypt the content
that is associated with the node. Denote the set of the grid
nodes to be Vy. Typically, a user U is authorized to access
a rectangular region Vi, of the grid, where

Vu = {'Ui’j ‘ 5131(2/[) S 7 S xg(u) and y1(u) S ] S yg(u)}



The parameters z1(U), z2(U), y1(U) and y2(U) are used to
identify the subgrid Vi,. Denote Ky, = {ku, ; | vi; € Vu}-
Since the temporal case is just the one dimensional version
of the spatial case, to make our notation consistent, we use a
graph node v; to represent ¢;, and define Viy = {v; | z1(U) <
i < zo(U)} where z1(U) and z2(U) are the indices of the
“start” and ”“end” time. The notation can be generalized to
support access control for high dimensional data.

A key assignment scheme assigns to each user U some private
information, denoted by Sv;,, which can be used to compute
Kvy,, with the help of the public information. The private
information is assigned by a central authority CA. The user
interacts with the CA only once, to obtain its private in-
formation Sy;,. A naive key assignment scheme can simply
assign all the decryption keys of Kvy;, to the user U/, but in
this case |Sv;,| can be as large as mn. Much more efficient
key assignment schemes can be developed to optimize the
size of Sy,,, which will be discussed in the later sections.

The security requirement of a key management scheme is
standard — we require the properties of completeness and
soundness to hold, e.g., in the setting of the geo-spatial ac-
cess control:

Completeness A user with subscription to a rectangular
area Vi is able to compute the decryption key for each
cell within V.

Soundness Any coalition of users with access to rectangle
areas Vi, , . .., Vi, is unable to obtain access to any cell
other than those in Vi, U---U Vi, .

In this paper, we propose key assignment (KA) schemes that
are secure against key recovery. With slight modification (as
in [4, 37]), the scheme can be adapted to be secure against
key indistinguishability. In both cases, the schemes are se-
cure against collusion attack.

3.2 Key Derivation for Graphs

In this work, we use the key derivation technique of [4]
to design the key assignment scheme. The key derivation
technique of [4] works for any directed acyclic graph (DAG)
G = (V, E), where V is the node set of the graph, and E is
the edge set of the graph. It consists of two algorithms: Set,
an algorithm to setup the system; Derive, an algorithm to
derive a key. The Set algorithm assigns secret keys to the
nodes of the graph and computes public information asso-
ciated with its edges. The Derive algorithm, given a node
v € V, its secret key k, and another node w € V', computes
the secret key of w using the public information about G as
long as w is a descendant of v in the graph.

In what follows, F' : {0,1}" x {0,1}* — {0,1}" denotes a
family of pseudo-random functions (PRFSs) that, on input a
k-bit key and a string, outputs a x-bit string that is indistin-
guishable from random. Note that a PRF can be efficiently
implemented using HMAC [10] or CBC MAC constructions.

The Set and Derive algorithms are then as follows:

e Set(1”,G): For each node v € V, select a random
secret key k, € {0,1}". For each node v € V, se-
lect a unique label I, € {0,1}* and make it pub-
licly available. For each edge (v,w) € E, compute
Yo, = kw ® F(ky,lw), where @ denotes bitwise XOR,
and make it publicly available.

e Derive(v,w,ky): Let (v,w) € E, ie., v is a parent
node of w. Then given k, and the above-mentioned
public information, derivation of the key k., can be
performed as ky = F(kv, lw) ®Yv,w, where I, and yo,w
are publicly available. More generally, if there is a
directed path between nodes v and u in G, then u’s
key can be derived from v’s key along the path.

In other words, there is a public label associated with every
node in the graph, and there is a public information associ-
ated with every edge in the graph. This public information
is what allows users to derive appropriate keys.

3.3 Shortcut techniques

Our constructions use the so-called shortcut edges: a short-
cut edge is an edge that is not in the original graph G but
is in the transitive closure of G. Such edges are added to
G for performance reasons. Note that addition of shortcut
edges does not affect partial order relationship between the
nodes.

Shortcutting schemes for a directed chain graph will be used
as a building block. A directed chain graph is a DAG with
directed edges {(vi,vit1) | 1 < i < |V|}. There exists a
scheme [4] that adds at most O(m log™ m) edges to a directed
chain, so that the shortest path between any two nodes is
at most 4. We use 4HS (short for 4-Hop Scheme) to denote
such a scheme. Throughout this work, DerTime4HS(m) = 4
and PubSp4HS(m) = O(mlog® m) are used to represent the
4HS’s complexities of the key derivation time and the public
storage respectively. Note that the number of secrete keys
is 1 in this case.

4. ACCESS CONTROL FOR TEMPORAL DATA

Our key assignment scheme for temporal data uses Atallah
et al.’s scheme [5] as a subroutine. In their scheme, the size
of the public storage is O(m loglog m log™ m), and a user U is
assigned a constant number of secret keys which can be used
to derive the decryption key of any timestamp in U/’s autho-
rized time interval in constant time. In Section 4.1, using
a technique of Yao [45], we improve the time-based key as-
signment scheme to use only O(m(log™ m)?) public storage,
while the number of the secret keys that a user holds and the
key derivation time remain constant. Section 4.2 further im-
proves the public space complexity to be O(m log™ m) based
on the result of Section 4.1. The result can be improved
further: a scheme that uses O(mlog™log™ m) public space
is obtained in Section 4.4, and this scheme will be used as
a base scheme for our geo-spatial schemes. Section 4.3 gives
a scheme that uses linear public storage (i.e., O(m)), while
the number of secret keys that are assigned to a user is
O(log™ m).

4.1 O(m (log” m)?*)-Space Scheme

In this subsection, we will give temporal scheme 1, which is
used as a tool for the temporal scheme 2 that will be discussed
at Section 4.2.



4.1.1 Building Data Structures

Since we will use Atallah et al.’s data structures from [6] as
a basic scheme, we will first give an interface for calling their
data structures building algorithm:

BuildDS_Temporal_Basic(m, V;): Given a set of timestamps
Vo = {v1,v2, -+ ,Um}, build a data structure of size
O(mloglogmlog® m) that supports: O(1) number of
secret keys can be assigned to a user U so that she can
derive the decryption keys Ky, in O(1) time, where
her authorized timestamps Vi, is in the contiguous
form (i.e., a time interval). We use NumKeysT0(m),
DevTimeTO0(m) and PubSpTO(m) to represent the ba-
sic scheme’s complexities of the number of secret keys,
the key derivation time and the public storage space
respectively.

The following algorithm builds data structures for temporal
scheme 1.

Algorithm BuildDS_Temporal_1(m, Vj)

Input: m nodes Vy = {v1,v2, -+ ,vm} that represent con-
tiguous timestamps;

Return: a tree node v;

1. Create a tree node v, at which we will store the data
structures to solve the key management problem for
nodes set V.

2. If m = 1, then associate v; (the only graph node in
Vo) to the tree node v by setting TN(v1) < v; Return
the tree node v.

3. Divide the timestamps into m/logm blocks®, where
each block B;(v) (1 < i < m/logm) is defined by
Bi(v) ={v; | (i—1)logm < j < ilogm}.

4. For each B;(v), create a super-node 9; (also denoted by
SN;(v)) and link an arc from 9; to each node in B;(v).
Assign a random key ks, to 0;. This allow a user to
derive any key of Kp,(,) in constant time as long as
the user has the key kg,. See Figure 1 for example.

5. Call BuildDS_Temporal_Basic on top of Coarse(v) =
{0; ! 1<i<m/logm}.

6. For each B;(v), create a set of R-nodes
BR(v) = {v? (i—1)logm < j< ilogm}7

and assign random keys to the nodes in Bf(v). For
each v?, link an arc from ’U? to v;. For each U? where
(i—1)logm < j < ilogm, link an arc from v? to v?H.
Create shortcut edges based on the 4-Hop Scheme (see
Section 3.3) on top of the subgraph induced by the
node set BY(v). This will allow any user who is as-
signed the key k”S (where (i — 1)logm < p < ilogm)
to derive kvgg for any j such that p < j < ¢logm within

'To avoid unnecessarily cluttering the exposition, we avoid
using the floor and ceiling functions in this paper. It is easily
seen that there is no loss of generality in doing so.

&
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Figure 1: Example on Bi(v) for step 4 of Algorithm
BuildDS_Temporal_1.

constant number of operations, and then subsequently
derive the decryption key k,; by one more operation.
See Figure 2 for an example.

7. For each node set B;(v), create a set of L-nodes
Bi(v) = {1);‘ ‘ (i—1)logm < j< ilogm} ,

and assign random keys to the nodes in Bf(v). For
each v}, link an arc from v} to v;. For each v; where
(i—1)logm +2 < j < ilogm, link an arc from U;T
to ’U;,l. Create shortcut edges based on the 4-Hop
Scheme (see Section 3.3) on top of the subgraph in-
duced by the node set Bt. This will allow any user
who is assigned the key kv;_) (where (i — 1)logm <
p < ilogm) to derive k, for any j such that (i —
Dlogm < j < p WithiIlJ constant number of oper-
ations, and then subsequently derive the decryption
key ku; by one more operation. See Figure 2 for an
example.

8. Call BuildDS_Temporal_1(|B;(v)|, B;(v)) for 1 < ¢ <
m/logm. Assume that the returned tree node is v.
after each call, then make v, a child of v.

9. Return the tree node v.

The public storage complexity of Step 5 is proportional to
PubSpTO0 (|Coarse(v)|) = PubSpTO0 (m/logm)

m m m
= log 1 ) ot =
(logm) 08708 (logm) 8 (logm) O(m),

and the space complexity of step 6 and 7 is proportional to

> PubSp4HS (|Bi(v)|) = - PubSp4HS (log m)

1<i<m/logm

_m
logm

— (1 log™ (1 = log™ m).
Togm (logm)log™(logm) = O(mlog” m)

All other steps are O(m). Therefore, the total space of the
improved data structure, PubSpT1(m), satisfies the follow-
ing recurrence,

m *
< — . .
PubSpT1(m) < 1OngubSpTl(log m) + c1 - mlog™ m;
PubSpT1(1) = e2;

where ¢1 and ¢z are constants. Thus, we have PubSpT1(m) =
O (m(log* m)?) . The recursion tree formed by the tree nodes
is of size O(m) as there are m leaves.
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Figure 2: Example on B;(v) for step 6 and 7 of Al-
gorithm BuildDS_Temporal_1.

4.1.2 Key Assignment and Derivation

With the data structure built in Section 4.1.1, we can use
the following key assignment scheme to assign a constant
number of secret keys to a user U who is subscribed to access
the data items in the time interval Vi; = {v; ’ z1(U) <i <
x2(U)} where z1(U) and x2(U) are the indices of the “start”
and ”end” time. We call AssignKeys_Temporal_1 by setting
parameter v to be the root node of the data structures built
from Section 4.1.1.

Algorithm AssignKeys_Temporal_1(v, Vi)

1. If |[Viy| = 1, assign to U the key of the only timestamp
in Vi, then return.

2. If Viy C B;(v) for some 4, then find the child node v,
of v that corresponds to B;(v), and call
AssignKeys_Temporal_1(v., Vi). Return after the call.

3. If Viy € Bj(v) for any 4, then Vis overlaps with more
than one block. Let 721 and 72 be the indices of the
first and last blocks that Vi; overlaps with, i.e., Viy N
Bl(v) 7'é 0 for i1 < 1 < g, and Vi ﬂBil_l(U) = @,
Vi N B¢2+1(U) = 0.

4. To allow U to derive the keys in B;(v) for i1 < i <
i2, we call the key assignment algorithm of the basic
scheme (used to build data structures for Coarse(v))
to assign a constant number of secret keys to U, which
will allow her to derive any key of {ks, | i1 < i <
i2} in constant time, and subsequently derive k, y for
i1logm < j < (i2 — 1) logm by one more operation.

5. To allow U to derive the keys in By, (v) NV, we assign
the key vSl to U where z; is the index of the leftmost
node in V4. The 4-Hop Scheme data structures built

for BY (v) allow U to derive the key for v} within con-
stant time, and subsequently derive the key for v; by
one more operation, where z1 < j < i1 logm.

6. To allow U to derive the keys in B, (v) NV, we assign
the key vg';2 to U where x2 is the index of the right-
most node in Viy. The 4-Hop Scheme data structures
built for By, (v) allow U to derive the key for v} within
constant time, and subsequently derive the key for v;
by one more operation, where (i — 1) logm < j < x».

In step 4,5 and 6 of AssignKeys_Temporal_1, a constant num-
ber of secret keys are assigned to U, and the time to derive
any decryption key of Ky;, is also constant.

A naive implementation of the key assignment algorithm will
take O(log® m) recursions for step 2 to reach the recursion
level (i.e., the tree node v) where Vi, overlaps with at least
two blocks. To speed up the process, we can directly find
the desired tree node v by computing the nearest common
ancestor of TN(vg, @) and TN(v,, ) in the recursion tree
within constant time, and all we need is a linear time/space
preprocessing (see [26]).

4.2 O(mlog* m)-Space Scheme

To further improve the public storage complexity, we reapply
the technique of Section 4.1 to get our temporal scheme 2.
The new scheme is almost the same as temporal scheme 1,
with only the following differences:

e The block size is now chosen to be log* m.

e In step 5, apply BuildDS_Temporal_1 on Coarse(Vp) in-
stead of BuildDS_Temporal_Basic.

e Do not recursively build the data structures
(i.e., BuildDS_Temporal_2) for each block (Step 8). In-
stead, apply BuildDS_Temporal_1 on each block.

The public storage complexity for the Coarse(Vp) is now pro-
portional to

PubSpT1 (|Coarse(Vp)|) = PubSpT1 (m/log™ m)

and the total space of the data structures for each block is
proportional to

Zlgzgm/ log* m PUbSpTl (‘Bl‘)

=(m/log" m) - PubSpT1(log” m) = O(mlog" m).

Therefore, the space complexity of the improved data struc-
tures is PubSpT2(m) = O (mlog* m). The key assignment
and derivation schemes are created accordingly, and the
number of secret keys and the key derivation time remain
constant.

4.3 Linear Public Storage Scheme

In this subsection, we will give our temporal scheme 3, which
requires O(m) public storage, and allow a user U who is
assigned O(log™ m) secret keys to be able to derive any of
her authorized decryption keys in constant time.

4.3.1 Linear Data Structures
We build the data structures as follows.

= O(mlog* m),



Algorithm BuildDS_Temporal_3(;)
Input: Vo = {v1,v2, -, v}

1. Divide Vy into m/ log™ m blocks, each of which is of size
log™ m. Denote each block by B; (1 <1i < m/log*m)
where B; = {v; | (i — 1)log"m < j < ilog*m} .

2. For each B;, create a super-node ¢; and assign a ran-
dom key ks, to ©;. Link an arc from 9; to each node
in Bi.

3. Apply BuildDS_Temporal_2 on Coarse(Vp) = {0; | 1 <
i <m/log” m} to support temporal access control for
a Vi that is the union of one or more contiguous blocks.

Step 1 and 2 require O(m) time and space, and the storage
complexity of Step 3 is proportional to

PubSpT2 (|Coarse(Vo)|) = PubSpT2 (m/log* m) = O(m).
Therefore, the total space complexity of this scheme is O(m).

4.3.2 Key Assignment and Derivation
The key assignment and derivation schemes are created ac-
cordingly as follows:

Algorithm AssignKeys_Temporal_3(Vi,)

1. If Viy C B; for some 7, then just assign the keys Ky,
to U and return.

2. If Viu € B; for any 14, then Vi, overlaps with more than
one block. Let 71 and 72 be the indices of the first and
last blocks that Vi, overlaps with, i.e., Vi N B; # @ for
i1 <1 <1z, and Viy N Bilfl = @, Vi N B¢2+1 = 0.

3. To allow U to derive the keys in B; for i1 < i < ia,
we call the key assignment algorithm of the temporal
scheme 2 (used to build data structures for Coarse(Vp))
to assign a constant number of secret keys to U, which
allow her to derive any key of {kq, | i1 < 4 < 42} in con-
stant time, and subsequently derive kvj for i1 log* m <
j < (i2 — 1) log™ m by one more operation.

4. Also assign to U the decryption keys {k. ‘ v € (B U
Biz) N Vu}.

Step 1 and 4 assign at most O(log™ m) number of decryption
keys and there is no need to do any key derivation. Step 3
assigns a constant number of secret keys to U, and the key
derivation time remains constant as shown in the algorithm.

4.4 O(mlog*log* m)-Space Scheme

To get the new temporal scheme 4, we reapply the technique
of Section 4.2. The new scheme is modified from temporal
scheme 1 (in Section 4.1) as following:

e The block size is now chosen to be log* m.

e In step 5, apply BuildDS_Temporal_2 on Coarse(Vp) in-
stead.

e Do not recursively build the data structures for each
block (Step 8). Instead, apply BuildDS_Temporal_2 on
each block.

Based on these modifications, the space complexity for Coarse(Vp)
becomes

PubSpT2 (|Coarse(Vh)|)
=PubSpT2 (m/log* m) =

m

log" ——— = 0O(m),
log™ m 8 log™m (m)
and the total space of the data structures for each block is
proportional to

Zlgigm/ log* m PUbSpT2 (‘B’LD
=m/log" m - PubSpT2(log" m) = O(mlog™ log* m).

Therefore, the public storage complexity of the temporal
scheme 4 is

PubSpT4(m) = O (mlog* log” m) .

The key assignment and derivation schemes are created ac-
cordingly as in the temporal scheme 2. The number of
secret keys and the key derivation time are still constants.

S. ACCESS CONTROL FOR GEO-SPATIAL
DATA

In this section, we will present a new scheme for geo-spatial
access control using any exiting temporal access control scheme
as a base scheme. The technique we used is similar to the
dimension reduction technique of Chazelle and Rosenberg
[12].

5.1 Building Data Structures

Any temporal scheme can be considered as a scheme for an
m x 1 grid. We will use temporal scheme 4 given in Section
4.4 as the base scheme for our constructions in this section.
The following algorithm is used to build the data structures.

Algorithm BuildDS_GeoSpatial_New (V)
Input: m x n grid nodes Vo = {vi; | 1 <i<m,1<j < n}

1. Let D; denote the node set D; = {vi; | 1 < i < m},
where 1 < j < n.

2. For each 1 < j < n, build the base scheme for each D;,
denote the resulting DAG by Gj (i.e., the data struc-
tures). Let V; denote the node set of G;, and Vj(z)
denote the xy node of it. Note that the ordering of the
nodes in V; must satisfy the following key property:

For any 41,12, j1, j2, let

e Ui be a user whose authorized region is
{vig, |11 <i<isk

e U> be a user whose authorized region is
{vigy | i1 <@ <ok

e X be the indices of the nodes of G5, whose cor-
responding keys are assigned to U1 by the base
scheme, i.e., the keys are {ijl(x) | z € X1}

e X5 be the indices of the nodes of G;, whose cor-
responding keys are assigned to Uz by the base
scheme, i.e., the keys are {kvjz(z) ‘ z € Xo};

then we must have X; = Xs.

The above property can be easily satisfied by number-
ing the graph nodes according to their order of cre-
ation.



3. For each 1 <z < |Vi], let F, = {V;(z) | 1 < j < n}
build data structures of the base scheme on top of Fy.
Denote the data structures by G, .

Public Storage Complexity Analysis

The public storage complexity of step 2 is proportional to
Y i<j<n [Vil = n - PubSpT4(m) = O(mnlog" log™ m),
and the complexity of step 3 is

5, [Gr| = ¥, PubSpT4(F )

=|Vi| - PubSpT4(n) = PubSpT4(m) - PubSpT4(n)
=0(m(log" log™ m)) - O(n(log" log™ n))
<O(mn(log* log* m)?) < O(mnlog™ m).

Therefore, the total space complexity of the algorithm is
O(mnlog® m).

5.2 Key Assignment and Derivation

The following key assignment algorithm is based on the key
property of step 2 of algorithm BuildDS_GeoSpatial_New.
In the key assignment algorithm, we use constant ¢ to de-
note the maximum possible number of secret keys that are
assigned to a user by the base scheme.

Algorithm AssignKeys_GeoSpatial_New(V)
Input: V4 = {v;; | 21 <1< z2,y1 < j < y2}, identified by
T1,T2,Y1,Y2.

1. Create a pseudo-user U’ with authorized subgrid
Vi = {wvi | z1 <1< w2}

2. Let X be the indices of the nodes from G that are
associated with the secret keys assigned to U’ by the
basic scheme, i.e., the keys assigned to U’ are {kvi (@) |
xz € X}. Note that we have |X| = ¢ according to the
definition.

3. For each x € X, use the key assignment algorithm
of the base scheme to assign keys to U from the data
structures Gr,, where those keys allow U to derive
keys for {V;(z) | 1 <j <y}

The total number of keys that are assigned to U (in step 3)
is ¢ (still a constant).

The key derivation can be done as follows: Assume that U
wants to derive a key vg,,y, € Viy, where x; and y; are called
the “target” indices, then

e First, find the index x from X such that: if &/ has the
key for Vi(z), and she can derive the key for vg, 1 in
constant time.

e Second, use the secret keys of U to derive the key for
V4, (x) in constant time.

e Third, use the key for V,, () to derive the key for vz, ,
in constant time.

The correctness of the above key derivation algorithm is
based on the key property discussed in the last subsec-
tion. It can be seen that the total time complexity for the
key derivation is still constant.

5.3 Linear Space Scheme
A linear space scheme that achieves the following perfor-
mance characteristics is possible:

e assigns only O(log* m) secret keys to a user;
e allows the user to derive appropriate keys in constant
time.

We sketch the basic idea as follows : Use the temporal
scheme from Section 4.4 to refine the scheme of Section 4.3,
which will result in a temporal scheme that: (i) use O(m)
public storage; (ii) O(log™log® m) secret keys are assigned
to a user; (iii) the key derivation time is constant. Use this
scheme as the base scheme for the data structure building al-
gorithm and the key assignment/derivation algorithm in this
section. Then the space complexity will be O(mn) according
to the complexity analysis of Section 5.1; and the number of
secret keys that are assigned to a user is O((log" log* m)?)
according to the analysis in Section 5.2, which is bounded
by O(log™ m).

5.4 High Dimension Extensions

To achieve the claimed complexity summarized in Table 3 for
a d-dimensional problem whose number of cells (grid nodes)
is N, we use the dimension reduction technique (as in Sec-
tion 5.1) to recursively reduce the dimensionality down to
the temporal (1D) case. The resulting data structure will
have O(N (log™ log* N)%) space, which is O(N log* N) when
d is fixed.

Note that any temporal (1D) scheme can be used as a base
scheme in our construction, even when the base scheme is
not graph-based (i.e., iterative key derivation) and com-
pletely different from ours.

6. SECURITY

In this section, we sketch the proof of security (completeness
and soundness defined in Section 3.1). Note that in the proof
below, each “assigned node” corresponds to an “assigned key”
in the key assignment algorithms, because of the one-to-one
correspondence between the keys and the graph nodes.

THEOREM 1. The proposed schemes satisfy the complete-
ness requirement.

ProoF. This is because of the nature of the graph-based
key derivation technique: A user is assigned the secret keys
to access a small number of graph nodes, and then he or she
can derive the decryption keys for all the nodes (or cells)
that are reachable from any of the assigned nodes. From our
proposed graph constructions, it is straightforward to show
that the reachable nodes cover all the user’s authorized cells.
Hence, the completeness requirement is satisfied. [

THEOREM 2. The proposed schemes satisfy the soundness
requirement.

PROOF. It was proved that [4], under the graph-based key
derivation framework, no coalition of users can recover a key
(or distinguish a random key from the actual key) outside of



the nodes reachable from their assigned nodes. The security
of the framework is based on the security of pseudo-random
functions (secure symmetric encryption schemes are also re-
quired if the key indistinguishability requirement needs to be
satisified). Since our graph construction algorithms already
guarantee that the reachable nodes cover no more than their
authorized cells, the soundness requirement is satisfied. []

7. CONCLUSION AND FUTURE WORK

In a practical sense the results we give in this paper put to
rest the orthogonal range case because, although they are
off from optimal space by a factor of log* N, that factor
is practically always less than or equal 5 (as long as N <
205:536 wwhich in practice means always). We believe it will
be hard to get rid of the log* N without an increase of more
than 5 in the constant factor hiding behind the “big oh”
notation. Future work will extend our scheme to arbitrarily
shaped authorized regions, possibly with holes to capture
the necessity of excluding sensitive geographic regions (e.g.,
military or critical infrastructures).
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