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What is Symbolic Analysis

Static analysis considers all paths are feasible
Dynamic considers one path or a number of paths
Symbolic analysis reasons about path feasibility

Much more precise
Scalability is an issue

A lot of applications
Input generation
Vulnerability detection/Fuzzing
Verification
Many many others
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An Example

1:     x=input()
2:     if (x>0) 
3:      y=…;
4:     else 
5: y=…;
6:     if (x>10)
10:      z=y 
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Basic Idea

Explore individual paths in the program; models the 
conditions and the symbolic values along a path to a 
symbolic constraint; a path is feasible if the 
corresponding constraint is satisfiable (SAT)
Similar to our per-path static analysis, a worklist is 
used to maintain the paths being explored
Upon a function invocation, the current worklist is 
pushed to a stack and a new worklist is initialized for 
path exploration within the callee
Upon a return, the symbolic value of the return 
variable is passed back to the caller
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Another Example

1:     x=input()
2:     if (x>0) 
3:      y=…;
4:     else 
5: y=…;
6:     t= f (x)
7:     if (t>0)
8:       z=y 

10:   f (k) {
11:     if (k<=-10)   
12:           return  k+10;
13:     else 
14:           return k;
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Language
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Definitions
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Symbolic Execution Semantics
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Symbolic Execution Semantics
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Symbolic Execution Semantics

{ }
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A More Realistic Example
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Constraints
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Technical Challenges

How to encode a program to constraints
Arrays, loops, heap, strings

How to solve constraints
Propositional logic and SAT/SMT solving


