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Predicate Abstraction



Predicate Abstraction

@ Extract a finite state model from an infinite
state system

@ Used to prove assertions or safety properties

1@ Successfully applied for verification of C
programs
* SLAM (used in windows device driver verification)
* MAGIC, BLAST, F-Soft



Example for Predicate Abstraction

+ p, < i=0 J —
p, < even(i) | ==

C program Predicates Boolean program

[Graf, Saidi '97]
[Ball, Rajamani ’01]



Computing Predicate Abstraction

@ How to get predicates for checking a given
property?

@ How do we compute the abstraction?

4 @ Predicate Abstraction is an over-

approximation

*How to refine coarse abstractions



Counterexample Guided Abstraction
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Spurious counterexample




Example

Example ( ) {

1: do{
lock();
old = new;
qd = g->hext;
2: i1IT (g "= NULL){
3: g->data = new;
unlock();
new ++;
¥
H44: } while(new = old);
5 unlock ();
return;




What a program really is..

State
Transition
. - @
pc 3 3: unlock(); pc 4
lock ) new++: lock Hg)
old —5 Zl'}- old —
new —5 B o new — 6
q - 0x133a q - 0x133a
Example ( ) {
1: do{
lock(Q);
old = new;
g = g->next;
D if (g !'= NULL){
3: g->data = new;
unlock();
new ++;
}

4: } while(new != old);
5: unlock O;
return;}



The Safety Verification Problem

| Error

Safe

Initial

Is there a path from an initial to an error state ?
Problem: Infinite state graph
Solution : Set of states ' logical formula




Idea 1: Predicate Abstraction
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— T ./. _:\ﬁ*/_I fock

old = new

1
.

_ 1 @ States satisfying same predicates
T *\ T ¢ are equivalent
L ®
Tt
-

°o——o * Merged into one abstract state

*
Ve
i
A |
T \ 2 /; @ #abstract states is finite
L




I Abstract States and Transitions

State
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Abstraction
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Existential Approximation
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new++;
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Abstraction
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Analyze Abstraction

Analyze finite graph

Over Approximate:
Safe => System Safe

U4 94EM IJOUS LY >

Problem
Spurious counterexamples




Idea 2: Counterex.-Guided Refinement

Solution
Use spurious counterexamples
to refine abstraction |




Idea 2: Counterex.-6Guided Refinement

Solution
Use spurious counterexamples
to refine abstraction

1. Add predicates to distinguish
states across cut
2. Build refined abstraction
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Iterative Abstraction-Refinement

Solution
Use spurious counterexamples
to refine abstraction

[
T f 1. Add predicates to distinguish
g states across cut
1\, 2. Build refined abstraction
_f.:ﬂ;I» -eliminates counterexample
/ 3. Repeat search

Till real counterexample
or system proved safe

HIUIDUL DAEMJOUS LY >D

urshan et al 93] [Clarke et al 00]
all-Rajamani 01]



Build-and-Search

Example () {

1: do{

lock();

old = new;

g = g->next;

it (g = NULL){
g->data = new;
unlock();
new ++;

} o

4:twhile(new = old);

5: unlock ();

+

1 ' LOCK

W N

Predicates: Lock




Build-and-Search

Example ( ) {

1: do{
lock(Q);
old = new;
g_= g->next; lock() 1| ! LOCK
2:  @f (g 1= NULL){ old=new [ @
3: g->data = new; g=g->next
unlock(); 2 LOCK

new ++;

} -]
4:3while(new != old);
5: unlock QO;
ks

1—4—2

Predicates: Lock




Example () {

1: do{
lockQ;
old = new;
g_= g->next;

Build-and-Search

2: if (g '= NULL){

3 g->data = new;
unlock(Q);
s [q!=NULL]
3 |
4:-Iwhile(new 1= old); 3

5: unlock QO;
¥

1—1-2—13

Predicates: Lock

1| !LOCK

\4 ‘

2 LOCK
LOCK



Build-and-Search

Example ( ) {

1: do{
lock();
old = new;
q = g->next; 1| !'LOCK
if (g !'= NULL){ | ®
g->data = new;
unlock(); 2 LOCK
new ++;
t =5ty
4: e(new = old);
5: gn:ocﬁ O; ) g->data = new |3 LOCK
3 unlock() (:)
' new++ ;
4 I LOCK

Wb

142+

Predicates: Lock




Build-and-Search

Example () {

1: do{
lock(Q);
old = new;
oS Gt 1 ! LOCK
2. if (q != NULL){ T @
3: g->data = new;
unlock(); 2 HOoLK
new ++;
} ]
< 4:3while(new != old);
4 5: unfock Q); 3 e
¥ O
4 | LOCK
[new==old] |
5| !LOCK
5
f
I
4
i
142 —1]3

Predicates: Lock



Build-and-Search

Example ( ) {

1: do{
lock(Q);
old = new;
e 1| ' LOCK
2:  if (q '= NULL){ ! @
3: g->data = new;
unlock(); 2 LOCK
new ++;
h}l ( ! 1d) |
4:twhile(nhew = 0O >
5: unlock (); S HOCK
13 . O
' 4 | LOCK
\ 4
5 | LOCK
S
1 unlock() (:)
? | LOCK
11213

Predicates: Lock




Analyze Counterexample

Example ( ) {

1: do{

lock();

old = new;

q = gq->next;

if (g = NULL){

W N

unlock();
new ++;

}

4:3while(new != old);

5: unlock (;
by

W01

1—4—2 14—

Predicates: Lock

g->data = new;

1| ' Lock
\4 ‘
2| Lock
LOCK
| LOCK
| LOCK
| LOCK

lock(Q
old = new
g=g->next

[q!=NULL]

g->data = new
unlock()
new++

[new==0ld]

unlock()



Analyze Counterexample

Example ( ) {

1: do{

lock();

old = new;

g = g->next;

it (g = NULL){

W N

unlock();
new ++;

}

4:}while(new = old);

5: unlock ();
+

W01

1—4—2 4

Predicates: Lock

g->data = new;

1| : LOCK
v ‘
2 LOCK
LOCK
: LOCK
: LOCK
: LOCK

old = new
new++
[new==0ld]

Inconsistent

new == old



Repeat Build-and-Search

Example () {

1: do{

lock();

old = new; _

q = g->next: 1| : LOCK

it (g = NULL){
g->data = new;
unlock();
new ++;

} ]

4:twhile(new = old);

5: unlock ();
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Predicates: Lock, new==old




Repeat Build-and-Search

Example () {

1: do{
lock(Q);
old = new;
g _=_g->next; 1| ! LOCK
2: if (g = NULL){ ‘ lockO)
3: g->data = new; 1 -
unlock(); LOCK , new==old 2 old = new

+
4:}while(new = old);
5: unlock QO;

}

— _>2

Predicates: LockK, new==old




Repeat Build-and-Search

Example () {

1: do{
lock(Q);
old = new;
q = g->next; 1] ! LOCK
if (g !'= NULL){ ‘
g->data = new;
unlock(Q); LOCK , new==old 2
new ++;
et Iy
4:wnile(new = o ; -
5: unlock Q); LOCK , new==old | 3 g->data = new
} O | unlockQ
4 new++
I LOCK , ! new = old
41;
L o3

Predicates: LockK, new==old




Repeat Build-and-Search

Example () {
1: do{
lock();
old = new;
q = g->next;
if (g '= NULL){ ‘
g->data = new;
= unlock(Q); LOCK , new==old 2
new ++;
1

S 4:Jwhile(new = old); ::
4 52 unfock Q; LOCK , new==old | 3

2 O .

| LOCK , ' new =old | 4

x//. [new==0ld]

1] ! LOCK

W N

1

=

Predicates: LockK, new==old



Repeat Build-and-Search

Example () {

1: do{

lock();

old = new;

q = g->next;

it (g = NULL){ ‘
g->data = new;
unlock(Q); LOCK , new==old 2
new ++;

}

1| !'LOCK

W N

S 4:Jwhile(new = old); ::
4 52 unfock Q; LOCK , new==old | 3

: O

I LOCK , I new=old | 4

K/% [new!=0ld]

I LOCK,
N ! new == old

»I
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Predicates: LockK, new==old



Repeat Build-and-Search

Example () {

1: do{

lock();

old = new;

g = g->next;

it (g = NULL){

W N

unlock();
new ++;

}

4:}while(new = old);

5: unlock ();

g
«~1— 5,4
a1, 4
< |
L3

g->data = new;

1 ' LOCK

LOCK , new==o0ld 2

LOCK , new==old | 3 SA FE
O
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I LOCK , I new=old | 4 4| LocK . new=old
y
1 5
| LOCK, v
I new == old

I LOCK , new==old

Predicates: LockK, new==old



Another Example

- skip;
- skip;
: 1T (%)

Abstract

It OO

}
}

C program No predicates
available currently




Checking the abstract model

yes

B




- assume(x == i-1)
- assume (y 1= 1)

Concrete trace



Refinement

: X = ctr;
>y = ctr + 1;
- assume(X == 1-1)

- assume (Y = 1)

spurious Counterexample Initial abstraction



Refinement

- X = CLil > skip;
:y = ctr + 1; - SKEER
. assume(x == i-1) - 1T ()

- assume (y 1= 1) " 1T (b0){

}
}

boolean b0 : y =i




Refinement

> X = ctr; - skip;
-y = ctr + 1; - SKIES
. assume(x == i-1) : 1f (b1){

- assume (y 1= 1) > 1T (b0){

}
}

boolean b0 : y =1

boolean bl : x==1i-1



Weakest Preconditions

P(P, OP) [WP(P, OP)]
eakest formula 7 s.t.
OP

if 7~ is true before OP
then Pis true after OP

[P]




Weakest Preconditions

P(P, OP) [WP(P, OP)]
eakest formula 7 s.t.
if 7 is true before OP ‘[OP
then Pis true after OP

[P]

Ple/X] new+1 = old

ASsIgn J l new = new+1
X=e

) new = old




Refinement

ctr+11! =

- X = Gl - skip;

-y = ctr + 1; - b0 = b2;

- assume(X == 1-1) - 1T (b1){

- assume (y 1= 1) - 1F (b0){

}
}

boolean b0 : y =1

boolean bl : x==i-1



Refinement

boolean b2 :ctr+ 1! =|

boolean b3: ctr ==1 -1

- X = cliln 1: bl b3;
- Yy = ctris b0 b2:;

2: = .
- assume(x == 1-1) 3: 1T (b1){
4z

if (b0O){

- assume (Y = 1)

}
}

boolean b0 : y =1

boolean bl : x==i-1



Refinement

boolean b2 :ctr+ 1! =|

boolean b3: ctr ==1 -1

- bl = b3;
- b0 = b2;
- 1T (b1){

1T (bO){

}
}

boolean b0 : y =1

boolean bl : x==i-1



Tools for Predicate Abstraction of
- c

@ SLAM at Microsoft

* Used f%r verifying correct sequencing of function calls in windows
device drivers

@ MAGIC at CMU

* Allows verification of concurrent C programs
* Found bugs in MicroC OS

@ BLAST at Berkeley

* Lazy abstraction, interpolation

@ SATABS at CMU

. ComEu’res predicate abstraction using SAT
* Can handle pointer arithmetic, bit-vectors

@ F-Soft at NEC Labs

* Localization, register sharing
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