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Analysis of the Heap

! Thus far, we have focussed on control and dataflow 
properties of programs:

" dataflow analysis approximates, constructs, or 
derives program properties based on a programÕs 
control and dataflow.

! What about the heap?

" How do we approximate properties of heap-
allocated data structures?

! Points-to analysis:

" Useful for detecting sharing and aliasing
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Shape Analysis
! Obtain a finite representation of the shape of the 

program heap at different program points.

" Consider a language with pointers and 
references.

! Utility:

" Aliasing and sharing.
! Can be used for more efficient code generation.

" Inlining, constant-folding, method dispatch, etc.

! Identify possible null-pointer dereferences.

! Program verification:

" reverse transforms a non-cyclic list to a non-cyclic list.
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Pointer Analysis
! Goal: what objects can a pointer point-to?

! Statically undecidable in general.

" What are good approximations?

! Can be used to infer aliases:

" if a points to b, and b points to c, then:

! {<*a,b>, <*b,c>} ==> {<**a,c>} and thus **a and *b are aliases

! Fundamentally an interprocedural analysis:

" A pointer variable can be supplied as arguments or returned as a result from 
a procedure.

" Flow-insensitive vs. flow-sensitive

" context-sensitivity?

" shape analysis?

" field sensitivity?
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Strategies

! Example:

! Flow-insensitive, equality-based:
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p = malloc();
q = malloc()
fp = &p;
fp = &q;
... = *fp;

Figure 1 A Brief History of Pointer Analysis [33] Ñ focus on scalabilit y and precision

Eq ualit y -based Subset-based Flo w-sensitiv e
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¥ Weihl [32]
1980: < 1 KLOC
Þrst paper on pointer analysis

¥ Steensgaard[31]
1996: 1+ MLOC
Þrst scalable pointer analysis

¥ Andersen [1]
1994: 5 KLOC

¥ F¬ahndrich et al. [7]
1998: 60 KLOC

¥ Heintze and Tardieu [11]
2001: 1 MLOC

¥ Berndl et al. [2]
2003: 500 KLOC
Þrst to use BDDs

¥ Choi et al. [5]
1993: 30 KLOC

C
on

te
x

t-
se

ns
iti

v
e

¥ F¬ahndrich et al. [8]
2000: 200K

¥ Whaley and Lam [35]
2004: 600 KLOC
cloning-based BDDs

¥ Landi and Ryder [19]
1992: 3 KLOC

¥ Wilson and Lam [37]
1995: 30 KLOC

¥ Whaley and Rinard [36]
1999: 80 KLOC

Horwitz [16]: Even ßow-insensitive problem is NP-hard

Chakaravarthy [3]: Cannot even get a good approximation
(within a constant factor) unless P=NP

1.2 Axes of Precision

less precise more precise
equivalence subset/inclusion

ßow-insensitive ßow-sensitive
context-insensitiv e context-sensitiv e

Consider the following example [33]:

p = malloc();
q = malloc();
fp = &p;
fp = &q;
... = *fp;

What does the points-to graph look lik e at the end of the
snippet? Depends on what analysis you do:

ßow-insensitive,
equality-based, eg
Steensgaard[31]

p

q

heap1

heap2
fp

ßow-insensitive,
subset-based, eg
Andersen [1]

fp

p

q

heap1

heap2

ßow-sensitive

fp

p

q

heap1

heap2

Another example, for context-sensitivit y [33]:

id (x) { return x; }
foo() {

a = malloc();
a = id(a);

}
bar() {

b = malloc();
b = id(b);

}

dotted lines are
spurious edges
added by context-
insensitivit y

a heap1

heap2b
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Equality-based Analyses

! Example:
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x = &a;
y = &b;
p = &x;
p = &y;

2 Steensgaard [31] Example

Consider the following program:

1. x = &a;
2. y = &b;
3. p = &x;
4. p = &y;

2.1 Intuitive formulation [29]

Now weÕllconstruct the points-to graph for this program
using the Steensgaardapproach asformulated by Ryder [29].

First three statements are easy:
x = &a;

x a

y = &b;

y b

x a

p = &x;

y b

p x a

Last statement takes more e! ort to process:
p = &y;

add edge

p

x

y

a

b

collapse x and y

x

y
b

a

p

collapse a and b

x

y

a

b
p

Resulting points-to graph over-approximates:

points-to graph

p

x

y

a

b

Why do we have to do this collapsing? It seems that the
analysis would be linear in the size of the program if we
didnÕtdo collapsing. The issuesis statements lik e a=b; see
the example of AndersenÕsanalysis below for why these in-
tro duce more complexit y.

2.2 Type-based formulation [6]

First we assign each variable its own type:

¥ x : t1

¥ y : t2

¥ a : t3

¥ b : t4

¥ p : t5

Then we construct the initial constraints:
1. x = &a; t1 = ref(t3 ! )
2. y = &b; t2 = ref(t4 ! )
3. p = &x; t5 = ref(t1 ! )
4. p = &y; t5 = ref(t2 ! )

Now we solve/unify the constraints. First we see:

t5 = ref(t1 ! ) = ref(t2 ! )

So we merge t1 and t2 into t1. The world looks lik e this:

¥ x : t1

¥ y : t1

¥ a : t3

¥ b : t4

¥ p : t5

¥ t1 = ref(t3 ! )
¥ t1 = ref(t4 ! )
¥ t5 = ref(t1 ! )

Next we see:

t1 = ref(t3 ! ) = ref(t4 ! )

So we merge t3 and t4 into t3. The world looks lik e this:

¥ x : t1

¥ y : t1

¥ a : t3

¥ b : t3

¥ p : t5

¥ t1 = ref(t3 ! )
¥ t5 = ref(t1 ! )

WeÕredone solving. The storage shape graph is:

t5 t1 t3

If we expand that to a points-to graph we get:

p

x

y

a

b
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Type-based Formulation

! Running example:

! Assign each variable a type (x:t1,y:t2,a:t3,b:t4,p:t5)

! Construct initial constraints:
" x = &a;   t1 = ref(t3)

" y = &b;   t2 = ref(t4)

" p = &y;   t5 = ref(t1)

" p = &y;   t5 = ref(t2)
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x = &a;
y = &b;
p = &x;
p = &y;



Type-based formulation(cont)
! Solve and unify the constraints:

" t4 = ref(t1) = ref(t2)

! Merge t1 and t2 into t1:

" x: t1, y: t1, a: t3, b:t4, p: t5

" t1 = ref(t3), t1 = ref(t4), t5 = ref(t1)

! Repeat the process:

" t1 = ref(t3) = ref(t4)

! Merge:

" t1 = ref(t3), t5 = ref(t1)
8



Strategies

! Example:

! Flow-insensitive, subset-based:
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q = malloc();
fp = &p;
fp = &q;
... = *fp;

Figure 1 A Brief History of Pointer Analysis [33] Ñ focus on scalabilit y and precision

Eq ualit y -based Subset-based Flo w-sensitiv e

C
on

te
x

t-
in

se
ns

iti
v

e

¥ Weihl [32]
1980: < 1 KLOC
Þrst paper on pointer analysis

¥ Steensgaard[31]
1996: 1+ MLOC
Þrst scalable pointer analysis

¥ Andersen [1]
1994: 5 KLOC

¥ F¬ahndrich et al. [7]
1998: 60 KLOC

¥ Heintze and Tardieu [11]
2001: 1 MLOC

¥ Berndl et al. [2]
2003: 500 KLOC
Þrst to use BDDs

¥ Choi et al. [5]
1993: 30 KLOC

C
on

te
x

t-
se

ns
iti

v
e

¥ F¬ahndrich et al. [8]
2000: 200K

¥ Whaley and Lam [35]
2004: 600 KLOC
cloning-based BDDs

¥ Landi and Ryder [19]
1992: 3 KLOC

¥ Wilson and Lam [37]
1995: 30 KLOC

¥ Whaley and Rinard [36]
1999: 80 KLOC

Horwitz [16]: Even ßow-insensitive problem is NP-hard

Chakaravarthy [3]: Cannot even get a good approximation
(within a constant factor) unless P=NP

1.2 Axes of Precision

less precise more precise
equivalence subset/inclusion

ßow-insensitive ßow-sensitive
context-insensitiv e context-sensitiv e

Consider the following example [33]:

p = malloc();
q = malloc();
fp = &p;
fp = &q;
... = *fp;

What does the points-to graph look lik e at the end of the
snippet? Depends on what analysis you do:

ßow-insensitive,
equality-based, eg
Steensgaard[31]

p

q

heap1

heap2
fp

ßow-insensitive,
subset-based, eg
Andersen [1]

fp

p

q

heap1

heap2

ßow-sensitive

fp

p

q

heap1

heap2

Another example, for context-sensitivit y [33]:

id (x) { return x; }
foo() {

a = malloc();
a = id(a);

}
bar() {
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Subset-based (inclusion)

! Example:
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q = &x;
q = &y;
p = q;
q = &z;

3 Andersen [1] Example [29]

Consider the following program:

1. q = &x;
2. q = &y;
3. p = q;
3. q = &z;

First two statements are easy:

q = &x;

q x1

q = &y;

q

x1

y

2

Third statement. Seeall the things q points to, and make
p point to them as well. Add in dotted line, to remind us
pts(q) ! pts(p).

p = q;

q

x
1

y2 p

3

3

Fourth statement. Add in q " z edge.

q = &z;

q

x

1

y2

z

4

p

3

3

But dotted line reminds us that pts(q) ! pts(p). So we need
to add p " z edgeaswell. This is the extra work that makes
AndersenÕsanalysis more expensive. In a Steensgaardstyle
analysis we would have collapsed x and y at the second
statement, and then we wouldnÕthave to worry about this
extra work (although we would lose precision).

q = &z;

q

x

1

y2

z

4 p

3

3

4

Andersen is O(n3).

Steensgaardis said to be equality-based,eg: pts(q) = pts(p).
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Subset-based (inclusion)
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Subset constraint (dotted line) indicates 
that an edge must be established 
between p and z as well.

What is the running-time complexity of 
these two analyses?



Shape Analysis Syntax

12

Synta x of the pointer language
a ::= p | n | a1 op a a2 | ni l

p ::= x | x.sel

b ::= tr ue | fa ls e | not b | b1 op b b2 | a1 op r a2 | op p p

S ::= [p:= a]! | [skip ]! | S1; S2 |
if [b]! th en S1 el se S2 | whil e [b]! do S |
[malloc p]!

Ex ample
[y:= nil ]1;
while [not is- nil ( x)] 2 do

([ z: =y]3; [y:= x]4; [x:= x.cdr ]5; [y.cdr:=z ]6);
[z:= nil ]7
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Reversal (heap structure at 
different iterations of the loop)

13

Rev ersal of a list

0:

x !
!
"

#
$! 1 !cdr !

"
#
$! 2 !cdr !

"
#
$! 3 !cdr !

"
#
$! 4 !cdr !

"
#
$! 5 !cdr !

y ! !

z
1:

x !
!
"

#
$! 2 !cdr !

"
#
$! 3 !cdr !

"
#
$! 4 !cdr !

"
#
$! 5 !cdr !

y !
!
"

#
$! 1 !cdr !

z ! !

2:

x !
!
"

#
$! 3 !cdr !

"
#
$! 4 !cdr !

"
#
$! 5 !cdr !

y !
!
"

#
$! 2 !cdr !

"
#
$! 1 !cdr !

z
"

3:

x !
!
"

#
$! 4 !cdr !

"
#
$! 5 !cdr !

y !
!
"

#
$! 3 !cdr !

"
#
$! 2 !cdr !

"
#
$! 1 !cdr !

z
"

4:

x !
!
"

#
$! 5 !cdr !

y !
!
"

#
$! 4 !cdr !

"
#
$! 3 !cdr !

"
#
$! 2 !cdr !

"
#
$! 1 !cdr !

z
"

5:

x ! !
y !

!
"

#
$! 5 !cdr !

"
#
$! 4 !cdr !

"
#
$! 3 !cdr !

"
#
$! 2 !cdr !

"
#
$! 1 !cdr !

z
"
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Analysis

! To analyze data structures of this form, develop an 
approximation to the actual runtime structure of the 
heap.

! Approach:

" First, develop a semantics that describes changes to 
the heap as the program executes.

" Second, develop a conservative approximation to this 
semantics.

" The approximate state of the heap at different 
program points is the result of the analysis.

14



Semantics

15

St ructural Op erat ional Sema ntic s

A conÞ gurat ions consists of

¥ a sta te ! ! Stat e = Var " " ( Z + Lo c + { #} )

mapping variable s to value s, lo cations (in the heap) or the nil -value

¥ a heap H ! Heap = ( Lo c $ Sel) " Þn ( Z + Lo c + { #} )

mapping pairs of lo cations and select ors t o values, lo cations in t he
heap or the ni l-v alue
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Defining Pointers

16

Pointer expressions

! : PExp ! ( Stat e " Heap ) ! Þn ( Z + { #} + Lo c)

is deÞned by

! [[x]]( " , H ) = " ( x)

! [[x.sel ]]( " , H ) =

!
""#

""$

H ( " ( x) , sel )
if " ( x) $ Lo c and H is deÞned on ( " ( x) , sel )

unde Þned other wise

Ar ithm et ic and boolean expressions
A : AExp ! ( Stat e " Heap ) ! Þn ( Z + Lo c + { #} )

B : BExp ! ( Stat e " Heap ) ! Þn T
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Assignment and Selection

17

St atements

Clauses fo r assignments:

! [x:= a]! , " , H " # ! " [x $# A [[a]]( " , H )] , H "

if A [[a]]( " , H ) is deÞned

! [x.sel := a]! , " , H " # ! " , H [( " ( x) , sel ) $# A [[a]]( " , H )] "

if " ( x) %Lo c and A [[a]]( " , H ) is deÞned

Clauses fo r mallo c:

! [malloc x]! , " , H " # ! " [x $# #], H "

where # do es not occur in " or H

! [malloc ( x.sel )] ! , " , H " # ! " , H [( " ( x) , sel ) $# #]"

where # do es not occur in " or H and " ( x) %Lo c
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Shape Graphs

18

Shape gr aphs

The ana lysis wil l op erate on shap e graphs ( S, H, is) consist ing of

¥ an abst ract st ate, S,

¥ an abst ract heap, H, and

¥ sharing inf orm ation, is, fo r t he abst ract lo cations.

The no des of the shape gr aphs are abst ract lo cations :

AL oc = { nX | X ! Var ! }

Not e: t here will only be Þni t ely many abstract lo cat ions
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Example

19

Example

In the semantics:

x !
!

"

#

$
! 3

!cdr !

"

#

$
! 4

!cdr !

"

#

$
! 5

!cdr !

y !
!

"

#

$
! 2

!cdr !

"

#

$
! 1

!cdr !

z
"

In the analysis:

x ! n{ x} !cdr n"

% &

'
#

cdr

y ! n{ y} !cdr n{ z}

z
"

Abstract Locations

The abstract location nX represents
the location " (x) if x # X

The abstract location n" is called the
abst ract sum mary lo cation : n" rep-
resents all the locations that cannot
be reached directly from the state
without consulting the heap

Inva rian t 1 If two abstract locations
nX and nY occur in the same shape
graph then either X = Y or X $ Y = "
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Ex ample

In the sem antics:

x !
!

"

#

$
! 3

!cdr !

"

#

$
! 4

!cdr !

"

#

$
! 5

!cdr !

y !
!

"

#

$
! 2

!cdr !

"

#

$
! 1

!cdr !

z
"

In the analysi s:

x ! n{ x} !cdr n"

% &

'
#

cdr

y ! n{ y} !cdr n{ z}

z
"

Abstract Lo cations

The abst ract lo cat ion nX represent s
the location " ( x) if x # X

The abst ract lo cat ion n" is calle d the
abst ract sum mary lo cation : n" rep-
resents all the lo cations t hat cannot
be reac hed dire ctly fr om the stat e
without consulting the heap

Inva rian t 1 If t wo abstract lo cat ions
nX and nY occur in the same shape
graph the n eit her X = Y or X $ Y = "
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Abstract States and Heaps

20

Abstract stat es and heaps

S ! AS t at e = P ( Var ! " AL oc) abst ract st ates

H ! AH eap = P ( A Lo c " Sel " AL oc) abst ract heap

x ! n{ x} !cdr n#

! "

#
"

cdr

y ! n{ y} !cdr n{ z}

z
#

Inva rian t 2 If x is mapp ed to nX by
the abstract sta te S then x ! X

Inva rian t 3 Whe never ( nV , sel , nW )
and ( nV , sel , nW $) are in the abstract
heap H then eithe r V = # or W = W $
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List Reversal (after successive 
iterations)

21

Rev ersal of a list

0: x ! n{ x} !cdr n!

! "

#
"

cdr

1:
x ! n{ x} !cdr n!

! "

#
"

cdr

y ! n{ y}

2:

x ! n{ x} !cdr n!

! "

#
"

cdr

y ! n{ y} !cdr n{ z}

z
#

3:

x ! n{ x} !cdr n!

y ! n{ y} !cdr n{ z}

$ cdr

z
#

4:

x ! n{ x}

y ! n{ y} !cdr n{ z}

$ cdr

n!

! "

#
"

cdr

z
#

5: y ! n{ y} !cdr n{ z}

$ cdr

n!

! "

#
"

cdr

z
#
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Sharing

22

Shari ng in the heap

x !
!

"

#

$
! 1

!cdr !

"

#

$
! 2

!cdr !

"

#

$
! 3

" cdr
!

"

#

$
! 4

" cdr
!cdr !

!

"

#

$
! 5y !

x !
!

"

#

$
! 1

!cdr !

"

#

$
! 2

!cdr !

"

#

$
! 3

" cdr
!

"

#

$
! 4

!cdr !cdr !
!

"

#

$
! 5

y
#

Give rise to t he sam e shap e graph:

x ! n{ x} !cdr n"

% &

'
"

cdr

y ! n{ y} $ cdr

is: t he abst ract lo cat ions t hat might
be shared due t o point ers in t he
heap:
nX is incl uded in is if it m ight repre-
sents a lo cation t hat is t he ta rget of
mo re t han one point er in t he heap
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Examples

23

Ex ample s: shari ng in t he heap

x !
!

"

#

$
! 1

!cdr !

"

#

$
! 2

!cdr !

"

#

$
! 3

" cdr
!

"

#

$
! 4

" cdr
!cdr !

!

"

#

$
! 5y !

x ! n{ x} !cdr n"

% &

'
"

cdr

y ! n{ y} # cdr

x !
!

"

#

$
! 1

!cdr !

"

#

$
! 2

!cdr !

"

#

$
! 3

" cdr
!

"

#

$
! 4

!cdr !cdr !
!

"

#

$
! 5

y
$

x ! n{ x} !cdr n"

% &

'
"

cdr

y ! n{ y} # cdr

x !
!

"

#

$
! 1 !

!

"

#

$
! 2

cdr

!cdr !

"

#

$
! 3

!cdr !

"

#

$
! 4

" cdr
!cdr !

!

"

#

$
! 5

y
$

x ! n{ x}

" cdr

n"

% &

'
"

cdr

y ! n{ y} # cdr
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Sharing Invariants

24

Shari ng info rmat ion

The implic it sharing info rma tion of the abstrac t heap must be consist ent
with the explic it sharing inf orm ation:

x ! n{ x}

" cdr

n!

! "
#"
cdr

y ! n{ y} # cdr

Inva rian t 4 If nX " is then either
¥ ( n! , sel , nX ) is in t he abstract heap fo r

some sel , or
¥ there are two dist inct tripl es ( nV , sel1, nX )

and ( nW , sel2, nX ) in t he abst ract heap

Inva rian t 5 Whe never ther e are t wo distinc t
triple s ( nV , sel1, nX ) and ( nW , sel2, nX ) in the
abst ract heap and X #= ! then nX " is
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