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Mutual Exclusion

Given a collection of concurrently running threads, how do
we guarantee a thread exclusive access to a resource?

- Disable interrupts.

' Prevents timer interrupts from triggering scheduling
decisions

- What are the limitations of this approach?
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Software Approaches

" First approach:

int flag;

void enter region(int process) {
while ( flag == 1 );
flag = 1;

}

void leave region(int process) {
flag = 0;
}

What's wrong with this solution?
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Alternation

int turn;

void enter region(int process) {
while ( turn != process ) ;

}

void leave process(int process)
int other = 1 - process;

turn = other;

What’s wrong with this approach?
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Software Approaches

Dekker!s algorithm (modibed by Peterson 1981)

int turn;
int interested[2];

void enter region(int process) {
int other;

other = 1 - process;

interested[process] = TRUE;

turn = process;

while ( turn == process && interested[other] == TRUE ) ;

}

void leave region(int process) {
interested[process] = FALSE;

}
Setting turn to the entering pid releases the other process from the while loop.
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Bakery Algorithm

Each process has an id. |ds are ordered.

Before entering a critical section, process
receives a number.

- holder of the smallest number enters

Tie break is done using process id
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Bakery Algorithm

1 var choosing: shared array[0..n-1] of boolean;
number: shared array[0..n-1] of integer;

repeat
choosing[i] := true;
number[i] := max(number[0],number[l],...,number[n-1]) + 1;
choosing[i] := false;
for j := 0 to n-1 do begin
while choosing[j] do (* nothing *);
while number[j] <> 0 and
(number[j], J) < (number([i],i) do
(* nothing *);
end;
(* critical section ¥*)
number[i] := 0;
(* remainder section *)
until false;

choosing][i] is true if Pi is choosing a number. number]i] holds this number, and is 0 if Pi is not
trying to enter.

why is choosing necessary?
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Hardware Approaches

Test and Set

int flag;

void enter region(int process) { int test and set(int lock) {
int my flag = test and set(flag); int old;

while ( my flag == 1 ) old = lock;
my flag = test and set(flag); lock = 1;
} return old

void leave region(int process) {
flag = 0;
}
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Hardware Approaches

'~ Compare and Swap

- Three operands:

' a memory location (V)
' an expected old value (A)
' new value (B)

- Processor automatically updates location to new value
If the value stored is the expected old value.

- Using this for synchronization:

' read a value A from location V
' perform some computation to derive new value B
' use CAS to change the value of V from Ato B
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Compare and Swap

public class SimulatedCAS {
private int value;

public synchronized int getValue() { return value; }

public synchronized int compareAndSwap(int expectedValue, int newValue) {
int oldValue = value;
if (value == expectedValue)
value = newValue;
return oldValue;

}
}

Lock-free counter:

public class CasCounter {
private SimulatedCAS value;

public int getValue() {
return value.getValue();
}

public int increment() {
int oldValue = value.getValue();
while (value.compareAndSwap(oldValue, oldValue + 1) != oldValue)
oldValue = value.getValue();
return oldValue + 1;

}
}
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Lock-free algorithms

' An algorithm Is said to be wait-free If every
thread makes progress in the face of arbitrary
delay (or even failure) of other threads.

' An algorithm is said to be lock-free if some
thread always makes progress.

- permits starvation

' An algorithm is said to be obstruction-free if at
any point, a single thread executed in isolation
for a bounded number of steps will complete.

11
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Lock freedom

' Avoids priority inversion

' Avoids convoying: a process holding a lock is
descheduled (e.qg., page fault, I1/O, timer interrupt)

' Avoids deadlock
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Stack

' A stack is made up of linked cells.

' Last cell of the stack always points to NULL.

structure cell {
next: a pointer to next cell structure lifo {
value: any data type top: a pointer to a cell

}

' QOperations: lifo-init, lifo-push, lifo-pop
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First attempt

Why Is this wrong?

lifo-push (If: pointer to lifo, cl: pointer to cell)
Al: cl->next = If->top # set the cell next pointer to top of the lifo
A2: If->top = cl # set the top of the lifo to cell
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Using atomic operations

lifo-push (If: pointer to lifo, cl: pointer to cell)
B1: loop
B2: cl->next = If->top # set the cell next pointer to top of the lifo
B3: if CAS (&lf->top, cl->next, cl) # try to set the top of the lifo to cell
B4 break
B5: endif
B6: endloop
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Using atomic operations

lifo-pop (If: pointer to lifo): pointer to cell
C1: loop
C2: head = If->top # get the top cell of the lifo
Cs3: if head == NULL
C4. return NULL # LIFO is empty
C5: endif
Cé6: next = head->next # get the next cell of cell
C7: if CAS (&If->top, head, next) # try to set the top of the lifo to the next cell
C8: break
Co: endif
endloop
return head
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The ABA problem

' What happens if the contents of memory appear
to have not changed when in fact they have?
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Solution

' Keep a count of the cells popped from the stack:

structure lifo {
top: a pointer to a cell
ocount: total count of pop operations

' Two locations must be atomically updated:

- the top of stack
- the count of pops

CS390C: Principles of Concurrency and Parallelism




Extend Compare-and-Swap
' CAS2 (mem, old1, old2, newl, new?2)

- available on Pentium and x86 processors

- 64-bit processors running in 32 bit applications

lifo-pop (If: pointer to lifo): pointer to cell
SC1: loop
SC2: head = If->top
SC2: oc = If->ocount
SCa3: if head == NULL
SC4. return NULL
SCb: endif
SC6: next = head->next
SCT7: if CAS2 (&If->top, head, oc, next, oc + 1)
SCa: break
SCo: endif
SC10: endloop
SC11: return head

# get the top cell of the lifo
# get the pop operations count

# LIFO is empty

# get the next cell of cell
# try to change both the top of the lifo and pop coun
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Example: lock-free queues

structure fifo {
head: a pointer to head cell

ocount: total count of pop operations
tail: a pointer to tail cell
icount: total count of push operations

A FIFO queue always contains a pointer to a dummy cell.
An empty FIFO contains only this dummy cell which points to an end of FIFO

marker.

Tail always points to the last or next-to-last element

Use double-word CAS to avoid consistency problems.
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Lock-free queues
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|ssues

' More complicated that a stack

- Need fast access to two variables, the head and the
tall

- Two pointers refer to the tail:

' the next to last element, and the tail pointer
' successful insertion requires updates to both these pointers

- How can both updates occur atomically?

' separate CAS operations on both pointers

- what if one succeeds and the other fails?

- even if both succeed, another thread might access the queue

between the brst and second updates

22
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Invariants

Queue must always be in a consistent state,
even in the middle of a multi-step update

If Alis in the middle of an update when thread B
arrives, B should be able to identify this situation

- B walits
What happens if a thread fails?

- If B Pnds that A is in the middle of an update, rather
than wait for A to bnish, it can do Als work for it
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Insertion
Involves updating two pointers

- First links the new node to the end of the list by updating the
next pointer of the current last element

- Second swings the tail pointer to point to the new last element

Tail

Dummy
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Observation

f queue is In a quiescent state, next pPeld of the
Ink node pointed to by tail is null.

f queue Is an intermediate state, next Peld Is
non-null.

Can transition from intermediate to quiescent
state by advancing tail to point to the next node,
even If some other thread is in the middle of
doing the operation
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Lock-free Queues: Summary

' Maintain consistency using cooperative
concurrency:

- when a thread trying to enqueue detects another
thread is already in the middle of trying to perform an
engueue (tail is not the end of the list), it Prst tries to
complete the pending operation.

- dequeue operation also ensures that the tail pointer
does not point to the dequeued cell.

CS390C: Principles of Concurrency and Parallelism




Lock-free Queues

fifo-init (ff: pointer to fifo, dummy: pointer to dummy cell)
dummy->next = NULL # makes the cell the only cell in the list
ff->head = ff->tail = dummy # both head and tail point to the dummy cell

fifo-push (ff: pointer to fifo, cl: pointer to cell)
E1l: cl->next = ENDFIFO(ff) # set the cell next pointer to end marker
E2: loop # try until enqueue is done
E3: icount = ff->icount # read the tail modification count
E4: tail = ff->tail # read the tail cell
ES5: if CAS (&tail->next, ENDFIFO(ff), cl) # try to link the cell to the tail cell
E6: break; # enqgueue is done, exit the loop
E7: else # tail was not pointing to the last cell, try to set tail to the next cell
E8: CAS2 (&ff->tail, tail, icount, tail->next, icount+1)
EQ: endif
endloop
CAS2 (&ff->tall, tail, icount, cl, icount+1) # enqueue is done, try to set tail to the enqueued cell
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Lock-free Queues

fifo-pop (ff: pointer to fifo): pointer to cell
D1: loop # try until dequeue is done
D2: ocount = ff->ocount # read the head modification count
D3: icount = ff->icount # read the tail modification count
D4. head = ff->head # read the head cell
D5: next = head->next # read the next cell
D6: if ocount == ff->oc # ensures that next is a valid pointer
# to avoid failure when reading next value
D7: if head == ff->talil # is queue empty or tail falling behind ?
D8: if next == ENDFIFO(ff) # is queue empty ?
D9: return NULL # queue is empty: return NULL
endif
# tail is pointing to head in a non empty queue, try to set tail to the next cell
CAS2 (&ff->tail, head, icount, next, icount+1)
else if next <> ENDFIFO(ff) # if we are not competing on the dummy next
value = next->value # read the next cell value
if CAS2 (&ff->head, head, ocount, next, ocount+1) # try to set head to the next cell
break # dequeue done, exit the loop
endif
endif
endloop
head->value = value # set the head value to previously read value
return head # dequeue succeed, return head cell
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Properties

' Safety: nothing bad ever happens

linked list is always connected

cells are only inserted after the last cell in the linked
list

cells are only deleted from the beginning of the list
head always points to the Prst node in the list

tail always points to a node in the list
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Properties

' Liveness: something good eventually happens

- suppose a thread is trying to engqueue a cell.

' failure means the thread is looping through E8

' But, then the other thread would have succeeded in
completing an enqueue operation, or dequeuing the tail cell.

- suppose a thread is trying to dequeue a cell.

' failure means process is looping through D11 or D14

 Failure in D11 means that another thread must have

succeeded in completing enqueue operation, or in dequeuing
the tail cell.

' Failure in D14 means another thread must have succeeded
In completing a dequeue operation.
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