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Verification vs. Testing

- Testing provides assurance by exploring (sampling) points in an 
application’s input space 

- Premised on the assumption that this sample is representative of 
the entire space 

- Challenge is determining how best to define the sampler 

- Verification provides assurance by demonstrating that a property 
holds for all elements in the input space 

- Proofs provide stronger guarantees than tests 
- But, the challenge is identifying a proof method that scales 

(e.g., even in the presence of an unbounded input space)
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- Application is free from deadlock 
- Application if free from livelock, starvation 
- Application satisfies performance (realtime) guarantees 
- There is no path through the application’s control-flow that results in an 

assertion violation 
- Application adheres to a protocol specification

Hard to realize in a sequential setting 

Exponentially harder in a concurrent setting because 
of the additional (non-deterministic) interleavings that manifest among threads 



Principles of Concurrency

Model Checking
4

Model checking is an automated technique that, given a finite-
state model of a system and a logical property, systematically 
checks whether this property holds for (a given initial state in) 
that model.  (Clarke and Emerson, 1981)

Goal: verify
<latexit sha1_base64="guX1ghWpiDRoS5ghbjFhL1yGTmQ=">AAAB+XicbVDLSsNAFJ3UV62vqEs3g63gqiRF1GXRjRuhgrWFJpTJZNIOnUeYmRRK6J+4caGIW//EnX/jtM1CWw9cOJxzL/feE6WMauN5305pbX1jc6u8XdnZ3ds/cA+PnrTMFCZtLJlU3QhpwqggbUMNI91UEcQjRjrR6Hbmd8ZEaSrFo5mkJORoIGhCMTJW6rtu7R4GXMaEaRikQ1rru1Wv7s0BV4lfkCoo0Oq7X0EsccaJMJghrXu+l5owR8pQzMi0EmSapAiP0ID0LBWIEx3m88un8MwqMUyksiUMnKu/J3LEtZ7wyHZyZIZ62ZuJ/3m9zCTXYU5Fmhki8GJRkjFoJJzFAGOqCDZsYgnCitpbIR4ihbCxYVVsCP7yy6vkqVH3L+sXD41q86aIowxOwCk4Bz64Ak1wB1qgDTAYg2fwCt6c3Hlx3p2PRWvJKWaOwR84nz8LyJKk</latexit>

M |= �

where    is a finite-state model and    is a property stated in 
some formal logic 

Problem: exponential state-space explosion

<latexit sha1_base64="GyoxefhSBiT30vD7f+EoAitHecI=">AAAB63icbVBNSwMxEJ2tX7V+VT16CbaCp7JbRD0WvXgRKtgPaJeSTbNtaJJdkqxQlv4FLx4U8eof8ua/MdvuQVsfDDzem2FmXhBzpo3rfjuFtfWNza3idmlnd2//oHx41NZRoghtkYhHqhtgTTmTtGWY4bQbK4pFwGknmNxmfueJKs0i+WimMfUFHkkWMoJNJlXvq6VBueLW3DnQKvFyUoEczUH5qz+MSCKoNIRjrXueGxs/xcowwums1E80jTGZ4BHtWSqxoNpP57fO0JlVhiiMlC1p0Fz9PZFiofVUBLZTYDPWy14m/uf1EhNe+ymTcWKoJItFYcKRiVD2OBoyRYnhU0swUczeisgYK0yMjScLwVt+eZW06zXvsnbxUK80bvI4inACp3AOHlxBA+6gCS0gMIZneIU3RzgvzrvzsWgtOPnMMfyB8/kDk46NSA==</latexit>

M
<latexit sha1_base64="JiEyu1Z07FVmQDQJlxg0DSEPuYg=">AAAB7nicbVBNSwMxEJ2tX7V+VT16CbaCp7JbinosevFYwX5Au5Rsmm1Ds9mQZIWy9Ed48aCIV3+PN/+N2XYP2vpg4PHeDDPzAsmZNq777RQ2Nre2d4q7pb39g8Oj8vFJR8eJIrRNYh6rXoA15UzQtmGG055UFEcBp91gepf53SeqNIvFo5lJ6kd4LFjICDZW6lYHcsKqpWG54tbcBdA68XJSgRytYflrMIpJElFhCMda9z1XGj/FyjDC6bw0SDSVmEzxmPYtFTii2k8X587RhVVGKIyVLWHQQv09keJI61kU2M4Im4le9TLxP6+fmPDGT5mQiaGCLBeFCUcmRtnvaMQUJYbPLMFEMXsrIhOsMDE2oSwEb/XlddKp17yrWuOhXmne5nEU4QzO4RI8uIYm3EML2kBgCs/wCm+OdF6cd+dj2Vpw8plT+APn8wcFJ462</latexit>

�
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Verification

- Prove the correctness of the model with respect to an implementation 
- Alternatively, find errors in the model prior to implementation
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“Classic” Model Checking

Model
Checker

Abstract
Verification Model

(initial) Design

Implementation

(manual)
abstractions

refinement
techniques

Thursday 11-Apr-2002 Theo C. Ruys - SPIN Beginners' Tutorial 8

“Modern” Model Checking

• Abstraction is the key activity in both approaches.

• This talk deals with pure SPIN, i.e., the “classic” 
model checking approach.

Model
Checker

systematic
abstraction
techniques

Implementation

Verification Model

To cope with the 
state space explosion.
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The Model Checker SPIN
Gerard J. Holzmann

Abstract—SPIN is an efficient verification system for models of distributed software systems. It has been used to detect design
errors in applications ranging from high-level descriptions of distributed algorithms to detailed code for controlling telephone
exchanges. This paper gives an overview of the design and structure of the verifier, reviews its theoretical foundation, and gives an
overview of significant practical applications.

Index Terms—Formal methods, program verification, design verification, model checking, distributed systems, concurrency.

——————————   ✦   ——————————

1 INTRODUCTION
PIN is a generic verification system that supports the
design and verification of asynchronous process sys-

tems [36], [38]. SPIN verification models are focused on
proving the correctness of process interactions, and they at-
tempt to abstract as much as possible from internal sequen-
tial computations. Process interactions can be specified in
SPIN with rendezvous primitives, with asynchronous mes-
sage passing through buffered channels, through access to
shared variables, or with any combination of these. In fo-
cusing on asynchronous control in software systems, rather
than synchronous control in hardware systems, SPIN distin-
guishes itself from other well-known approaches to model
checking, e.g., [12], [49], [53].

As a formal methods tool, SPIN aims to provide:

1) an intuitive, program-like notation for specifying de-
sign choices unambiguously, without implementation
detail,

2) a powerful, concise notation for expressing general
correctness requirements, and

3) a methodology for establishing the logical consistency
of the design choices from 1) and the matching cor-
rectness requirements from 2).

Many formalisms have been suggested to address the
first two items, but rarely are the language choices directly
related to a basic feasibility requirement for the third item.
In SPIN the notations are chosen in such a way that the logi-
cal consistency of a design can be demonstrated mechani-
cally by the tool. SPIN accepts design specifications written
in the verification language PROMELA (a Process Meta Lan-
guage) [36], and it accepts correctness claims specified in
the syntax of standard Linear Temporal Logic (LTL) [60].

There are no general decision procedures for unbounded
systems, and one could well question the soundness of a
design that would assume unbounded growth. Models that
can be specified in PROMELA are, therefore, always required

to be bounded, and have only countably many distinct be-
haviors. This means that all correctness properties auto-
matically become formally decidable, within the constraints
that are set by problem size and the computational re-
sources that are available to the model checker to render the
proofs. All verification systems, of course, do have physical
limitations that are set by problem size, machine memory
size, and the maximum runtime that the user is willing, or
able, to endure. These constraints are an often neglected
issue in formal verification. We study the limitations of the
model checker explicitly and offer relief strategies for
problems that are outside the normal domain of exhaustive
proof. Such strategies are discussed in Sections 3.3 and 3.4
of this paper

1.1 Structure
The basic structure of the SPIN model checker is illustrated
in Fig. 1. The typical mode of working is to start with the
specification of a high level model of a concurrent system,
or distributed algorithm, typically using SPIN’s graphical
front-end XSPIN. After fixing syntax errors, interactive
simulation is performed until basic confidence is gained
that the design behaves as intended. Then, in a third step,
SPIN is used to generate an optimized on-the-fly verification
program from the high level specification. This verifier is
compiled, with possible compile-time choices for the types
of reduction algorithms to be used, and executed. If any
counterexamples to the correctness claims are detected,
these can be fed back into the interactive simulator and in-
spected in detail to establish, and remove, their cause.

The remainder of this paper consists of three main parts.
Section 2 gives an overview of the basic verification method
that SPIN employs. Section 3 summarizes the basic algorithms
and complexity management techniques that have been im-
plemented. Section 4 gives three examples of typical applica-
tions of the SPIN model checker to design and verification
problems. The first example is the problem of devising a cor-
rect process scheduler for a distributed operating system; the
second problem is the verification of a leader election proto-
col for a distributed ring; the third problem is the proof of
correctness of a standard sliding window flow control proto-
col. Section 4 concludes with a summary of a range of other
significant verification problems to which SPIN has been ap-
plied. Section 5 concludes the paper.

0098-5589/97/$10.00 © 1997 IEEE
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S
- An automated tool for checking  the logical 

consistency of asynchronous systems 
- Uses a specification/modeling language 

called Promela (Protocol/Process 
MetaLanguage) 

- communication via messaging 
- synchronous 
- asynchronous
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A model consists of: 
  - Declarations (types, channel, processes) 
  - Definition of a finite-state transition system 

- no notion of “unboundedness” 

Theo C. Ruys - SPIN Beginners' Tutorial version: Friday, 13 September 2002
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mtype = {MSG, ACK};
chan toS = ...
chan toR = ...
bool flag;

proctype Sender() {
...

}

proctype Receiver() {
...

}

init {
...

}

Promela Model

• Promela model consist of:
– type declarations
– channel declarations
– variable declarations
– process declarations
– [init process]

• A Promela model corresponds 
with a (usually very large, but) 
finite transition system, so
– no unbounded data
– no unbounded channels
– no unbounded processes
– no unbounded process creation

process body

creates processes

Thursday 11-Apr-2002 Theo C. Ruys - SPIN Beginners' Tutorial 16

Processes  (1)

• A process type (proctype) consist of
– a name
– a list of formal parameters
– local variable declarations
– body

proctype Sender(chan in; chan out) {
bit sndB, rcvB;
do
:: out ! MSG, sndB ->

in ? ACK, rcvB;
if
:: sndB == rcvB -> sndB = 1-sndB
:: else -> skip
fi

od
}

name

local variables

body

formal parameters

The body consist of a 
sequence of statements.

                 Process 
- local-state 
- communication via channels and  
    global variables 
- can be created arbitrarily 
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- The body of a process consists of a sequence of statements 
- A statement is either executable or blocked 
- Assignment and assert statements are always executable

Theo C. Ruys - SPIN Beginners' Tutorial version: Friday, 13 September 2002
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Statements  (2)

• The skip statement is always executable.
– “does nothing”, only changes process’ process counter

• A run statement is only executable if a new process can be 
created (remember: the number of processes is bounded).

• A printf statement is always executable (but is not 
evaluated during verification, of course).

int x;
proctype Aap()
{
int y=1;
skip;
run Noot();
x=2;
x>2 && y==1; 
skip;

}

Can only become executable 
if a some other process
makes x greater than 2.

Executable if Noot can 
be created…

Statements are 
separated by a 
semi-colon: “;”.

Thursday 11-Apr-2002 Theo C. Ruys - SPIN Beginners' Tutorial 24

Statements  (3)

• assert(<expr>);
– The assert-statement is always executable.
– If <expr> evaluates to zero, SPIN will exit with an error, as 

the <expr> “has been violated”.
– The assert-statement is often used within Promela models, 

to check whether certain properties are valid in a state.
proctype monitor() {
assert(n <= 3);

}

proctype receiver() {
...
toReceiver ? msg;
assert(msg != ERROR);
...

}
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Promela Model

• A Promela model consist of:

– type declarations

– channel declarations

– global variable declarations

– process declarations

– [init process]

Basic SPIN

behaviour of the processes:

local variables + statements

can be accessed 

by all processes

initialises variables and

starts processes

chan ch = [dim] of {type, …}
asynchronous: dim > 0
rendez-vous: dim == 0

mtype, typedefs,

constants

Thursday 11-Apr-2002 Theo C. Ruys - SPIN Beginners' Tutorial 46

Promela statements

skip always executable
assert(<expr>) always executable
expression executable if not zero
assignment always executable
if executable if at least one guard is executable
do executable if at least one guard is executable
break always executable (exits do-statement)
send (ch!) executable if channel ch is not full
receive (ch?) executable if channel ch is not empty

are either executable

or blocked

Basic SPIN
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Interleaving Semantics
• Promela processes execute concurrently.

• Non-deterministic scheduling of the processes.

• Processes are interleaved (statements of different 
processes do not occur at the same time).
– exception: rendez-vous communication.

• All statements are atomic; each statement is executed 
without interleaving with other processes.

• Each process may have several different possible actions
enabled at each point of execution.
– only one choice is made, non-deterministically.

= randomly

Thursday 11-Apr-2002 Theo C. Ruys - SPIN Beginners' Tutorial 26

(X)SPIN Architecture

Promela
model M Xspin spin.exe

M |M

M LTL 
Translator

Simulator

Verifier
Generator

C program pan.*

checker pan.exe

editing window
simulation options

verification options
MSC simulation window counter

example
 |

random
guided
interactive

false

SPIN

•deadlocks
•safety properties
•liveness properties
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(X)SPIN Architecture
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M LTL 
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Verifier
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C program pan.*

checker pan.exe
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simulation options

verification options
MSC simulation window counter
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SPIN
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Xspin in a nutshell

• Xspin allows the user to
– edit Promela models (+ syntax check)
– simulate Promela models

• random
• interactive
• guided

– verify Promela models
• exhaustive
• bitstate hashing mode

– additional features
• Xspin suggest abstractions to a Promela model (slicing)
• Xspin can draw automata for each process
• LTL property manager
• Help system (with verification/simulation guidelines)

with dialog boxes to set
various options and directives

to tune the verification process

Thursday 11-Apr-2002 Theo C. Ruys - SPIN Beginners' Tutorial 28

bit flag;    /* signal entering/leaving the section */
byte mutex;   /* # procs in the critical section. */

proctype P(bit i) {

flag != 1;

flag  = 1;

mutex++;

printf("MSC: P(%d) has entered section.\n", i);

mutex--;

flag  = 0;

}

proctype monitor() {

assert(mutex != 2);

}

init {

atomic { run P(0); run P(1); run monitor(); }

}

Mutual Exclusion  (1)
WRONG!

starts two instances of process P

DEMO

models:
while (flag == 1) /* wait */;

Problem: assertion violation!
Both processes can pass the 
flag != 1 “at the same time”, 
i.e. before flag is set to 1.

Theo C. Ruys - SPIN Beginners' Tutorial version: Friday, 13 September 2002
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Interleaving Semantics
• Promela processes execute concurrently.

• Non-deterministic scheduling of the processes.

• Processes are interleaved (statements of different 
processes do not occur at the same time).
– exception: rendez-vous communication.

• All statements are atomic; each statement is executed 
without interleaving with other processes.

• Each process may have several different possible actions
enabled at each point of execution.
– only one choice is made, non-deterministically.

= randomly
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(X)SPIN Architecture

Promela
model M Xspin spin.exe

M |M

M LTL 
Translator

Simulator

Verifier
Generator

C program pan.*

checker pan.exe

editing window
simulation options

verification options
MSC simulation window counter

example
 |

random
guided
interactive

false

SPIN

•deadlocks
•safety properties
•liveness properties
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Mutual Exclusion  (2)

bit x, y;    /* signal entering/leaving the section  */
byte mutex;   /* # of procs in the critical section.  */

active proctype A() {
x = 1; 
y == 0;
mutex++;
mutex--;
x = 0;

}
active proctype monitor() {
assert(mutex != 2);

}

WRONG!

active proctype B() {
y = 1;
x == 0;
mutex++;
mutex--;
y = 0;

}

Process A waits for 
process B to end.

DEMO

Problem: invalid-end-state!
Both processes can pass execute
x = 1 and y = 1 “at the same time”, 
and will then be waiting for each other.

Thursday 11-Apr-2002 Theo C. Ruys - SPIN Beginners' Tutorial 30

Mutual Exclusion  (3)
Dekker [1962]

bit x, y;    /* signal entering/leaving the section  */
byte mutex;   /* # of procs in the critical section.  */
byte turn; /* who's turn is it?                    */ 

active proctype A() {
x = 1;
turn = B_TURN;
y == 0 ||
(turn == A_TURN);

mutex++;
mutex--;
x = 0;

}
active proctype monitor() {
assert(mutex != 2);

}

active proctype B() {
y = 1;
turn = A_TURN;
x == 0 ||
(turn == B_TURN);

mutex++;
mutex--;
y = 0;

}

DEMO

First “software-only” solution to the
mutex problem (for two processes).

Can be generalised
to a single process.
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Interleaving Semantics
• Promela processes execute concurrently.

• Non-deterministic scheduling of the processes.

• Processes are interleaved (statements of different 
processes do not occur at the same time).
– exception: rendez-vous communication.

• All statements are atomic; each statement is executed 
without interleaving with other processes.

• Each process may have several different possible actions
enabled at each point of execution.
– only one choice is made, non-deterministically.

= randomly
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(X)SPIN Architecture

Promela
model M Xspin spin.exe

M |M

M LTL 
Translator

Simulator

Verifier
Generator

C program pan.*

checker pan.exe

editing window
simulation options

verification options
MSC simulation window counter

example
 |

random
guided
interactive

false

SPIN

•deadlocks
•safety properties
•liveness properties
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Mutual Exclusion  (2)
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byte mutex;   /* # of procs in the critical section.  */

active proctype A() {
x = 1; 
y == 0;
mutex++;
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}
active proctype monitor() {
assert(mutex != 2);

}
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active proctype B() {
y = 1;
x == 0;
mutex++;
mutex--;
y = 0;

}

Process A waits for 
process B to end.

DEMO

Problem: invalid-end-state!
Both processes can pass execute
x = 1 and y = 1 “at the same time”, 
and will then be waiting for each other.
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Mutual Exclusion  (3)
Dekker [1962]

bit x, y;    /* signal entering/leaving the section  */
byte mutex;   /* # of procs in the critical section.  */
byte turn; /* who's turn is it?                    */ 

active proctype A() {
x = 1;
turn = B_TURN;
y == 0 ||
(turn == A_TURN);

mutex++;
mutex--;
x = 0;

}
active proctype monitor() {
assert(mutex != 2);

}

active proctype B() {
y = 1;
turn = A_TURN;
x == 0 ||
(turn == B_TURN);

mutex++;
mutex--;
y = 0;
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DEMO

First “software-only” solution to the
mutex problem (for two processes).

Can be generalised
to a single process.
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Interleaving Semantics
• Promela processes execute concurrently.

• Non-deterministic scheduling of the processes.

• Processes are interleaved (statements of different 
processes do not occur at the same time).
– exception: rendez-vous communication.

• All statements are atomic; each statement is executed 
without interleaving with other processes.

• Each process may have several different possible actions
enabled at each point of execution.
– only one choice is made, non-deterministically.

= randomly
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(X)SPIN Architecture

Promela
model M Xspin spin.exe

M |M

M LTL 
Translator

Simulator

Verifier
Generator

C program pan.*

checker pan.exe

editing window
simulation options

verification options
MSC simulation window counter

example
 |

random
guided
interactive

false

SPIN

•deadlocks
•safety properties
•liveness properties
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Mutual Exclusion  (4)
BakeryDEMO

byte turn[2];  /* who’s turn is it?           */
byte mutex;    /* # procs in critical section */

proctype P(bit i) {

do

:: turn[i] = 1;

turn[i] = turn[1-i] + 1;

(turn[1-i] == 0) || (turn[i] < turn[1-i]);

mutex++;

mutex--;

turn[i] = 0;

od

}

proctype monitor() { assert(mutex != 2); }

init { atomic {run P(0); run P(1); run monitor()}}

More mutual exclusion algorithms 
in (good-old) [Ben-Ari 1990].

Problem (in Promela/SPIN):
turn[i] will overrun after 255.
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if-statement  (1)

• If there is at least one choicei (guard) executable, the if-
statement is executable and SPIN non-deterministically
chooses one of the executable choices.

• If no choicei is executable, the if-statement is blocked.

• The operator “->” is equivalent to “;”. By convention, it is used 
within if-statements to separate the guards from the 
statements that follow the guards.

if

:: choice1 -> stat1.1; stat1.2; stat1.3; …

:: choice2 -> stat2.1; stat2.2; stat2.3; …

:: …

:: choicen -> statn.1; statn.2; statn.3; …

fi;

inspired by:
Dijkstra’s guarded
command language
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Interleaving Semantics
• Promela processes execute concurrently.

• Non-deterministic scheduling of the processes.

• Processes are interleaved (statements of different 
processes do not occur at the same time).
– exception: rendez-vous communication.

• All statements are atomic; each statement is executed 
without interleaving with other processes.

• Each process may have several different possible actions
enabled at each point of execution.
– only one choice is made, non-deterministically.

= randomly

Thursday 11-Apr-2002 Theo C. Ruys - SPIN Beginners' Tutorial 26

(X)SPIN Architecture

Promela
model M Xspin spin.exe

M |M

M LTL 
Translator

Simulator

Verifier
Generator

C program pan.*

checker pan.exe

editing window
simulation options

verification options
MSC simulation window counter

example
 |

random
guided
interactive

false

SPIN

•deadlocks
•safety properties
•liveness properties
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Safety and Liveness
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Safety: 
-   “Nothing bad ever happens” 
-    invariants 
-    deadlock-freedom 
-    Model-checker: try to find a violating trace 

Liveness: 
- “Something good eventually happens” 
-  termination 
-  reactivity 
-  Model-checker: search for an infinite loop in which something    

good does not happen
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procedure dfs(s: state) {
if error(s)

reportError();
foreach (successor t of s) {

if (t not in Statespace)
dfs(t);

}
}

Verification Algorithm  (1)

• SPIN uses a depth first search algorithm (DFS) to 
generate and explore the complete state space.

• Note that the construction and error checking happens at 
the same time: SPIN is an on-the-fly model checker.

states are stored 

in a hash table

the old states s are stored on a stack, which 

corresponds with a complete execution path

requires state matching
Only works 

for state 

properties.
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Verification Algorithm  (2)

P1 P2 Pn…

interleaving

product

SBuchi

Automaton

M

�M

A Buchi

Automaton

translation

language

intersection

X should be empty. 

Search for an accepting state in the intersection, 

which is reachable from itself. In SPIN this 

is implemented by two basic DFS procedures.

See [Holzmann 1996 et. al. – DFS] for details.

Based on

[Vardi & Wolper 1986].

accepts

words
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SPIN combats exponential search space using a number of 
reduction techniques: 

- partial order reduction 
- bitstate hashing 
- state vector compression 
- dataflow analysis 
- slicing

Partial order reduction: 
- intuition: exploit conditions in which interleaved operations do 

not affect final outcome (e.g., commutativity) 
- Example: if in state, process P executes only “local” statements, 

then the actions of other processes can be deferred until P 
finishes 

- local: access only local variables 
-           receive or send data from/to an exclusive queue 

-
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Reduction Algorithms  (2)

• Partial Order Reduction
– observation: the validity of a property M is often 

insensitive to the order in which concurrent and 
independently executed events are interleaved

– idea: if in some global state, a process P can execute 
only “local” statements, then all other processes may 
be deferred until later

– local statements, e.g.:
• statement accessing only local variables
• receiving from a queue, from which no other process receives
• sending to a queue, to which no other process sends

[Holzmann & Peled 1995 – PO]

It is hard to determine exclusive access to channels: 
let user annotate exclusisve channels with xr or xs.

enabled
by default
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Reduction Algorithms  (3)

(0,0)

(1,0)
(0,1)

(1,1)
(2,0)

(2,1)

(3,1)

t1a

t1b

(3,0)
(0,2)

(1,2)

(2,2)

(3,2)

(0,3)

(1,3)

(2,3)

(3,3)

t1c

t2c

t2b

t2a

(1,1)

(0,1)

(2,1)

(2,2)

(1,2)

(0,2)

(0,3)

(1,3)

(2,3)

• Partial Order Reduction (cont.)

Suppose the statements 
of P1 and P2 are all local.
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Liveness Specifications
LTL formulae:  propositional formula with temporal operators: 

    -       P - formula P is true now and forever into the future 
    -       P - formula P is satisfied at some point in the future  

<latexit sha1_base64="wc4ZlkFyR5B3ChkoFSd33aw11YA=">AAAB8XicbVBNSwMxEJ2tX7V+VT16CbaCp7JbRD0WvXisYD+wXUo2m21Ds8mSZIWy9F948aCIV/+NN/+NabsHbX0w8Hhvhpl5QcKZNq777RTW1jc2t4rbpZ3dvf2D8uFRW8tUEdoikkvVDbCmnAnaMsxw2k0UxXHAaScY3878zhNVmknxYCYJ9WM8FCxiBBsrPVb7IcOxFGF1UK64NXcOtEq8nFQgR3NQ/uqHkqQxFYZwrHXPcxPjZ1gZRjidlvqppgkmYzykPUsFjqn2s/nFU3RmlRBFUtkSBs3V3xMZjrWexIHtjLEZ6WVvJv7n9VITXfsZE0lqqCCLRVHKkZFo9j4KmaLE8IklmChmb0VkhBUmxoZUsiF4yy+vkna95l3WLu7rlcZNHkcRTuAUzsGDK2jAHTShBQQEPMMrvDnaeXHenY9Fa8HJZ47hD5zPH9zJkGU=</latexit>⇧
<latexit sha1_base64="ng9wOn9Hi7NcQDZIXCqmIrvJ0Qs=">AAAB7XicbVBNTwIxEJ3FL8Qv1KOXRjDxRHaJUY8ELx4xkY8ENqRbulDptpu2ayQb/oMXDxrj1f/jzX9jgT0o+JJJXt6bycy8IOZMG9f9dnJr6xubW/ntws7u3v5B8fCopWWiCG0SyaXqBFhTzgRtGmY47cSK4ijgtB2Mb2Z++5EqzaS4N5OY+hEeChYygo2VWuVeXT6V+8WSW3HnQKvEy0gJMjT6xa/eQJIkosIQjrXuem5s/BQrwwin00Iv0TTGZIyHtGupwBHVfjq/dorOrDJAoVS2hEFz9fdEiiOtJ1FgOyNsRnrZm4n/ed3EhNd+ykScGCrIYlGYcGQkmr2OBkxRYvjEEkwUs7ciMsIKE2MDKtgQvOWXV0mrWvEuKxd31VKtnsWRhxM4hXPw4ApqcAsNaAKBB3iGV3hzpPPivDsfi9ack80cwx84nz+qUI6K</latexit>⇤

Linear temporal logic refers to the underlying nature of time and the 
choices possible in the future: 

- linear: each point in time has a well-defined successor 
- branching: each point in time has multiple possible futures 

- think of time in terms of ordering of events

Richard M. Murray, Caltech CDSEECI, May 2012

Additional Operators and Formulas
“Primary” temporal logic operators

• Eventually   ◊ϕ := true U ϕ     ϕ will become true at some point in the future

• Always       !ϕ := ¬◊¬ϕ          ϕ is always true; “(never (eventually (¬ϕ)))”

Some common composite operators

• p → ◊q    p implies eventually q (response)

• p → q U r   p implies q until r (precedence)

• !◊p    always eventually p (progress)

• ◊!p    eventually always p (stability)

• ◊p → ◊q    eventually p implies eventually q 
   (correlation)

5

Operator precedence
• Unary binds stronger 

than binary

• Bind from right to left: 
!◊p = (! (◊p))
p U q U r = p U (q U r)

• U takes precedence over 
∧, ∨ and →

Richard M. Murray, Caltech CDSEECI, May 2012
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Richard M. Murray, Caltech CDSEECI, May 2012

Example: Traffic Light
System description
• Focus on lights in on particular direction

• Light can be any of three colors: green, yellow, read

• Atomic propositions = light color

Ordering specifications

• Liveness:�%��������������������������������"������&

• ������������������������%�������������������������������������������������"&

• 
��������������%���������������������� �"������������������������"������������
"���� ��������������&

Progress property

• 	���"��������� �������������"�������������������

6

-������'�#�,�������

-�����'�,���������"���� �)�,��"���� ������������

-����������'�+���������

-◊�����

-�����'��◊ green ) (#���������"���� ���

Richard M. Murray, Caltech CDSEECI, May 2012

Semantics of LTL

Remarks
• Which condition you use depends on type of 

problem under consideration

• For reasoning about correctness, look for
(lack of) intersection between sets:

9
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Temporal Logic of Actions
- Formulas (aka specifications) are built using: 

- values, variables, states, functions, and actions 

- an action is a Boolean-valued expression that relates states  

- Temporal logic is a formalism that reasons about behavior in terms 
of sequences of states (time progresses in a linear order) 

- Used to describe the dynamic behavior of concurrent/reactive 
systems 

- Focussed on catching design (rather than implementation) errors 
- Used in industry 

21

I have no official connection with Amazon.

Chris Newcombe contacted me and told me how they
were using TLA+.

I suggested that they write a paper, and they wrote:

How Amazon Web Services Uses Formal Methods

Chris Newcombe, Tim Rath, Fan Zhang, Bogdan Munteanu,
Marc Brooker, and Michael Deardeuff

Communications of the ACM

April 2015, Vol. 58, No. 4, pages 66–73

How Amazon Web Services Uses Formal Methods by Chris and others.

Here’s a quote from the paper

[ slide 79 ]
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Specifications

- A mathematical description language, compiler, and model-checker 
for describing and proving properties of concurrent and distributed 
systems 

          Example:     CHOOSE x \in S : \A y \in S : y <= x.

Chapter 1

A Little Simple Math

1.1 Propositional Logic
Elementary algebra is the mathematics of real numbers and the operators +,
�, ⇤ (multiplication), and / (division). Propositional logic is the mathematics
of the two Boolean values true and false and the five operators whose names
(and common pronunciations) are

^ conjunction (and)

_ disjunction (or)

¬ negation (not)

) implication (implies)

⌘ equivalence (is equivalent to)

To learn how to compute with numbers, you had to memorize addition and
multiplication tables and algorithms for calculating with multidigit numbers.
Propositional logic is much simpler, since there are only two values, true and
false. To learn how to compute with these values, all you need to know are the
following definitions of the five Boolean operators:

^ F ^G equals true i↵ both F and G equal true. i↵ stands for if
and only if. Like
most mathemati-
cians, I use or to
mean and/or.

_ F _G equals true i↵ F or G equals true (or both do).

¬ ¬F equals true i↵ F equals false.

) F ) G equals true i↵ F equals false or G equals true (or both).

⌘ F ⌘ G equals true i↵ F and G both equal true or both equal false.

9

Built on top of propositional logic

Sets,  and the following two primitive predicates:

12 CHAPTER 1. A LITTLE SIMPLE MATH

3 is finite, and contains the three elements 0, 1, and 2. We can write this set
{0, 1, 2}.

A set is completely determined by its elements. Two sets are equal i↵ they
have the same elements. Thus, {0, 1, 2} and {2, 1, 0} and {0, 0, 1, 2, 2} are all the
same set—the unique set containing the three elements 0, 1, and 2. The empty
set, which we write {}, is the unique set that has no elements.

The most common operations on sets are

\ intersection [ union ✓ subset \ set di↵erence

Here are their definitions and examples of their use.

S \ T The set of elements in both S and T .
{1, �1/2, 3} \ {1, 2, 3, 5, 7} = {1, 3}

S [ T The set of elements in S or T (or both).
{1, �1/2} [ {1, 5, 7} = {1, �1/2, 5, 7}

S ✓ T True i↵ every element of S is an element of T .
{1, 3} ✓ {3, 2, 1}

S \T The set of elements in S that are not in T .
{1,�1/2, 3} \ {1, 5, 7} = {�1/2, 3}

This is all you need to know about sets before we start looking at how to specify
systems. We’ll return to set theory in Section 6.1.

1.3 Predicate Logic
Once we have sets, it’s natural to say that some formula is true for all the
elements of a set, or for some of the elements of a set. Predicate logic extends
propositional logic with the two quantifiers

8 universal quantification (for all)
9 existential quantification (there exists)

The formula 8 x 2 S :F asserts that formula F is true for every element x in the
set S . For example, 8n 2 Nat : n + 1 > n asserts that the formula n + 1 > n is
true for all elements n of the set Nat of natural numbers. This formula happens
to be true.

The formula 9 x 2 S :F asserts that formula F is true for at least one ele-
ment x in S . For example, 9n 2 Nat : n2 = 2 asserts that there exists a natural
number n whose square equals 2. This formula happens to be false.

Formula F is true for some x in S i↵ F is not false for all x in S—that is, i↵
it’s not the case that ¬F is true for all x in S . Hence, the formula

(9 x 2 S :F ) ⌘ ¬(8 x 2 S :¬F )(1.1)
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Abstraction
- An execution is represented as a sequence of discrete steps 

- simulate a concurrent program as a sequential interleaving of its threads 

- A step denotes a change in state 
- A sequence of states is a behavior 

- Goal: describe all possible behaviors of a design/system 

- Abstract behaviors as state machines: 
- All possible initial states 
- Actions: next states 
- States: 
- variables

- initial values

- relations among them in the current state

- relations between values in the current state and next state

23
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It defines to be equal to the initial formula.

Similarly, this statement defines to equal the next-state formula.

You can use any names instead of and ,
But they are the ones normally used by convention.

This is the pretty-printed version of the spec.

[ slide 212 ]

int ;
void ()

{ = () ;
= + 1 ;

}

if current value of equals “ ”
then next value of in {0, 1, . . . , 1000}

next value of equals “ ”
else if current value of equals “ ”

then next value of equals current value of + 1
next value of equals “ ”

else no next values

and the program has finished, so there are no next values of and .

[ slide 226 ]

if current value of equals “ ”
then next value of in {0, 1, . . . , 1000}

next value of equals “ ”
else if current value of equals “ ”

then next value of equals current value of + 1
next value of equals “ ”

else no next values

OK. This isn’t very easy to read.

It’s simpler and more elegant in TLA+, because it’s written as a mathematical
formula.

But we’ll get to that later.

[ slide 227 ]

In English

In TLA+
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16 CHAPTER 2. SPECIFYING A SIMPLE CLOCK

display. A typical behavior of the clock is the sequence

[hr = 11] ! [hr = 12] ! [hr = 1] ! [hr = 2] ! · · ·(2.1)

of states, where [hr = 11] is a state in which the variable hr has the value 11.
A pair of successive states, such as [hr = 1] ! [hr = 2], is called a step.

To specify the hour clock, we describe all its possible behaviors. We write an
initial predicate that specifies the possible initial values of hr , and a next-state
relation that specifies how the value of hr can change in any step.

We don’t want to specify exactly what the display reads initially; any hour
will do. So, we want the initial predicate to assert that hr can have any value
from 1 through 12. Let’s call the initial predicate HCini . We might informally
define HCini by The symbol

�
=

means is defined
to equal.HCini

�
= hr 2 {1, . . . , 12}

Later, we’ll see how to write this definition formally, without the “. . . ” that
stands for the informal and so on.

The next-state relation HCnxt is a formula expressing the relation between
the values of hr in the old (first) state and new (second) state of a step. We
let hr represent the value of hr in the old state and hr 0 represent its value in
the new state. (The 0 in hr 0 is read prime.) We want the next-state relation to
assert that hr 0 equals hr + 1 except if hr equals 12, in which case hr 0 should
equal 1. Using an if/then/else construct with the obvious meaning, we can
define HCnxt to be the next-state relation by writing

HCnxt
�
= hr 0 = if hr 6= 12 then hr + 1 else 1

HCnxt is an ordinary mathematical formula, except that it contains primed as
well as unprimed variables. Such a formula is called an action. An action is true
or false of a step. A step that satisfies the action HCnxt is called an HCnxt step.

When an HCnxt step occurs, we sometimes say that HCnxt is executed.
However, it would be a mistake to take this terminology seriously. An action is
a formula, and formulas aren’t executed.

We want our specification to be a single formula, not the pair of formulas
HCini and HCnxt . This formula must assert about a behavior that (i) its initial
state satisfies HCini , and (ii) each of its steps satisfies HCnxt . We express (i) as
the formula HCini , which we interpret as a statement about behaviors to mean
that the initial state satisfies HCini . To express (ii), we use the temporal-logic
operator 2 (pronounced box ). The temporal formula 2F asserts that formula
F is always true. In particular, 2HCnxt is the assertion that HCnxt is true
for every step in the behavior. So, HCini ^ 2HCnxt is true of a behavior i↵
the initial state satisfies HCini and every step satisfies HCnxt . This formula
describes all behaviors like the one in (2.1) on this page; it seems to be the
specification we’re looking for.
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2.2. AN HOUR CLOCK 17

If we considered the clock only in isolation and never tried to relate it to
another system, then this would be a fine specification. However, suppose the
clock is part of a larger system—for example, the hour display of a weather
station that displays the current hour and temperature. The state of the sta-
tion is described by two variables: hr , representing the hour display, and tmp,
representing the temperature display. Consider this behavior of the weather
station:


hr = 11
tmp = 23.5

�
!


hr = 12
tmp = 23.5

�
!


hr = 12
tmp = 23.4

�
!


hr = 12
tmp = 23.3

�
!


hr = 1
tmp = 23.3

�
! · · ·

In the second and third steps, tmp changes but hr remains the same. These steps
are not allowed by 2HCnxt , which asserts that every step must increment hr .
The formula HCini ^ 2HCnxt does not describe the hour clock in the weather
station.

A formula that describes any hour clock must allow steps that leave hr
unchanged—in other words, hr 0 = hr steps. These are called stuttering steps of
the clock. A specification of the hour clock should allow both HCnxt steps and
stuttering steps. So, a step should be allowed i↵ it is either an HCnxt step or
a stuttering step—that is, i↵ it is a step satisfying HCnxt _ (hr 0 = hr). This
suggests that we adopt HCini ^ 2(HCnxt _ (hr 0 = hr)) as our specification.
In TLA, we let [HCnxt ]hr stand for HCnxt _ (hr 0 = hr), so we can write the I pronounce

[HCnxt ]hr as
square HCnxt sub
hr .

formula more compactly as HCini ^2[HCnxt ]hr .
The formula HCini ^ 2[HCnxt ]hr does allow stuttering steps. In fact, it

allows the behavior

[hr = 10] ! [hr = 11] ! [hr = 11] ! [hr = 11] ! · · ·

that ends with an infinite sequence of stuttering steps. This behavior describes
a clock whose display attains the value 11 and then keeps that value forever—in
other words, a clock that stops at 11. In a like manner, we can represent a
terminating execution of any system by an infinite behavior that ends with a
sequence of nothing but stuttering steps. We have no need of finite behaviors
(finite sequences of states), so we consider only infinite ones.

It’s natural to require that a clock does not stop, so our specification should
assert that there are infinitely many nonstuttering steps. Chapter 8 explains
how to express this requirement. For now, we content ourselves with clocks that
may stop, and we take as our specification of an hour clock the formula HC
defined by

HC
�
= HCini ^2[HCnxt ]hraction

stuttering 
why?
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stuttering steps. So, a step should be allowed i↵ it is either an HCnxt step or
a stuttering step—that is, i↵ it is a step satisfying HCnxt _ (hr 0 = hr). This
suggests that we adopt HCini ^ 2(HCnxt _ (hr 0 = hr)) as our specification.
In TLA, we let [HCnxt ]hr stand for HCnxt _ (hr 0 = hr), so we can write the I pronounce

[HCnxt ]hr as
square HCnxt sub
hr .

formula more compactly as HCini ^2[HCnxt ]hr .
The formula HCini ^ 2[HCnxt ]hr does allow stuttering steps. In fact, it

allows the behavior

[hr = 10] ! [hr = 11] ! [hr = 11] ! [hr = 11] ! · · ·

that ends with an infinite sequence of stuttering steps. This behavior describes
a clock whose display attains the value 11 and then keeps that value forever—in
other words, a clock that stops at 11. In a like manner, we can represent a
terminating execution of any system by an infinite behavior that ends with a
sequence of nothing but stuttering steps. We have no need of finite behaviors
(finite sequences of states), so we consider only infinite ones.

It’s natural to require that a clock does not stop, so our specification should
assert that there are infinitely many nonstuttering steps. Chapter 8 explains
how to express this requirement. For now, we content ourselves with clocks that
may stop, and we take as our specification of an hour clock the formula HC
defined by

HC
�
= HCini ^2[HCnxt ]hr

admissible behavior (a possibly infinite collection of states):

temporal action 
why?
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20 CHAPTER 2. SPECIFYING A SIMPLE CLOCK

module HourClock

extends Naturals

variable hr

HCini
�
= hr 2 (1 . . 12)

HCnxt
�
= hr 0 = if hr 6= 12 then hr + 1 else 1

HC
�
= HCini ^ 2[HCnxt ]hr

theorem HC ) 2HCini

---------------------- MODULE HourClock ----------------------
EXTENDS Naturals
VARIABLE hr
HCini == hr \in (1 .. 12)
HCnxt == hr’ = IF hr # 12 THEN hr + 1 ELSE 1
HC == HCini /\ [][HCnxt]_hr
--------------------------------------------------------------
THEOREM HC => []HCini
==============================================================

Figure 2.1: The hour-clock specification—typeset and ASCII versions.

To define HCini , we need to express the set {1, . . . , 12} formally, without
the ellipsis “. . . ”. We can write this set out completely as

{1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12}

but that’s tiresome. Instead, we use the operator “ . .”, defined in the Naturals
module, to write this set as 1 . . 12. In general i . . j is the set of integers from i
through j , for any integers i and j . (It equals the empty set if j < i .) It’s now
obvious how to write the definition of HCini . The definitions of HCnxt and HC
are written just as before. (The ordinary mathematical operators of logic and
set theory, like ^ and 2, are built into TLA+.)

The line

can appear anywhere between statements; it’s purely cosmetic and has no mean-
ing. Following it is the statement

theorem HC ) 2HCini

of the theorem that was discussed above. This statement asserts that the formula
HC ) 2HCini is true in the context of the statement. More precisely, it



Principles of Concurrency

Specifying Asynchrony
27

Chapter 3

An Asynchronous Interface

We now specify an interface for transmitting data between asynchronous devices.
A sender and a receiver are connected as shown here.

Sender Receiver

val

rdy

-
-

ack�

Data is sent on val , and the rdy and ack lines are used for synchronization. The
sender must wait for an acknowledgment (an Ack) for one data item before it can
send the next. The interface uses the standard two-phase handshake protocol,
described by the following sample behavior:

2

4
val = 26
rdy = 0
ack = 0

3

5 Send 37
�!

2

4
val = 37
rdy = 1
ack = 0

3

5 Ack

�!

2

4
val = 37
rdy = 1
ack = 1

3

5 Send 4
�!

2

4
val = 4
rdy = 0
ack = 1

3

5 Ack

�!

2

4
val = 4
rdy = 0
ack = 0

3

5 Send 19
�!

2

4
val = 19
rdy = 1
ack = 0

3

5 Ack

�! · · ·

(It doesn’t matter what value val has in the initial state.)
It’s easy to see from this sample behavior what the set of all possible behav-

iors should be—once we decide what the data values are that can be sent. But,
before writing the TLA+ specification that describes these behaviors, let’s look
at what I’ve just done.

In writing this behavior, I made the decision that val and rdy should change
in a single step. The values of the variables val and rdy represent voltages
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module AsynchInterface

extends Naturals
constant Data
variables val , rdy , ack

TypeInvariant
�
= ^ val 2 Data

^ rdy 2 {0, 1}
^ ack 2 {0, 1}

Init
�
= ^ val 2 Data

^ rdy 2 {0, 1}
^ ack = rdy

Send
�
= ^ rdy = ack

^ val 0 2 Data
^ rdy 0 = 1� rdy
^ unchanged ack

Rcv
�
= ^ rdy 6= ack

^ ack 0 = 1� ack
^ unchanged hval , rdy i

Next
�
= Send _ Rcv

Spec
�
= Init ^ 2[Next ]hval,rdy,ack i

theorem Spec ) 2TypeInvariant

Figure 3.1: Our first specification of an asynchronous interface.

the pair of values val , rdy is left unchanged. TLA+uses angle brackets h and i to
enclose ordered tuples, so Rcv asserts that hval , rdy i is left unchanged. (Angle
brackets are typed in ascii as << and >>.) The definition of Rcv is therefore

Rcv
�
= ^ rdy 6= ack

^ ack 0 = 1� ack
^ unchanged hval , rdy i

As in our clock example, the complete specification Spec should allow stuttering
steps—in this case, ones that leave all three variables unchanged. So, Spec allows
steps that leave hval , rdy , ack i unchanged. Its definition is

Spec
�
= Init ^ 2[Next ]hval,rdy,ack i

Module AsynchInterface also asserts the invariance of TypeInvariant . It appears
in full in Figure 3.1 on this page.
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Chapter 4

A FIFO

Our next example is a FIFO bu↵er, called a FIFO for short—a device with which
a sender process transmits a sequence of values to a receiver. The sender and
receiver use two channels, in and out , to communicate with the bu↵er:

Sender Bu↵er Receiver
in out- -

Values are sent over in and out using the asynchronous protocol specified by the
Channel module of Figure 3.2 on page 30. The system’s specification will allow
behaviors with four kinds of nonstuttering steps: Send and Rcv steps on both
the in channel and the out channel.

4.1 The Inner Specification
The specification of the FIFO first extends modules Naturals and Sequences.
The Sequences module defines operations on finite sequences. We represent a
finite sequence as a tuple, so the sequence of three numbers 3, 2, 1 is the triple
h3, 2, 1i. The Sequences module defines the following operators on sequences:

Seq(S ) The set of all sequences of elements of the set S . For example,
h3, 7i is an element of Seq(Nat).

Head(s) The first element of sequence s. For example, Head(h3, 7i) equals 3.
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module InnerFIFO

extends Naturals ,Sequences
constant Message
variables in, out , q

InChan
�
= instance Channel with Data  Message, chan  in

OutChan
�
= instance Channel with Data  Message, chan  out

Init
�
= ^ InChan !Init
^ OutChan !Init
^ q = h i

TypeInvariant
�
= ^ InChan !TypeInvariant
^ OutChan !TypeInvariant
^ q 2 Seq(Message)

SSend(msg)
�
= ^ InChan !Send(msg)
^ unchanged hout , q i

Send msg on channel in.

BufRcv
�
= ^ InChan !Rcv
^ q 0 = Append(q , in.val)
^ unchanged out

Receive message from channel in

and append it to tail of q.

BufSend
�
= ^ q 6= h i
^ OutChan !Send(Head(q))
^ q 0 = Tail(q)
^ unchanged in

Enabled only if q is nonempty.

Send Head(q) on channel out

and remove it from q.

RRcv
�
= ^ OutChan !Rcv
^ unchanged hin, q i

Receive message from channel out .

Next
�
= _ 9msg 2 Message : SSend(msg)
_ BufRcv
_ BufSend
_ RRcv

Spec
�
= Init ^ 2[Next ]hin, out, q i

theorem Spec ) 2TypeInvariant

Figure 4.1: The specification of a FIFO, with the internal variable q visible.

30 CHAPTER 3. AN ASYNCHRONOUS INTERFACE

module Channel

extends Naturals
constant Data
variable chan

TypeInvariant
�
= chan 2 [val :Data, rdy : {0, 1}, ack : {0, 1}]

Init
�
= ^ TypeInvariant

^ chan.ack = chan.rdy

Send(d)
�
= ^ chan.rdy = chan.ack

^ chan 0 = [chan except ! .val = d , ! .rdy = 1�@]

Rcv
�
= ^ chan.rdy 6= chan.ack

^ chan 0 = [chan except ! .ack = 1�@]

Next
�
= (9 d 2 Data : Send(d)) _ Rcv

Spec
�
= Init ^ 2[Next ]chan

theorem Spec ) 2TypeInvariant

Figure 3.2: Our second specification of an asynchronous interface.

3.3 Types: A Reminder
As defined in Section 3.1, a variable v has type T in specification Spec i↵ v 2 T
is an invariant of Spec. Thus, hr has type 1 . . 12 in the specification HC of
the hour clock. This assertion does not mean that the variable hr can assume
only values in the set 1 . . 12. A state is an arbitrary assignment of values to
variables, so there exist states in which the value of hr is

p
�2. The assertion

does mean that, in every behavior satisfying formula HC , the value of hr is an
element of 1 . . 12.

If you are used to types in programming languages, it may seem strange that
TLA+ allows a variable to assume any value. Why not restrict our states to
ones in which variables have the values of the right type? In other words, why
not add a formal type system to TLA+? A complete answer would take us too
far afield. The question is addressed further in Section 6.2. For now, remember
that TLA+ is an untyped language. Type correctness is just a name for a certain
invariance property. Assigning the name TypeInvariant to a formula gives it no
special status.
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4.3 Hiding the Queue
Module InnerFIFO of Figure 4.1 defines Spec to be Init ^ 2[Next ]... , the sort
of formula we’ve become accustomed to as a system specification. However,
formula Spec describes the value of variable q , as well as of the variables in and
out . The picture of the FIFO system I drew on page 35 shows only channels in
and out ; it doesn’t show anything inside the boxes. A specification of the FIFO
should describe only the values sent and received on the channels. The variable
q , which represents what’s going on inside the box labeled Bu↵er , is used to
specify what values are sent and received. It is an internal variable and, in the
final specification, it should be hidden.

In TLA, we hide a variable with the existential quantifier 999999 of temporal
logic. The formula 999999 x :F is true of a behavior i↵ there exists some sequence of
values—one in each state of the behavior—that can be assigned to the variable
x that will make formula F true. (The meaning of 999999 is defined more precisely
in Section 8.8.)

The obvious way to write a FIFO specification in which q is hidden is with the
formula 999999 q : Spec. However, we can’t put this definition in module InnerFIFO
because q is already declared there, and a formula 999999 q : . . . would redeclare it. In-
stead, we use a new module with a parametrized instantiation of the InnerFIFO
module (see Section 4.2.2 on page 39):

module FIFO

constant Message
variables in, out

Inner(q)
�
= instance InnerFIFO

Spec
�
= 999999 q : Inner(q)!Spec

Observe that the instance statement is an abbreviation for

Inner(q)
�
= instance InnerFIFO

with q  q , in  in, out  out , Message  Message

The variable parameter q of module InnerFIFO is instantiated with the parame-
ter q of the definition of Inner . The other parameters of the InnerFIFO module
are instantiated with the parameters of module FIFO .

If this seems confusing, don’t worry about it. Just learn the TLA+ idiom for
hiding variables used here and be content with its intuitive meaning. In fact,
for most applications, there’s no need to hide variables in the specification. You
can just write the inner specification and note in the comments which variables
should be regarded as visible and which as internal (hidden).
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- Handles specifications of the form: 

- Without specifications, TLC checks for: 
- type errors 
- deadlock, i.e., violation of: 

- TLC generates behaviors that satisfy a specification based on a 
model (i.e, an assignment of values to variables in the specification) 

- check all reachable states i.e., find all states that can occur in 
behaviors satisfying: 

- Checking all states is usually impossible (e.g., arbitrarily many 
messages) - infinitely many states/paths. 

- In practic, “finitize” the model

Chapter 14

The TLC Model Checker

TLC is a program for finding errors in TLA+ specifications. It was designed
and implemented by Yuan Yu, with help from Leslie Lamport, Mark Hayden,
and Mark Tuttle. It is available through the TLA Web page. This chapter
describes TLC Version 2. At the time I am writing this, Version 2 is still being
implemented and only Version 1 is available. Consult the documentation that
accompanies the software to find out what version it is and how it di↵ers from
the version described here.

14.1 Introduction to TLC
TLC handles specifications that have the standard form

Init ^ 2[Next ]vars ^ Temporal(14.1)

where Init is the initial predicate, Next is the next-state action, vars is the tu-
ple of all variables, and Temporal is a temporal formula that usually specifies
a liveness condition. Liveness and temporal formulas are explained in Chap-
ter 8. If your specification contains no Temporal formula, so it has the form
Init ^2[Next ]vars , then you can ignore the discussion of temporal checking.
TLC does not handle the hiding operator 999999 (temporal existential quantifica-
tion). You can check a specification with hidden variables by checking the in-
ternal specification, in which those variables are visible.

The most e↵ective way to find errors in a specification is by trying to verify
that it satisfies properties that it should. TLC can check that the specification
satisfies (implies) a large class of TLA formulas—a class whose main restriction
is that formulas may not contain 999999 . You can also run TLC without having it
check any property, in which case it will just look for two kinds of errors:
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• “Silliness” errors. As explained in Section 6.2, a silly expression is one like
3 + h1, 2i, whose meaning is not determined by the semantics of TLA+.
A specification is incorrect if whether or not some particular behavior
satisfies it depends on the meaning of a silly expression.

• Deadlock. The absence of deadlock is a particular property that we often
want a specification to satisfy; it is expressed by the invariance property
2(enabledNext). A counterexample to this property is a behavior ex-
hibiting deadlock—that is, reaching a state in which Next is not enabled,
so no further (nonstuttering) step is possible. TLC normally checks for
deadlock, but this checking can be disabled since, for some systems, dead-
lock may just indicate successful termination.

The use of TLC will be illustrated with a simple example—a specification of the
alternating bit protocol for sending data over a lossy FIFO transmission line.
An algorithm designer might describe the protocol as a system that looks like
this:

Sender

sent

sBit

sAck

Receiver

rcvd

rBit

msgQ -

ackQ�

The sender can send a value when the one-bit values sBit and sAck are equal.
It sets the variables sent to the value it is sending and complements sBit . This
value is eventually delivered to the receiver by setting the variable rcvd and
complementing the one-bit value rBit . Some time later, the sender’s sAck value
is complemented, permitting the next value to be sent. The protocol uses two
lossy FIFO transmission lines: the sender sends data and control information
on msgQ , and the receiver sends acknowledgments on ackQ .

The complete protocol specification appears in module AlternatingBit in
Figure 14.1 on the following two pages. It is fairly straightforward, except for
the liveness condition. Because messages can be repeatedly lost from the queues,
strong fairness of the actions that receive messages is required to ensure that a
message that keeps getting resent is eventually received. However, don’t worry
about the details of the specification. For now, all you need to know are the
declarations

constant Data The set of data values that can be sent.

variables msgQ , ackQ , sBit , sAck , rBit , sent , rcvd

and the types of the variables:
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Data of data values. We can tell TLC to let Data equal the set containing two
arbitrary elements, named d1 and d2, by putting the following declaration in
the configuration file: The keywords

CONSTANT and
CONSTANTS are
equivalent, as are
INVARIANT and
INVARIANTS.

CONSTANT Data = {d1, d2}

(We can use any sequence of letters and digits containing at least one letter as
the name of an element.)

There are two ways to use TLC. The default method is model checking, in
which it tries to find all reachable states—that is, all states1 that can occur in
behaviors satisfying the formula Init ^2[Next ]vars . You can also run TLC in
simulation mode, in which it randomly generates behaviors, without trying to
check all reachable states. We now consider model checking; simulation mode is
described in Section 14.3.2 on page 243.

Exhaustively checking all reachable states is impossible for the alternating
bit protocol because the sequences of messages can get arbitrarily long, so there
are infinitely many reachable states. We must further constrain the model to
make it finite—that is, so it allows only a finite number of possible states. We
do this by defining a state predicate called the constraint that asserts bounds Section 14.3 be-

low describes how
actions as well as
state predicates
can be used as
constraints.

on the lengths of the sequences. For example, the following constraint asserts
that msgQ and ackQ have length at most 2:

^ Len(msgQ)  2

^ Len(ackQ)  2

Instead of specifying the bounds on the lengths of sequences in this way, I prefer
to make them parameters and to assign them values in the configuration file. We
don’t want to put into the specification itself declarations and definitions that
are just for TLC’s benefit. So, we write a new module, called MCAlternatingBit ,
that extends the AlternatingBit module and can be used as input to TLC. This
module appears in Figure 14.2 on the next page. A possible configuration file
for the module appears in Figure 14.3 on the next page. Observe that the
configuration file must specify values for all the constant parameters of the
specification—in this case, the parameter Data from the AlternatingBit mod-
ule and the two parameters declared in module MCAlternatingBit itself. You
can put comments in the configuration file, using the TLA+ comment syntax
described in Section 3.5 (page 32).

When a constraint Constr is specified, TLC checks every state that appears
in a behavior satisfying Init ^2[Next ]vars ^2Constr . In the rest of this chapter,
these states will be called the reachable ones.

1As explained in Section 2.3 (page 18), a state is an assignment of values to all possible
variables. However, when discussing a particular specification, we usually consider a state to
be an assignment of values to that specification’s variables. That’s what I’m doing in this
chapter.


