Digital Cash

is not a check, credit card or a debit card.
They leave audit trails.

is anonymous and untraceable.

can be sent through computer networks.

can be used off-line (not connected to a bank).

is transferable.

can be divided (can make change)

can be stolen

can be spent only once (is secure)

would be used to pay for small things (tolls,
food).



Protocol 0.

1. Bank gives Alice a note for $1000 (like
a money order or cashier’s check) and subtracts
$1000 from Alice’s bank account

2. Alice spends the note with a merchant.

3. Merchant deposits the note in his bank
account.

4. Merchant’s bank clears note with Alice’s
bank.

Problems: The note is electronic. It can be
easily copied, so Alice could spend it twice. So
could the merchant. Also Alice could be traced
if the bank remembered the serial number of the
note.

We solve these problems one-by-one.



Protocol 1.

1. Alice prepares 100 anonymous money or-
ders for $1000 each.

2. Alice enciphers each one and gives all to
her bank.

3. Bank asks Alice to open (decipher) 99 en-
velopes, and verifies that each one is a money order
for $1000. (If not so, Alice goes to jail.)

4. Bank signs the last one, returns it to Alice
and deducts $1000 from her bank account.

5. Alice deciphers the money order (now signed
by the bank) and spends it with a merchant.

6. Merchant verifies bank’s signature (can be
done without communication with bank) to make
sure it is valid.

7. Merchant takes money order to his bank.

8. Merchant’s bank verifies the signature and
adds $1000 to merchant’s bank account.

This protocol makes anonymous cash, but cash
that can still be spent twice.



Protocol 2.

1. Alice prepares 100 anonymous money or-
ders for $1000 each. On each one she writes a
random 20-digit integer.

2. Alice enciphers each one and gives all to
her bank.

3. Bank asks Alice to open (decipher) 99 en-
velopes, and verifies that each one is a money order
for $1000 and that all 99 20-digit integers differ.
(If not so, Alice goes to jail.)

4. Bank signs the last money order, returns it
to Alice and deducts $1000 from her bank account.

5. Alice deciphers the money order (now signed
by the bank) and spends it with a merchant.

6. Merchant verifies bank’s signature to make
sure it is valid.



7. Merchant takes money order to his bank.

8. Merchant’s bank verifies the signature, and
checks in a database to make sure that a money
order with the same 20-digit integer has not been
previously spent. If this has not happened, then
it adds $1000 to the merchant’s bank account and
records the 20-digit number in the database used
by all banks. But if the number is already in the
database, then the bank doesn’t accept the money
order.

Now if Alice tries to spend the money order
twice, or if the merchant tries to deposit it twice
(in two different banks, say), the second bank will
know and not accept it.

The next protocol tries to identify the cheater.



Protocol 3.

1. Alice prepares 100 anonymous money or-
ders for $1000 each. On each one she writes a
random 20-digit integer.

2. Alice enciphers each one and gives all to
her bank.

3. Bank asks Alice to open (decipher) 99 en-
velopes, and verifies that each one is a money order
for $1000 and that all 99 20-digit integers differ.
(If not so, Alice goes to jail.)

4. Bank signs the last money order, returns it
to Alice and deducts $1000 from her bank account.

5. Alice deciphers the money order (now signed
by the bank) and spends it with a merchant.

6. Merchant verifies bank’s signature to make
sure it is valid.

7. Merchant asks Alice to write a random
identity string on the money order.

8. Alice does so.



9. Merchant takes money order to his bank.

10. Merchant’s bank verifies the signature,
and checks in a database to make sure that a
money order with the same 20-digit integer has not
previously deposited. If it hasn’t, the bank credits
$1000 to the merchant’s account and records the
20-digit integer and the random identity string in
the database.

11. If the 20-digit integer is already in the
database, the bank refuses the money order. Then
it compares the identity string on the money order
with the one in the database. If they are the same
identity string, the bank knows it was the mer-
chant who copied the money order (and he goes
to jail). If they differ, the bank knows that the
person who bought the money order from a bank
copied it.

But the bank doesn’t know in the latter case
that the person was Alice. The next protocol re-
pairs this flaw.



Protocol 4.

1. Alice prepares 100 anonymous money or-
ders for $1000 each. On each one she writes a ran-
dom 20-digit integer and 100 pairs of identity bit
strings: (IIL; IIR); ceey (IIOOLa IlOOR)- Each part is
a bit-committed packet that Alice can be asked
to open, and whose proper opening can easily be
checked. Any pair, (Isor, Isor), say, reveals Alice’s
identity.

2. Alice enciphers each money order and gives
all 100 to her bank.

3. Bank asks Alice to open (decipher) 99 en-
velopes, and verifies the contents. If it finds an
error, Alice goes to jail.

4. Bank signs the last money order, returns it
to Alice and deducts $1000 from her bank account.

5. Alice deciphers the money order (now signed
by the bank) and spends it with a merchant.

6. Merchant verifies bank’s signature to make
sure it is valid.

7. Merchant asks Alice to randomly reveal ei-
ther the left or right half of each of the 100 identity
strings. (Bank chooses the random numbers.)

8. Alice complies.



9. Merchant takes money order to his bank.

10. Bank verifies the signature and checks the
database for the 20-digit number. If it is not found
therein, the bank credits the merchant with $1000
and records the money order in the database.

11. If the 20-digit integer is already in the
database, the bank does not accept the money or-
der. It compares the 100 identity strings on the
money order with those in the database. If they
agree, the bank knows that the merchant copied
the money order. If they differ, a second merchant
deposited the money order earlier and it was Alice
who copied. Some of the 100 identity strings will
have both halves revealed, so Alice can be identi-
fied. Alice goes to jail.



