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Compliance Auditing in Data Stream Management Systems

Security Metadata

General Security Punctuation Schema

•100% accurate for current and recent past information (Audit Window)

• Outside of Audit Window the system returns approximate audit response

•Approximation is based on Tilted Time Window Data Structure

Audit:

Audit Part

Compliance Auditing component in DSMS
V Enables verification of compliance with policy

V Determines who accessed designated data, for what purpose, 

and when 

V Takes a stream-centric approach to auditing

V Has minimal impact on continuous query processing

V Tracks disclosures at various granularities of data

StreamAudit System

Access Control Mechanism in DSMS
V Uses security punctuation mechanism  

V Supports dynamic security changes for both data and queries

V Security processing is combined with regular query processing

Audit Response Metadata

31days 24 hours 4 qtrs12 months

Time Now

Up to a year:

Tilted Time Window
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